SESEN
OWASP Threat Dra

18 (Ray Lin)
2025/06

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.



M‘%ﬁ (Ray Lin), ray.lin@ifus.tw

aws @ @ EC-Council aws®
— CISSP. CCsP. @ e |V OffSec certified certified certifie
security J J ’ Advanced Machine

Security

Networking Learning
HEROES | WK 1 o )
| SSCR CERTIFIED = 7R
N ' D ,':_.‘f \__“‘;{%
7 Certifie N certifi .

Solutions

LRt GCRE{SI AWS Security Hero Architect | Engi Naunesourons
iFUS System Consultants Ltd. - %= (CISO) o g — - £
DataBrushing.ai (QSP) - Bi{i&(CDO) enace )/ o
EEWE(PM-ABC) - PMUSHEEHIFEET (PMP/PMI-ACP) pr-po
B4R (Al Network) — ISC2IZIEFERD / AWSIZIEZRT
[EE - ERES(FE

ISC2 Taipei Chapter - 1255 / IREENEIZESE & | PMI TaiwaniZIEi# AZE(PTGA) - #IiTE
DevSecOps Taiwan - &
BN, BEER. BIIEN. SEEE. S5 - B / 8
WRFEINER. AfF. &/, Fel. EhiE. BEESEESAREENAE

- #ERCEO, COO, CISO, CDO. EmEE. ITEE. FIFEE. SFSITIEMBRAERPG

- BESERPRAISTIE. PMI-TWERTIREGEHITIERS, BFELR7FNAESE, LASBIB4I0REFFER

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.




}—E;w: L*E’ ! n'ﬂ;‘R

. ERLFE

FEEEM*EEJ_% . [ERER

zﬁﬁ’]f*—l-uw*ﬂf: HETRL, 151

. HHEEREVES . DRERE, IR ERE MRS R E R R

I =

. DataBrushing.Al Elfus

- OWASP Top 10: BEISHEBEriEIEIIWebERZ 2R
- STRIDE: HHMENMRLEREDIERE, SEc=EE—TawsR R
- DREAD: HHRSEHMLEE BREEMERIREY

. BEUEEREEEM DA REMBEEEEREEAEFEIE(ATMA)
FHE LIERSR . SETHIRBEREE). RIVEBLAN BB Hahe

ETAHG, WS TRERES:

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.

=ZX

A=

SFEZ, LEGRTETEhERY1

Z: EPERBEREE, SEIINEMKE. ENEL. BEFEEL. &
& (DFD, Data Flow Diagram)?R{GE(4LE

BRI R A B IESSR,
EITHER

S3E




. DataBrushing.Al ﬁlfus

STRIDE

- STRIDEZHMERIR HAVEE o281, %ﬁbﬁﬁ)\ﬁ?iﬂiﬂ%w], TR
B, %MﬁﬁifﬂumE(DFD)?ﬁéﬁ ], EEREARETIERIE

i 1918

B8 (Spoofing) WEEBEMASRES D HE4
EBel(Tampering) RS EME &Y SoE
&ae(Repudiation) (FREHRAFIEEEIEITE IS
&xTl#@EE (Information Disclosure) PRENSREZEFDERHRE R
BEERRRF5(Denial of Service) (FRAERE(FESLAREHE a] At
F5HEfE T (Elevation of Privilege) FIRE SRR ER LA &3P ELMEE

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.




— DataBrushing. Al

—_—
RMRITE 2

Microsoft Threat Modeling Tool

» MicrosoftpiEHIRYBER T B, EFISTRIDEEADFDEN R BICHIEYETREY

« B4Y: https://learn.microsoft.com/zh-tw/azure/security/develop/threat-modeling-tool
- TELZEEIE: https://aka.ms/threatmodelingtool

%' Microsoft Threat Modeling Tool — [m} X

MICROSOFT THREAT MODELING TOOL ©
Version: 7.3.31026.3

Threat Model:

Create A Model Open A Model Getting Started Guide

Model your system by drawing Open an existing model file and A step-by-step guide to help you get
diagram(s). Make sure you capture analyze threats against your system. up and running now.
important details.

Template For New Madels Recently Opened Models Threat Modeling Workflow

1. Select your template.
- Sample_Threat_Model.tm7 ¥ p )
Azure Threat Model Template(1.0.0.2 Browse... 2. Create your data flow diagram model.

3. Analyze the model for potential threats.
4. Determine mitigations.

Template Workflow
Create New Template Open Template Use templates to define threats
that applications should lock for.
Define stencils, threat types and Open an existing Template and make 1. Define stencils
custom threat properties for your modifications to better suit your 2. Define categories
threat model from scratch. specific threat analysis. 3. Define threat properties
4. Define threat
5. Share your template
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Microsoft Threat Modeling Tool

% Sample_Threat_Model - Microsoft Threat Modeling Tool
File Edit View Settings Diagram Reports Help DiagramReader

Diagram 1 X
Search Stencils

Generic Trust Border Boundary: p Generic Process
2

0% Process

Thread

|
]
|
1
|
|
|
|
]
|
1
|
L

Kernel Thread

Generig Data Flo ‘ﬁeneric Da\i!:}(g‘

; ' osp

Generic Data : rocgss & OS5 Process

Store v ! : Generic Native Application
: - External

Interactor

‘ Generic Data Flow

1
Generic Data Flow Element Properties

Diagram

Name Diagram 1

|Add New Custom Attribute

essages - Disabled

Description Severity ~ Diagram

Messages - Disabled | Notes - no entries |
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OWASP Threat Dragon

- OWASPHIFRIRBZEERTE, XIRSEREREE I EAVE TN
CRIEN B T=EY
« B43: https://owasp.org/www-project-threat-dragon
o ¥{EsRBA: https://www.threatdragon.com/docs
« Demo website: https://www.threatdragon.com/#/
o NEZZEFE: https://github.com/OWASP/threat-dragon/releases

%

Example
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Desktop version

Platform SHA512
Windows NSIS installer
MacOS installer x86
MacOS installer ARM64
Linux Applmage
Debian package, AMD64
Redhat package manager, X86 64 bit

Linux Snap
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& OWASP Threat Dragon

File Edit View Window Help

Threat Dragon v2.4.1 English ~

OWASP Threat Dragon

OWASP Threat Dragon is a free, open-source, cross-platform application
for creating threat models. Use it to draw threat modeling diagrams and
to identify threats for your system. With an emphasis on flexibility and
simplicity it is easily accessible for all types of users.
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Threat Dragon v2.4.1 English ~ Loggedinaslocal-user (» @

Select a demo threat model from the list below

Demo Threat Model
Cryptocurrency Wallet
Renting Car Startup

Three Tier Web Application

New Blank Model
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Editing: Threat Model

Title

Threat Model

Owner Reviewer

Ray Lin RuRu

High level system description

Threat Model for Demo

Contributors

yuix| Starttyping to add a contributor

Diagrams

New STRIDE diagram New STRIDE diagram description
New CIA diagram New CIA diagram description

New generic diagram New generic diagram description

+ Add a new diagram...

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.




DataBrushing. Al 113

VX HARBENELE

EJ@TL%?*EHUZ””?FE:

Threat Model

Reviewer: Contributors:
RuRu Yui

High level system description

Threat Model for Demo

New STRIDE diagram New CIA diagram New generic diagram

me o e o
o & — °oe &
- 0.9 ~ @ @.-®
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e ol o
FIN

Show model Show Show out of Show Threat Show x Close

diagrams mitigated scope empty Dragon element
threats elements elements logo properties

Tue May 13 2025

Threat model report for Threat Model

Reviewer: Contributors:
RuRu Yui

Executive Summary

High level system description

Threat Model For Demo

Summary
Name
Total Threats
Total Mitigated
Not Mitigated
Open / Critical Priority
Open / High Priority
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Threat Dragon v2.4.1 English ~

Main Request Data Flow

{:) Entities
)

'
! Message Queue
A Demo Threat Model

I
Browser i
{ / showing an example web application,
[ \Put IMlessage (

T~ with a gueue-decoupled background process
Web Request (HTTR/S)
4 [Mlessage

{:) Components

’ Web App Query
J Results

Worker Query Results:
!
Worker Queries
!

I

[}
! Worker Config

9 Boundaries
Database ’

Read worker config

Read web épp config

———————

1
I
I
[ ——

Threats

-

Properties
Select an element on the graph to add a threat

Select an element on the graph to edit
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&rLftE(Data Flow Diagram
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ERLRE (DFD) T &SR

T

175ZE / INERERE - AR I T AR N, B
Actor / External Entity FEFREZ VSR

FRIR RS R S EATE, TG

Process SRR RLE A B T

RN 32 . — e
SR0M o ISR T EIE TR M LA, 5558
Datil:—i—lc})w pete Flow—p RETHERNERARE

Eaed GRIE. BESLogZiEEER

Store

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.




DataBrushing Al i1

VX HARBENELE

#ei5(Out of Scope)

——Data Flow——p» . ——Data Flow——p

S

Data Flow _Data Flow. __

““Data Flow™"
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T 5k (Properties)

Properties

Name ' Actor

Out of Scope

Provides Authentication

DataBrushing. Al

Actor

Description

Reason for out of scope

Properties

Name = Data Flow

Out of Scope

Bidirectional

Protocol

Properties

Name  Process

QOut of Scope

Privilege Level

Description

Reason for out of scope

Card payment Web Application

Goods or Services

——Data Flow—p»

Description

Reason for out of scope

Encrypted

Public Network

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.

Properties

Name Store

Out of Scope

Isalog

Stores Credentials

Description

Reason for out of scope

Encrypted Stores Inventory

Signed
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ToEF5 % (Properties)

* 17BE (Actor) &rlim(Data flow) —Data Flow—p
- BRERME S (Provides - 1&E=fli#AxE(Protocol)
Authentication) . BEF/INEZ(Encrypted)
- BEERLKIBAEHE(Public Network)

« RIEAE(Process) {7&1=(Store) Store
- 4EHEEAR(Privilege Level) B&EAEHZE(s a Log)

- BEEEREHEMFR(Card payment) B 1755 (Stores Credentials)

- BERRMHEBMEIRTE(Goods or Services) EAE & (Encrypted)

- BEBELERE(Web Application) 5% (Signed)
EAEFEFEZH (Stores Inventory)
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EyE2 (Threats)
Threats

#16 Use encryption
Information
disclosure

A

+ New Threat by Type 4+ New Threat by Context
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DFD c=EESTRIDERZE

BE BilligsE PRERBRFS ISHERA
( poofing) ( ampering) |( epudiation)| ( nformation ( enial of ( levation of
Disclosure) Service) Privilege)

f378%E (Actor)

EIBiiE(Process)

SHlifi(Data flow)

{#H{F(Store)
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New Threat by Type

- FFE(Title) A mp—
- $78Y(Type): BIEASTRIDE, CIA
R&(Status): Eﬁﬁﬁl e AR
2 E(Score): 35]7akFHDREAD & -
@‘H‘(Prlorlty) (KPR ERER M HE PR
smAH(Description)

%%ﬁ)qj:( M iti g ati O n S) : AT M AJELB:@:}%E Data should be encrypted either at the message or transport level

ver a public network may be intercepted and read by an attacker
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New Threat by Context

IEFEHRBEOWASP Automated Threats to Web Applications

Title

Use encryption

Type

Information disclosure

Status Priority

o

Description

Unencrypted data sent over a public network may be intercepted and read by an attacker

Mitigations

Data should be encrypted either at the message or transport level
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1B imiERT 2 R4 (CVSS)

- BRI ZE4(CVSS, Common Vulnerablllty Scoring System)E—&

ELIXEZ RSN TS RAREETHGRE, SiRE—SEITENHNAR,
7R S R iR Y B TIRR

- CVSSEEZEHIRHEENAZRPiRENREREE, L0 ~ 1089585
« 0.0: EE=
« 0.1 ~ 3.9: {K(Low)
« 40 ~ 6.9: FA(Medium)
« 7.0 ~ 8.9: H(High)
« 9.0 ~ 10.0: EgE(Critical)

« CVSSETE#E: https://nvd.nist.gov/vuln-metrics/cvss/v4-calculator
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Base

Metric Group

Exploitability Metrics

Impact Metrics

Attack Vector

Attack Complexity

Vulnerable System
Confidentiality
Vulnerable System

Attack
Requirements

Vulnerable System

Privileges
Required

Subsequent System
Confidentiality

)
)
)

(
(
(
(
(

User Interaction

)
)
)

Subsequent System
Integrity

-

Subsequent System
Availability

[ Exploit Maturity ]

J

&

Threat
Metric Group

-

Environmental
Metric Group

Meodified Base Metrics

(. Attack Vector )

» Attack Complexity

Confidentiality
Requirement

= Attack Requirements
* Privileges Required
* User Interaction

Integrity
Requirement

* Vulnerable System Confidentiality
* Vulnerable System Integrity

g
g
g

Availability
Requirement

)
)
)

* Vulnerable System Availability
* Subsequent System Confidentiality
* Subsequent System Integrity
\ Subsequent System Availability y.

J

&

Supplemental
Metric Group

Automatable

Recovery

Safety

Value Density

Vulnerability
Response Effort

Provider Urgency

J
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j8% (Damage) g%%ggéﬁﬂmu R A R G RN

ATERME(Reproducibility)  FHAREHEEISIRS B —BItERKE

ARt (Exploitability) 1iﬁ§321jﬁﬁﬁf%%¥ﬁ% TSI IER

7/ 2(F A& (Affected Users) FHE—BIRIEHFIHE,

o] 25154 (Discoverability) %:ggiﬁi’? i%gggm%&%

Copyright #A3<(Ray Lin) / iFUS System Consultants Ltd.



DataBrushing Al i1

EENRKREMNELE

STRIDE + DREAD
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(Tampering) 7® Bl

o <27 (ERESRERIER 30
(Repudiation) e EGREATR

&i8EE e E
(Information  #&&4% %Eﬁéﬁi\tgﬁ;ﬁh@ I
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BRI o
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DREADE|fiasn B

- BERER
- 0: EEE
« 1 ~19: {K(Low)
« 20 ~ 34: fA(Medium)
« 35 ~ 44: B(High)
« 44 ~ 50: [EgEa(Critical)

« BW15(2%&CVSS v4.0)
- 0.0: EREp=
« 0.1 ~3.9: {K(Low)
« 40 ~ 6.9: a(Medium)
« 7.0 ~ 8.9: H(High)
« 9.0 ~ 10.0: E&EE(Critical)
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DevSecOps Taiwan

' . SERRESLHES
DevSecOps Taiwan (2000+) o BHETE—IE
[m] Thekba P a o TRTEHBIRES

RN ZEEREEA A
. Agile / Waterfall / Hybrid
. DevSecOps (DevOps + Security)
. Al + Security
. Cybersecurity
. Cloud Security (AWS / Azure / GCP)

I EEFIREEERRS

Email: ray.lin@ifus.tw
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