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Intro
HIFXZEE (AES)

JEHFEX ZHEZ (RSA, Dlog)

L{th 22 5 22 #& & (Hash, Digital Signature, ZKP)

HEFE (?) N A (Elliptic Curve, Lattice)



& (Encrypt) | %S (Encode) #iE (Hash)
1= R R IRE 22 (Decrypt) | fi#f& (Decode) X
= & xR Al . Him L
ERTENE | g hmamy | DORA TR
1511+ AES, RSA, ElGamal Base64 MDS5, sha256

Kerckhoffs’s Principle

o A cryptosystem should be secure even if the attacker knows all details about the

system, except for the secret key.



Symmetric vs Asymmetric Encryption

Symmetric Asymmetric (Public key)

Feature EREMR, BHECRFE operation mode AEEFASLH shared secret.
A LINERRHIAR Publickey BRI & 215

15 F AES, DES, ChaCha20-Poly1305 RSA, ElGamal
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Useful tools

o PyCryptodome

o pip install pycryptodome

o Sage

o apt-get install sagemath

o Online version: https://sagecell.sagemath.org/ or https://cocalc.com/

o AR LR python 88 5—#%k, RE2EFXE " M :xor, M: power]


https://sagecell.sagemath.org/
https://cocalc.com/

Symmetric Encryption

SK SK

(Secret key) (Secret key)

Encryption “P@#*x!” Decryption




Symmetric Encryption

Enc
o Stream Cipher
1|0 0 0
>
o Block Cipher |
Enc I Enc Enc Enc Enc
1 /0|1 |0 JO0 (0 |1 1 0 1




sSymmetric

Stream Cipher

- Stream Cipher

» PRNG (Pseudo Random Number Generator)



minelReE

Stream Cipher
o Encryption: vy, =egy(x)=x D s
o Decryption: x =d.(y) =y, D s,

o Random & reproducible keystream

o Security depends entirely on the keystream

o Reused Key Attack

k

l

key suem - ------------------
generator
sl
Vi
~0 =

11




minelReE

PRNG (Pseudo Random Number Generator)

o Given an initial seed, generate a sequence of random numbers.
BEAE —EASHIRREIRER (GARRE®EFRIREHAITHER)

o & R B PRNG {Ej% : Linear Congruential, MT19937, LFSR

12
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PRNG

1. PRNG can be predicted with enough output bits

2.  Combine PRNGs with a nonlinear operation?
=> Correlation Attack
e.g. B =1{E PRNG B4 output a,b,c; output = aif b else c

-> output H75%HIHEZRZERR a
-> output B 75%HIHEZRFER ¢

13



sSymmetric

Block Cipher

 AES (Advanced Encryption Standard)

- Mode of operation
o EBC
o CBC
o CIR

o GCM



Block Cipher

o AES (Advanced Encryption Standard)

WL T e . a .la b.|b.lb,lb
5 j(*ﬂ%%ﬁ%ﬁﬁﬁﬂ"]i‘fﬁﬂhﬂ% 0| W,1| %.2| %3 0,0 ~0,1| ~0,2| ~0,3
N A o911 oG5 b1,o b1, b12 b1,3
O WEBE@'T%}:/\EI%: ’
ol o Bs
1. AddRoundKe
y a3,0 a3,1 3,2 3,3

https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
15




Block Cipher

o AES (Advanced Encryption Standard)

00
10
20
30
40
50
60
70
80
90
a0
b0
c0
do
el
fo

00
63
ca
b7
04
09
53
do
51
cd
60
e0
e7
ba
70
el

8c

01
7c
82
fd

c7
83
d1
ef

a3
Oc
81
32
c8
78
3e
8

al

02
77
c9
93
23
2c
00
aa
40
13
4f

3a
37
25
b5
98
89

ec
de
Oa
6d
2e
66
1

0d

bf

05
6b
59
3f

96
6e
fc

4d
9d
97
2a
06
d5
a6
03
d9
eb

AES S-box

06
6f

47
f7

05
5a
b1
33
38
44
90
24
4e
b4
6

8e
42

07
c5
fo

cc
9a
a0
5b
85
5

17
88
5¢c
a9
c6
Oe
94
68

08
30
ad
34
o7
52
6a
45
be
c4
46
c2
6c
e8
61
9b
41

01
d4
ad
12
3b
cb
9

b6
a7
ee
d3
56
dd
35
1e

99

Oa
67
a2
e5
80
dé
be
02
da
7e
b8
ac
4

74
57
87
2d

Ob
2b
af
f1
e2
b3
39
7f
21
3d
14
62
ea
1f
b9
e9
of

Oc
fe

9c
7
eb
29
4a
50
10
64
de
91
65
4b
86
ce

b0

od
d7
a4
da
27
e3
4c
3c
ff
5d
Se
95
7a
bd
cl
55
54

bb

of
76
c0
15
75
84
cf

ag
d2
73
db
79
08
8a
9e
df

16

The column is determined by the least significant nibble, and the row by
the most significant nibble. For example, the value 9a,g is converted into
b816.

o Rt Z &% ANEHBXINE
) WE‘B%@T@Z,?& . b

0,0

2 SubBytes b

1,2 1,0 bl,l b1,2 b1,3

>
2. SubBytes 3,,la,; az'2 3 bz,o bg,] bz,z

a3,0 a3,1 a3,2 a3,3 b3,0 d 2 .3

b

0.1

b

0,2

1. AddRoundKey

S

https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
16



Block Cipher

o AES (Advanced Encryption Standard)
o Kit2 &5 AMEER N

@) W%BEIE17I}:I\“§&: No
change| 20.0| F0,1| 2| Fo,3 Ay,0( Fo,1| 90,2 Q0,3
1. AddRoundKey 3 3 3 3 [Shiﬂ:ROW% a a a3 3
Shiftl| 99| 91,1| 91,2| 91,3 1,1| 91,2| 91,3 %0
2. SubBytes h P A YA w4 _>

wn
2.
=
N
Q
N
o
QD
N
(-
N

i a
r r r 2’3
3. ShiftRows < "l % / /
Shjft 3 A3/ 951|955 ?33 d33| A3 93|93,

https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
17



Block Cipher

o AES (Advanced Encryption Standard)
o Kit2 &5 AMEER N
o WAL U@L B

1. AddRoundKey

2. SubBytes

3. ShiftRows

4. MixColumns

X c(x)

https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
18




minelReE

Block Cipher

o AES (Advanced Encryption Standard)
o Kit2 &5 AMEER N 128 bits

Plain Text
o AARZEMUBEAL CTFEEMNIECEEREF
128 bits 128 bits
Key Key

128 bits Cipher
Text

128 bits
Cipher Text

128 bits
Plain Text

19



minelReE

Block Cipher

o AES (Advanced Encryption Standard)
o Kit2 &5 AMEER N

- BARRLFLUBLEE COF EEHEEEERT

o Side-Channel Attack?

128 bits
Key

128 bits
Plain Text

128 bits Cipher
Text

128 bits
Key

128 bits
Cipher Text

128 bits
Plain Text

20
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Block Cipher — mode of operation

354 bits ]
I I padding
354 bits
| |
| |
128 bits I 128 bits I 128 bits ]




minelReE

Block Cipher — mode of operation

o ECB mode

panren [ sbis | b |

[ 128 bits J

|

v

Key -+ Key

Encryption

Encryption

[ Cipher Text 128 bits

128 bits

22
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Block Cipher — mode of operation

o ECB mode

[ Plain Text [ 128 bits } [ 128 bits J

T |

Key Key

Key

[ Cipher Text

23
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Block Cipher — mode of operation

o ECB mode

[ Plain Text 128 blts 128 blts

128 bits 128 bits ]

Key -+
Encryptlon Encryptlon

5

JAYE
Encryption Encryptlon

[ Cipher Text 128 bItS 128 bItS

128 bits }

K — 1M Block EMNEH —E— B HE

24
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Block Cipher — mode of operation

o ECB mode

I8

{ERECBER INE

25
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Block Cipher — mode of operation

o CBC mode

{ Plain Text

[ 128 bits ]

|

Key

Encryption

\4 \4

Initial Vector (1V)

26
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Block Cipher — mode of operation

o CBC mode
Initial Vector (1V)

Key _{ AES } Key _{ AES } Key _[ AES }
Decryption Decryption Decryption

P

Plain Text [ 128 bits ] [ 128 bits ] [ 128 bits ]

27
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Block Cipher — mode of operation

o CBC mode

Initial Vector (1V)

Cipher Text [ 16 bytes } 16 bytes m
“... i “ 17

~\x00” .

Key{ AES. } Kley—[ AES. } I«ey—[ AES_ }
Decryption Decryption Decryption

Plain Text [ 16 bytes ] [ 16 bytes ] [ 16 bytes ]

\x61
...... | have a” “ pencil......” “..



minelReE

Block Cipher — mode of operation

o CBC mode
Initial Vector (1V)

e \x01” ”.l...” ”.1...”
Key{ AES. } Kuey-»[ AES. } I«ey—[ AES. }
Decryption Decryption Decryption

Plain Text [ 16 bytes ] [ 16 bytes ] [ 16 bytes ]
\x60

29
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Block Cipher — mode of operation

o CBC mode
Initial Vector (1V)

e \X52” ”.l...” ”.1...”
Key{ AES. } Kuey-»[ AES. } I«ey—[ AES. }
Decryption Decryption Decryption

Plain Text [ 16 bytes ] [ 16 bytes ] [ 16 bytes ]

\x33
“....1Thave 3” “ pencil...... “..

30
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Block Cipher — mode of operation

o CBC mode
Initial Vector (1V)

Cipher Text [ 16 bytes } 16 bytes m
u." "” ”\)i'p‘p" ”--‘---”

Key_{ AES } Key_[ AES } Key _{ AES }
Decryption Decryption Decryption

Plain Text [ 16 bytes ] [ 16 bytes ] [ 16 bytes ]

“*&SH/* | @?” “ pencils......” “..

31
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Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack

o HR Padding BEEE—TEHFR A (e.g., PKCS#7 Padding)

PKCS#7 Padding (ul bytes LiaER, DEmREEZ D)

0x10 O0x10 Ox10 0x10 Ox10 Ox10 Ox10 O0x10 Ox10 Ox10 Ox10 O0x10 Ox10 Ox10 Ox10 O0x10

32
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Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack Initial Vector (IV)
o HR Padding BHEEH— EHRA (e.g., PKCSH7 Padding) 16\byte5
oo, x00” “.1.7
o AILLFE B Server B B#EZE Error 2Kk H &% — & Byte
Key
D
Padding Error! [ 16 bytes ]
\x61

...... aaaaaaaaaaaaa”
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Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack Initial Vector (IV)
o HR Padding BHEEH— EHRA (e.g., PKCSH7 Padding) 16\byte5
oo, x01” “.1.7
o AILLFE B Server B B#EZE Error 2Kk H &% — & Byte
Key
D
Padding Error! [ 16 bytes ]
\x60

...... aaaaaaaaaaaa ”



minelReE

Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack Initial Vector (IV)
o HR Padding BHEEH— EHRA (e.g., PKCSH7 Padding) 16\byte5
oo, x02” “.1.7
o AILLFE B Server B B#EZE Error 2Kk H &% — & Byte
Key
D
Padding Error! [ 16 bytes ]
\x63

...... aaaaaaaaaaaac”’
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Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack Initial Vector (IV)
o HM Padding BEEH—EMEI (e.g., PKCS#7 Padding) 16\bytes
oo, x63” “.1.7
o AILLFE B Server B B#EZE Error 2Kk H &% — & Byte
Key
D
' |
Padding Correct! [ 16 bytes ]
The last byte is 96 xor 1 =97 -> last byte is ‘@’ o

...... aaaaaaaaaaaawor”

36
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Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack
o HR Padding BEEE—TEHFR A (e.g., PKCS#7 Padding)
o AILLEIE Server HZ A MEE Error 2RI HHZE —{E Byte
o WETE Bx1&—1{& Byte Bk HEIZ4EE Z 1 Byte

Initial Vector (1V)

16 bytes
“ s WXO1\x99” “.1.7
Key
)
Padding Error! [ 16 bytes ]

\x60
...... aaaaaaaaaaa w2’

37
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Block Cipher — mode of operation

o CBC mode — Padding Oracle Attack Initial Vector (IV)
o HR Padding BHEEH— EHRA (e.g., PKCSH7 Padding) 16 bytes
O, \x99\x99” “1.

o AILLFE B Server B B#EZE Error 2Kk H &% — & Byte

o FEXE fx1%— 1@ Byte FH#Kk i {BI24 55 — & Byte ey

%)
' !
Padding Correct! [ 16 bytes ]

...... aaaaaaaaaaawo2\xo?

38
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Block Cipher — mode of operation

o CTR mode (e ats 2 prnG)

Counter [ Nonce ] [Nonce+1J
¥ ¥

128 bits
Plain Text 128 bits

‘ 128 bits JQI;
v

Encryption Encryption

128 bits

39
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Block Cipher — mode of operation

o CTR mode (e ats 2 prnG)

Counter [ Nonce ]

¥

128 bits
Cipher Text 128 bits

v
Plain Text [ 128 bits ]

[ Nonce +1 ]
./

Encryption Encryption

_usos T

4
[ 128 bits ]

128 bits

[ 128 bits ]

40
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Block Cipher — mode of operation

o CTR mode (i aes & prNG)
o AILVESTETE
o HEAFE padding
o ME—BIRIRER nonce FEEEEEH

41
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o CTR mode -> GCM mode

Counter 0

Counter 1

| Plaintext 1

| Ciphe‘rlext 1]

Auth Data 1 |

D
D

A 4

Counter 2

o h ﬁ

| Ciphe‘r"text 2 |

| len(A) || len(C)

D
Y

A 4

Auth Tag

https://en.wikipedia.org/wiki/Galois/Counter_Mode#/media/File:GCM-Galois_Counter_Mode_with_IV.svg

42



Symmetric Encryption

SK SK
(Secret key) (Secret key)
Encryption “P@#*x!” Decryption

Questions?

44



Asymmetric Encryption

PK Key Generation
(Public key)
SK
(Secret key)
Encryption “PeH*x!” Decryption

Cipher text Z2F A Hi 2K Plain Text
PK EQEHEEHEH SK > BB — L e 25 RE

45



Asymmetric

RSA

 Introduction

- Attacks against RSA

« Fermat’s Factorization

- Pollard’s p-1

- Homomorphic Encryption



SYymineti;ic

RSA

Large Numbers Factorization

With two large primes p and g, it is easy to compute p*q = n, but it is hard to factor n to find p and q.

47



SYymineti;ic

RSA

Key Generation
1. Choose two large primes p and g, compute
o n=p*q
o ¢ =(p-1)(a-1)

2. Choose e such that GCD(e, ¢) = 1, compute
o d=elmodd

3. ReturnK,,,=(e, n),K,=d

48



SYymineti;ic

RSA

Encryption

Raise the message m to the power e
o c¢=me®(mod n)
Decryption

Raise the ciphertext c to the power d (private key)
o m=cd(modn)

49



RSA

Correctness

1. Fermat’s little theorem (aP! =1 (mod p))

m® = (mP1)al=191=1 (mod p)

m® = (ma1)p-l=1r1=1 (mod q)
2. Chinese remainder theorem

m®=1 (mod q) && m®=1 (mod p) = m% =1 (mod n)
3. Sinced=el!(mod¢)=>ed=1(modP)=>ed=kd +1

cd = med = mké+l = 1k * m = m (mod n)

50



SYymineti;ic

RSA

Key Generation

1. Choose two large primes p and g, compute
o n=p*q
o ¢ =(p-1)(a-1)

2. Choose e such that GCD(e, ¢) = 1, compute
o d=elmodd
o (commonly choose e =216 + 1 = 65537)

3. ReturnK,,,=(e, n),K,=d

51



SYymineti;ic

RSA (n=pg; ¢ = (p-1)(g-1); d = e mod ¢)
1. £1#} n: Fermat’s factorization ~ Pollard’s p-1 ~ Williams’ p+1

2. ﬁi‘f e: e-throot -~ broadcast attack

3. ﬁi‘]'d Wiener’s Attack

52



SYymineti;ic

Fermat’s factorization

& AR p, g BEOERIEH R, RILERBIS#E N N = ((N+1)/2)2 - ((N-1)/2)2

1.

2.

FiT B 37 B0 AR AT LAFRAE AR

AER ST TZE © N=a%-b?

FTLLE p, q (REEEBYREHE -
1. N=p*q=(a+b)a-b)->(a+b) IR (a-b) BRI
2. &£ a=sqrt(n) FAIERIE b2=a2 - N BILHI b FLATLL

53



Pollard’s p-1
& RS p - 1 1R smooth (AT LA5> #Z AR 2 /N B (F25) B B

Smooth:
1000000009 is prime, (1000000009 —1) =273 *3A2 * 7 * 10972 * 167

Not smooth:
1000000007 is also prime, but (1000000007 — 1) =2 * 500000003

54



SYymineti;ic

Pollard’s p-1
AR p - 1 1R smooth (AT LA% #Z AR 2 /N B (F25) B B

1. {RE% B> lp- 1 RMIEREZ] ., F M=1%¥2*3* . *B -
2. Bl gcd(a" -1 (mod n), n)=p,

Why :

1. E&B> lp- 1 KHIEEK] . FTULMEBZ p-1EBH
2. BEZEE/NTEHE rPV=1(modp), aM-1=alPlk—1=0(mod p)
3. PFrllaM-1=kp (modn)

55



Pollard’s p-1

& AR p - 1 1R smooth (A] LA i iR 2 &/ V&
1. BEE B> Mp-1 RHMERE] , § M=1%2%3* *B -

2. Bl gcd(aM -1 (mod n), n)=p.

Why :
1. H&B> lp-1&xKMEZE , TLLMEZE p-11
7. *E*J%ﬁ.%/]\fﬁ}i aPl =1 (mod p)’ aM —1 = glP-k — j range(2, B):
— . a = pow(a, j, N)
3. PrklaM—1=kp (mod n) d = gedla - 1, N)

< d < N:
d

56



SYymineti;ic

Homomorphic Encryption

E.g., RSA, Paillier Encryption...
1. Homomorphism: f(a) * f(b) =f(a > b)
2. InRSA: m*m,® =(mym,)e

=> LSB Oracle? B LAF|FH ¢ * (2%)e = (m * 2°K)e |

57



Asymmetric

ElGamal Encryption

 DLP (Discrete Logarithm Problem)
- Introduction

- Diffie-Hellman Key Exchange

- Attacks on DLP
- Brute force
- Baby-step Giant-step

- Pohlig Hellman



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )
316 31

Discrete Logarithm Problem 315 3 33
o Given a prime p, a generator g, we can 314 34
have a cyclic group. 313 mod 17 3°
312 36
311 37

310 39 38 Generator :

59



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )

: : 9
Discrete Logarithm Problem 6 10
o Given a prime p, a generator g, we can 2 13
have a cyclic group. 1 mod 17 >
o The number of elements in the group 4 15
is “order”. v 11
3 14 16 Generator : 3

Order: 16

60



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )

1

, _ gl6 g 5

Discrete Logarithm Problem R
g15 g3

o Given a prime p, a generator g, we can gl4 g

have a cyclic group. 13 mod 17 g5
o The number of elements in the group g12 g

is “order”. glt g’

g* g9 g° Generator :g

Order: 16

61



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )

3
Discrete Logarithm Problem
o Given a prime p, a generator g, we can
have a cyclic group. mod 17
o givenying* =y (modp), x=7?
iT&E 311 =7 (mod17) BREE (ATLUEHRER) 7
&7 =3 (mod17) 1R& 3% =7 mod 17

>
Il
V

62



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )

Key Generation

1. Choose a large prime p, generator g, and private key b, compute
o B=g°(mod p)

2. ReturnK,,,=(p, 8 B), K, =b

63



ElGamal Encryption (Discrete Logarithm )

Encryption

1. Choose a random a, compute ephemeral key A and masking key M
o A=g?(mod p)
o M=B?(mod p)
o CipherText =M * m (mod p)

2.  Return (A, CipherText)

Decryption

1. Compute masking key M with A, b
o M=AP(mod p)

2. Recover message m
o m = CipherText * M (mod p)

64



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )

Correctness
M =B2=g=Ab=M (mod p)

Other people without key a or b cannot recover g2 by observing the public B=gband A = g.

65



Diffie-Hellman Key Exchange

Generate secret key a Generate secret key b
A =g (mod p) B=g" (mod p)
A, B (Public)
K=B2 (mod p) K=AP (mod p)

004l o b
11¢ ]I} ave shared secret K = g2° Have shared secret K = g@
|l O

66



SYymineti;ic

ElGamal Encryption (Discrete Logarithm )

1

, _ gl6 g 5

Discrete Logarithm Problem R
g15 g3

o Given a prime p, a generator g, we can gl4 g

have a cyclic group. 13 mod 17 g5
o The number of elements in the group g12 g

is “order”. glt g’

g* g9 g° Generator :g

Order: 16

67
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Attack on DLP — Brute force
o 31=3 (mod 17)
o 32=9 (mod 17)
o 33=10 (mod 17) 417

0 3%=13 (mod 17)

O ... 7

O(p)

X=7mod17

> W
Il n
J

68



SYymineti;ic

Attack on DLP — Baby-Step Giant-Step

. 3
o Let m =sqrt(p), x AILAE R am + b
o b BIERS> (forall b < sqrt(p))
o Pre-calculate gP=B (mod p)
o IEBHERTELER mod 17

o a B9ER%> (foralla<sqrt(p) )
o B y/gm BREHERRPIEMB

X=7mod17

w

O(sqrt(p) -==)

>
I
J

69



SYymineti;ic

Attack on DLP — Pohlig Hellman

o If p-1issmooth.

o BAMTRI LIBEIR A order p— 1 B group 1F Ak
1R % order 1B /N84 subgroup!

12

*3

mod 17

14

10

13

15

11
16

70



SYymineti;ic

Attack on DLP — Pohlig Hellman

o If p-1issmooth. 1 9
*9
o FAMAI LAEE A order p— 1 B4 group 5k
13
1R % order 1B /N84 subgroup! 2
mod 17
4 15

71



SYymineti;ic

Attack on DLP — Pohlig Hellman

o If p-1issmooth.

o FAMAI LLR[E K order p—1 B4 group $FRk
1R % order 1B /N84 subgroup!

o 1E subgroup 2T HE dlip RIEEFERKE!

72



SYymineti;ic

Attack on DLP — Pohlig Hellman

B g=y(modp)k x> H(p-1)=a*b*c

o EELA g1y group /5 order (p-1)

o EELA gPV/a ] subgroup /& order a

— (gX)(P-L/a = y(p-1)/a

— (g(p—l)/a)x = y(p—l)/a

= FAMal LLFE x mod a HY{E

y=g" (mod p)
e(p)=p—1=p1 X - X pg

/ Pohlig-Hellman \

x (mod p;) z (mod py)

z  (mod ¢(p))

73



Attack on DLP — Pohlig Hellman

BE% g=y(modp)kx’ H(p-1)=a*b*c
o [EE8A g1 group A order (p-1)

o [EEA g U/P ] subgroup A order b

— (gx)(p-l)/b = y(p'l)/b

— (g(P-L/b)x = y(p-L)/b

— FHAMBTLLIFE] x mod b HY1H ...

ET xmoda, xmodb, xmod c FLBI LUk CRT T'!

y=g" (mod p)
=p—1l=p1 X Xpg

»(p)
/ Pohlig-Hellman \

x (mod py) . x (mod py)

z  (mod p(p))

74



SYymineti;ic

Attack on DLP — Pohlig Hellman

% g*=y (modp) K x> H (p—1) = ak
o EELA g1y group /5 order (p-1)
o EELA gPV/a ] subgroup /& order a

— (gX)(P-L/a = y(p-1)/a

— (g(p—l)/a)x = y(p—l)/a

— FIAILLFE] x mod a HY{H » RERE a,

y=g" (mod p)
e(p)=p—1=p1 X - X pg

/ Pohlig-Hellman \

x (mod p;) z (mod py)

z  (mod ¢(p))
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Attack on DLP — Pohlig Hellman

% g*=y (modp) K x> H (p—1) = ak
o [EEA g1 group /A order (p-1)
o EELA gPV/a ] subgroup /& order a
= (8%1) = (y'g™)
= (gea)lprthfanz = (y"gas)(p-1)/a2
_ (gPD/a)(caa = (y*gar)(p-1)/en2

— (glP-V/a)(x-ad/a = (y*g-a1)(p-1)/a”2

= AR LUF R (x-a;)/a mod a FY{H -> £5E] x mod a2 [Y{H

Xx=7?+7al+?a%+ a3+ ...+ ?ak

y=g" (mod p)
e(p)=p—1=p1 X - X pg

/ Pohlig-Hellman \

x (mod p;) z (mod py)

z  (mod p(p))
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Attack on DLP — Pohlig Hellman

% g*=y (modp) K x> H (p—1) = ak
o [EEA g1 group /A order (p-1)
o EELA gPV/a ] subgroup /& order a
= (8%1) = (y'g™)
= (gea)lprthfanz = (y"gas)(p-1)/a2
_ (gPD/a)(caa = (y*gar)(p-1)/en2

— (glP-V/a)(x-ad/a = (y*g-a1)(p-1)/a”2

= AR LUF R (x-a;)/a mod a FY{H -> £5E] x mod a2 [Y{H

Xx=7?+7al+?a%+ a3+ ...+ ?ak

y=g" (mod p)
e(p)=p—1=p1 X - X pg

/ Pohlig-Hellman \

x (mod p;) z (mod py)

z  (mod p(p))
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Asymmetric Encryption

PK Key Generation
(Public key)
SK
(Secret key)
Encryption “PeH*x!” Decryption

Cipher text Z2F A Hi 2K Plain Text

PK T2 A ML HE L SK -> 58— LBy 28 84 58 .
Questions?
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Primitives

Other primitives in Cryptography
1. Hash function
2. Digital Signature

3.Zero-Knowledge Proof

79



Primitives

Hash Function

 Introduction

- Length Extension Attack



Mﬂm IHINES

Hash Function (#:&Eigh)

EEXR/DIEN, HEMR

=]

E IR/

Hash value

Data

Hash value

Hash value
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Hash Function (#:&Eigh)
8 :

1.

2.

3.

4,

i A L RMOEM DL REE KN,

BMA—RHNEMNER[E—RUER,

AR — RN EHN SR —AMIER,
(collision: AS—#k B & ¥ ¥ FERI| — £ 8 Hash value)

A EE/E Hash value ¥ HE

a

% Data °
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Hash Function (#:&Eigh)

FRi&E -
1. FEFEZERER Hash value #8288

2. Database H#H{EFEABFNEEER

- ~ E [.
3. HMAC (hash-based message authentication code) %E}%Eﬂ,§\$ﬁui EIIIJ E.%
(B B2 A key BOETBIBEST Hash, TILIEREAREN ey REZFEREHEEE)

HMAC(K,m) = H((K' & opad) || H((K' & ipad) || m))

83



RimitiNes

Hash Function (# &)

= B B Hash function :

md5, shal, sha256, sha512 ......

MD?5 collision: https://www.mscs.dal.ca/~selinger/md5collision/
Shal collision: https://security.googleblog.com/2017/02/announcing-first-shal-collision.html

sha256 3 & & sha512 B4 collision 2B &y, 1B .7

84


https://www.mscs.dal.ca/~selinger/md5collision/
https://security.googleblog.com/2017/02/announcing-first-sha1-collision.html

M[@D IHINES

Hash Function (#:&Eigh)

Length Extension attack
md5, shal sha256, sha512 ZE 7 _E &} 2 F| A Merkle-Damgard #&i&

HERL “HERIEA S RIWEMAMELREEHK/N,

( '

Message

& J

N bits N bits N blts J

%“ —~
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Hash Function (#:&Eigh)

Length Extension attack

md5, shal sha256, sha512 ZE 7 _E &} 2 F| A Merkle-Damgard #&i&

HER “ERWASRIWEMNMBELREEHKR/N, =>JLUEENEK !

~

27?7

J

N bits N bits N blts J

%“ -
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Hash Function (#:&Eigh)

Length Extension attack

md5, shal sha256, sha512 ZE 7 _E &} 2 F| A Merkle-Damgard #&i&

HER FERBMA L RMWEMMBELABEMIKR/N, => A LIEENEK !

New Message

( Y
|\ J

e ] [ wow ) o |

| ]
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RimitiNes

Hash Function (#:&Eigh)

Length Extension attack

AL E—LEEL T A BRI HMAC - EBEXDE key, FAREE—LE HMAC BHORIH S 9 —LE HMAC 1B

New Message

oo 1)
[ N bits ] [ N bits ] [ N bits }

v v
ETRE R L
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Hash Function (# &)

In Length Extension Attack:

X

1. ERBASRMNEMTEEREENRD > N ERREER
2. HIA—KREMEEE—RWER > RS AR iR S FF& 8% Hash

3. BMIAFR—HMEMERIF KR > e A RER A T FE hash value
4. A BEYE Hash value I HE[Bl K Data -> THIER key 122 HIE

EERARE. ! ?
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Hash Function (#i&iE)

H B FBY SHA256, SHAS12 #RIEHS SHA-2  (BB=fX) |, ERIARIERETHNER SHA-1, SHA-O LEEE
1L,

EFH— KB SHA3 LR E A — B —EAHRRKT (EADELHE Length Extension)

BN EHALIR B ES # SHA-2 BMAIIREE, SHA-2 XEEEIR, LEREZHER. REMES,
FTLLB RNZEE L EE A SHA-2 -

90



Primitives

Digital Signature
- Introduction
« RSA sighature

- DSA (Digital Signature Algorithm)



Digital Sighature — Introduction

EHAEWERP, BRAEMTERESZG AR LIRRE AR B TB#{R 100 &
SRR B IR E BIALE ? b¥
HMAC?

> EREIRFTE 2R —1& secret key ({ERI A BRI LI FRIREEET) 22 L2 100 B

Public Key Cryptography? HHA 2 MMER A

> FAfLEETE . B m@EEss ! 00,aBRlII0

¢ 11
ol ol
I 0
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Digital Sighature - RSA Signature

Key Generation
1. n=pqQ
2. ¢ =(p-1)(a-1)
3. d=elmodod

Encryption

o c¢=me&(mod n)

Decryption

o m=cd(modn)
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RimitiNes

Digital Sighature - RSA Signature

Key Generation
1. n=pqQ
2. ¢ =(p-1)(a-1)
3. d=elmodod

Encryption Signing

o c¢=m¢(mod n) o s=md(mod n)
Decryption Verifying

o m=cd(modn) o m=s¢(modn)

RAH Alice ¥1:EF088 d

RREBTLUARR e 1BE s
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RimitiNes

Digital Signature - RSA Signature

Key Generation
1. n=pq
2. ¢=(p-1)(g-1)
3. d=elmodd
Signing RE Alice f17BFAHE d
o s=md(modn)
Verifying RKREAT LU AN e 18 s

o m=s*(mod n)

iT& s= (“ETE#EIR 100 &) ¢
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Digital Signature

E%ﬂi’ftﬂ’]nﬂluq: ’E/x”ﬁﬁﬁi%"ﬁﬁ%ﬁ&ﬂuﬁéﬁﬁéﬁﬁﬂ T E#34T 100 &
AERRBERBFEHIARE? b7
45 -
8% ? ST 100 & ?

1. Authentication: BEZU7EREZ Alice 32
FEE ? /RERA .

2. Integrity: Alice 2Z21BRI R A EEB R K

3.  Non-repudiation: Alice AEER B2 i1 gi::
| 0

00,10
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Digital Sighature - RSA Signature

Key Generation
1. n=pq
2. ¢=(p-1)(g-1)
3. d=elmodod
Signing HA Alice $1:EFA7 8 d
o s=md(modn)->s=(m+kn)d
Verifying AREBAILIFAN G e 185 s

o m=s*(mod n)

XK EX Integrity: Alice Z5BHIRAREEEBRR !
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Digital Sighature - RSA Signature

Key Generation
1. n=pq
2. ¢=(p-1)(g-1)
3. d=elmodod
Signing HA Alice $1:EFA7 8 d
o S =Hash(m)?(mod n)
Verifying AREBAILIFAN G e 185 s

o m=s*(mod n)

R % Hash 7 collision FA AN & A fE&E

98



M{m IHINES

Digital Signature

1) Generate the Hash value of the file

A

2) Sign the Hash value

Signatur

e

3) The signature guarantees the file

Signatur
e
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Dlgltal Signature - DSA (Digital Signature Algorithm)

Key Generation DSA REIMIBEBMTY, BREES

1. Choose prime p (1024 bits), g (160 bits), H (p-1) % q=0

2. Choose random h from [2, p-2],let g = h(P-V/a (mod p) (IEE#& h = 2 LLE A {E)
3. Choose random x from [1, g-1], let y = g (mod p) (Public: y; Private: x)

Signing

: h k f 1,9-1 _
1.  Choose random k from [1, g-1] S L f Hash &
2.  Computer = (gt mod p) mod q, s = (ki(message + x * r)) mod g

3. Signature =(r, s)
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Dlgltal Signature - DSA (Digital Signature Algorithm)

Verifying
1. CheckO<r<g,0<s<q
2. Letul =message * st (modq),u2=r*s?(modq)

3.  Check (gy*> mod p) mod q ?=r

101
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Dlgltal Signature - DSA (Digital Signature Algorithm)

Correctness of “Check (g'y*> mod p) mod g ?=r"?

g = h(P1)/a (mod p) ul+x*u2(modq)

y =g*(mod p) =message * s+ x*r*s1(mod q)

r = (g mod p) mod q = (message + x*r) * s1(mod q)

s = (ki(message + x*r)) mod q = (message + x*r) / k1(message + x*r) (mod q)
ul = message * s (mod q) =k (mod q)

u2=r*st(modq) ulyu2
(g*"y** mod p) mod q *recall: g has order q!!

= (glut **"u2) mod p) mod q

= (gmod p) mod g =r
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Dlgltal Signature - DSA (Digital Signature Algorithm)

HAK LR FlGamal —#k,

BRI g =y (mod p) EEE L

FEEEME random k AZEE S random ~ FEEFRTEE

BEIHER, A signature FI— &I k BOEE * Sony playstaion3 £ ECDSA &35 1& Bug

rl = (g mod p) mod g; sl = (k1(messagel + x*rl)) mod q

r2 = (gt mod p) mod q; s2 = (k1(message2 + x*r2)) mod q

rl=r2=r k * s1 =messagel +x *r — k * s2 =message2 +x *r
message2 * sl +x *r * sl = messagel *s2+x*r*s2

X = message2*sl - messagel*s2 / (r*s2 - r*s1)

SEIREB T !
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Dlgltal Signature - DSA (Digital Signature Algorithm)

Deterministic DSA’s Signing

1. choeeserandomktromfti-eH k = Hash(g, x, p, g, message)

2.  Computer = (gkmod p) mod q, s = (ki(message + x * r)) mod q

3. Signature =(r, s)

FERE— B R, R—EFASEE —EREMZEL8Y k
BEMRAE x Bt NZREREETER . WA ae S HEH x 773K
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Primitives

Zero-Knowledge Proof
e Introduction
- Sigma Protocol

- Non-interactive proof



Zero-Knowledge Proof

HHE g=yHIEE
Sure. Show me?
H EEIE 3 A REERVRAR x MW
AP & FH I RLERER
AR EEMREMR 2

00'amal10
110 Ol
ol 101

I 0
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Zero-Knowledge Proof (Sigma protocol)

Proof of knowledge — Sigma protocol

1. Commitment

2. Challenge

3. Proof

4. Verify the proof

00882 ll0
110 Ol
1] 101

I 0
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Zero-Knowledge Proof (Sigma protocol)

1. Commitment
BANE gr=y BOEE
2. Challenge
Sure. Show me?

FAFL 825 “BobiFEN FUSE =
3. Proof

4. Verify the proof

. 00igmn o
ok, frEmmE [
(1] 101

I 0
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Zero-Knowledge Proof (Sigma protocol)

1. Commitment
BANE gr=y BOEE
2. Challenge
Sure. Show me?

FAFL 825 “BobiFEN FUSE =
3. Proof

4. Verify the proof

. 00igmn o
ok, frEmmE [
(1] 101

I 0
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Zero-Knowledge Proof (Sigma protocol)

1. Commitment

g=y.
Choose a random . 2. Challenge
C r= (y, a) Choose a random e
ompute g'=a.
e
3. Proof
z=r+e*x Z

4. \Verify the proof

gz ?=2 * ye
001G r* gx*e
1o IR rixte
0l 101
I 0
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Zero-Knowledge Proof (Non-interactive proof)

Fiat—Shamir transform

Turn an interactive protocol into a non-interactive one using a random oracle (in this

1. Commitment

g =y.

Choose a random .
Compute g'=a.

case, the hash function).

2. Challenge
e = Hash(g, vy, a)

3. Proof
Z=r+e*x

4. Verify the proof
gy a
e = Hash(g, v, a)
gz ?=a%* ye
=g * gx*e

- gr+x*e

00lamalio
110 Oll
ol 0l

I 0
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Zero-Knowledge Proof (Non-interactive proof)

Fiat—Shamir transform

Turn an interactive protocol into a non-interactive one using a random oracle (in this
1. Commitment

g =y.
Choose a random .
Compute g'=a.

case, the hash function).

2. Challenge
e = Hash(g, v, a)

&% Hash A~ g4l

3. Proof 3 4 RS random r AR e

z=r+e*x
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Primitives

Other primitives in Cryptography
1. Hash function
2. Digital Signature

3.Zero-Knowledge Proof

Questions?
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Advanced

Advanced Topic(?)

1. Elliptic Curve

2. Lattice

114



Advanced

Elliptic Curve

 Introduction

« ECDLP

- ECDH

- ECDSA

- Attack on Elliptic Curve Cryptography
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YA

Elliptic Curve

xy @ _EBY Weierstrass’s elliptic functions:
y2=x3+ax+b (4a3+27b%2 % 0)

-
_

Example: y? = x - 3x + 3over R
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Elliptic Curve

xy @ _EBY Weierstrass’s elliptic functions:
y2=x3+ax+b (4a3+27b%2 % 0)
Operation +:

A+B=C

YA

I

Example: y? = x - 3x + 3over R
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Elliptic Curve

xy @ _EBY Weierstrass’s elliptic functions:
y2=x3+ax+b (4a3+27b%2 % 0)
Operation +:

A+B=C

I
A

Example: y? = x - 3x + 3over R
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J.’

. . A
Elliptic Curve

xy @ _EBY Weierstrass’s elliptic functions:
y2=x3+ax+b (4a3+27b%2 % 0)

Operation *:

2*C=C+C=D — >

N\

C

Example: y? = x - 3x + 3over R
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Elliptic Curve

xy @ _EBY Weierstrass’s elliptic functions: /
y2=x3+ax +b (4a3 +27b? z 0)
HER IR AL

C+(-C)=0 C

C+0=C

Example: y? = x - 3x + 3over R
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(A+B)+-C=0 A

y
. . A
Elliptic Curve
xy @ _EBY Weierstrass’s elliptic functions:

-C
y2=x3+ax+b (4a3+27b2 z0) /\B\/
AHEEREE?>EEE A
A+B=C —l l-x

\_//\ C

A+(B+-C)=0

Example: y? = x - 3x + 3over R
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y
. . A
Elliptic Curve
xy @ _EBY Weierstrass’s elliptic functions:

C
y2=x3+ax +b (4a + 27b2 £ 0) /\]B\/
AHEEREE?>EEE A
A+B=C —l — l-x

(A+B)+-C=0..0K A

7\
A+(B+-C)#0..7? \_/ A —C

Example: y? = x - 3x + 3 over R
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Elliptic C
Draw the elliptic curve y? = 2® + az +b mod r where a -3 b 3 17 m

ints (ipfinity not "2 = - 17
163:3po| n“mtynnshnwn) : % x'{i+3‘+:imod

13 | WU - NU—  — 5 VS WU SNV SN H L S— | SRS S SRS 19
12 [ ) i + +
" ‘ ; L ; o @
LT [ R — e [ — ...... . R [ — S — T — T

Ao N T P T A T

. ° ¢ @

7 S N S S . S— U N — S F—

4 i

s °

PR PR S ® . ...................... @
Example: )7 = x? = 3x + 3 over R e °

° 0 1 2 3 4 5 [} 7 8 9 10 1" 12 13 14 15 16

xy - E _EH#J Weierstrass's elliptic functions y2=x3+ax+b (mod 17)
y2=x3+ax+b (4a+ 27b? 2 0) 433 + 27b? # 0 (mod 17)
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Elliptic Curve
y2=x3+ax +b (4a3+ 27b? z 0) mod p

MEMEMG E : vy =2° +ar + b EBEEREREF, L
1. BFEs:

Y2—U1

{ mod p (& P, £ P, » B5I0S%)
s = 2:

“% modp (¥ Pr= P BAEM)
2. BRESHOEEAE P; = (z3,y3) = P+ Py :

$3282—$1—m2 mod p

= s(x; — x3) — mod
” (@ 3) = 4 g How to *x, for x > 27
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Elliptic Curve

y2=x3+ax+b (4a3+27b% % 0) mod p

result
addend

= Kk >

k% 2 ==

result = point_add(result, addend, a, p)

addend = point_double(addend, a, p)
k //=

1 result

Double-and-Add Algorithm
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Elliptic Curve

Draw the elliptic curve 4% = 2® + az +b mod r where a: -3 b 3 17

y2 =3 +-3x + 3 (mod 17) FA AT LA AR (B IR B
%15“26_/-\ . 16£3P0mlsﬁlinitynmshown) v"2=x"3+-3b+3mna17

15 ® [ ] o
—25pP (8,7) , BAAILLEE LEFTER. FE—@& ¢
order 23 B4 Group ° i ¢ 1
/ . 10 o
*order IR (mod p) B p {E$EA ;
Hasse's 7€ I&: [#E(Fp) — (p+1)| < 2/p °
6 O ® o
5 [
p 2P 3P 22p | 23p § - 1
(8,7) |(9,5) |42 |.. (8,10) | oo e o
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Elliptic Curve

Draw the elliptic curve 4% = 2® + az +b mod r where a: -3 b 3 17

y2 =3 +-3x + 3 (mod 17) Fh AT LUM A B EREE
%15“26—/'\ . 1egspomtsﬁnmtynmsmwn) y"2=x"3+-3b+3mm}17

15 ) o ®
—BhpP (8,7) , MAILLEE LEMAR. B2—E - o
order 23 4 Group ° i o —
E = EllipticCurve(Integers(17), (-3, 3)) . ’
E(8, 7).order() \
! ®
° o *—@
° ]
P 2P 3P 22P 23P 2 . o i \
(8,7) |(9,5) |42 |.. (8,10) | oo e o
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Elliptic Curve — ECDLP

Elliptic Curve Discrete Logarithm Problem

Given a point P and a point Q on the curve, find the k of Q = kP.

g¥=y (mod p) =2 kP = Q (mod p)
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Elliptic Curve — ECDH

Elliptic Curve Diffie-Hellman Key Exchange

1\ SYmmelrie

u

Diffie-Hellman Key Exchange

Generate secret key a Generate secret key b
A =g® (mod p) B=g" (mod p)
A, B (Public)
K =B? (mod p) K =AP (mod p)
Have shared secret K = g2 Have shared secret K = g2b

129



ECDH Key Exchange

Generate secret key a

A=aG (mod p)

K=aB (mod p)

00/ nlio

11 ¢
ol
[

iJ]lHave shared secret K = ab*G

Ol
0

A, B (Public)

Generate secret key b

B=bG (mod p)

K=DbA (mod p)

Have shared secret K = ab*G

00/amalio
110 Oll
ol Ol

l 0
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Elliptic Curve — ECDSA

Elliptic Curve Digital Signature Algorithm

Dlgltal Signatu re - DSA (pigital Signature Algorithm)

Key Generation ., SRS > BREBE

1. Choose prime p (1024 bits), q (160 bits), B (p-1) % q = 0

2. Choose random h from [2, p-2],let g = h®D/a (mod p) (E3E h = 2 LL&A®E)
3. Choose random x from [1, p-1], let y = gX¥ (mod p) (Public: y; Private: x)

Signing
1. Choose random k from [1, g-1]

MEH Hash (B

2. Compute r = (gk mod p) mod q, s = (k''(message + x * r)) mod q

3. Signature = (r, s)

91
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Elliptic Curve — ECDSA

Key Generation

1.  Choose curve E, a generator Gon E, and prime p.

2. Choose random d from [1, p-1], let Q =dG (mod p) (Public: Q; Private: d)

Signing

1.  Choose a random k from [1, p-1]

2.  Compute (x,y) = kG (mod p), let r = x

3. Compute s = kl(message + d * r) (mod p)

Signature = (r, s)

a
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Elliptic Curve — ECDSA

Verifying

1. CheckO<r<p,0<s<p

2. Letul =message * s (modp), u2=s1"r (mod q)
3. Compute(x,y)=ul*G+u2 *Q(mod p)

4. Checkx==r?

Correctness
ul*G+u2*Q
= (ul+d*u2) G=s'(message+d *r) G=kG
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Elliptic Curve

IR dlog RN B —, TEMILEN ECOLP FIEEE, FrLLEZERE(R Curve IR Generator &
=,

1. Smooth order: Pohlig Hellman
2. Singular curve: Node - Cusp, #XEERL DLP
3. Supersingular curve: MOV Attack, %2R DLP

4. Anomalous curve: Smart attack, fR#EERK DLP

I RIMR R A KR HEERY Curve : https://neuromancer.sk/std/
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Elliptic Curve -- Invalid Curve Attack
y2=x3+ax + b (4a3 + 27b? # 0) mod p

MEMEMG E : vy =2° +ar + b EBEEREREF, L
1. BFEs:

T9—I1

“% modp (¥ Pr= P BAEM)

{yy mod p (& P, # P, > B5II3H)
S _—

2. FREEHNEEAR Py = (z3,13) = P+ P> :

T3 = §° — ] — Ty mod p

LRl SO s = Fhig A Rl b |
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Elliptic Curve — other applications

* Elliptic Curve Pairing

* Post-quantum Cryptography — isogeny-based Cryptography

136



Advanced

Lattice

 Introduction

 Shortest Vector Problem (SVP)

« LLL

- Coppersmith method

» Closest Vector Problem (CVP)
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Lattice

The set of all integer linear combinations of a set of

linearly independent vectors.
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Lattice

The set of all integer linear combinations of a set of

linearly independent vectors.

A Basis can only generate a lattice, while different bases

may have the same lattice.

/ / _ =T / e //
’/ AN / — /
/ - . _
/ / P ro-
/ ’// / / Y 5 /
/ . / L=
/ =T / e / :
- ”/
/ & / -
, : - ‘T
/ //’ / / _"
/ ¢ | i
/ /—-/ / / ,"/ ‘
-7 / e / 1=
7 / 1 - / / ‘/ /
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. - / ;=TT / ¥ |
Lattice-- SVP (Shortest vector problem) - Sy e / P
/ / _ =T / P d
/ "// AN / / ”// /
. . . / -7 j/’ / / ,
Given a basis, find the shortest vector P / - / _ .
/ / -
. . . . / /’7‘ / ,"/ /
in the lattice of this basis. « - ;-7 /
/,’ / / _‘/’ / / //,
- / / -~ / e
/ _ - v / & / “4
- / //’ / /
,’7‘ / 2/’ / / /,_’/ /
/ ' - / "/‘/ //
/ -7 / - 7
_ / e
P / _
/ / / - /> T
/ _ - / e
’// / / ,"/ / ///
- / T P / e e
/ J—‘/ / ," /
R / & .
- / - / o
1’ / A7 / K’/ /
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Lattice-- SVP (Shortest vector problem)

Given a basis, find the shortest vector

in the lattice of this basis.

V2

V2’
V1

V2 =V2iEiiE Tv2 7E v1 ERIISEs |

- / yj/’ / R
_ - AN / -/ /
/ | / _ - , ,
PR _ .- -~
7 / P - //'_/ /
/ //// / ," /
/ e / I
e , P o
/ & / -
, : - ‘T
/ _ - / ¥ o
- / //’/ / /—‘/
/ P A
ro_ =T / 4 '

141



Lattice-- SVP (Shortest vector problem)

Given a basis, find the shortest vector in the lattice of this basis.

\ V2 7E V1 BIR B miEHE A (V27 VI BRE PSR A (V2 7E V1 BI% 8
— V2 Vo V2
V2’

V1 V1 V1
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INPUT
a lattice basis by, by, ..., b, in Z7
a parameter 6 with 1/4 < 6 < 1, most commonly 6 = 3/4

La tt| ce PROCEDURE

B* <- GramSchmidt({b;, ..., b,}) = {by*, ..., b,*}; and do not normalize
Hi,j <— InnerProduct(b;, b;*)/InnerProduct(b;*, b;*); using the most current values of b; and b;*
k <- 2;
: while k <= n do
LLL Algorlthm for j from k-1 to 1 do

if |y, ;| > 1/2 then
by <- by — Ly, j1b;;
Update B* and the related y; j's as needed.
(The naive method is to recompute B* whenever b; changes:

B* <- GramSchmidt({by, ..., by}) = {b/*, ..., b,*})
end if
end for
if InnerProduct(by*, be*) > (6 — p?y x_1) InnerProduct(by_*, by_;*) then
k <- k + 1;
else

Swap b, and by_q;
Update B* and the related Hi,j's as needed.
k <- max(k-1, 2);

end if
end while
return B the LLL reduced basis of {b;, ..., bp}
OUTPUT
the reduced basis by, by, ..., b, in Z"

https://en.wikipedia.org/wiki/Lenstra%E2%80%93Lenstra%E2%80%93Lov%C3%A1sz_lattice_basis_reduction_a Ilgl?rith m



Lattice -- LLL Algorithm

1 -1 3 0 1 -1
0 5 1 0
1 2 6 01 2

1. A polynomial-time approximation algorithm.

2. Output an LLL-reduced basis

3. The length of the first (shortest) vector in the basis will be bounded by the determinant of the lattice.

by || < 20" D/% - (det (L))"

https://en.wikipedia.org/wiki/Lenstra%E2%80%93Lenstra%E2%80%93Lov%C3%A1sz_lattice_basis_reduction_a Iﬁgrith m
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Lattice--Coppersmith Method

An algorithm for finding small roots of monic polynomials of degree d under modulo N.
f(x) =a,+ax +a,x*> + ...+ x4 (mod N)

f(r)=0,r="7
1. MENEBEH  —TEFRERTR EEMEMRRITHE
2. MENAEZEEH?
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Lattice--Coppersmith Method

An algorithm for finding small roots of monic polynomials of degree d
under

f(x) =ap +ax + a,x? + ...+ x¢

fr)=0&&r<R, r="7?

1. MENIREH . —TAEFERTER, EERMERKRITHE

2. MEBENAZEZEH?
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Lattice--Coppersmith Method

f(x) = ap + ax +a,x* + ...+ x¢ (mod N).

f(r)=0(mod N) && r<R,r="7?

EEdEZEN SEZHEAE ModNETHZO -
go(x) =N, g1(x) = xN, g,(x) = x°N, ......, 84.1(x) = x*IN

EEELZEAM—ERERS
Q(x) = t4f(x) + togo(x) + t181(x) + t,8,(x) + ...... + t4.184-1(x) (mod N)
= (tyag+ttoN) + (tga+tN)x + (tgar+toN)X% + ..o + (tgqag g+t N)x4T + txd

= Q(r) =0 (mod N)
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Lattice--Coppersmith Method

Q(x) = t4f(x) + togo(x) + t;81(x) + to85(x) +...... +t4.184.1(x) (mod N)
= (tgag+toN) + (tga+t N)x + (tga,+t,N)X2 + ... + (ty 18y g N)x4T + txd
= Q(r) =0 (mod N)

INRFLFIRTLLEE Q(x) B/, DEIEFIFRE x <R BEZME |Q(x)| <N

|Q(x)| < |Q(R)| = [tgap+toN| + [tga;+t;N[R + [tga+t,N[R? + ...... + [tg18g1ttaaN|RIT+ [tg|RI<N

= Q(r) =0 (mod N), |Q(R)| <N, r<R

= Q(r)=0 (FAIIE#EAZHLET ZA mod BAI LUER 2 FEHREE)
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Lattice--Coppersmith Method
INERFE M eI LAZE Q(x) &/, /DMEIERATE x<RBEFDMaE |Q(x)| <N

f(R) =ay+a;R+a,R?2+ ...+ R% (mod N).
80(R) =N, g1(R) =RN, g,(R) =R°N, ......, g4.1(R) =R¥IN
= (ag, 4R, a,R?, ..., RY)

=(N,0,0,..,0),(0,NR,0, .., 0),..(0,0,0, .., NR*1, 0)

Q(R) AT LR B FlGGE L2 R E RO FR T/ R0
= Q(R) fth7E3E L& (M= #8 AR Basis 42 !
— [|Q(R)| F=H1/N] Z—1& Shortest Vector Problem
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Lattice--Coppersmith Method N 0 o

IR BRI LLZE Q(x) BB/, /DEIETFTE x <R 8ESmE |Q(R)| <N

f(R) = ap + a;R + a,R? + ...+ RY (mod N). 0 NR 0

80(R) = N, g1(R) = RN, g,(R) = RN, ......, 84.1(R) = R*IN 0 n N Rl

= (ap, a1R, a,R?, ..., RY)

~ (N,0,0,..0),(0,NR,0, ..., 0),...(0,0,0, ... NR*L 0) 0 0 0
0 0 0

Q(R) AT LUK B S L B AR AT 25 AR AR

= Q(R) fh1E3E £E (M =45 A HY Basis 42 !
= TlQ(R)| ==HI/N] Z—1E Shortest Vector Problem

llllll

NRd—l

a, ;Re-1

0

Rd
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Lattice--Coppersmith Method

An algorithm for finding small roots of monic polynomials of degree d under

f(x) =ap +ax + a,x? + ...+ x° =0

fr)=0&& |r| <R, r="7
1. MENIREH . —TAFERTER, EERERKRITE

2. IR NAZEREE? => find small root r, for |r| < N¥/d
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Lattice--Coppersmith Method (Stereotyped Message Attack on RSA)

If the message has a known pattern: m = a + x.

Then, f(x) =me-c=(a+ x)®-c (mod n) is a monic polynomial of degree e under , and we

want to find a small root x.

- long_to_bytes, bytes_to_long, getPrime
= getPrime( ), getPrime( )
=3, Ppx*xq(q
*k S )AL IR A IRl [q0 "I Love LLL"Y
m*xk e % N

——— RSA Stereotyped Message Attack ———

.<x> = PolynomialRing(Integers(N))
%K + x)*3 - ¢
.small _roots()
[3453285568108888093031161]
(long_to_bytes(
b'I Love LLL'
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Lattice-- CVP (closest vector problem) Ay -/ S
/ _ =T / & /
/ "/ - AN / / _ - - / /
Given an arbitrary vector (no need to be in the ‘/, =7 S / j// -
. . ! ! ", } i / // i /
basis), find the closest vector to this arbitrary P ' S - p
. . . . /,/ ! ! j/’/ / //
vector in the lattice of this basis. ] B ! .
/ 4‘/ - / _ - - /
;=T / ¢ / :
- / 4~ / / -
i A7 / & /
/ “, - / - -/ /
- / /Vl / -
‘/ / / —‘/
L / < / / -~ {
7 / —= S
=T / & / / -
- / A / i
/ J—‘ | / / P - /
/ _ - -/ / Y % - / !
& / / _ - / @
’ / A7 / <- /

153



vameaal

Latti CVP P ;=TT / .
dattice-- (closest vector problem) -7 Sy e / P
r _E T / - !
/ "/ - AN / / _ - - / /
. . . ;=T e L
Given an arbitrary vector (no need to be in the - / r_m T / _ .
/ / ¢ _ -
. . . . - "/ / *
basis), find the closest vector to this arbitrary ", -7 ;-7 /
vector in the lattice of this basis. ) ol / S
/ R / - :
-7 / VvV =T / '
_ - ‘/‘ / 2/ - / / - -
/A / P /
/ & / _ -7 /
. . _ - / /
Babai’s Nearest Plane Algorithm : "/ - Vi, PN
L L / / i {
o / - 7/ / _" - // x
1. Reduce basis - ;-7 /
=T / & / /I
. - - / / -
2. Forkinrange(n): J J’, : ) ;- e
P / -7 / .
Fix the first k - 1 vectors in the basis. ,‘// -7 / ;) - '/‘ / ¢
_ - -~ / / - ;
Greedily optimize the distance with the k-th vector. ,/ ,/ | ‘,‘ / d- /
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Lattice

[RSA with known bits of p} {(EC)DSA with biased noncesJ |\Truncated LCGJ

l L

Finding small roots Hidden number problem

T

[SVP7 or CVP,,]

l

{ Secret info }

Figure 2: Examples of lattice-based attacks.

https://github.com/josephsurin/lattice-based-cryptanalysis/blob/main/tutorial.pdf

155



Advanced

Advanced Topic(?)

1. Elliptic Curve

2. Lattice

Questions?
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https://forms.gle/bStwQd5G7FUMKGKg6



https://forms.gle/bStwQd5G7FUMK6kg6
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