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Live camera in Bucharest, Romania Live camera in Meguro-ku, Japan

Live camera in Moscow, Russian Federation

Welcome to Insecam project. The world biggest directory of online surveillance security cameras. Select a country to watch live street, traffic, parking,
office, road, beach, earth online webcams. Now you can search live web cams around the world. You can find here Axis, Panasonic, Linksys, Sony,
TPLink, Foscam and a lot of other network video cams available online without a password. Mozilla Firefox browser is recommended to watch network
cameras.

The following actions were made to Insecam for the protection of individual privacy:
- Only filtered cameras are available now. This way none of the cameras on Insecam invade anybody's private life.

- Any private or unethical camera will be removed immediately upon e-mail complaint. Please provide a direct link to help facilitate the prompt removal of
the camera.
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* 11110.pdf

o MEBREIEBILEWE. pdf

e 11205-1.pdf

e 11206.pdf

o N3EERE sEE-1.doc

o 1N3FBRFEIFE L= Z R {RER. pdf
o NIERRBIEELENHHER. pdf

. 113 & pdf

. 13EE23XIPES-1.0df
e 13EE23XPER-2 pdf
. 13EE23XIPEE-3.pdf
e 13EE24ARIPES pdf

e 13EE5HIPEE pdf

o 13EE26HIPEE pdf

o AESIRIBES pdf

« 1517870344.jpg

e 11jpg

« 200805010008 0001.jog
e 2011.03.03.pdf

e 2011.03.09.pdf

* 2011.03.09%E# pdf (710 B.pdf
e 2011.03.10.pdf RIERE(202303).pdf
» 2011.03.11.pdf RBAEN201-02.pdf
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NIST E 4 [oIfEMPEEs S fpiEHRIE R (SP 800-61 R2)

1. ZEEPEER
. RIUEHEEME (20 CSIRT)

Cyber Incident Response Cycle - SRR AR A

— ) “ = ’ «
N

Detection &
Analysis

2. (RIS

- BEAN - BREWTH-

. BESEB - AR BEESIET -
. RERHRBEEN  HEHIMEEY -

3. &l ~ RFRERIE

o 8% BIEECFEA (AFERRGE) -
- 1R BREERABABGE -

o URME : ISIEARGE - WERRTSITNGARSE -

4. BEDH

.- EFEB4EEAE  HBRARE -

. EFIEHEpRME  BeEEEY -

o BIBgS  DTCRLISHEEEETRME -

Preparation

- PSR https://medium.com/@bhavin200/nist-incident-response-800-61-a-com prehensive-guide-to-the-four-phase-lifecycle-for-identifying-3c¢79b9b0a993
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Wireshark

vaRiil
Follow TCP Stream
758 TCP Stream B2 2IFERHEZVE (Application Layer) &
MEERImL /]!

et

Conversations
D RIER ~ I5E - 858 (protocol ) @2 #R

WIRESHARK
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Wireshark Cheat Sheet

Logical Operators

-~

and or &&

or or ||

xor or AA

not or!

[n][..]

OPERATOR DESCRIPTION

Logical AND

Logical OR

Logical XOR

Mot (Negation)

Substring

operator

EXAMPLE

All the conditions should match

Either all or one of the conditions should match

Exclusive alterations - only one of the two conditions should match not

both

Mot equal to

Filter a specific word or text

vy

SHIELD ZXTREME
BERE

https://www.stationx.net/wireshark-cheat-sheet/
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H:EMIL — Apache Combined Access Log

. EREH

236.184.27.219 - - [10/Sep/2016:18:27:10] "GET /product.screen?productId=FL-NYC-44
&JSESSIONID=CA10MO3AZ7USANA5006 HTTP 1.1" 200 3930 "http://www.yahoo.com"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)" 797

o IR AR

LogFormat "%$h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-agent}i\""

v 236.184.27.219 (%h)
« EHFBEKM client IP (remote host)

v - (%)
« Remote logname - A& H %S - FRILUBE R AR
v - (%u)

- HIRBEREZRW user - BRB5HRIE - FILUARRAR

v [10/Sep/2016:18:27:10] (%t)
« Web server Y%l request I E

v "GET /product.screen?productld=FL-NYC-44&JSESSIONID=CA10MO3AZ7USANA5006 HTTP 1.1" (\"%r\")
« Client I3 HAVEKF &

SHIELD ZXTREME
BERE



H:EMIL — Apache Combined Access Log

g # 5l

236.184.27.219 - - [10/Sep/2016:18:27:10] "GET /product.screen?productId=FL-NYC-44
&JSESSIONID=CA10MO3AZ7USANA5006 HTTP 1.1" 200 3930 "http://www.yahoo.com"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)" 797

« TRAIER AR

LogFormat "%$h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-agent}i\""

v 200 (%>5)
« Server In B BRIAR BB
v/ 3930
« [EZEA client IHROE R AN
v "http://www.yahoo.com" (\"%{Referer}i\")
« ERFNNAI—EHFE
v "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)" (\"%{User-agent}i\")
- FHREEANAEZREMN
v 797 (7)
o ZERFLIISMNE MM ER

SHIELD ZXTREME
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B W H sEaaf

« 192.168.1.101 - - [20/May/2025:14:23:45 +0800] "GET /index.php?id=1%200R%201=1 HTTP/1.1" 200
532 "-""sqlmap/1.4.10#stable"

« 192.168.1.102 - - [20/May/2025:14:24:03 +0800] "GET /search.php?q=<script>alert('xss')</script>
HTTP/1.1" 403 1234 "-" "Mozilla/5.0 (X11; Linux x86_64)"

« 192.168.1.103 - - [20/May/2025:14:25:11 +0800] "POST /upload.php HTTP/1.1" 500 768 "-"
"curl/7.64.1"

« 192.168.1.104 - - [20/May/2025:14:26:09 +0800] "GET /etc/passwd HTTP/1.1" 404 234 "-" "Mozilla/5.0
(Windows NT 10.0; Win64; x64)"

« 192.168.1.105 - - [20/May/2025:14:26:47 +0800] "GET /index.php?page=../../../..[etc/passwd HTTP/1.1"
200674 "-" "Mozilla/5.0 (Windows NT 6.1)"

« 192.168.1.106 - - [20/May/2025:14:27:33 +0800] "GET /admin HTTP/1.1" 401 89 "-" "Nikto/2.1.6"

« 192.168.1.107 - - [20/May/2025:14:28:10 +0800] "GET /api/user?id=1;DROP TABLE users;-- HTTP/1.1"
403 1900 "-" "Mozilla/5.0 (Macintosh)"

SHIELD ZXTREME
WE LR
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v EEIRRER v InsafEE
v FRIRBSESE v BRETRER
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Cyber Defense Matrix (CDM)

Devices
Applications
Networks
Data

Users

Degree of REYSTYeIleTe

Dependency

SHIELD ZXTREME
WE LR

Identify Protect Detect Respond Recover
1
Config Mgt, IAM Endpoint Detecfion & Response
Vuln Scanner AV, HIPS || '"EP Forensics |
SAST, DAST, RASP.
SW Asset Mgt, 4
Fuzzers . WAF 1
Netflow, Network n DDoS Mijtigation
Network Vuln SecurltY) ) —
Scanner (FW, IPS/IDS) NW Forensics
Data Audit, Encryption,:’r Deep Web,
Discovery, Tokenization, Brian Krebs, DRM Backup
Classification DLP, DRM FBI
. b Phishing &:'r Insider Threat /
Sifrhﬁggir:)gns ASecurity B:halvitqral
wareness nalytics

-

https://www.jcic.org.tw/main_ch/fileRename/fileRename.aspx?fid=1143&kid=1
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» Hackers are anywhere, any time!
Are you READY ?

Welcome to Shieldx.io
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