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Low Earth Orbit Satellite Security and Reliability:
Issues, Solutions, and the Road Ahead

Pingyue Yue, Student Member, IEEE, Ianping An, Senior Member, IEEE, Jiankang Zhang, Senior Member, IEEE,
Jia Ye, Member, IEEE, Gaofeng Pan, Senior Member, IEEE, Shuai Wang, Member, IEEE,
Pei Xiao, Senior Member, IEEE, and Lajos Hanzo, Life Fellow, IEEE

(a) LEO satellite-based Internet of
Remote Things (IoRT)
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https://ieeexplore.ieee.org/document/10209551
https://www.birdnote.org/listen/shows/black-kites-do-birds-start-fires

(b) LEO satellite-based smart city
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(c) LEO satellite-based emergency rescue
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(WikiLeaks, 2008) The complexity of the Iridium air interface
fEES PRl - INEE 2 DI E R FIRYK E

Iridium Security
Non-collection

... common beam}The complexity of the Iridium air interface o
Publications

makes .. horzon to horizon. TComplexity of feederlinkinterface

DEFENCE R%’ " DEFENSE
C/ - poses a ... LineDataCenteriridium confidential16Solution
SecurityDataCenterAvionicsEquipmentPackageflridium is the 7 .

pipe ...

Evaluation of Iridium Satellite Phone
Voice Services for Military Applications
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https://apps.dtic.mil/sti/pdfs/ADA371120.pdf
https://file.wikileaks.org/file/iridium-security.pdf
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(2021) PhD Research at Oxford University
HaEERENEERBNEERR

Y HE PR
HTTP, FTP, POP3, SMTP, TCP, ...
TCP hijacking
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https://ora.ox.ac.uk/objects/uuid:11e1b32a-8117-46b1-a0ce-9¢c485221d112/files/d02870w18z

Securing New Space: On Satellite
Cyber-Security

James Pavur

Wolfson College

University of Oxford

A thesis submitted for the degree of
Doctor of Philosophy

Hilary 2021
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NASA's Terra Meteorological

Russian Hacker SolarWinds  ViaSat's - Service _GPS
Group Turla Supply Chain Satellite Ground Endures Russian jamming sees
exploited Attack Segment Faces Cyberattackand more ships show
commercial Impacts NASA Cyber Assault Interference up at airports
satellite systems and FAA

s £

Iridium Communication
Satellite Signals Hacking

5

Russia's SpaceX Supplier

Fancy Bear Faces

Penetrates Attack

U.S. Satellite

Networks -
Japan's space

§ agency hit by series
of cyberattacks
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1. Reconnaissance (BH’20)

Privacy: Info Leak by Ku/Ka-

band overflow wave (BH’20) Space Side
3. TCP Hijack for data

manipulation (BH’20)

1. WebUIl password can be leak with physical
access (or LEO network) to control the
— SATCOM system (BH’14)
2. CSP exploits allowed hackers to get RCE with

N H th
4. Get 0365 (MSFT) OTP to 7,/ R\ g only 10k$ devices (S&P 44t )
Control ICS and /// N
RCE(S&P’20) / //
5. Space Jam: Use RF attack TT&C ///
your VSAT LEO connection ///
(DC’30) 7
yand
s 7
nd )
yand 1. Reconnaissance (BH’20) ~
//// 2. Privacy: Info Leak by Ku/Ka-band overflow wave (BH’20) N
s 7 3. TCP Hijack for data manipulation (BH’20)
//// 4. Use only 100$ devices to Hijack Vessel ECDIS / Airline EFB (S&P’20)
k 5. Space Jam: Use RF attack your VSAT connection (DC’30)

1. ®)

User/ Manufcturing
Ground Terminal Side

SATCOM Provider
Ground Side
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https://i.blackhat.com/USA-20/Wednesday/us-20-Pavur-Whispers-Among-The-Stars-Perpetrating-And-Preventing-Satellite-Eavesdropping-Attacks.pdf
https://i.blackhat.com/USA-20/Wednesday/us-20-Pavur-Whispers-Among-The-Stars-Perpetrating-And-Preventing-Satellite-Eavesdropping-Attacks.pdf
https://i.blackhat.com/USA-20/Wednesday/us-20-Pavur-Whispers-Among-The-Stars-Perpetrating-And-Preventing-Satellite-Eavesdropping-Attacks.pdf
https://www.youtube.com/watch?v=Ouyln7CeWJU&ab_channel=DEFCONConference
https://i.blackhat.com/USA-20/Wednesday/us-20-Pavur-Whispers-Among-The-Stars-Perpetrating-And-Preventing-Satellite-Eavesdropping-Attacks.pdf
https://i.blackhat.com/USA-20/Wednesday/us-20-Pavur-Whispers-Among-The-Stars-Perpetrating-And-Preventing-Satellite-Eavesdropping-Attacks.pdf
https://i.blackhat.com/USA-20/Wednesday/us-20-Pavur-Whispers-Among-The-Stars-Perpetrating-And-Preventing-Satellite-Eavesdropping-Attacks.pdf
https://www.computer.org/csdl/proceedings-article/sp/2020/349700b025/1j2Lg3MvKpi
https://www.youtube.com/watch?v=Ouyln7CeWJU&ab_channel=DEFCONConference
https://www.youtube.com/watch?v=NXqLMmGwJm0&ab_channel=BlackHat
https://www.blackhat.com/docs/us-14/materials/us-14-Santamarta-SATCOM-Terminals-Hacking-By-Air-Sea-And-Land-WP.pdf
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NASA and the LEGO Group - https://www.nasa.gov/



Ground side: TR ISR ZHY APT I 22
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https://www.nationalgeographic.com/science/article/space-junk



An APT War: B 7% 22 PR a3 P Eh 131 2 A kS AR 755

(2022) L ZEHT APT28 ¥J= 38578 5] Viasat K22
527N B TR BN 151 2 48 58 B 75
VPN fC & 557

2[R S B 2BV E]EE (Modems Wiper)

This article is more than 1 year old

Viasat spills on the Russian attack,

warns of continued risks

A misconfigured VPN appliance is to blame

A Brandon Vigliarolo 16:45 UTC

Keep the Operation Running
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https://www.theregister.com/2022/03/30/viasat_spills_on_russian_attack/



Space Side: 181 2 A ES T, N5

Radio waves Micro-wave Infrared Light Ultraviolet X-ray = Gamma ray

Starlink et B IRRVAR S 3R E
(2023) Signal Structure of the Starlink Ku-Band Downlink

[Submitted on 20 Oct 2022 (v1), last revised 30 Aug 2023 (this version, v3)]

Signal Structure of the Starlink Ku-Band Downlink

Todd E. Humphreys, Peter A. lannucci, Zacharias Komodromos, Andrew M. Graff
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https://ieeexplore.ieee.org/document/10107477
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B : BEtm N\ Fk Ukraine relies on Starlink for its drone
FSTERI PR H Starlink ERIEFR AR war. Russia appears to be bypassing

sanctions to use the devices too

Tobol-1 284} counter-signal #1718

o Shcholkovo
Moscow™*

THE DISCORD LEAKS R U=S Si1 A

Russia tests secretive weapon to target Where Russia
— has tried to jam
Starlink connectivity

SpaceX’s Starlink in Ukraine

THE DISCORD LEAKS | Moscow's bid to sever Ukrainian forces’ internet access is more
sophisticated than previously known, leaked document shows

5 ‘Kyiv

UKRAINE Bakhmut J

-1["\"(\
t'\t‘\d i
Odessa ~sial"
RU>~

CRIMEA Armo""v'r

lllegally annexed
by Russia in 2014
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https://www.washingtonpost.com/national-security/2023/04/18/discord-leaks-starlink-ukraine/
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Pokémon

= SEIE

GO

HackRF tool
TWD 10,000

ce ﬁ

HackRF One - IS

g GREAT SCOTT GADGETS .
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July 13, 2016 by Stefan Kiese

Gotta Catch 'Em All! - WORLDWIDE! (or
how to spoof GPS to cheat at Pokémon
GO]

https://insinuator.net/2016/07/gotta-catch-em-all-worldwide-or-how-to-spoof-gps-to-cheat-at-pokemon-go/
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Drone View

vs:0.0 v/

HackRF View

Edit View Search
R / 0.987

Terminal Help
5.0 MiB/second

o
5.0 sec =

Exiting...
Total time: < 19240 s
hackrf stop tx\{, ‘one
hackrf_close() doi
hackrf_exit() done
fclose(fd) done
exit

: # hac,
hackrf_info version: unknown
libhackrf version: unknown (0.5)
Found HackRF
Index: ©
Serial number: 0000000000000000206063c822-
Board ID Number: 2 (HackRF One)
Firmware Version: 2018.01.1 (API:1.02)
Part ID Number: 0xa0@@cb3c 0x00574762

H # hackrf_transfer -t gpssim.b
hackrf_set sample rate(2600000 Hz/2.600 MHz)
hackrf_set_freq(1575420000 Hz/1575.420 MHz)
hackrf_set_amp_enable(1)
with Ctrl-C

info

asf

call
call
call
Stop

Terminal
MiB/second
MiB/second

Edit View Search Help

Be forced to
terminate

MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second
MiB/second

#vs0.2 m/s Hs0.

2
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FEZH ST
| could spoof Globalstar satellite

%]"'I%%E Lljl:5|:|z %Z JLS_TE BE%U messages, boasts infosec bod

‘We've never been hacked so everything's fine'
says hacked firm

A John Leyden Wed 5 Aug 2015 11:04 UTC

Iridium Network of 66 LEO satellites

U.S. DoD & Pentagon: Tracking purposes in logistic £
2.4 Kbps, unencrypted and plaintext by default e
Decrypt on RPi2: github.com/muccc/iridium-toolkit @

CONNECTED
Keep Pointing ¢
Satellite

GlobalStar Network

Lockheed Martin Flight Service
Black Hat USA’15: “Attacking The Globalstar Simplex Data Service”

iPhone SOS Message

2 ROne
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https://www.theregister.com/2015/08/05/globalstar_satellite_comms_hacking/



Client Server
F =R

Black Hat10 - Hijacking satellite DVB links by S21Sec
A satellite dish ~ TWD 10,000
A dedicated DVB-S tuner (PCle card) ~ TWD 3,000

TBS-6922SE PCle card

(2015~2020) HZEHT Turla 5@ EZ AR downstream links
{B%S SYN-ACK I BlASEE

Exploiting geography:
How the Turlagroup *
ch i

KASPERSKY#
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https://www.spacesecurity.info/en/back-to-turla-or-how-a-russian-speaking-cyber-espionage-group-exploits-satellites/
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B Modbus TCP 1% - %5 PLC * RTU - ...
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7538 LAN, WiFi, Cellular, and E £ f 5 BIEE R

Cellular

Ethernet
Modbus TCP

Remote Sites
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B ship to ship
W Ship to shore

B Ship to satellite

Automatic Identification System (AlS)
* Toreceive and provide identification and position

information with other vessels/rigs and onshore stations

Communication System

.,

* Use satellite networks to keep in touch with onshore
offices and assure safety and operational coordination

Inmarsat Iridium Globalstar
Speed 2.4-20 Kbps 2.4-20 Kbps 9.6-20 Kbps
GPS YES YES NO
Drone

* Deliver cargo to the vessel

W * Quick overview and evaluation of hard-

to-reach areas

t --.'_":' -‘
tut
L [

* Take your position via the vessels' GPS or internal sensors

Keep the Operation Running

https://www.deepwater.com/documents/RigSpecs/Deepwater%20Champion.pdf
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Dynamic Position System (DPS)

* Receive satellite signal to maintain a constant position
above the drilling site
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AlS BB X -
APT Ha S 57535 - BB AIS BRI EITIE
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(2023-2024) B ZER G B ER BEEL S

GPS attacking issue grows
Daily, October 1, 2023 - April 4, 2024

= Bz ggg JLEE = .
XFrEH lt:]ﬂ xgﬂ% — Black Sea — Eastern Mediterranean

L.w”Jlmm|WHHMHL|H||W|H|Hnl|1|l\

https://www.lloydslist.com/LL1148748/War-zone-GPS-jamming-sees-more-ships-show-up-at-airports
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,,,,,, Memorandum on Space Policy

----------- — Prmuples in the U.S. Directive-5—Cybersecurity

Principles for Space Systems
(2020) Space Policy Directive-5 (SPD-5) T e e
EEEHIABEZEHAEERNEZY
H= 8 7h SPD-5 - BT RN E R FRVAT S 314
R EXERMEESRERITS ~ MEEGIAR - FHE

(2022) CISA’s Strengthening Cybersecurity of SATCOM Network
Providers and Customers
CISA % f BEEBXRENBHNZZIEE
RHEERARHRERNERELZ D ERIENT
(2023) NIST-IR-8401 for the space sector's ground systems

NIST and MITRE Corp 2& 7 2% 25 21 F5 ith [H Z 47 fiE 22
REEEARZ A SIS

fﬁ& CEERHEEEZ  EEREERBRNAEEZ
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i % Principles in Europe

* 4k

(2023) NIS 2 Directive for the space sector
R B2 50 B A YA %‘Ei\ﬁii
AR 0 A i E R 5 M Y A S
WIREZEMH ﬁ%FfL%i@
BAERsl] - ERGEEEhER S

(2023) BSI TR-03184 for Aerospace Applications

2 Eﬁlg,ﬂﬂﬁinnﬂﬂﬁm e =R =T
IR ZiEIBELEEM

SRl 7] A A AR 2

Keep the Operation Running

https://nis2directive.eu/nis2-fines/

ESSENTIAL ENTITIES (EE)

& Includes public and

private companies in
sectors such as transport,
finance energy, water,

space, health, public

administration, and digital
infrastructure
Fine level: €10MM or 2% of

global annual revenue.



o Principles in Japan s o o

(2023) JP METI- Cybersecurity Guidelines for Commercial
Space Systems Ver. 1.1

Sy e E T g g =1

WERFERMURET - FE - RS - BF - #HENEEER

Factory building

MBS RE TH - 24 oT BBER s

Z Control network
(PLC/DCS, etc.)

L Field network
{sensor/maotor, etc.)
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(2020) Space Policy Directive-5

(2022) CISA’s Strengthening
Cybersecurity of SATCOM Network
Providers and Customers

(2023) NIST-IR-8401 for the space

sector's ground systems

(2023) NIS 2 Directive for the space
sector

(2023) BSI TR-03184 for Aerospace
Applications

(2023) JP METI- Cybersecurity
Guidelines for Commercial Space
Systems Ver. 1.1
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(2020) Space Policy Directive-5

(2022) CISA’s Strengthening Cybersecurity of
SATCOM Network Providers and Customers =t o e

ELEE I i By A B RLE
(2023) NIST-IR-8401 for the space sector's N
ground systems * Integrity check ’ Vulnera.blllty * Roles and rights
o * Malware scan protection + Use of IDS/IPS
(2023) NIS 2 Directive for the space sector - Support logging * Protect against systems
. ...(6) s . . (7)

(2023) BSI TR-03184 for Aerospace
Applications

.« .. (7)

(2023) JP METI- Cybersecurity Guidelines for
Commercial Space Systems Ver. 1.1
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* Measures to protect against tampering in the
system
* Conduct malware/vulnerability scan regularly

EZEE

* Integrity check of the supply chain
* Conduct malware/vulnerability scan before asset is

introduced * Use virus protection programs/update regularly
* Documentation of assets and its components * Implementation of a roles and rights principle
* Support logging and auditing functions in the system
* Determination and implementation of an applicable * Implementation of logging and auditing
cybersecurity standard at the supplier principle in the system
« Use Cyber Threat Intelligence to prevent known * Guidelines for password security
threats * Change tracking/documentation for system

NIS 2 Directive B FhE
Reporting Obligations - Use of IDS/IPS
Essential and important entities Use of separate, task-specific networks
must have processes in place for Implementation of a roles and rights principle between equipment
ﬁrsi:!qgf:t;efv?[:gfgsffisceacnir;zpact on Implementation of logging and auditing principle in the network
their Service provision or recipients Use encrypted communication if possible

Documentation of Network configuration

Communication with the satellite in several communication channels

Keep ¥ Operation Running _ -:§ tane
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EEZERFELIETE R APT I EBEAEH MR N ER
BEMRAEMBRZECNNEF L - EERERTEEEIRET
Space Side, Ground Side, Supply Chain

AlESEHEHRBERAEEXZNREEZE  BNAERBEREFHAFEE

12 il

OT EHEIMMBELZEE=Z1EM 555
EREHE (6) .
Imwa e (7) o
EREFHE (7) Jur—

FFFFF fying Cyber Resilience
for the Commercial

SSSSSSSSSSSS

The Final Frontier: Fortifying Cyber Resilience for the Commercial Space Industry
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