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How to acquire the list of SUPI
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Submit the findings to the GSMA CVD program

GSMA Coordinated Vulnerability Disclosure
Document Template - WORD Format

Reporter Details

Name (either full or Yi-Hsueh Tsal

nickname):

(Mandatory Field)

Organisation Institute for Information Industry

Email lucas@ii org tw

(Mandatory Field)

Telephone +886266078962, +18586337590

Can we provide your name to  Jifsyml Yes K
the vendor if required

Do you want to be publicly
acknowledged

Vuinerability Details

(All below are mandatory fields)

Title of Vulnerability

Acquiring the list of SUPI stored in the database of 5GC UDM

Description of Vulnerability

According Annex A1 of 3GPP TS 24 501, the 5GMM cause, Cause #3 — lllegal UE, is sent ta the
UE when the network refuses service to the UE either because an identity of the UE is not
acceptable to the network or because the UE does not pass the authentication check.

Therefore, the UE will receive Registration Reject with Cause, lllegal UE, after sending Registration
Request with SUPI, which the value is not found in the database of UDM.

((il) =

TE gNodeB AMEF/AUSF DM

i

SUPT is not found

Registration Request oLto
Authentication
— =

Registration Reject
(Illegal UE)

Figure 1: SUP!I is not found in UDM

According 4 4.4 2 of 3GPP TS 24 501, except the messages listed below, no NAS signalling
messages shall be processed by the receiving SGMM entity in the UE or forwarded to the 5GSM
entity, unless the netwaork has established secure exchange of 5GS NAS messages for the NAS
signalling connection: ... b) AUTHENTICATION REQUEST;

Therefore, the UE will receive Authentication Request after sending Registration Request with

SUPI, which the value is found in the database of UDM.

©)

Pre-6G Pre-6G
AMF/AUSF DM

UE gNodeB

SUPI is found

Registration Request ot
Authentication
ey

Authentication Request

Figure 2: SUPI is found in UDM

The attacker could acquire the list of SUPI stored in the database of 5GC UDM by recently sending
Registration Request with increased value of SUPI. For non-public network (NPN), there are a few
SUPI stored in the database of 5GC UDM, therefore the attacker could perform future attack to UE
in the list of SUPI.

The following test is performed aver N1 interface via N2 Interface of gNB/UE emulator. The same
result will be obtained over N1 interface via NR-Uu air interface of UE emulator.
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Test Case: IMSICS

Figure 3: Demonstration of Acquiring the list of SUPI stored in the database of 5GC UDM
Suggested Mitigation

The 5GC should send Authentication Request instead of Registration Reject with Cause, lllegal UE
to UE, after receiving Registration Request with SUPI, which the value is not found in the database
of UDM. And then sending Authentication Failure to UE, after receiving Authentication Response
from UE.
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Product or Service Name
Date Vulnerability Found

Is the Vulnerability still live

Do you believe the
vulnerability is being currently
exploited

Prabability of reproduction of
vulnerability

Possible threat caused by the
vulnerability

Can you provide any PoC
Code, Screenshots or Htip
reguests efc.

Do you intend to let us review
the vulnerability before going
public

5GC

5Jun 2023

NoO Yes K

NoO Yes K

1-Aways ® 2-0ften O 3-RarelyO

Acquiring the list of SUPI stored in the database of 5GC UDM for
non-public network (NPN)

Filed Test of Acquiring the list of SUPI stored in the database of
5GC UDM
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http://www.3gpp.org/specifications/coordinated-vulnerability-disclosure-cvd

Response from GSMA CVD program

RE: CVD: Acquiring the list of SUPI stored in the database of 5GC UDM for non-public network (NPN)

Hi Lucas, -

he CVD panel feel they now have enough information to assess the case fully and would like to thank you for bringing thig

hey also feel t
no justification
1 risk of rung

ntical to the one studied in 3GPP
by 3GPP as well. The panel se
refore it shall be considered 3

tion would bring its own problems
ing the procedure to change the
t mobile network.

iticality than the actual problem it tries to solve. This is in line with th
br enumeration has been present in all mobile technologies, starting

be needed is an update to a GSMA document as we feel the issue yo Enning and deployment of a mobile

are of this risk.

ot be documented very well.

r 2 other CVD cases on N4 interfaces and False base stations and expect to be back in cohtact soon on those.

Kind Regards,

Coordinated Vulnerability Disclosure (CVD) submission

Approximate date the
vulnerability was

Roger Brown Coordinated Vulnerability D e (CVD) form identified, format YYYY-
Your real name or Anne Onimus This field is mandatory, but you MM-DD. (*) I When wes the vuinerability identified? l
nickname (%) can use an alias if you wish to Repeatability Q always O often O sometimes O rarely Is the vulnerability easy to
remain anonymous. feproduce?
Your organization e.g. employer

‘Your email address (*)

Need not be a corporate address,

Possible threat caused by
the vulnerability

Be as explicit as possible

Se(;u"ty SeM(BS Manager you can use, for example, gmail.
You can supply a dummy email
_ address, but in that case we will
not be able to contact you Supporting file “You may upload a file containing
concerning your submission supporting material (diagrams,
R . N B . R timings, supplementary text, ...)
gsn'la_corn Can we provide your [J No, I do not wish you to p my The Group may wish Acceptable file types are: txt, .doc,

name and email address to the Group.
to the Group which will be
tasked with investigating

to contact you for clarification or
supplementary information, so it is
highly recommended that you

Do you intend to go public O Yes, | have already made / intend to make details

your submission? allow them to do so with this information of this vulnerability public without leaving sufficient
c‘ befo h d .
Mw Do you want to be O No, | do not wish to be acknowledged as the If you wish to be acknowledged, it: rewe have feviewed  time for 3GPP to resolve the problem

publicly acknowledged as author of this submission.

make sure you have supplied a

.docx, .jpg .
We really hope you will say "no" |

GSMA
the author of this valid email address above. List any other We will coordinate with those
submission? organizations to which organizations if aappropriate.
1. . T - s . . R you have reported or
Don't miss the world's leading mobile security Subject of the Brief but meaningful

events at Barcelona

Security Summit | Tuesday 27 February, 2024

GSMA SEC CON | Thursday 29 F

vulnerability (*)

Vulnerability details (*)

Give as full a description as
possible.

intend to report this
vulnerability

| am not a robot (*)

Xg VK

Refresh

By submitting this form, you are agreeing to the use of the
data you have provided for the appropriate processing of your

3GPP Technical List here any Specifications which declaration, All data will be treated in accordance with the
Post Quantum Network Summit, eSIM Summit and | ! Specifications implicated might need (o be updated to IGPP privacy policy.
g correct the vulnerability, if you can
identify them Submit your CVD
declaration.

WEER (AERR 8RR [ ER

Type the characters you can see in
the design
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3GPP TSG SA WG3 Security and Privacy

1. Responsibility for security and privacy in 3GPP systems

2. Perform analysis of potential threats to these systems.

Primary &

3. Determine the security and privacy requirements for 3GPP
unified auth.

systems, and specify the security architectures and protocols.

4. Ensure the availability of any cryptographic algorithms.

5.  Accommodate any regional regulatory variations in
security objectives and priorities.

6. Accommodate as far as Is practicable, regional
regulatory requirements that are related to the
processing of personal data and privacy.

Service
based
arch.

Key hierarchy
with UP
integrity

CU-DU
interface

7. Requirements for lawful interception in 3GPP

Mobility
systems.
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GPP SA3#116 Meeting

[]
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Best mﬁs,

Proposal for Discussion on Prevent acquiring the list of SUPI at the SA3 #116

2e3

© «| -

Sat 5/11/2024 7:57 PM

scPr—
3K

To: +1 other

C: I +4 others

Dear[ ),

Thank you for your guidance on the SUPI attack issue. Following your
suggestion, | have prepared a contribution for the SA3 #116 meeting,
focusing on enhancing security against SUPI guessing attacks,
especially under null-scheme conditions in NPN environments.

The proposal is titled "Prevent acquiring the list of SUPI stored in the

M" and has been submitted for discussion at the

ing. It suggests modifications to 3GPP TS 24.501
by potentially issuing a Registration Reject

ights and any further recommendations on
this matter. The document can be accessed here for a more detailed
view:
https://www.3gpp.org/ftp/TSG_SA/WG3_Securi
5/S3-241712.zip.

/TSGS3_116_Jeju/Doc

Best regards,

Thanks for sharing the discussion paper.
Observation 1 is related to the interation wif
have UE impacts, | am not sure if PLMNNPN ¥

B

De:
Thank you for your feedback on our discussion paper. I would like to clarify an important a
of our proposal. The focus of the security enh nents di d, particularly r ding the
integrity of the SUPI list in the 5GC UDM database, is strictly on strengthening the network's
defenses against potential security threats.

Our proposal does not ad for ch to UE behavior or interactions. Instead, it aims to
enham:e the security measures at the network level, such as implementing robust encryption and
improving access controls. These measures are designed to protect the network and its users
without altering how UEs operate or interact within the network.

| (egdl UT)

3GPP TSG-SA3 Meeting #116 S3-241712
Jeju, South Korea, 20th - 24th May 2024

Source: 1S5DU, lll, NYCU

Title: Prevent acquiring the list of SUPI stored in the database of 5GC UDM
Document for: Discussion

Agenda Item: 5.3

1 Decision/action requested

Endorse the propoesal and recomunend CT! to modify 3GPP TS 24.501 based on the observation in this contribution.

These figures illustrate the difference between cases where the UDM has the SUPI of the UE and where it does not. The
SUPILis a globally unique identifier for the subscriber that can be either concealed or not concealed by the UE. When
the UDM possesses the SUPL it can authenticate the UE and authonze network access. When the UDM does not have
the SUPL it needs to request it from another UDM.

In the simulation. a Registration Request containing SUPT is sent through the N1 interface via the N2 interface from a
oNB UE emulator. Identical results are achieved when sending a Registration Request with SUPI through the N1
interface via the NR-Uu air interface from a UE emulator.

P TR IULT KPP THIRD Crbtad e 08 AN 8PP T T BAOSPP TR
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2 References

] 3GPP TS 33501, Security architecture and procedures for 5G system; (Release 18)

[2] 3GPP TS 24.501, Non-Access-Stratum (NAS) protocol for 5G System (3GS); Stage 3 (Release 18)
3 Rationale

In accordance with 3GPP TS 33.501, null-scheme should be implemented such that it returns the same output as the
input, which applies fo both encryption and decryption. This ensures that when using the null-scheme, the SUCI
(Subscription Concealed Identifier) does not conceal the SUPI (Subscription Permanent Identifier) and therefore the
newly generated SUCIs do not need to be fresh, maintaining the network's integrity and preventing unauthorized access.

The concerns highlighted in Annex A.1 of TS 24,501, parficulardy regarding Cause #3 — lllegal UE, when the network
refuses service to the UE either because an identity of the UE such as SUPI is not acceptable to the network or because
the UE does not pass the authentication checks. However, these issues are not thoroughly addressed the secunty of the
context in UDM database, especially for NPN, where the risk of multi-UE, under null-scheme conditions cun:ldenng
Registration Reject. could be more pronounced.

Refer to Secion 4.4.42 of TS 24 501, NAS signaling messages received by the SGMM enfity within the UE, or relayed
to the 5GSM enfity, should not be processed, except when a secure exchange of 5GS NAS messages has been

ll| cstablished for the NAS signaling connection, specdifically including the Authentication Request message.

((“0)

UE gNodeB

= O

AMF/AUSF UDM

' \ SUPLisnot found

Registration Fequest

- Authentication
Eegistration Reject —

Figure 1: SUPI is not found in UDM

Y B O

UE ¢lNodeB AMF/AUSF UDM

SUPI is found
Authentication
+——p

Registration Eecuest

Authenticaton Eequest

Figure 2: SUPLis found in UDM

(b) Evidence of pcap log
Figure 3: Acquiring the list of SUPI stored in the database of 5GC UDM

(2) Demonstration of filed Test

Test results from gNB/UE emulators using N1 and N2 interfaces show that the integnty of the SUPIlist in the 5GC
UDM database is susceptible to malicious attacks in NPN configurations. Specific adjustments to the Registration
Request message and enhanced security measures are crucial to reduce cybersecurity fisks.

TS 24.501 should clarify that robust encryption and improved access control significantly reduce the risk of SUPI
threats, as demonstrated by tests on the NR-Uu air interface with UE enmlators. Ensuring the security of the SUPI listis
essential as it protects customer information, prevents unauthorized network access, and preserves the uniqueness of
each customer. Under conditions applving the null-scheme, considering a Registration Reject scenario, enhancing the
protection of the SUPI when concealed is necessary to secure the data from unauthorized access.

Observationl : The risk of attacks on the SUPI list in SG.C UDM databases shows the need for stronger security,
like better encryption and access control. T hese steps are important to keep subscriber information safe and
ensure data safety in the network, especially with the null-scheme.

InNPN scenarios, the application of the null-scheme exposes a significant security vulnerability by not encrypting the
*SUPIL. To mitigate this risk it is recommended that when a registration request is received using the null-scheme, the
network should prompdy issue a Registration Reject response. Therefore, under conditions applving the null-scheme
and considering a scenario of NPN, the UE will only receive an Authentication Requestif the SUCIis foundin the
JUDM database.

NPN network to reject a registration request if it uses the null-scheme might not be the best way. This could wrongly
block real users from accessing the network, which would make their experience worse and slow down the network. It
1is crucial to develop more nuanced mechanisms that distinguish between genuine security threats and normal user
requests to minimize unnecessary disruptions and maintain robust network performance.

Observation2: We should get support from SA3 and keep the discussion going in CT1 to make sure we find a
*balance between keeping the network safe and keeping it user-friendly.

Proposal: 3GPP TS 24.501 should specify that in order to prevent acquiring the list of SUPI stored in the
database of 5GC UDM, the NPN network should send Registration Reject with Cause #3 (Illegal UE) after
re-mmng the Reg]strntmn Request using the null-scheme.

%) Conclusion and Proposal

Observation 1: The risk of attacks on the SUPI listin 5GC UDM databases shows the need for stronger security, like
jbetter encryption and access control. These steps are important to keep subscriber information safe and ensure data
safety in the network, espedially with the null-scheme.

Observation2: We should get support from SA3 and keep the discussion going in CT1 to make sure we find a good
thalance between keeping the network safe and keeping it user-friendly.

Proposal: 3GPP TS 24.501 should specify thatin order to prn ent acquiring the list of SUPI stored in the database of
15GC UDM, the NPN network should send Registration Bg Cause #3 (Illegal UE) after receiving the
{Registration Request using the null-scheme.

‘We believe this clarification helps align our discussion with the intended scope of enh
network security without impacting UE functionalities. We believe that discussing the practical

§53-241712)Prevent acquiring the list of SUPI

implementation of these security measures would be highly beneficial and would app
could explore this further in a CT 1 session to align our approach effectively.

if we

lstored in the database of 5GC UDM

ISSDU, Ill, NYCU |discussion

Endorsement fYes

§S3-24251 l)lDraﬁ TR 33.757

China Telecom |drafc TR

Approval No




SA3 Relevant TRs for QSC
(3GPP SA1#106 Meeting)

3GPP TR 33.841 v16.1.0 po19.03) : .
Comparison of conventional

3rd Generation Partnership Project; and q uantu m Secu rity Ievels

Technical Specification Group Services and Systems Aspects;

Sacurty aspacts of some popular ciphers

Study on the support of 256-bit algorithms for 5G
(Release 16)

Support of 256-bit algorithms Effective Key Strength /
Security Level
5&-»"5 .z;@ Algorithm
s ctonnt imimianve € Conventional ~ Quantum

Computing  Computing

RSA-1024 1024 bits 80 bits 0 bits
RSA-2048 2048 bits 112 bits 0 bits
ECC-256 256 bits 128 bits 0 bits
ECC-384 384 bits 256 bits 0 bits
AES-128 128 hits 128 bits 64 bits

AES-256 256 bits 256 Dbits 128 bits

SRR [(AEDAR (8RR [(HER

~ 3GPP TR 33.700-41 v0.1.0 cozs.03)

Technical Re port

3rd Generation Partnership Project;

Technical Specification Group Services and System Aspects;
Study on enabling a cryptographic algorithm transition to 256-

bits
(Release 19)

Enabling a cryptographic

=

é_alqorithm transition to 256-bits

G

|||||||||||||||||
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INSTITUTE FOR INFORMATION INDUSTRY



SA3 Relevant TSs for QSC
(3GPP SA1#106 Meeting)

N 4

IGPP TS 35.240 viso0 masm

JGPP TS 35.241 viz00 zeecy

3GPP TS 35.242 viz0.0ee:oy

3rd & eneration Partnership Projct

3rd Gensration Partnars hip Projct
Tsennleu Spacication Group $ervices and S stem Aspscts; Tacnnlcﬂ Specification Group Services and % stem Aspscts; Technical sgac
n of the $now 5G based 255-bite akgorithm et n of the Snow 5G based 256-bits algorithm set Specifica
apsemcaion of the 258-NEA4 encryption. the 2551144 Smdﬂcﬂo" of the 256-NEA4 encryphion. the 256144

Integrity. and the 25&-NCA4 authenticated sncry ption

Integrity
igorithm for $&;

algorithm, and the 258 -HCA4 authenticated

al anery ption ai thm for $G;
Document 1: &gorithm specifcation Document 2 impiem entation test date
[Reteass 1) (Relsass 18}

3rd Ganaration Partnarship Project;
Incation Group Services and System Aspects;
ion of the Snow sG based 256-bit algorithm sat
Specifcation of the 256-NEA4 encryphion, the Z56-Nisd
Inkgrily . and the 256-NCA4 authenticated sncry ption

algorithm
Documsant 3: deslgn conformance test dat

3GPPTS 35.243 V1800 (matay

IGPPTS 35.244 V18.00 (maeay

3GPP TS 35.245 vis00 @z

1

im for 5G;

[Rebeazs 13}

56 56

3rd Gensration Fartnership Fropct
Technical Specification Group Services and 3y stem Aspects;
Specification of the AES based 255-bite
Specification of the 256-NEAS encryption, the 256-NIAS
Intagrity . and the 258-NCAS authanticated sncry ption

3l
Documient 1: ﬂwﬂnmpodlmﬂnn

aigorithm sat

hm Tor 5G;

(Relsass 13}

3rd Gensration Fartnership Propect
Technical Specification Group Services and 3y stem A8 pta-ch
Specification of the AES bassd 256 -bite
Specification of the 256-NEAS encryption. the 256-NIAS
Intagrity. and the 256-NCAS auths nticated snery phion

El :
Documient 2: im, plamam“ testdat

tm for 5G;

[Relsase 13}

3rd G eneration Partnership Propct

Tee hnical sp-oemﬂnn Group $srvices and 3y stam Az pects;
of the AES bassd 255-bits akgor ithm set

spsd!lcaion of the 256-NEAS encrypbon, the 256-NIAS
Integrity. and the 256-NCAS authenticated sncry ption

algon:
Documsent 3: deslgn confermancs testgate

T e ae

thim for $G;

(Rsteass 18]

peciad 56

IGPP TS 35.246 visoo maem

IGPP TS 35.247 V1800 @24 JGPP TS 35.248 vis00meam

56

3GPP TS 35.234 w10 guzsaz

oo S T X

3GPP TS 35.235 w.1.0 gozenn

oo a S T

3GPP TS 35.236 wo.1.0 goze

D

3rd Genaration Partnarship Projct
Technical speciication Group $snices and 3y stem Aspects;
Specificaion of the ZUC bass d 2 56 -bite atgorithm set
Specification of the 256-NEAS encryption, the 258-NIAE
Integrity . and the 256-NCAE authenticated sncry ption

3rd Ganeration Partnarship Projct;
Technical §pecification Group Ssrvices and Systsm Aspects;
Specification of the ZUC based 256 -bit algorthm set:

Speci fcation of the 256 -NEAE encryphon, the 256-MIAE
Inkgrity, and the 258-NCAE authe nticated oncly p‘hnn

3rd Ganaration Partnarship Projet;
Technical $pecification Group Services and $ystem Aspscts;
Specitcation of the ZUC based 256-Dits algorthm set:

S pecification of the 256 -NEAE encryption, the 256-NI4E

Inkegrily . and the 256-NCAE authentica ted sncry ption

algoritm for 5G; w algorithm for5G;
Document 1: & goaithm specifcation Documsent 2: implementaion mtmh Document 3: deslgn conformance testaat
{Redsase 18} [Rekeaes 18} (Rebease 18}

56

B 56 B® 55

3rd Generation Partnership Project;

Technical Specification Group Services and Security A spects;
5 pecification of the MILEMA GE-256 algorithm set;
Anexample set of 236-bit 3G PP authentication and key
generation functions f1, 1%, f2, f3, f4, 5, £5* and f5=;
Document 1: General

(Release 13)

Technical Specification Group Services and Security A spects;

3rd Generation Partnership Project;

5 pecification of the MILEMA GE-2536 algorithm set;

An example set of 256-bit 3GP P A uthentication and Key
Generation functions 1, F1*, {2, {3, {4, {5, f5% and f5=;
Document 2: Algorithm Specification;

(Release 13)

Technical Specification Group Services and Security A spect:

o S T

3rd Generation P artnership Project;

Specification of the MILENAGE -236 algorithm set;

An example set of 236-bit 3GPF authentic ation and key
generation functions 1, F1%, f2, f3, f4, {5, f5* and f5*;
Document 3: Implementors’ Te st Data and Design
Conformance Test Data

(Release 13)

3GPP TS 35.237 wo1 10 go2e02)

3rd Generation Partnership Project;

Technical Specification Group Services and Security A spects;
Specification of the MILENA GE-236 algorithm set:

An example set of 236-bit 3GP P A uthentication and Key
Generation functions £, 1%, f2, f3, f4, 5, f5* and f5=;
Document4: Summary and Results of Design and Evaluation
(Release 13},

waciad

WEER [JAERR [ 8URAR [ R =R

5(}?

LR 56

L% 56

MILENAGE-256

.iir-‘?sa
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A As specified in clause 6.12.2 of 3GPP

)

Why we need migration to QSC?
(3GPP SA1#106 Meeting)

TS 33.501, the SUCI is generated
using a protection scheme such as
Elliptic Curve Integrated
Encryption Scheme (ECIES) with
the Home Network public key.

The main vulnerability of the

ECIES protocol with respect to the

guantum threat Is actually the

Diffie-Hellman key exchange step,

regardless of the used profile.

SMA

Post Quantum Cryptography — Guidelines for Telecom Use
Cases

Version 1.0
22 February 2024

Securlty Classification: Non-Confidential

Access to dlstnbut on of this docume t is restricted to the persons perm't ted by the security classification. This document is subject to
py gh p This doci 0 be used only fol h e purpos! which it has been supplied and information contained in it must not be
dis rin any oth er way made avallable, in whole o ons other than those permitted under th i ificati i

prior written approval of the Association

Copyrlght Not|ce
GS! on

Copyright

Disclaimer

The GSM Association (“Association”) makes no representation, warranty or undertaking (express or implied) with respect to and does not accept
any responsibility for, and hereby disclaims liability for the accuracy or completeness or timeliness of the information contained in this document.
The information contained in this document may be subject to change without prior notice

<

Q
<
kel

Compliance Notice

Source: GSA PQ.03 Post Quantum Cryptography Guidelines for Telecom Use v1.0

SRR [(AEDAR (8RR [(HER
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m-' [DRAFT]Revision of $1-241059 - Enable Quantum-Safe Cryptography for
6G V.

Thank you for your interest and support regarding the company’s
view for 6G. Here are my short responses to your questions: Hi all
1. Supporters List: We are actively seeking additional :

support from both international and local companies. We . . X
hope you can provide more suggestions and resources in | have revised S1-241059 to incorporate new ideas from GE

this regard. Network Technologies. As a result, it has been assigned a new
assical Post-Quantum tdoc number: S1-241240.
include these concerns in the

e advantages of Quantum Key The changes to the content (indicated by red text) are as
E scenarios, particularly its follows:

d ability to provide warnings of ® Addition of the idea from GE Ne
® Added a new sectios
P according to your Key Distributj
suggestions and submit the new versigaa SA1. Your insights are ® Proposal: Co

We will do our best to accommodat® r schedule. invaluable, and we would like to invite yo o-source this (classical) 4
Looking forward to your response. contribution with us. Would you be available and willing to
collaborate more closely on this?

rk Technologies” in 3
| was intere! agenda item as it rel
We would be iscussing this topic witf
TCON.
Let me know if you would be I
Teams perhaps?

Dear L

Thank you for
agenda item rel
We are very intel g this topic with you and would
3 Teams. Given the potential time We are planning to revise the S1-23

sted in following up via

)

pressing interest in our 3GPP

ISCUSSION

I will upload the re

Best regards, -
] Looking forward to discussing this further in our meeting. the meeting.
Best regards, Best regards,
. 1 1 —_— It H = - L Py ..
I- You may also want to consider hybrid QKD/QSC — that is, a combination of RE: [S1-241240]Revision Submission and Agenda Update

post-quantum cryptography (classical) and QK
Sorry for my confusion, | also sent a Teams invitation for ET Fri 5/24 8AM, This could be a 3" topic area if yo
which corresponds to TST Fri 5/24 8PM. | canceled it and will use yours.

— #0 6 «oloe

To: +1 other Thu 5/30/2024 11:02 AM
Cc 258 Yi-Hsueh Tsai; +2 others

3K

...just a thought.

Hi [
* Who is endorsing this Study Item besides the following (they all seem
to be from Taiwan)? Thank you for suggesti
o Information Security Service Digital United Inc. combination of post-q
o Institute for Information Industry (quantum). I've added
o National Yang Ming Chiao Tung Ugixg
+ Can you include concerns about the red.
Post-Quantum Cryptography bein
industrial (control system) use? A
overhead and provides warning d
« | think QKD will be tough to get ap
help support it. I'll send the revised document to Alain for a new tdoc number¥

o | think you need to get the big O . d with the Thanks again for your suggestion.
proposal? But either way, the discussion will be

Some questions to discuss:

Hi O,
Thank you for your email.

[ | Regarding S1-241240 being “Noted," | wanted to update you on the developments
from yesterday’s report. Several companies were initially set to speak, but the
chairperson stopped them, indicating that the discussion should be moved to SA3.
However, we believe that SA1 is an approgastseforum to present usage requirements.

lexity of classical

propriate for
ve less If you think the hybrid approa

propose it at the next SA1 meeti

In the August SA1 meeting, a study itq
whether GE Network Technologies co
major companies. We propose to start d
onwards.

Jllestablished. | am considering
ort with support from other
e cases from November

(email d

be willing to

e let me know your thoughts on this approach and It there are any specific

Best regards
/ you would recommend.

Thanks, Technical Manager, Ph.D Best regards,

- i Network Technologies & OEerations | EVP office — —
WA AERR [80NT of: XX INSTTUTE FOR INFORMATION INDUSTRY

We can talk more at our meeting.

3GPP SA1#106 Meeting




Why we need migration to QSC?
(3GPP SA1#107 Meeting)

TIME-SENSITIVE QUANTUM KEY DISTRIBUTION (TSQKD)

~ Therefore, we are concerned that the
Increasing complexity of implementing
PQC, as this may be too slow and
unacceptable for time sensitive Industrial oo commz
control system application.

A Introducing Quantum Key Distribution et
(QKD) technology could reduce overhead, s
shortens latency, and provides warnings =
of eavesdropper attacks.

DOE Project Officer: Joseph P. Dygert (Joseph.Dygert@NETL.DOE.GOV)

Source: Bush, Stephen F., “Time-Sensitive Quantum Key Distribution (TSQKD)”

N EYCT 4 =
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3GPP SA1#107 & SA1#108 Meetings

Collaborating with 3GPP delegates from AT&T, GE, and FET

S1-242083: Quantum-Safe Network for 6G mobile networks
= Post-Quantum Cryptography (PQC) to protect 6G system communication

= Quantum Key Distribution (QKD) to provide secure key management for
ultra-low-latency small-data-rate communication for critical applications

The 6G system shall provide security protection for communication
against the potentlal attacks posed by quantum computing.

8 Rel -20 6G contrlhutlons <
=8.1 SID contributions (official template)<’
WID-| $1-242292-| Neutral Editor, SA1 chair- | 6G SID initial draft | Revised to $1-242450-
WID<| $1-242450 | Neutral Editor, SA1 chair’ 6G SID initial draft Revised to $1-242452-
WID<'| $1-242452+ | Neutral Editor, SA1 chair 6G SID initial draft: Revised to $1-242499-
WID+| §1-242499+| Neutral Editor, SA1 chair- 6G SID initial draft: Revised to $1-242525
WID+| §1-242525| Neutral Editor, SA1 chair<’ 6G SID initial draft Revised to $1-242545
WID«'| 81-242545-| Neutral Editor, SA1 chair 6G SID initial draft: Agreed:
SCON| 1282300 | Neutal canor, Tham | CXacs Ol 0C SID objecives om siorelated.—— | woea————
contributions
[ WID<| S1-242083¢ III AT&T, GE Network Proposal for 6G SID: Quantum-Safe Network Merged into S1-242292*]
SpDLJ { )
Conts| S51-242126¢ III GE Network Motivation for 6G SID: Quantum Safe Network Noted:
Technologies, ISSDU- (QSN)
WEER [ NERER [ IBURAR (=R

JGPP TSG- SA1 Meeting # 107 $1-242083
Maastricht, The Netheriands, 19-23 August 2024

Source I, AT&T, GE Network Technologies, ISSDU

Title: Proposal for 6G SID: Quantum-Safe Network (QSN)

Document for: Approval

Agenda item: 8.1

Contact: Yi-Hsueh Tsal lucas@niil.org.tw

Stephen FBush stephenbush@ige.com
Feng-Ming Yang kelvinfomigissdu com.tw

3GPP™ Work Item Descnptlon

formation on Work items can be found at hap 'w r—p 3 A‘-\-rk [tems
See alswo the C?” 'arkang Proced: sar:\' Gand the TS C" g ) Nethods in 3GPP TR 21900

Title: Proposal for 6G SID: Quantum-Safe Network (QSN)

Acronym: FS_6G

Unique identifier:

[lacrw Neonk)

Potential target Release: Rel-20

1 Impacts
[ Afoctx UICC apps NE AN CN Others (specify)
{ Yes X X X
No
Doa't know
2 Classification of the Work Item and linked work items

2.1 Primary classification

Thas work item 153

o
Normave - Stage 1

NoOrmane - Stage 2
Normative - Stage 3
Normaive — Other*

* Ovher = e.g. testing

2.2 Parent Work ltem

For a brand-new tope, use "N A" in the udle bek O?rr--.-.r::u::n:.- the parest Work ltem
III EABMIRRES
\NSTITUTE FOR INFORMATION INDUSTRY



Strengthening SUPI Security
IN 5G Core Networks for
Non-Public Applications

@ python™-based @ python™-based
UE Emulator = gNB Emulator

2 2
@ python-based 5GC Emulator



|IEEE Communications

Strengthening SUPI Security in 5G Core
Networks for Non-Public Applications

Yi-Hsueh Tsai
National Taipei University of Technology
yihsuehtsai@g.ntu.edu.tw

corresponding author: * annette@ntut.edu.tw

Abstract - This study addresses key security challenges in
managing the Subscription Permanent Identifier (SUPI)
within 5G Non-Public Networks (NPNs). Existing 3GPP
standards, optimized for public networks, leave private
networks vulnerable to risks such as unauthorized SUPI
access and systematic guessing attacks. To address these
issues, we propose several enhancements, including
adaptive access controls, measures to prevent the
vulnerabilities associated with the null-scheme, and the
adoption of post-quantum cryptography to safeguard
sensitive subscriber data. Our methodology combines
simulation-based vulnerability assessments with targeted
countermeasures to reduce SUPI-related security risks.
The results highlight a significant reduction in potential
attack vectors, providing practical recommendations for
improving privacy and data security within 5G NPNs. By
aligning with ongoing 3GPP standardization efforts, our
work offers a forward-looking framework to mitigate
emerging threats, particularly as quantum computing
becomes a critical concern.

Index Terms — SUCI, NPN, Security, Privacy, and PQC

National Taipei University of Technology

5G UE

Shiang-Jiun Chen* 5G UE

Standards Magazine

((t-"))

gNB

-

AUSF &

AMF UDM

annette@ntut.edu.tw

Registrafjon Request

A

SUPI is found
~ Authentication

a

SUPI is not found
~Authentication

3GPP TS 24.50

Q)

gNB

i
a

us
AMF uD

Registrafjon Request

SUPI is found

Authenticgion Request

~ Authentication

A

Registratjon Request

SUPI is not found

Authenticqtion Request

~Authentication

a

Accept with Minor
Revisions (06-Feb-
2025)

TII PEsARA TR RS
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@A © O

wie fluxbox - noVNC x +

&< O M tps://glorious-lamp-v6p7vwg69wxj3wqrd-6080.app.github.dev

[ Version Build Da 4 0ct

5GC 5GC+CU 5GC+EPC| False-5GC | Logs
5GC Emulatm

C m

Configuration| Run| Date 2024 Dec 30
ob rs for 5GC
5GC MCC 001 | MNC |01 .| SST 01 = SD 030609
NRF  Nnrf lo .| 127.0.0.1 ]
UDM  Nudm |lo J [127.0.0.2 I
AUSF Nausf lo < [127.0.0.3 |
PCF  Npcf lo . [127.0.0.4 I
b Namf [lo . [127.0.05 N2 llo ] 127.0.0.5 ]
Ciphering |0 . Integrity 2 1 .. AMF Region ID 128  AMF Set ID |4 AMF Pointer |1
sup  Nsmf flo .| [127.0.0.6 JINalo .| [127.0.0.6 _[—
DNN (Internet 1st UE IP 10.10.0.5
UPF  Nupf |lo < [127.0.0.7 . N3lo o [127:0.0:7 . N4dlo < [127.0.0.7 .| N6 [lo
Version 1.3 (Build Date: 2024 Oct 15) | License: 2024 Dec 31 | Authors: ) R @ [ o oo

X

SUPI is found
Authentication

+

(1 hitpsy/glorious-lamp-v6p7vwgb9wxj3wqrd-6080.app.github.dev

SUPI is not found
Authentication

Core Network is running now!

» Mon 6:57 AM n

The setup replicates an SNPN within an
emulated private network using GitHub
Codespaces. It uses Python-based gNB and
5GC emulators, developed with P1 Security’

5G Hacker Sniffer | Logs

Cipheringj1111

ersion 1.3 (Build Date: 2024 Oct 15) | License: 2024 Dec 31 | Authors: Yi-Hsueh Tsai

Result

. Integrity0111
N4src |lo u

PFCP

- DNN [Internet
127.0.0.6

No Test Case
N1-OUE Attach to Network

N1-1linteroperability Testing (with Ping)

.| Nddst |docke

Ping Target 8.8.8.8

5G Hacker
Test Object  CSTI 5GC Save Configuration Date 2024 Dec 30
RAN MCC 001 _ MNC 01 . SST |01 =SD 030609 N2amf |lo . [127.0.0.5 .| Detect
gNB Name 0.gnb.csti.iii N2 |lo . [127.0.0.8 . XnC lo . [127.0.0.9
gNB gNB-ID 1 32 _|Celll TAC (000064 N3 llo .| [127.0.0.8 .| XnU |lo . 1127.0.0.12
UE (SA) MSIN 0000000001 K100112233445566778899AABBCCDDEEFF OPc 000102030405060708090A0BOCODOEOF

IMEI 12345670000000 SVN |01 Check |7
127.0.0.7 s
Renewal | Exit

Run
Run

Run

N1-2SUPI Credential Stuffing for UDM

Evidence

pycrate library, to simulate the operator’s
Infrastructure. If a Registration Request with
a SUPI not found in the UDM database is
received, an Authentication Request is issued
Instead of a Registration Reject with the

cause "lllegal UE."
WEER AR [JBURRAR (2R

Secure Handling of
Registration Request

)
0000000001 (Valid (AuthenticationRequest))
0000000002 (Valid (AuthenticationRequest))
0000000003 (Valid (AuthenticationRequest))
0000000004 (Valid (AuthenticationRequest))
0000000005 (Valid (AuthenticationRequest))
0000000006 (Valid (AuthenticationRequest))
0000000007 (Valid (AuthenticationRequest))
0000000008 (Valid (AuthenticationRequest))
0000000009 (Valid (AuthenticationRequest))
0000000010 (Valid (AuthenticationRequest))
0000000011 (Valid (AuthenticationRequest))
0000000012 (Valid (AuthenticationRequest))
0000000013 (Valid (AuthenticationReguest))

0000000000 (Valid (AuthenticationRequest

» Mon 6:55 AM |

™



debian@941025-NB1: ~ X & debian@941025-NB1: ~ X + [~ B o %

1:~%

a5 _ . Y Nl EYCCE e o
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Q (18] (im] we  fluxbox - noVNC x +
&S O M &  hitps://glorious-lamp-v6p7vwg69wxj3wqrd-6080.app.github.dev A 9y S B < [ & & m =

) CEEET - \\e recommend that the 5GC trigger
an alarm to the network operator and

Save Configuration| Run| Date 2025 Jan 02

5GC MCC [001 ?‘i/::\?c‘tPoalraW,mgsf?roslcfSD 030609 refrain frOm Sending a RegiStration
v o Y Y Reject with the cause "lllegal UE"

AUSF Nausf |lo < 1127.0.0.3

——— ATV, . after receiving multiple Registration

Ciphering 0 .| Integrity 2 1 .| AMF Region ID 128 AMF Set ID 4 AMF Pointer 1

Request messages.

DNN |Internet 1st UE IP 10.10.0.5

AMF

A v
n.2
v— r
O m Version 13 (Build Date: 2024 ct 15) | Licnse: 2025 Dec 31 | Athors: Yi-Hueh Tsai (((.))) 6
- A

(- O AUSF &
o O gNB UDM
" — Registrafjon Request _ | SUPLis found
E 2 Authentiction Request ~ | Authentication
S > = Registratjon Request _ | SUPI is not found
*(7; > : : : = ) Registrafon Reject Authentication |
i Our implementation replicates an = ) (Nedhl UE)

emulated private network environment £ R
O 5 . Pvth b d5GC lator t o Registratfon Request | SUPI is not found
E ) u§|ng a Fython-pase . emuiator to o A Registralon Reject (Authentication
O @ simulate the operator’s infrastructure. X ) (llegh! UE)

- Registratfon Request _ | SUPI is not found

a U) These emulators are developec_i using ———— | Autheniication,

P1 Security’s pycrate Python library. 8o response. ¢ '

SRR [(AEDAR (8RR [(HER I



(R B glorio amp-vop g69 qr4-6080.app.g b.de

e— 9 D3

5GC 5GC+CU | 5GC+EPC| False-5GC| Logs

INAD ST yMPL L Vo UNLyisudauivig teyusoy -

MSIN: 0000000013
HTTP/2 <:method POST :path /nausf-auth/v1l/ue-authentications >
SUPI: imsi-001010000000013

HTTP/2 <:method POST :path /nudm-ueau/v1/imsi-001010000000013/security-information/generate-auth-data >

HTTP/2 <:status 404 >
HTTP/2 <:status 404 >
lllegal UE
DownlinkNASTransport
NAS <Type : 68 (Registration reject)>
InitialUEMessage
NAS <Type : 65 (Registration request)>
MSIN: 0000000014
HTTP/2 <:method POST :path /nausf-auth/v1l/ue-authentications >
SUPI: imsi-001010000000014
HTTP/2 <:method POST :path /nudm-ueau/v1/imsi-001010000000014/security
HTTP/2 <:status 404 >
HTTP/2 <:status 404 >
lllegal UE
DownlinkNASTransport
NAS <Type : 68 (Registration reject)>
InitialUEMessage
NAS <Type : 65 (Registration request)>
MSIN: 0000000015
HTTP/2 <:method POST :path /nausf-auth/v1l/ue-authentications >
SUPI: imsi-001010000000015
HTTP/2 <:method POST :path /nudm-ueau/v1/imsi-001010000000015/security
InitialUEMessage
NAS <Type : 65 (Registratis
MSIN: 0000000016

HTTP/2 <:method POS” ntications >
ClIDI- imeci NNTNTN a yo

~ore Network is runnii

e maccepted B o

wroscs oW the fingligaccr.:

Ciphering 1111

JIntegrity 0111 _| DNN |Internet

PFCP

N4src |lo . [127.0.0.6 .| N4adst dockel.

IMEI |12345670000000 SVN |01 Check |7

127.0.0.7

-

\Version 1.3 (Build Date: 2024 Oct 15) | License: 2025 Dec 31 | Authors: Yi-Hsueh Tsai

Result

No Test Case

N1-OUE Attach to Network

N1-1Interoperability Testing (with Ping) Ping Target |8.8.8.8

“Nl-z SUPI Credential Stuffing for UDM

Renewal | Exit

Save

Run
Run

Run

MEvidence 00 [=mpy

0000000006 (Valid (AuthenticationRequest))

- -
0 -
0
(]
-
- -

0000000007 (Valid (AuthenticationRequest))
0000000008 (Valid (AuthenticationRequest))
0000000009 (Valid (AuthenticationRequest))
0000000010 (Valid (AuthenticationRequest))
0000000011 (Valid (AuthenticationRequest))
0000000012 (InValid (RegistrationReject))
0000000013 (InValid (RegistrationReject))
0000000014 (InValid (RegistrationReject))
0000000015 (No Response (RegistrationRequest))
0000000016 (No Response (RegistrationRequest))
0000000017 (No Response (RegistrationRequest))
0000000018 (No Response (RegistrationRequest))
0000000019 (No Response (RegistrationRequest))
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Reviewer's Comment

Comment 3: In 2-3 sentences, talk about security aspects of your work including

connections with post quantum crypto KEMs and signatures. NTT is an
Important topic to consider.

Comment 4: How about future work, it gives motivation so add that in 2-3 bullets.
Related to PQC, there is a 2023 competition by NIST for signatures. For
example, Raccoon is promising. Connect your work to that.

Comment 7: Add a paragraph, how about fault detection and cryptography, how

about the notion of SCAS and combined attacks and countermeasures, relate that to
your work in one paragraph.

 Last but not least, | would like you to comment about accurate power derivation
using VCD or SAIF as well as energy consumption.

« Overall, your work will be enhanced addressing the above for another round of
review. You can also talk about HW SW co-design using Xilinx AMD Versal 2.
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o

Breaking real-world|{COTS USIM cardsjwith
unknown/|side-channel countermeasures

ELSEVIER

Chengbin Jin @ P& | A B, Xinkuan Qiu °&, Qi Feng % "X, Qian Zhang ® P X

Show more ~/

Add to Mendeley Share Cite

Abstract

orld crypto products with proprietg
ietely, answering this question re;

channel countermeasures. We t3ke the analysis of a p
example, to discuss how to efficie

Then, we extend the analysis
4G Universal Subscriber Ide
the embedded side-channel
The experiment results show t
can be fully recovered without prid

research allows us to provide a living case study of the physu: rity analysis of real-

B [(ERAR

world crypto products, which might be worthy of more in-depth investigations.
g a L

DISCUSSIONS ON SIDE-CHANNEL VULNERABILITIES AND
SHORTCOMINGS

This study enhances SUPI security in 5G NPNs, but
certain limitations must be addressed, particularly
regarding real-world implementation and scalability. The
simulated environment used to evaluate quantum-safe
mechanisms simplifies network interactions, failing to
capture scalability challenges, dynamic key exchanges,
and operational diversity. While this research focuses on
SUPI guessing attacks, it does not fully explore hybrid
cryptographic schemes, SUCI decryption resilience, or
real-time key exchanges. Future work should incorporate
field trials to validate quantum-safe frameworks and
investigate hybrid encryption models that combine post-
qguantum and traditional cryptographies for better security
and adaptability.

Fault attacks (FAs) remain a significant concern,
exploiting  electromagnetic  interference,  voltage
fluctuations, and clock manipulation, leading to side-
channel vulnerabilities. Despite the growing adoption of
POC, GSMA quidelines [9] do not explicitly address
SUCI decryption security in SIM cards, creating risks of
side-channel leakages. Future implementations should
agrate  hardware-based countermeasures, including

ographic  co-processors, real-time  anomaly
monitoring, and fault detection mechanisms, ensuring
protection in resource-constrained environments like SIM

cards. T HEE AT TR S
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Harnessing the Potential of IBM
Quantum Computers with Qiskit

Qiskit
Elements for building a quantum future

Colaboratory
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Quantum Technology Qiskit Research Pricing

01 02 03 04

Access plans Technical services Startup Program Case studies

Access quantum

Open Plan Pay-as-you-go

Starting at

[$96 usD / minute]

Pay for what you use. Billed per second of

IAccess to utility scale quantum computers
usage via IBM Cloud.

for up to 10 minutes of runtime per month.

Best for Best for

Learning quantum computing and Performing quantum utility research

exploring IBM quantum technology. projects and testing business models with

flexible access.

WEER (AERR 8RR [ ER

Community v

Resources ~

Premium Plan

Subscription required

Equivalent to

$48 USD / minute*

Reserve the capacity you need for the year
with Quantum Allocation Units (QAUSs).
Use up to 1600 minutes per QAU every 28

day rolling time-window.

Best for
Executing a strategic quantum roadmap

and developing quantum algorithms and
applications at scale.

Sign in to Platform A

Dedicated Service

Subscription required

Price requires quote

Access to an entirely dedicated quantum
system that is serviced and maintained by
IBM Quantum.

Best for
Exploring classical quantum algorithms

and applications with high control over
your resources and data.
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<« C M (3 hitps//colab.research.google.com

cO Welcome To Colab
acs
File Edit View Insert Runtime

:— Table of contents O

@ Getting started
{x} Data science

Machine leaming

(O
More Resources
(|
Featured examples
+ Section
<>
=
3

WEER (AERR 8RR [ ER

w*

¢ @

g @ & 3 v 9 e ED - O

Open notebook
Examples >

Search notebooks
Recent >

Title

Google Drive >

A IBM Qiskit tutorials.ipynb
GitHub >

0 Welcome To Colab
Upload >

Lastopened J  First opened %

11:51AM

11:49AM

11:49AM

11:49AM

3

ound up to be

@D Share 4 Q

Connect w A

‘ther you're new to

m
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IBM Quantum Platform Dashboard Functions Compute resources Workloads Q, Search @

Open Plan Meonthly. usage Used Remaining What's new —>

View details | Upgrade ['ﬁ'ﬂ'l?] Fm-l
® Service alert

Up to 10 minutes/month

Upcoming maintenance

4 days ago * Read more

Recent workloads View all ® Blog
Exploring the potential for quantum
l 7 advantage in mathematical optimization
18 days ago = Read more
Pending Finished workloads
® Blog
D Status Completed Mode Compute resource Usage Two new IBM Quantum blogs
cyykyma78z600083arkg Pevding. Job ¢ ibm_kyilv 2o days ko v Redmere
Est. wait: 2 minutes Queue position: 16§ ® Product update

cxnqwvk0v15000803ye0 © Completed 25 Dec 2024 Session ibm_brisbane 0s What's new in the docs?

2 months ago = Read more

cx7x32wztp30008fiak0 © Completed 04 Dec 2024 Job ibm_brisbane Ts - e i
i ) Sunset of backend.run

cx7w218ztp30008ftbyg © Completed 04 Dec 2024 Job ibm_brisbane 10s D rTEeEr o R
cx7vgxfpjw30008gvktg (® Canceled 04 Dec 2024 Job ibm_brisbane Os ® Blog

IBM Quantum delivers on performance

challenge
Instance QPUs - Documentation Open app A Learning Open app A DL i = Rl s

Search docs Q Featured course
Quantum Computing in Practice
Hello World

e Create a simple quantum program and run it on a Catalog
- .I AllQPUs ? quantum processing unit (QP Explore all courses and tutorials
. v
! Sl 1|
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IBM Quantum Platform Dashboard
All workloads [
cyykyma78z600083arkg

Edit Tags
Details
Mode: Job
QPU name: ® ibm_kyiv
Instance: ibm-g/open/main
Program: estimator
# of PUBs: 1
Job results

Functions Compute resources Workloads

Status details

Status

Pending <

Usage stats (O

Actual usage

N/A

Use Qiskit IBM Runtime to retrieve your job results. Learn more A

WEER (AERR 8RR [ ER

Q. Search ®

Status timeline

° Created: Feb 25, 2025 11:56 AM

c’ Pending
\ Estimated wait time: 1 minute, Project pos: 8, QPU pos: 15

(I) In progress
| Estimated usage: 9.6s

(O completed
Estimated QR usage

9.6s

from qiskit_ibm_runtime import QiskitRuntimeService T

service = QiskitRuntimeService(
channel="ibm_quantum"',
instance="'ibm-q/open/main',
token="%%x"'

Ul WM

~] O

)
8 job = service.job('cyykyma78z600083arkg')

9 job_result = job.result()

10
11 for idx, pub_result in enumerate(job_result):
12 print(f"Expectation values for pub {idx%}: {pub_result.data.evst")

v

S
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IBM Quantum Platform

Dashboard

Functions

Compute resources

Workloads

Q  Search ®

Open Plan

View details | Upgrade
Up to 10 minutes/month

Recent workloads

0 8

Monthly.usage

Remainin
Em b4s I

Used
bs

Compute resource Usage
ibm_kyiv 6s
ibm_brisbane Os
ibm_brisbane s
ibm_brisbane 10s
ibm_brisbane Os

Pending Finished workloads

ID Status
cyykyma78z600083arkg © Completed
cxngwvk0v15000803ye0 © Completed
cx7x32wztp30008ftak0 © Completed
cx7w218ztp30008ftoyg © Completed
cx7vagxfpjw30008gvkig () Canceled
Instance QPUs -

=

- = L . Al QPU’ %

WEER (AERR 8RR [ ER

Completed Mode

25 Feb 2025 Job

25 Dec 2024 Session

04 Dec 2024 Job

04 Dec 2024 Job

04 Dec 2024 Job
Documentation Open app A

Search docs Q

Hello World

Create a simple quantum program and run it on a
quantum processing unit (QPU)

Learning

Featured course

Quantum Computing in Practice

Catalog

Explore all courses and tutorials

View all

Open app A

What's new —

® Service alert

Upcoming maintenance

4 days ago * Read more

Blog

Exploring the potential for quantum
advantage in mathematical optimization

18 days ago = Read more

Blog
Two new IBM Quantum blogs
29 days ago = Read more

Product update
What's new in the docs?

2 months ago + Read more

Product update
Sunset of backend.run
2 months ago * Read more

Blog

IBM Quantum delivers on performance
challenge

3 months ago = Read more
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&« O M | O hips//colabresearch.google.com/drive/1BJzRihHDdcEudPb Np9qdaH1kiXyViS#scrollTo=r9xPTKv... A ¥ Q, B o0 a2 & & 8 v O @ 0

B & & share *ﬂ.

coO £ IBM Qiskit tutorials.ipynb % &
File Edit View Insert Runtime Tools Help

+ Code + Text

® e
.
. — —

Ea ¥ [S5] # This is the result of the entire submission. You submitted one Pub,
# so this contains one inner result (and some metadata of its own).

Lx) job_result = job.result()

o] # This is the result from our single pub, which had six observables,
# so contains information on all six.

pub_result = job.result()[e]

(b

# Use the following code instead if you want to run on a simulator:

from giskit_ibm runtime.fake provider import FakeAlmadenv2
backend = FakeAlmadenv2()
estimator = Estimator(backend)

# Convert to an ISA circuit and layout-mapped observables.

pm = generate preset pass manager(backend=backend, optimization level=1)
isa_circuit = pm.run(qc)
mapped_observables = [

observable.apply layout(isa circuit.layout) for observable in observables

]

job = estimator.run([(isa circuit, mapped observables)])
result = job.result()

<> # This 1s the result of the entire submission. You submitted one Pub,
# so this contains one inner result (and some metadata of its own).

0]

job_result = job.result()

# This is the result from our single pub, which had five observables,

+~ Connected to Python 3 Google Compute Engine backend
WEER [ NERER [ IBURAR (=R

ORI 2 ST ) - S

.
III

EL

® X
MEEAEANIERES
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IBM Quantum Platform

Dashboard

Functions

Compute resources

Workloads

Q_ Search ®

Open Plan

View details | Upgrade
Up to 10 minutes/month

Recent workloads

(0]

Pending

ID

9

Monthly.usage

Finished workloads

cyynkeng5bwg00849n ,ﬂ]

cyykyma78z600083arkg

cxngwvk0v15000803ye0

cx7x32wzip30008ftak0

cx7w218ztp30008ft6yg

Instance QPUs

3
|

W94

.I e

L

WEER (AERR 8RR [ ER

Status

Completed
© Completed
© Completed
© Completed

© Completed

9

-

Completed

25 Feb 2025

25 Feb 2025

25 Dec 2024

04 Dec 2024

04 Dec 2024

Documentation

Search docs

Hello World

Mode

Job

Job

Session

Job

Job

Open app A

Q

Create a simple quantum program and run it on a

quantum processing unit (QPU)

Used
|12s|

Remainin
|9m 48s I

Compute resource Usage
ibm_kyiv bs
ibm_kyiv 6s
ibm_brisbane Os
ibm_brisbane s
ibm_brisbane 10s

Learning

Featured course

Quantum Computing in Practice

Catalog

Explore all courses and tutorials

View all

Open app A

What's new —

® Service alert

Upcoming maintenance

4 days ago * Read more

Blog

Exploring the potential for quantum
advantage in mathematical optimization

18 days ago * Read more

Blog
Two new IBM Quantum blogs
29 days ago * Read more

Product update
What's new in the docs?

2 months ago » Read more

Product update
Sunset of backend.run
2 months ago » Read more

Blog

IBM Quantum delivers on performance
challenge

3 months ago = Read more
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How to Leverage Generative Al
for Effective Programing on QSN

Q & GitHub Copilot @ ChatGPT

Microsoft 365 Copilot

Google Al Studi (Jrok
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GPT-40 ~

I ecomposing Prime Numbers using Shor ]
| Question F*b

D eCOI I l pOS I n g @ Sure! Below is an example Python script that demonstrates decomposing prime numbers using

- Shor's algorithm. Shor's algorithm is a quantum algorithm for integer factorization that runs in
P r I I I le polynomial time. It can efficiently find the prime factors of a composite number.

Numbers
With Sho r'S <> shor_algorithmpy v1 4 Answer ¢

import numpy as np

The following code uses the giskit library to implement Shor's algorithm:

from qiskit import QuantumCircuit, Aer, execute

/ \I go r I th I I l : from qiskit.algorithms import Shor
qiskit.utils QuantumInstance
O p I I Ot Od e 1. Import necessary libraries: Import numpy , qiskit, and other necessary modules.

G t' 2. Define run_shors_algorithm function: This function sets up the quantum instance, runs Shor's
e n e ra I O n algorithm, and prints the result.

3. Set up the quantum instance: Use the Aer simulator backend from Qiskit.

Explanation:

4. Run Shor's algorithm: Create an instance of Shor and run it with the provided number N .
5. Print the result: If prime factors are found, print them; otherwise, indicate failure.
6. Main block: Define the number N to dec ¥ )ose and call the run_shors_algorithm function.

WEER (AERR 8RR [ ER 111 MEEANEANLIRRES
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Executing
Code
Generated by
GitHub
Copilot:
Encountering
Error
Messages

WEER (AERR 8RR [ ER

next-generation-network [Codespaces: refactored journey]

& Shor Example.ipynb X

notebooks » quantum > B Shor Example.ipynb > ...

%, Generate + Code -+ Markdown | [> RunAll Restart == Clear All Outputs | [o] Jupyter Variables ‘= Outline
INE TONOWINg COOE USES NeE gISKIL norary 1o ImpIement >nor s aigoriunim:
B g )
import numpy as np

from qiskit import QuantumCircuit, Aer, execute
from qiskit.algorithms import Shor
from qiskit.utils import QuantumInstance

def run_shors_algorithm(N):
# set up the quantum instance
backend = Aer.get backend('qasm simulator')
quantum_instance = QuantumInstance(backend, shots=1000)

B % & v O

# Run Shor's algorithm (j
shor = Shor(quantum_instance=quantum_instance) JSOU rce CO e

@ [~

result = shor.factor(n)

# Print the result
if result.factors:

print(f"Prime factors of {N} are {result.factors}"”)
else:

print(f"Failed to find the prime factors of {N}")

if  name_ == " main_":
# Example: Decompose the number 15
N = 15
\ run_shors_algorithm(N) ‘ Resu It
[1]
ImportError Traceback (most recent call last)
Cell 1In[1], line 2
1 import numpy as np
----> 2 from qiskit import QuantumCircuit, Aer, execute
@ 3 from giskit.algorithms import Shor
4 from giskit.utils import QuantumInstance
{2} ImportError: cannot import name ‘Aer® from ‘"qiskit’ (/usr/local/python/3.12.1llib/python3.12/site—packages/qiskit/__init__.py)'

»¢ Codespaces: refactored journey ~ 1° main* <> ®6/A 1 @

.
III

MEEAEAIRRES
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Re-generating
Code with
GitHub
Copilot to
Eliminate
Error
Messages

WEER (AERR 8RR [ ER

GPT-40 ~

rImpc:rrtErrc:r Traceback (most recent call Iastp
Cell In[1], line 2
1 import numpy as np

Questlon F -—-> 2 from.qitskit im?ort QfJantumCircuit, Aer, execute
— 3 from qiskit.algorithms import Shor

4 from qiskit.utils import Quantuminstance

ImportError: cannot import name ‘Aer’ from ‘giskit’
(/usr/local/python/3.12.1/lib/python3.12/site-
\ Packages/qiskit/_init__py) y

Answer

N—l

|

It seems that there might be an issue with the import of the Aer module from giskit . This could

be due to several reasons such as version compatibility or installation issues.

Let's ensure that you have the correct version of qiskit installed and that you are using the correct
imports. Here is an updated version of the script with proper imports and instructions to install
giskit-aer If it is not already installed.

<> shor_algorithm.py v1 .

import numpy as np

from qiskit import QuantumCircuit, execute

trom giskit.providers.aer import Aer # Ensure correct import for Aer
giskit.algorithms Shor

aiskit . utils DuantumInstance

v
TIT MEEA SN IR ES

INSTITUTE FOR INFORMATION INDUSTRY



= # Shor Example.ipynb X

Executing
Re-generated
Code by
GitHub
Copilot:
Facing Error
Messages
Again

B % & v O

@ [~

[4]

WEER (AERR 8RR [ ER

>

notebooks > quantum > B Shor Example.ipynb > ...
%, Generate | Code - Markdown | [> RunAll Restart == Clear All Outputs | [ Jupyter Variables ‘= Outline

import numpy as np ‘

from giskit import QuantumCircuit, execute
from diékit{algbfifhmé'iﬁport Shor
from giskit.utils import QuantumInstance

def run_shors_algorithm(N):
# Set up the quantum instance
backend = Aer.get backend('qasm_simulator')
quantum_instance = QuantumInstance(backend, shots=1608)

# Run Shor's algorithm

shor = Shor(quantum instance=quantum instance) ASOU Fce COde

result = shor.factor(n)

# Print the result
if result.factors:

print(f"Prime factors of {N} are {result.factors}")
else:

print(f“Failed to find the prime factors of {N}")

w n

if _name__ == "_main__":
# Example: Decompose the number 15
N = 15

run_shors_algorithm(N)
- / Result

lémportError Traceback (most recent call last)
ell In[4], line 2
1 import numpy as np
----> 2 from qiskit import QuantumCircuit, execute
3 from giskit.providers.aer import Aer # Ensure correct import for Aer
4 from giskit.algorithms import Shor

TmportError: cannot import name ‘execute’ from ‘qiskit’ (/usr/local/python/3.12.1/1ib/python3.12/site-packages/qiskit/__init_ .py)
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G M »f‘_ﬁ () https;/refactored-journey-waxqwq469j3r57.github.dev &

&

i

EXPLORER

~ NEXT-GENERATION-NETWORK [CODESPACES: REFA...

> .venv

> computer-and-human-life
> data

> gui

> interfaces

> logs

nfs

> ngs

7 nodes

“ notebooks

> computer-and-human-life
> copilot

> ngn

@ > & T ¥ v D

' quantum

B Grok - Shor’s algorithm.ipynb
@ Hello world.ipynb
@ Shor Example.ipynb
@ shor15.ipynb

B shor39.ipynb

@ shor55.ipynb

@ shor77.ipynb

@ image-classifier.ipynb
B matplotlib.ipynb

@ population.ipynb

> protocals
® | 5w
{%} > OUTLINE
2 TIMELINE
X Codespaces: refactored journey 2 main <*

WEER (AERR 8RR [ ER

« >

-~ next-generation-network [Codespaces: refactored journey]

@ Grok - Shor's algorithm.ipynb X

notebooks > quantum > B Grok - Shor's algorithm.ipynb ? ...

<, Generate | Code -~ Markdown | [> Run All == Clear All Outputs | = OQutline

6

A~ v e @B o a @« e ¢ =9 DO

008 [0
& [0

L select Kernel

factor integers into their prime factors, and prime numbers by definition have no non-trivial factors. Here's a Python implementation that simulates 33
Shor's algorithm. Note that a true quantum implementation would require a quantum computer (e.g., using Qiskit), but this classical simulation
illustrates the logic. I'll use a simplified version with modular arithmetic and the quantum period-finding concept approximated classically. o

import random
import math

def

def

def

ged(a, b):
while b:

a, b=b,a%b
return a

modular_exp(base, exponent, modulus):
Efficient modular exponentiation."""
result = 1
base = base % modulus
while exponent > @:
if exponent & 1:
result = (result * base) % modulus
base = (base * base) % modulus
exponent >>= 1
return result

is_prime(n):
"""Check if a number is prime.
if n< 2s
return False
for i in range(2, int(math.sqrt(n)) + 1):
ifn%i==

HQeoEw

Compute the Greatest Common Divisor of a and b."""

= Dy Dy B - @

Spaces:4 {} & Celi2of3 LlayoutUS 0

% 10:52:52
2025/3/27
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&< O @A () httpsy//grok.com/chat/c911b52a-05ed-4887-b2cb-7ee38ch19874

Qj Grok

WEER (AERR 8RR [ ER

B A % L O 3 e
factors.
5. Retry Logic: If period finding fails or yields invalid results, the algorithm retries with a new a.
Limitations:
« This is a classical simulation, so it's inefficient for large numbers (Shor's algorithm shines on
quantum hardware).
« For large N, the period-finding step would be infeasible classically but is polynomial-time on a
quantum computer.
« Works best with small composite numbers like 15 (3 x 5) or 21 (3 x 7).
Example Output for N = 15:
text X Collapse = Wrap (O Copy
Attempting to factor 15
Randomly chosen a = 7
Found period r = 4
Factors found: 3 and 5
Final factors: 3 and 5
Let me know if you'd like a quantum-specific version (e.g., with Qiskit) or further refinements!
0 & 0D B
b4
Generate a Python algorithm for decomposing prime numbers using Shor's algorithm and IBM's
Qiskit quantum computing framework.
© & DeepSearch -~ @ Think Grok 3 v o

0O
"
W
A

@

QG

= O

.
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e CRD - @

G & o T

L% 11:16:22
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MEEAEAIRRES

INSTITUTE FOR INFORMATION INDUSTRY



< O @ (/ () https://refactored-journey-wqxqwqd69j3r57.github.dev

~ NEXT-GENERATION-NETWORK [CODESPACES: REFA...

>
>
>
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EXPLORER

data

gui
interfaces
logs

nfs

ngs

nodes

v notebooks

> computer-and-human-life

> copilot

> ngn

v quantum
® Grok - Shor's algorithm.ipynb
Hello world.ipynb
Shor Example.ipynb
shor15.ipynb

' shor39.ipynb

' shor55.ipynb

| shor77.ipynb

@ image-classifier.ipynb

@ matplotlib.ipynb

8 population.ipynb

vV OV VWV

®
£

> T

X Codespaces: refactored journey ¥ main* <

protocals
trp
ue

utils

’ _aitianore
> OUTLINE

IMELINE

WEER (AERR 8RR [ ER

®0A1

& - ,,‘-:‘ next-generation-network [Codespaces: refactored journey] @ X 0s I] Q ED
B Grok - Shor's algorithm.ipynb M X &y M -
notebooks > quantum > B Grok - Shor's algorithm.ipynb > ...
<% Generate | Code -+ Markdown | > RunAll O Restart == Clear All Qutputs *) GoTo | Jupyter Variables = Outline .Q, Python 3.12.1
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(:Arig

Since you've requested a Python algorithm using IBM's Qiskit framework to factor numbers (I'll assume you meant factoring composite numbers int &8
primes, as Shor's algorithm doesn’t decompose primes), I'll provide a quantum implementation. This code uses Qiskit to simulate Shor’s algorithm or =
quantum simulator, as true quantum hardware access would require an IBM Quantum account and sufficient qubits, which are limited for large
numbers. Below is a practical implementation for small numbers like 15 (3 x 5).

=D Dy B - @

from gqiskit import QuantumCircuit, Aer, execute
from giskit.circuit.library import QFT

import math

import random

def

def

gcd(a, b):
""“Compute the Greatest Common Divisor of a and b.
while b:
a, b=b, a%b
return a

W

modular_exp_circuit(a, N, n_count):

"""Create a quantum circuit for modular exponentiation a”x mod N.
n = math.ceil(math.log2(N)) # Number of bits to represent N
circuit = QuantumCircuit(n + n_count, n_count)

# For simplicity, simulate a”x mod N classically and apply controlled-U gates
for x in range(n_count):

# Compute a~(2~x) mod N

power = pow(a, 2**x, N)

# Apply controlled multiplication by 'power’' mod N

for qubit in range(n):

if (power >> qubit) & 1:
circuit.cx(x, qubit + n_count)

Spaces:4 {} & Cell50f6 Layout:US [}
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Factors found: 3 and 5 ¥ Collapse = Wrap (@ Copy
Final factors: 3 and 5

Notes:

 Scalability: This works for small numbers (e.g., 15, 21) due to simulator limitations. Factoring
large numbers requires a real quantum computer with many qubits and low noise.

« Simplifications: The modular exponentiation is simplified; a full quantum implementation would
use a gate sequence for a”x mod N.

» Retries: If the period is invalid (odd or doesn't yield factors), it retries with a new a.

Let me know if you'd like to refine this further or adapt it for a specific quantum backend!

c 0 & 0O B

B b

ImportError Traceback (most recent call last)
Cell In[1], line 1
----> 1 from qiskit import QuantumCircuit, Aer, execute

2 from giskit.circuit.library import QFT

3 import math

File /usr/local/python/3.12.1/lib/python3.12/site-packages/qgiskit/__init__.py:38
36 _suppress_error = os.environ.get("QISKIT_SUPPRESS_1_0_IMPORT_ERROR", False) ==
II1I
37 if int(_major) > 0 and not _suppress_error:
---> 38 raise ImportError( -

@ & DeepSearch ~ @ Think Grok 3 v o

m
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¢+ Generate |+ Code |+ Markdown | [> Run All 'O Restart

Attempting to factor 15
Result

Randomly chosen a = 2

== Clear All OQutputs ® Go To | Jupyter Variables

o8B0
@0l

L venv (Python 3.12.1)

Error Message -

g
—

Qutline

r'-cuitEr‘r-e::ur- ck (most recent call last)
Cell In[8], line :
le6 N = 15
print(f"Attempting to factor {N}")
factori, factor2 = _algorithm giskit
prlnt(f 'Final factor : {factorl} and {facto
3], line 51
circuit.h(q)
mod_exp = modular_exp_circuit(a, N, n_count)
circuit.append(moc n + n_count))
.append(QFT(n_count, do_swaps=False).inve
.measure(range(n_count), range(n_count))

g e ration-netwo
2552 broadcast 1ter =

2553 operation. broadcast arguments(expanded_qargs, expanded_cargs)
2554 if isinstan ation, Instructi
555 else Instruction.broadc

2557 base_instruction

> 2558 for qarg, carg in broadcast_
self._check_dups(qarg)

instruction = base_instruction.replace(qubits=qarg, clbits=carg)

2556 )

raise C
f"The amount of qubit arguments {len(qargs)}
f" the instruction expectation ({self.num_qubi

does not match”

ts}).

I= self.num clbits:
cuitError(
f"The amount of clbit arguments {len(cargs)}

does not match”

/1ib/python3.12/site-packages/

), range(n_count))

/qi

qi

skit/c

skit/c

ircuit/quantumcircuit.py:2558, in QuantumCircuit.append(self,

ircuit/instruction.py:593, in Instruction.broadcast argument

ikEﬂI%%ﬁg
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The CircuitError you're encountering arises because the modular_exp_circuit function
creates a QuantumCircuit with classical bits (clbits) that are not properly handled when appended
to the main circuit in shors_algorithm_giskit . Specifically:

» modular_exp_circuit defines a circuit with n + n_count qubits and n_count clbits, but when
it's appended to the main circuit (which also has n_count clbits), Qiskit expects the number of
classical bits in the instruction to match the number provided in the cargs argument of

circuit.append . By default, no cargs are provided, leading to a mismatch (O clbits provided

R e- g enerat | N g ——

To fix this, we need to:

C O d e W I th 1. Ensure the modular_exp_circuit doesn't include unnecessary clbits, since we're not

measuring within that subcircuit.

( ; ro k to 2. Properly specify both qubit and clbit arguments when appending the circuit if clbits are

involved, or adjust the circuit construction to avoid this mismatch.

E I I | I I I n ate Here's the corrected version of the code:

python X Collapse = Wrap (O Copy

Error f )
from giskit import QuantumCircuit

from giskit.circuit.library import QFT

from qiskit_aer import AerSimulator
essages

import random

def gcd(a, b):
"""Compute the Greatest Common Divisor of a and b."""

while b:
b=b, a%b b
\ o ’ y
How can Grok help?
@ & DeepSearch ~ @ Think Grok3 v T
5 i . | it
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B Grok - Shor's algorithm.ipynb M X

notebooks > quantum > B Grok - Shor's algorithm.ipynb > ...
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>~ def continued fraction(x, max_ terms=10):
terms = []
a=x

for _ in range(max_terms):
integer part = int(a)
terms.append(integer part)
fractional part = a - integer part
if fractional part < le-6:

break

a = 1 / fractional part

return terms

terms = continued fraction(phase)
numerator, denominator = @, 1
for t in reversed(terms):
numerator, denominator = denominator, t * denominator + numerator

r = denominator

if r>® and r < N and pow(a, r, N) == 1:
return r '

return None

# Example usage
it  name ==
N = 15

print(f"Attempting to factor {N}")
factor, factor2 = shors algorithm giskit(N)
if factorl and factor2:
print(f"Final factors: {factorl} and {factor2}")
else:

__main_ ":

QOutline

JSource Code

\ print(“"Failed to factorize.")
[14]

Attempting to factor 15
Randomly chosen a = 10
Found factor by GCD: 5
Final factors: 5 and 3

< Result

E
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Good afternoon, Lucas.
How can | help you today?

/\ pgc.pcapng X

What do you want to know?
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£ pgc.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 E E & q g [

Open Recent »

| Merge.. Destination Protocol Length Info
Import from Hex Dump... 192.168.. TLSv.. 2104 Client Hello
Close curlrW 192.168.. .. 1412 Server Hello, Change Cipher Spec, Application Data, Application Data
s R 102 . 168... . 98 Change Cipher Spec, Application Data
Save As... Ctrl+5Shift+S
ile Set §192.168.. .. 1769 Client Hello
_ 192.168.. .. 1833 Client Hello
m ’ As Plain Text...
Export Packet Bytes... Ctrl+Shift+X As CSV... :r‘et (1en=e)
Export PDUs to File... As "C" Arrays... -timEStamp (]‘en=e)
Strip Headers... AsPSMLXML.. 15 (len=18)

Export TLS Session Keys...

Export Objects C _en=12)
Print... Ctr+P ation_info (len=1)
Quit . _ @@ aquest (len=5)

» Extension: compress_certificate (len=3)

» Extension: encrypted client_hello (len=218)

» Extension: session_ticket (len=e)

1

Type: key share (51)
Length: 1263
- Key Share extension
Client Key Share Length: 1261
» Key Share Entry: Grou Reserved (GREASE

oo . (len=7) TLS 1.3, TLS 1.2

Extension: key share (len=1263) Unknown (4588), x25519

Exchange length:

Group: Unknown (4588)
Key Exchange Length: 1216

1

| - Key Share Entry: Group: Unknown (4588), Key Exchange length: 1216

Key Exchange [truncated]: 8b464f93215d0266cc0©3e51866959493c75daf9734edb36b47a45a55bb32bc438531ecclebl11941d054al5chs..
» Key Share Entry: Group: x25519, Key Exchange length: 32
» Extension: application_layer protocol negotiation (len=14)

» Extension: Reserved (GREASE) (len=1)
mEEs Ve ek Regered kev (len=299)
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Good afternoon, Lucas.
How can | help you today?

O pgc.json X

Could you please provide information about Post-Quantum Cryptography (PQC) in attached file?
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@, Research &’ Create images 4> Howto 1| Analyze <> Code
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Conclusion

The rise of qguantum computing poses real threats to 5G
Identity protection, especially SUCI encryption based on
ECIES. As shown In our emulation experiments,
vulnerabilities exist that could be exploited once quantum
capabilities mature.

To build resilience, migration to Quantum Safe Networks
(QSN) Is necessary—incorporating Post-Quantum
Cryptography (PQC) and Quantum Key Distribution
(QKD). We actively engage with 3GPP and GSMA to align
with future 6G standards.
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Conclusion

Our study also explores the potential of IBM Qiskit,
which allows simulation of quantum algorithms like
Shor’s, helping assess actual risks.

In parallel, we demonstrate how Generative Al, such as
GitHub Copilot, can aid rapid quantum code prototyping
and learning—though iterative validation remains crucial.

Together, guantum technologies and Al tools offer new
ways to enhance network security, accelerate R&D, and
shape a trustworthy communication future.
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PQ-SAT : Post-Quantum Security Assessment Tool
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