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Outline
⚫How to acquire the list of SUPI stored in the database of 5GC UDM?

◆Experiment & Demo

◆Summit findings to GSMA CVD program and SA3 Working Group

⚫ Enabling Quantum Safe Network in the 3GPP SA1 Working Group

⚫ Strengthening SUPI Security in 5G Core Networks for Non-Public 

Applications

⚫Harnessing the Potential of IBM Quantum Computers with Qiskit

⚫How to Leverage Generative AI for Effective Programing on QSN

⚫ Conclusion
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Acquire the list of SUPI stored in 

the database of 5GC UDM

UE and gNB Emulator

5GC
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How to acquire the list of SUPI
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gNB SIM
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UE SIM

5G gNodeB

Malicious UE Authentication
SUPI is found UDM
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AUSF &

UDM5G UE

Registration Request

Registration Reject

(Illegal UE)

Authentication
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Registration Request

Authentication Request
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System Parameters
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List of the value, SUPI, 
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SUPI-CS
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Submit the findings to the GSMA CVD program

Source: http://www.3gpp.org/specifications/coordinated-vulnerability-disclosure-cvd

http://www.3gpp.org/specifications/coordinated-vulnerability-disclosure-cvd


■普通級󠆤 󠆤□內部級󠆤 □敏感級󠆤 □機密級󠆤

Response from GSMA CVD program
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5. Accommodate any regional regulatory variations in

security objectives and priorities.

6. Accommodate as far as is practicable, regional 

regulatory requirements that are related to the

processing of personal data and privacy.

7. Requirements for lawful interception in 3GPP 

systems.

1. Responsibility for security and privacy in 3GPP systems 

2. Perform analysis of potential threats to these systems.

3. Determine the security and privacy requirements for 3GPP 

systems, and specify the security architectures and protocols.

4. Ensure the availability of any cryptographic algorithms.

3GPP TSG SA WG3 Security and Privacy

Primary &  
unified auth.

Home

control

Secondary

auth.

Inter-

operator

Privacy

Service  
based 
arch.

CU-DU

interface

Key hierarchy  
with UP  
integrity

Mobility
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SA3 Relevant TRs for QSC
(3GPP SA1#106 Meeting)

Algorithm
Key 

Length

Effective Key Strength / 

Security Level

Conventional 

Computing

Quantum 

Computing

RSA-1024 1024 bits 80 bits 0 bits

RSA-2048 2048 bits 112 bits 0 bits

ECC-256 256 bits 128 bits 0 bits

ECC-384 384 bits 256 bits 0 bits

AES-128 128 bits 128 bits 64 bits

AES-256 256 bits 256 bits 128 bits

Comparison of conventional 
and quantum security levels 

of some popular ciphers

Support of 256-bit algorithms Enabling a cryptographic 
algorithm transition to 256-bits
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SA3 Relevant TSs for QSC
(3GPP SA1#106 Meeting)

SNOW 5G

ZUC-256

AES-256

MILENAGE-256
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Why we need migration to QSC?
(3GPP SA1#106 Meeting)

As specified in clause 6.12.2 of 3GPP 

TS 33.501, the SUCI is generated 

using a protection scheme such as 

Elliptic Curve Integrated 

Encryption Scheme (ECIES) with 

the Home Network public key. 

The main vulnerability of the 

ECIES protocol with respect to the 

quantum threat is actually the 

Diffie-Hellman key exchange step, 

regardless of the used profile. 

Source: GSA PQ.03 Post Quantum Cryptography Guidelines for Telecom Use v1.0

GSM Association  Non-Confidential  

Official Document PQ.03 – Post Quantum Cryptography – Guidelines for Telecom Use Cases  

   

  

  

  

  

  

  

Post Quantum Cryptography – Guidelines for Telecom Use  

Cases   

Version 1.0   

22 February 2024  

Security Classification: Non-Confidential  
Access to and distribution of this document is restricted to the persons permitted by the security classification. This document is subject to 

copyright protection. This document is to be used only for the purposes for which it has been supplied and information contained in it must not be 

disclosed or in any other way made available, in whole or in part, to persons other than those permitted under the security classification without the 

prior written approval of the Association.   

Copyright Notice  
Copyright © 2024 GSM Association  

Disclaimer  
The GSM Association (“Association”) makes no representation, warranty or undertaking (express or implied) with respect to and does not accept 

any responsibility for, and hereby disclaims liability for the accuracy or completeness or timeliness of the information contained in this document. 

The information contained in this document may be subject to change without prior notice.  

Compliance Notice  
The information contain herein is in full compliance with the GSM Association’s antitrust compliance policy.  
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Why we need migration to QSC?

(3GPP SA1#107 Meeting)

Therefore, we are concerned that the 

increasing complexity of implementing 

PQC, as this may be too slow and 

unacceptable for time sensitive industrial 

control system application. 

Introducing Quantum Key Distribution 

(QKD) technology could reduce overhead, 

shortens latency, and provides warnings 

of eavesdropper attacks.

Source: Bush, Stephen F., “Time-Sensitive Quantum Key Distribution (TSQKD)”
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3GPP SA1#107 & SA1#108 Meetings
▪ Collaborating with 3GPP delegates from AT&T, GE, and FET

▪ S1-242083: Quantum-Safe Network for 6G mobile networks

▪ Post-Quantum Cryptography (PQC) to protect 6G system communication

▪ Quantum Key Distribution (QKD) to provide secure key management for 
ultra-low-latency small-data-rate communication for critical applications 

▪ The 6G system shall provide security protection for communication 
against the potential attacks posed by quantum computing.
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-based 
UE Emulator

Strengthening SUPI Security 

in 5G Core Networks for 

Non-Public Applications

-based 
gNB Emulator

-based 5GC Emulator
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Abstract - This study addresses key security challenges in 

managing the Subscription Permanent Identifier (SUPI) 

within 5G Non-Public Networks (NPNs). Existing 3GPP 

standards, optimized for public networks, leave private 

networks vulnerable to risks such as unauthorized SUPI 

access and systematic guessing attacks. To address these 

issues, we propose several enhancements, including 

adaptive access controls, measures to prevent the 

vulnerabilities associated with the null-scheme, and the 

adoption of post-quantum cryptography to safeguard 

sensitive subscriber data. Our methodology combines 

simulation-based vulnerability assessments with targeted 

countermeasures to reduce SUPI-related security risks. 

The results highlight a significant reduction in potential 

attack vectors, providing practical recommendations for 

improving privacy and data security within 5G NPNs. By 

aligning with ongoing 3GPP standardization efforts, our 

work offers a forward-looking framework to mitigate 

emerging threats, particularly as quantum computing 

becomes a critical concern. 

 

Index Terms – SUCI, NPN, Security, Privacy, and PQC 

INTRODUCTION 

5G technology marks a significant leap forward in 

wireless communication, providing unprecedented data 

rates, reduced latency, and the capacity to support 

extensive device connectivity [1, 2]. This advancement 

paves the way for transformative applications across 

diverse domains, including augmented reality, autonomous 

vehicles, smart cities, and the Internet of Things (IoT) [3]. 

Among the notable developments within the 5G ecosystem 

is the emergence of Non-Public Networks (NPNs), which 

are tailored to meet the unique needs of industries, 

enterprises, and private organizations [4]. NPNs offer 

enhanced control, security, and customization options 

often unavailable in public 5G environments, making them 

ideal for industrial automation, innovative infrastructure, 

healthcare, and logistics applications. These characteristics 

ensure improved reliability, minimized latency, and 

enhanced data confidentiality—essential for mission-

critical operations [5]. 

However, a central challenge in NPNs is the 

safeguarding of sensitive subscriber information, 

particularly the Subscription Permanent Identifier (SUPI), 

within the 5G Core (5GC) Unified Data Management 

(UDM) database. The SUPI serves as a unique identifier 

for each subscriber in the 5G network, making it an 

attractive target for cyberattacks. Unauthorized access to 

SUPI data can lead to severe privacy breaches, enabling 

attackers to track users, intercept communications, or 

manipulate network access controls.  

The limitations of existing 3GPP standards [6, 7] are 

particularly evident in NPNs, which are more vulnerable to 

targeted methods such as multi-UE guessing attacks and 

SUPI leakage. Although quantum security measures have 

been integrated into Section 5.2 of 3GPP TR 22.870, these 

measures are intended to mitigate the threat of quantum 

computing and cannot solve the SUPI guessing problem. 

Coupled with the reliance on traditional cryptographic 

techniques, these vulnerabilities are exacerbated, allowing 

adversaries to systematically infer SUPI values [8, 9] and 

create opportunities. Such attacks can compromise 

network security and data integrity, allow unauthorized 

access to private user information, and potentially disrupt 

critical network operations. 

Implementing 5GC in GitHub Codespaces will alert 

network operators. It prevents the sending of a Registration 

Reject message with the cause "Illegal UE" after receiving 

multiple Registration Request messages using a null-

scheme containing a SUPI not found in the UDM database. 

Compared with the past, this method can effectively 

prevent UE guessing attacks. 

Furthermore, adaptive security frameworks that adjust 

access controls based on real-time threat assessments are 

essential for mitigating risks associated with unauthorized 

SUPI access. As 5G technology evolves, it will be 

necessary to research innovative security strategies, such 

as post-quantum cryptography protocols [9], to protect 

SUPI data against emerging threats. The continuous 

development of global policies and standards will also play 

a critical role in ensuring that NPNs maintain a strong 

IEEE Communications Standards Magazine
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SUPI is found UDM

gNB AMF
AUSF & 

UDM5G UE

Registration Request

Authentication Request Authentication

SUPI is not found

Registration Request

Authentication Request

The setup replicates an SNPN within an 
emulated private network using GitHub 
Codespaces. It uses Python-based gNB and 
5GC emulators, developed with P1 Security’s 
pycrate library, to simulate the operator’s 
infrastructure. If a Registration Request with 
a SUPI not found in the UDM database is 
received, an Authentication Request is issued 
instead of a Registration Reject with the 
cause "Illegal UE."
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Registration Request
Authentication

SUPI is not found

trigger an alarm 
& no response

Our implementation replicates an 

emulated private network environment 

using a Python-based 5GC emulator to 

simulate the operator’s infrastructure. 

These emulators are developed using 

P1 Security’s pycrate Python library.

We recommend that the 5GC trigger 
an alarm to the network operator and 
refrain from sending a Registration 
Reject with the cause "Illegal UE" 
after receiving multiple Registration 
Request messages.
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Reviewer's Comment 

1. Comment 3: In 2-3 sentences, talk about security aspects of your work including 

connections with post quantum crypto KEMs and signatures. NTT is an 

important topic to consider. 

2. Comment 4: How about future work, it gives motivation so add that in 2-3 bullets. 

Related to PQC, there is a 2023 competition by NIST for signatures. For 

example, Raccoon is promising. Connect your work to that.

3. Comment 7: Add a paragraph, how about fault detection and cryptography, how 

about the notion of SCAs and combined attacks and countermeasures, relate that to 

your work in one paragraph.

• Last but not least, I would like you to comment about accurate power derivation 

using VCD or SAIF as well as energy consumption.

• Overall, your work will be enhanced addressing the above for another round of 

review. You can also talk about HW SW co-design using Xilinx AMD Versal 2.
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DISCUSSIONS ON SIDE-CHANNEL VULNERABILITIES AND 

SHORTCOMINGS 

This study enhances SUPI security in 5G NPNs, but 

certain limitations must be addressed, particularly 

regarding real-world implementation and scalability. The 

simulated environment used to evaluate quantum-safe 

mechanisms simplifies network interactions, failing to 

capture scalability challenges, dynamic key exchanges, 

and operational diversity. While this research focuses on 

SUPI guessing attacks, it does not fully explore hybrid 

cryptographic schemes, SUCI decryption resilience, or 

real-time key exchanges. Future work should incorporate 

field trials to validate quantum-safe frameworks and 

investigate hybrid encryption models that combine post-

quantum and traditional cryptographies for better security 

and adaptability. 

Fault attacks (FAs) remain a significant concern, 

exploiting electromagnetic interference, voltage 

fluctuations, and clock manipulation, leading to side-

channel vulnerabilities. Despite the growing adoption of 

PQC, GSMA guidelines [9] do not explicitly address 

SUCI decryption security in SIM cards, creating risks of 

side-channel leakages. Future implementations should 

integrate hardware-based countermeasures, including 

cryptographic co-processors, real-time anomaly 

monitoring, and fault detection mechanisms, ensuring 

protection in resource-constrained environments like SIM 

cards. 
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Harnessing the Potential of IBM 

Quantum Computers with Qiskit
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How to Leverage Generative AI 

for Effective Programing on QSN
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Result

Source Code

Executing 

Re-generated 

Code by Grok

Successfully
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Conclusion

4
9

⚫The rise of quantum computing poses real threats to 5G 

identity protection, especially SUCI encryption based on 

ECIES. As shown in our emulation experiments, 

vulnerabilities exist that could be exploited once quantum 

capabilities mature.

⚫To build resilience, migration to Quantum Safe Networks 

(QSN) is necessary—incorporating Post-Quantum 

Cryptography (PQC) and Quantum Key Distribution 

(QKD). We actively engage with 3GPP and GSMA to align 

with future 6G standards.
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Conclusion

5
0

⚫Our study also explores the potential of IBM Qiskit, 

which allows simulation of quantum algorithms like 

Shor’s, helping assess actual risks. 

⚫In parallel, we demonstrate how Generative AI, such as 

GitHub Copilot, can aid rapid quantum code prototyping 

and learning—though iterative validation remains crucial.

⚫Together, quantum technologies and AI tools offer new 

ways to enhance network security, accelerate R&D, and 

shape a trustworthy communication future.
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5
1

後量子加密晶片
旁通道檢測系統

後量子加密產品
脆弱性評估工具

PQC產品

PQC 晶片安全國際合規 PQC 產品安全提升

後量子安全
評估工具 (PQ-SAT) 

場域密碼系統現況評估

支援國際PQC標準，協助廠商進行
合規預檢測、降低驗證成本。

識別後量子加密場域與產品潛在風
險與弱點，降低未來營運風險與合
規成本。

提供後量子加密遷移計畫之關鍵
參考依據，提升組織的運營效率
和安全性。

PQ-SAT ：Post-Quantum Security Assessment Tool
後量子安全評測工具
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