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What’s our Hunting Engine Purpose?

• Capture real-time network events for
• Malware delivering
• Real cyber attack behavior
• Suspicious events trigger our hunting

rules

• Distribute Hunting Engine nodes with
• Reaction for specific protocols
• 24/7 packet recording
• World wilds
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Motivation

• Over 5,000 times PeekNamedPipe requests found on some nodes on our 
hunting engine in one month
• PeekNamedPipe request related to vulnerabilities MS17-010 patched which 

mostly used by EternalBlue
• The most request counts on a node was over 20,000
• Just trying  Windows remote named pipe? Or vulnerability check?
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Background of EternalBlue
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MS17-010 and EternalBlue

• Vulnerabilities patched by MS17-010 security patch

• SMBv1 protocol on TCP/445

• Vulnerabilities can be chained to RCE in srv.sys

• Impacted all of MS Windows versions in 2017

• EternalBlue used as attack chain to inject a backdoor
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MS17-010 and EternalBlue

• EternalBlue developed by NSA chained the vulnerabilities which MS17-010 
patched as main exploitation method

• Microsoft released MS17-010 patch on Mar. 14, 2017

• Toolkit include EternalBlue leaked by Shadow Brokers on Apr. 14,2017

• WannaCry used EternalBlue for attack and start spreading on May 12, 2017
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WannaCry

• WannaCry

• Ransomware with worm feature

• Appeared after EternalBlue leaked

• Spreading method based on EternalBlue
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WannaCry and EternalBlue

• WannaCry (mssecsvc.exe) spreading flow

Infected A

mssecsvc.exe
(main process 
of WannaCry)

Computer B

lsass.exe

srv.sys

launcher.dll

mssecsvc.exeEternalBlue/MS17-010

Inject shellcode
Deliver .dll

https://blogs.blackberry.com/en/2017/06/threat-spotlight-inside-the-wannacry-attack
http://roger6.blogspot.com/2017/06/wannacry-analyze-1.html

Export Func.
PlayGame

hook func.

kernel land user land

Overwrite origin hook func.
srv!SrvTransactionNotImplemented
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Q: How powerful EternalBlue is! 
     Is there any malware also use it for spreading?

A: Of course. 
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TrickBot

• TrickBot, a trojan which most used in APT attack
• Steal credentials, sensitive data
• Install backdoor
• Download another malware / ransomware
• Dropped by Emotet

• Found use technique based on EternalBlue for spreading in 2019
1. Infect AD environment[1]

2. Download by Emotet and spread Ryuk ransomware[2]

[1] https://unit42.paloaltonetworks.com/wireshark-tutorial-examining-trickbot-infections/
[2] https://www.cybereason.com/blog/research/triple-threat-emotet-deploys-trickbot-to-steal-data-spread-ryuk-ransomware
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Difference of EternalBlue and TrickBot 

EternalBlue + DoublePulsar

Attacker

Victim

lsass.exe

srv.sys

payload

EternalBlue Exploitation

DoublePulsar
hook func.
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Difference of EternalBlue and TrickBot 

Trickbot

Attacker

Victim

service.exe

srv.sys

payload

TrickBot Payload 

Through EternalBlue
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Network Based Detection 
around 

EternalBlue and DoublePulsar
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Network Traffic of EternalBlue – Target Check

• PeekNamedPipe Request

• Found on malware for checking victim is vulnerable or not
• Nmap and Metasploit also implement this check

Response Error Message Vulnerable

STATUS_INSUFF_SERVER_RESOURCES
(0xc0000205)



STATUS_ACCESS_DENIED
(0xc0000022)


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Network Traffic of EternalBlue – Target Check

• Trans2 Request SESSION_SETUP

• Check DoublePulsar backdoor installed or not

1. Add all byte value in Timeout field
0xcc + 0x6c + 0xeb = 0x223

2. AND 0xff
0x223 & 0xff = 0x23

DoublePulsar OP Code Command

0x23 Ping

0xc8 Code Execution

0x77 Uninstall
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Network Traffic of EternalBlue – Target Check

• Response of Trans2 Request SESSION_SETUP
• Check DoublePulsar backdoor installed or not

Req. OP Code Multiplex ID Status Code Status

0x23 65 - 

81 0x10
(81 – 65 = 16)

Pong
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Network Traffic of EternalBlue – Main Exploitation

• NT Trans Request

• Main exploitation target to CVE-2017-0144
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Network Traffic of EternalBlue – Main Exploitation 

• TCP/445 packet for allocating NonPagedPool through victim handler
• Multiple connections (5~) initialed with this packet

EternalBlue

TrickBot

Python PoC code from Github[1]

[1] https://github.com/worawit/MS17-010/blob/83b3745050893fbc9d73fa61ff0b4aa427884a0e/eternalblue_exploit7.py#L448
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Threat Hunting of 
EternalBlue Related Attack
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Think about WannaCry Spreading Process
Infect 

WAN/LAN 
Thread

MS17-010 
Patch and 
Backdoor  

Check

Infect Thread 
End

N

Backdoor 
Exist Check

Y

Spread Payload

N Y

MS17-010 
Vuln. Exploit
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Case Study – Traffic of Target Check 

• Guess the scanning purpose
• Which tool / malware sent the SMB Pipe request
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Traffic of Target Check by Nmap

• Nmap with MS17-010 .nse patch scanning script



Keep the Operation Running

Threat Count for MS17-010 Unpatched Target Check

• Total count of PeekNamedPipe requests sent to our hunting engine
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Traffic of Target Check by Metasploit

• Metasploit with MS17-010 patch scanner module

• Hard to determine from PeekNamedPipe SMB Pipe request

• Try to determine in next request in the same session
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Traffic of Target Check by Metasploit

• Metasploit with MS17-010 scanner module

https://github.com/rapid7/metasploit-framework/blob/master/modules/auxiliary/scanner/smb/smb_ms17_010.rb#L246

DoublePulsar Ping msg
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Traffic of Target Check by WannaCry

• WannaCry check target host to spread and infect

PeekNamedPipe Request
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Case Study – Traffic of MS17-010 Exploitation

• Real attack target to MS17-010 unpatched systems 
possible sent from EternalBlue simulation tools

• Metasploit framework ms17_010_eternalblue plugin

• FuzzBunch / WannaCry

• Other tools / malware
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MS17-010 Exploitation Traffic by Metasploit

• Hard to distinct between FuzzBunch / WannaCry
• Metasploit is open source, we have source code!

https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/windows/smb/ms17_010_eternalblue.rb
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MS17-010 Exploitation Traffic by Metasploit

Insert buffer with “A”
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MS17-010 Exploitation Traffic by WannaCry

• Difference between the payload sent by Metasploit and WannaCry
• Different char. inserted WannaCry

Metasploit
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MS17-010 Exploitation Traffic by WannaCry

• Payload hard coded in WannaCry sample
packet hexump WannaCry sample hexdump
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Case Study – Traffic of DoublePulsar and Payload Deliver

• EternalBlue / WannaCry first send DoublePulsar ping message to the target
• Check DoublePulsar backdoor installed or not
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Traffic of DoublePulsar Check by WannaCry
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Traffic of DoublePulsar Ping Request Counts
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Traffic of DoublePulsar Payload Deliver by WannaCry
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Traffic of DoublePulsar Payload Deliver by WannaCry
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Traffic of DoublePulsar Payload Deliver by WannaCry

… …XOR key reversed through signature value
decode the payload

shellcode

DOS and PE header
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Traffic of DoublePulsar Exec Request Counts
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Attack Sources Tracing

• We collected DoublePulsar Exec requests on our hunting engines 
from Dec. 2024 to Feb. 2025

• 157,643 unique IP addresses sent the request from over 160 countries

• WannaCry payload delivered

• We also found 35 unique IP addresses sent EternalBlue main exploitation

• Nmap scanner + Msf / public PoC code

• Most behind VPN / VPS, but 1 IP from University in India
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Attack Sources of DoublePulsar Exec Payload Deliver
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Attack Sources of DoublePulsar Exec Payload Deliver
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Conclusion
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Conclusion

• We found there is still lots EternalBlue related traffic on network through our 
hunting engine

• Through traffic pattern and threat intelligence, we can determine the attack 
purposes

• From the attack source we collected, we found WannaCry still exist in lots 
critical industries
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Q&A Session
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