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HPE Aruba Networking Al for Networking Series

Al for Networking in HPE Aruba Networking New Central

Al for Networking Al for Networking

In Wireless In Switching

Al for Networking in Security
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®  Firmware

Access Points / Switch/ Gateway send various types of telemetry
data to HPE Aruba Networking Central

s

Client
Behavior Cohcanzanor
Traffic AT i
Metrics o =
Roaming
Diagnostics Anomalies
°. Policy Violations Configuration
Sync
Client Firewall
ldentification Data
Client Wi-Fi and Radio
Metrics Statistics
« AP Detalils Hardware Metrics

Security Insights
o Infoe

[ap]
&

Threat
Detection ‘o

Network
Errors

Location

Services
loT

Sensors
Event
Logs

Threat

Detection
DPI

Health

Status I
Power Save ',

4. 7M+ Network Device

clients® verticals

1.6 B+ Clients
i e

30+

250K
industry

Telemetry Data from

Switch/AP/Gateway to
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customers across
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Powerful ‘command center’

B RN

view to direct operator attention

HPE .

Central Intelligent Edge Platform

Network Overview

Network and connectivity information about the network.

Sites
Sites by health.

Acme Store

19 devices are offline
HPE Office

356 clients have poor experience

Google Inc —

DHCP server is down

LA Cafe

3 devices are offline

Motel Vermont

S clients have poor experience

San Jose Museum

High non-wifi inferference detected

San Jose Warehouse

22 clients have fair experience

Vermont Cafe

5 clients have poor experience

Los Angeles Office

Everything is good
New Jersey Office
Everything is good

New York Office

19 devices are offiine

San Jose Office

19 devices are offiine

35 more sites

Device Inventory
Device distribution.

B Access points
W Switches
W Gateways

1233

Devices

Require Site Assignment Added in the Last 7 Days

12 28

WAN

Status of the sites for main carriers.

Carriers Sites per Status

V/ Verizon e15 43 @5
& AT&T West *2 1 ® 125
& ATAT East 1 0 e1

Licenses
Status of the licenses for the managed devices.

b

W Assigned Available
User Activities
User logins and configuration changes over the last 7
days.
Activities

79 configuration changes made by 12 users.

Logins Configuration Changes
%0

Jul9 Jul10 Jul1l Jul12 Jul13 Jullé Jul1s

@ User logins @ Configuration changes
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New Central (@ O ® 83 9
— v
[ J
Customize Z5
Applications
Status of the sites for the monitored applications.
Applications Sites per Status
& Google ®15 43 @5 °
[ Adobe ®2 1 ® 125
<3 Dropbox o1 ® 190
23 ® 102
8 ® 64
[ J
Reports !

Upcoming and latest generated reports.

Generated in the Last 7 Days Scheduled in the Next 7 Days
10 6

Recent

Security, 3 hours ago

WAN Utilization, 12 hours ago

Wireless Coverage, 12 hours ago

Scheduled

Inventory at 1:00 AM

Guest at 9:00 PM

Configuration & Audit at 23:59 PM

el
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NIST
Cybersecurity
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California
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Tag Clients & Vendor Clients +
windows Windows
0 @0
® loT Apple
1 e 2%
Ring
T %
Crestron
—_— %
Linux
CE— Ity
10T Internal Traffic Internal Data Download
oMB i

45.6M

Total Bytes

Windows 8/10/11
Ring Device

Crestron Media Device

Debian/Ubuntu/Knoppix

Security Solutions

e —

Summary  Explore | a
Clients + Network
® AnyCorplnec-LHR-PSK 216

“ L3
2%

£ @ AnyCorpinc-LHR-PSK

it W AnyCorpinc-LHR-1x
2 W User(NT)

@ User (NT)
13
12
VLAN

101

B 101283491 W 10125

1230 1245 1300 1345

W 10124 W 1013048132

e W

4002
4000

1430 1445 Now

External Data Upload

Bytes

oMB

e

56.9M

Total Bytes g
Akamal... Web Not Evaluated
Amazon... Amazon SAAS Moderate Risk

Now Allowed
hi& D" EEB @
ow

Allowed
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Network Detection - Abnormal Dafa‘umoad:%ﬁ ?/ i"ﬂ E _l: 1% —_ ]f_j:ﬁ E E 2%

An ‘Abnormal Upload' tag has been dynamically applied to ‘Residence-CCTVA'. This client uploaded 11.09 GB to 4 destinations on May 6, 2024, compared to an average of 20.22 MB downloaded daily during the past 30 days.

Behavior Mapping

Visualizes historical traffic and highlights anomalies.

Data Uploads

Records upload activity once the baseline threshold is exceeded.

Source Destination Service / Application Action Usage
¥ Residence-CCTV4 10213113 Any - 488 GB
12 Gbps
¥ Residence-CCTV4 cabinetkignima.com  Any = 4.42 GB
§ 6 Gbps
Residence-CCTV4 102131121 TCP - 180GB
bps i -4
04/14/2024 04/18/2024 04/22/2024 04/26/2024 04/30/2024 05/04/2024 05/08/2024  05/12/2024 ll Residence-CCTV4 10211203 TP, = 62 GB
B Actual Selection Results
8 Baseline The selected uploads account for 87% of all abnormal data uploads:
10T Policy Optimizer x Classification
Behavior Mapping Category Eunction ense Moo
Vioaliz lireemal Haic o unersandabl o Computers & Servers Computer Windows ‘Windows 8/10/11
i ‘Se<cion Count Tﬂgs
4444 sosa7 § o1
..... w00

Behavlor Analysis
====

AN 10T tag has been applied based on client behavior and artributes over a multi-day Time period.
HEEEE NEEEE "EEENE B
Aoplcaton Variety e B | E e
soacen [ HRNRENENEEN NN
051072024 OS/IL0I4 OSLZC OS/LIA0E OS/IMIOL OS/ISIOL  Today
Classified By
System Rule

Conditions

Baseline

208 MB

147 MB

10.2 GB

00GB

OK
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%- Security Risk & Firmware

Al BRENRY

Cybersecurity
Framework
I
1Py d Network Optimization
p ¢ DETECT
in depth analysis for ODSM Office.

Available Fi R dation - A Poil R
Access Point Firmware Recommendation Review the list in Classic Central for device specific Al and apply the pgrade thi - Firmware L]
Network . ! - .
New firmware recemmendation available for 2 access paintls) in the sife. These LR I- TO LR
. Good upgrades provide new features and bug fixes. Firmware Recommendation Summary - Access Points n
e Firmmwiare recommendations based on Madel and Current Firmware.
19 devices

D Note: CVE-2024-3596, CVE-2024-6387 currently do not have flxed firmware versions available. To mitigate this vulnerability, implement workarounds mentioned In the security advisory issued by Aruba Threat Labs,

Al-Powered Network Optimization ¢@

Mgl Current Fummare Recommended Firmwwe Neamber of Devices Recommendation Reason
in depth analysis for London (LHRI) - Campus. AP-515 81003 84941 810,045 91324 1 Minimizing firmware security vulnerabilities
- Popularity of Recommended Firmware
WPA Capable c"en*s by WLAN Charts provide details on adoption of the recommended firmware.
Enable WI-Fi 6 to Improve WLAN % S e I Device Count by Firmware Version Customer Count by Firmware Version
Performance 100 u Potentially non-interoperable client - -
u Non WPAS Capable Clients 9%
Improve average transmission rate by up to 75 = WPAZ Capable Clienfs 91% - o
13% on your WLANs by enabling WiFi & ]
15
50 %0
Yesterday at 5:30 AM -
100
25 100k
]
T
[
AnyCorplnc-MIA-PSK AnyCorpinc-LHR-PSK - %
Enable WPAS3 for Better Security WLAN
e
WiFi security will improve for up fo 90% of ) ) ) . .
Clients by enabling WPA3 B Potentially non-interoperable clients [l Non WPA3 Capable Clients B WPA3 Capable Clients . .
110015 [RLEEY
Today at 5:30 AM
W 810015
Actions
Change the current Wi-Fi authentication to WPA3
Power-Save Recommendation WLAN Current Authentication New Authentication
Available for Access Points AnyCorpinc-MIA-PSK wpa2-psk-aes wpa3-sae-aes
AnyCorplnc-LHR-PSK wpa2-psk-aes wpa3-sae-aes
You have Power-Save recommendations
available for 2 site(s) that can provide up fo...
Yesterday at 5:30 AM Ac*lons
No clients detected that are likely to have connectivity issues when WPAS3 is enabled.
v
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When a Loop is Detected in a Network

Redundant LAN ESZBEHH‘%U"‘XTA*” H_.I'Faﬂ 1%“6/J\H__l'

Spanning-Tree not

working
] AITERN AR E R (@

(il ane switch craches RAZE - T EABN L EDETHE

7 Y

FERE A IT BB REE PR EERISE

Time Estimates:
« High CPU utilization on the network switches

» Excessive broadcast or multicast traffic * Minor Loop (Single Switch Misconfiguration) — 30 minutes to 2

* Network slowdown or outage hours

+ Users' devices, IP Phone, CCTV Cameras, getting * Moderate Loop (Impacting Multiple Switches) — 2 to 6 hours
disconnected on wired and wireless network. « Major Loop (Enterprise-Wide Outage) — 6 hours to 2+ days
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Detect and Recover — Loop detection and Analysis

Cybersecurity
Framework

Al Powered Alerts — For Spanning Tree Loops in the N

Summary Impact Action o
# Switch BO-MIAI-EGSWOZ has an L2 loop with itself. Clients Access Paints Raot Cause
Firat O " Last €1 " % Noimpact @ Nao impact Loop{s) was detected and it consists of the following connections:
Irs! CCurre A% CCurre
January 21, 2025 4:25 PM January 30, 2025 11:35 AM Switches Gateways [ BO-MIA-EGSWOZ 1/1/13 <-> BO-MIAI-EGEWO0Z 1/ lJr11]
— B3 34% (1/3) @ o impact o
1579 Check topolegy and STP configuration
Priority
# Very High
Health Properties & Connectivity Performance & 5 O HI g h B rO ad C aSt traffl C y .
& Online with High port utilization with frame drops, high port utilization, high broadcast traffic. oded Manatuch . - L . o - - =y - . b
ode! anufacturer High broadecast traffic, high port utilization, high port utilization with frame drops < @——————" .
I o 0 st e Moh ottt ot o Y e s : » High port utilization with :
1w 5d 13h Bm Reboot requested by user, Version: MAC Addiess cerial oaraber ﬁ‘;l:;TB .59 MB of Unlh . .
FL.10.10.1140 18 Oct 24 18:29:03 : Switch bo... - : plink usage) . 0
&ede:h0:0e:90:40 SGIGKNS013 . o
i L .
Synchronized October 24, 2024 10:02 AM 17231055 Y os g:“ m‘:g

e e A IZED 22316 Fnj%ﬁ » Az
— c- . ST
, e AR E PLURE 7R

® Good ® Jupof3
@ clients = @
Power Supplies Pk Capacity (o]
BO-MIA-EGSWO2 Internet ® lupofl 370w

PoE Gutput xx E/ gEB * $ %&
TT0W
I\\\LEIT/ — [I <47
DR
Events @
Occurred e Sa [2 '?/ E S LA
Today at 8:39 AM Connectivity Aruba Central Cennection Failure
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Accelerate troubleshooting across skill levels

Alerts
Severity Status

Any (21)  Critical (1)  Major (0}  Minor (0)  Info (0) Any (21)  Acfive (12)  Active and Acknowledged (0)  Cleared (9)

Q ahd 0V
12 items

Name Status First Occurred Last Occurred Occurrences Category

-~
o MAC Authenticatlon Server Timeout Active 05/05/2024, 4:30:00..  05/06/2024,11:050.. 224 Authenfic.
Critical - No respr from the MAC Authentication Server was detected during the...
o 8024% Authentltlon Server Timeout Active 05/01/2024, 7:15:00.. __05/06/2024 11:05:0.. 1428 Authentic..

Summary
No response from the MAC Authentication Server
was detected during the Authentication Process

First Occurred
May 5, 2024 4:30 PM

Last Occurred

May 6, 2024 11:05 AM

Root Causes

« MAC Authentication Server Timeout or No
Response

Recommendation

« Check Health Status of the Authentication Server

& covern

NIST
Cybersecurity
Framework

DETECT

Occurrences

224

Events s
Occurred Category Source Event

Today at 11:04 AM Client 00:24:9b:7d:cb:6b Client Mac Authentication Failure

Today at 11:04 AM Client 00:24:9b:7d:cb:6b Client Connected

Today at 11:04 AM Client 00:24:9b:7d:cb:6b Client Disconnected

Today at 11:04 AM Client 00:24:9b:7d:ff-d5 Client Mac Authentication Failure

Today at 11:04 AM Client 00:24:9b:7d:ff:d5 Client Connected

49 more
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g Power Saving

|

HPEC—] Jols

GreenLake o8

QrUbQ‘Central Q search or ask Aruba Q New Central@) L OIS

Customer: AlOps Team... = e . “||IN|‘W li

1 Yoda2 Ni-Test Gr... - WLANs | Access Points | Radios | Interfaces = Security | Third Party Tunnel | Services ‘ System ‘ laT | Configuration Audit Hide Advanced

— Manage ———————— 7 wuggmIg

BO Overview > Proxy

@ Devices > o

L0 Clients

v Power Save
2, Guests
B Appiications | O mseueeuene - Conditions for Al power save to take effect
Supported only on A0S 10.5+ and newer AP models (5xx, 6:x).

@ Security

—Analyze ————————— O Automatic Al-Driven Recommendations are supported for Sites with AP Count > 20.

0 Alerts & Events Al-Driven Recommendations can be pushed automatically only when accurate timezone is configured on the devices.

Check Al Insights tah for new recommendations that can be automatically applied when available.
Audit Trail . :
%, Tools Manual .umppaa,dus)opands_
neighbors
» Access Points draw power from PoE switches around 10W to 30W, el Rl R T il e
based on the user connectivity and services.
* Which has impact on energy consumption, cost and CO2
Emission.
Full Zero Deep Sleep
« With Al Intelligence we are now able to solve this issue in a dynamic Capacity Sapacﬂy 2W Power
mpewer ; \A/ Dn\nlor

way and SUPPOIT organlzauon 0 save crierdgy Cost and get downthe

Gré@? BEmissios.using Al to dynamically adjust AP PoE power based on the site
Icondifibns and behavior. o 24

AFT Tool :- Wireless Power Saving Calculator



https://hpe.sharepoint.com/:u:/r/sites/B1/EG/aruba-emea/Connected%20Toolbox/AFT/1_Aruba%20portfolio/Wireless/Internal%20-%20AP%20Power%20Calculator.url?csf=1&web=1&e=90ilsC
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Automate

Public cloud Colocation Private DC Campus Edge / Branches
/ Microsoft />
aWS ICrQs0
AR BEHBE % P Ol
Routing | SD-WAN | VPN/VPC 25-400G/VXLAN | Wired POE/Wireless
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