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Agenda

• 公鑰密碼系統的風險 Risk of PKC

• 後量子密碼標準 PQC Standards

• 後量子密碼遷移 PQC Migrations

• 旁通道攻擊 Side-Channel Attacks



密碼系統兩大類型

• Symmetric 

• 2000+ years

• DES, AES

• Slight impact by Grover’s 
quantum algorithm

• Security level of half bits 
in the future

Two Categories of Cryptosystems 
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• Asymmetric / PKC (Public-Key Cryptography)

• Since 1976 (by Diffie & Hellman)

• RSA,  ECC (ECDH, ECDSA)

• Serious threat by Shor’s quantum 
algorithm

• PQC (Post-Quantum Cryptography) is 
resistant to quantum attacks 



Caesar Cipher  凱撒加密
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• Gāius Jūlius Caesar (100 BC – 44 BC)
• A superb general and politician who changed the course of Roman history

• Caesar Cipher

• Encode 編碼 : A  0, B  1, …, Y  24, Z  25
• Plaintext 明文 : SPY (18 15 24)

• Ciphertext 密文 : VSB (21 18 1)

• Encryption 加密 :  c = p + 3 mod 26

• Decryption 解密 :  p = c − 3 mod 26

• Key 密鑰 : k = 3

Bust of Julius Caesar.

http://en.wikipedia.org/wiki/Image:Julius_caesar.jpg


Symmetric Cryptosystem  對稱密碼系統
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Plaintext 明文 Ciphertext密文

Encrypt 加密

Decrypt 解密

Symmetric Key 

AES (Advanced Encryption Standard) / DES (Data Encryption Standard)
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https://csrc.nist.gov/news/2024/nist-proposes-to-standardize-wider-variant-of-aes

https://csrc.nist.gov/news/2024/nist-proposes-to-standardize-wider-variant-of-aes
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https://csrc.nist.gov/pubs/ir/8552/final

https://csrc.nist.gov/pubs/ir/8552/final
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https://csrc.nist.gov/projects/lightweight-cryptography

https://csrc.nist.gov/projects/lightweight-cryptography


私鑰 / 公鑰
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Private Key私鑰 Public Key 公鑰
very easy

extremely hard

⚫ The security of all current public-key cryptosystems is based 

on extremely hard computational problems

⚫ Integer Factoring：RSA

⚫ Discrete Logarithm：DHKE (Diffie-Hellman Key Exchange), DSA (Digital 

Signature Algorithm), ECC (Elliptic Curve Cryptosystems) [ECDH, ECDSA]



PKE (Public-Key Encryption) 公鑰加密
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Plaintext 明文

Ciphertext密文

Encrypt 加密

Decrypt 解密

Public Key 公鑰

Private Key 私鑰



Digital Signature 數位簽章
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Message 訊息

Signature簽章

Sign 簽章

Verify 驗章

Private Key 私鑰

Public Key 公鑰



• The algorithm developed by 

Peter Shor at AT&T’s Bell Labs 

in 1994, when implemented on 

a mature, universal, large-scale 

quantum computer in the future, 

has the potential to break all 

currently used standard public-

key cryptosystems

Shor’s Algorithm
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When is RSA-2048 Broken? 

2021 Quantum Threat Timeline Report: Global Risk Institute
https://globalriskinstitute.org/mp-files/quantum-threat-timeline-report-2021-executive-summary-2.pdf/

ECC is broken a couple 

of years earlier

https://globalriskinstitute.org/mp-files/quantum-threat-timeline-report-2021-executive-summary-2.pdf/


因應時程
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•𝑥 – time of maintaining data security 

•𝑦 – time for PQC standardization and adoption 

• 𝑧 – time for quantum computer to be developed
https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf

https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf


為何必須立即發展 PQC
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•基於保密期限或產品生命週期 (前頁)

•全面更換特定類型密碼系統曠日廢時

–根據過去經驗可能需長達十年

•國家級情報單位已開始儲存密文，等待未來量子電腦

成熟即可大規模破解

– “Harvest now, decrypt later”   https://en.wikipedia.org/wiki/Harvest_now,_decrypt_later

–已經被敵人儲存的密文，毫無挽救機會

https://en.wikipedia.org/wiki/Harvest_now,_decrypt_later


16
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• 公鑰密碼系統的風險 Risk of PKC

• 後量子密碼標準 PQC Standards
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PQC Standardization
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https://www.nist.gov/news-events/news/2025/03/nist-selects-hqc-fifth-algorithm-post-quantum-encryption

https://www.nist.gov/news-events/news/2025/03/nist-selects-hqc-fifth-algorithm-post-quantum-encryption
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https://csrc.nist.gov/Projects/pqc-dig-sig/standardization/workshops-and-timeline

https://csrc.nist.gov/Projects/pqc-dig-sig/standardization/workshops-and-timeline


https://csrc.nist.gov/Projects/post-quantum-cryptography/publications

FIPS = Federal Information Processing Standards

CRYSTALS-Kyber

CRYSTALS-Dilithium

SPHINCS+

ML-KEM

ML-DSA

SLH-DSA

https://csrc.nist.gov/Projects/post-quantum-cryptography/publications


21https://pq-crystals.org/

https://pq-crystals.org/


晶格 (Lattice) 上的計算難題
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• Given a basis 𝐵 = 𝑏1, 𝑏2, … , 𝑏𝑛 where 𝑏𝑖 ∈ ℝ𝑛

• Lattice is a discrete subgroup of ℝ𝑛:

Λ 𝐵 = 𝐵ℤ𝑛 = σ𝑖=1
𝑛 𝑚𝑖𝑏𝑖 | 𝑚𝑖 ∈ ℤ

• Shortest Vector Problem (SVP) :

Find a shortest 𝑥 ∈ Λ 𝐵 ∖ 0

• Closest Vector Problem (CVP) :

Find a closest 𝑥 ∈ Λ 𝐵 to a given 𝑦 ∈ ℝ𝑛

• Lattice basis reduction :

Given a “bad” basis, find a “good” basis such that SVP or CVP is 

easier



結構化晶格

• FIPS 203 / ML-KEM / CRYSTALS-Kyber

• 𝑅𝑞 = 𝑍𝑞 𝑥 /(𝑥256 + 1)

•FIPS 204 / ML-DSA / CRYSTALS-Dilithium

• 𝑅𝑞 = 𝑍𝑞 𝑥 /(𝑥256 + 1)

Structured Lattices
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• 𝑞 = 3329 = 13 × 28 + 1

• 𝑞 = 8380417 = 223 − 213 + 1



LWE: Learning With Errors   (cf. CVP)
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ML-KEM Overview
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NTT: Number Theoretic Transform
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ML-KEM Key Generation
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𝐊𝐞𝐲 𝐆𝐞𝐧𝐞𝐫𝐚𝐭𝐢𝐨𝐧

𝐒𝐞𝐞𝐝

𝐍𝐓𝐓(𝐀)

𝐞
Random e

𝐬
Random s

𝐭 = 𝐍𝐓𝐓 𝐀 × 𝐍𝐓𝐓 𝐬 + 𝐍𝐓𝐓(𝐞)

𝐍𝐓𝐓(𝐞)

𝐍𝐓𝐓(𝐬)

𝐩𝐤 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐭|𝐬𝐞𝐞𝐝)

𝐬𝐤 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐍𝐓𝐓(𝐬))



ML-KEM Encryption
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𝐄𝐧𝐜𝐫𝐲𝐩𝐭𝐢𝐨𝐧

𝐩𝐤 𝐃𝐞𝐜𝐨𝐝𝐞(𝐩𝐤)

𝐬𝐞𝐞𝐝

𝐫
Random r

𝐞𝟏

𝐞𝟐

Random 𝐞𝟏

Random 𝐞𝟐

𝐭

𝐍𝐓𝐓(𝐀)

𝐍𝐓𝐓(𝐫)

𝐮 = 𝐍𝐓𝐓−𝟏 𝐍𝐓𝐓 𝐀 × 𝐍𝐓𝐓 𝐫 + 𝐞𝟏

𝐮 = 𝐀 × 𝐫 + 𝐞𝟏

Regenerate

𝐯 = 𝐍𝐓𝐓−𝟏 𝐭 × 𝐍𝐓𝐓 𝐫 + 𝐞𝟐 + 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬(𝐦)

𝐯 = 𝐭 × 𝐫 + 𝐞𝟐 +𝐦

𝐦

𝐜𝟏 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒑(𝐮, 𝐝𝒖))

𝐜𝟐 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒑(𝐯, 𝐝𝒗))



ML-KEM Decryption

29

𝐃𝐞𝐜𝐫𝐲𝐩𝐭𝐢𝐨𝐧

𝐜𝟏

𝐜𝟐

𝐬𝐤

𝐮 = 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒑(𝐃𝐞𝐜𝐨𝐝𝐞 𝐜𝟏 , 𝐝𝒖)

𝐯 = 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒑(𝐃𝐞𝐜𝐨𝐝𝐞 𝐜𝟐 , 𝐝𝒗)

𝐍𝐓𝐓(𝐬) = 𝐃𝐞𝐜𝐨𝐝𝐞(𝐬𝐤)

𝐦 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝐩(𝐯 − 𝐍𝐓𝐓−𝟏 𝐍𝐓𝐓 𝐬 × 𝐍𝐓𝐓 𝐮 , 𝐝𝒖))

𝐦 = 𝐯 − 𝐬 × 𝒖
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Private and Public Key of MS-DSA
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Simplified ML-DSA Overview

32
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• CRYSTALS-Dilithium / ML-DSA / FIPS 204 is recommended as the primary 
signature algorithm for general use

• FALCON / FN-DSA / future FIPS 206 would be a better choice for applications if 
it is not necessary to implement on constrained devices

• SPHINCS+ / SLH-DSA / FIPS 205 is selected to be an alternative option as lattice-
based schemes are threatened. 

34
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• 旁通道攻擊 Side-Channel Attacks



Path of PQC Migration

36 https://pqcrypto2025.iis.sinica.edu.tw/slides/Invited1.pdf

https://pqcrypto2025.iis.sinica.edu.tw/slides/Invited1.pdf


CNSA: Commercial National Security Algorithm
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https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/1/CSI_CNSA_2.0_FAQ_.PDF

https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/1/CSI_CNSA_2.0_FAQ_.PDF


CNSA 2.0 Timeframe
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CNSSP = Committee 
on National Security 
Systems Policy
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40 https://pqcrypto2025.iis.sinica.edu.tw/slides/Invited1.pdf

https://pqcrypto2025.iis.sinica.edu.tw/slides/Invited1.pdf


https://csrc.nist.gov/pubs/ir/8547/ipd
41

https://csrc.nist.gov/pubs/ir/8547/ipd
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https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf
47

https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms

https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms


Preparation for Considering the Implementation and 
Adoption of Quantum Safe Cryptography

• SP 1800-38A

• Collaborating organizations:

48

https://www.nccoe.nist.gov/sites/default/files/2023-04/pqc-migration-nist-sp-1800-38a-preliminary-draft.pdf

https://www.nccoe.nist.gov/sites/default/files/2023-04/pqc-migration-nist-sp-1800-38a-preliminary-draft.pdf
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ECDSA Key Extraction 隔空抓鑰
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https://ninjalab.io/wp-content/uploads/2024/09/20240903_eucleak.pdf

https://www.yubico.com/support/security-advisories/ysa-2024-03/

https://ninjalab.io/wp-content/uploads/2024/09/20240903_eucleak.pdf
https://www.yubico.com/support/security-advisories/ysa-2024-03/
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https://www.techrepublic.com/article/apple-m-chips-side-channel-vulnerabilities/

https://www.techrepublic.com/article/apple-m-chips-side-channel-vulnerabilities/


Side-Channel Attack on Kyber 

Power Analysis 
Attack

Timing Attack

Cache Attack

Electromagnetic 
Analysis Attacks

56



𝐊𝐞𝐲 𝐆𝐞𝐧𝐞𝐫𝐚𝐭𝐢𝐨𝐧

𝐒𝐞𝐞𝐝

𝐍𝐓𝐓(𝐀)

𝐞
Random e

𝐬
Random s

𝐭 = 𝐍𝐓𝐓 𝐀 × 𝐍𝐓𝐓 𝐬 + 𝐍𝐓𝐓(𝐞)

𝐍𝐓𝐓(𝐞)

𝐍𝐓𝐓(𝐬)

𝐩𝐤 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐭|𝐬𝐞𝐞𝐝)

𝐬𝐤 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐍𝐓𝐓(𝐬))

57

Side-Channel Attack on Kyber 



𝐃𝐞𝐜𝐫𝐲𝐩𝐭𝐢𝐨𝐧

𝐜𝟏

𝐜𝟐

𝐬𝐤

𝐮 = 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒑(𝐃𝐞𝐜𝐨𝐝𝐞 𝐜𝟏 , 𝐝𝒖)

𝐯 = 𝐃𝐞𝐜𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝒑(𝐃𝐞𝐜𝐨𝐝𝐞 𝐜𝟐 , 𝐝𝒗)

𝐍𝐓𝐓(𝐬) = 𝐃𝐞𝐜𝐨𝐝𝐞(𝐬𝐤)

𝐦 = 𝐄𝐧𝐜𝐨𝐝𝐞(𝐂𝐨𝐦𝐩𝐫𝐞𝐬𝐬𝐩(𝐯 − 𝐍𝐓𝐓−𝟏 𝐍𝐓𝐓 𝐬 × 𝐍𝐓𝐓 𝐮 , 𝐝𝒖))

𝐦 = 𝐯 − 𝐬 × 𝒖
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Side-Channel Attack on Kyber 



Many SCAs on Kyber Implementations



Many SCAs on Kyber Implementations



61 https://pqcrypto2025.iis.sinica.edu.tw/slides/36.pdf2025.4.10 PQCrypto 中央研究院

https://pqcrypto2025.iis.sinica.edu.tw/slides/36.pdf


FIPS 140-3 Security Level of Certification

• The requirement includes the previous level

• From level 2, authentication is required

• From level 3, side channel countermeasure is required

Certification

Security Level 
Requirement

1 All components must be production-grade

2 Physical tamper-evidence, role-based authentication

3 Identity-based authentication, physical or logical separation, 

side channel countermeasure

4 Multi-factor authentication, invasive environmental protection

62



謝謝
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