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Warning After Huge Security Flaws

Found in ChatGPT Plugins Al-Generated Fake GitHub Repositories
Steal Login Credentials
The security of OpenAl's GPT store is thrown into doubt after researchers |
find vulnerabilities that could lead to data loss. S
sl l:t‘n::);‘ﬂn ?“bm 012. 2024

# DA Keyg 2024

A concerning cybersecurity threat has emerged with the discovery of Al-
generated fake GitHub repositories designed to distribute malware, including the
notorious SmartLoader and Lumma Stealer.
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GPT-4

Researchers from UIUC reveal GPT-4’s capability to
autonomously exploit real-world vulnerabilities

Recent research highlights OpenAl’s GPT-4's ability to autonomously exploit real-world security vulnerabilities by analyzing CVE advisories.

GPT-4 outperforms other models and open-source vulnerability scanners, showcasing an 87 percent success rate in exploiting critical vulnerabilities.

The study underscores the significance of transparent information sharing in cybersecurity, dismissing reliance on security through obscurity.

Despite encountering challenges with certain vulnerabilities, GPT-4 demonstrates adaptability and generalization capabilities, even beyond its training data.

Cost-effective and efficient, GPT-4's estimated expense for a successful exploit stands at $8.80 per attack, significantly lower than traditional penetration
testing costs.
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“The ability to absorb potential disruptions while

continuing to meet service level objectives.”

REZ0 IR B TERY e AR R A B9 B AR,

Gartner Cyber Resilience Framework
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