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e 2.0.5-pushed to npm at 8:12 PM GMT, 30 Oct 2024
e 2.0.6 — pushed to npm at 8:35 PM GMT, 30 Oct 2024
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https://cycode.com/blog/lottie-web-player-malicious-package/
https://thehackernews.com/2024/10/lottiefiles-issues-warning-about.html
https://www.reversinglabs.com/blog/differential-analysis-raises-red-flags-over-lottiefiles/lottie-player
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Incident Response for Recently Infected Lottie Web Player versions 2.05, 2.06, 2.07

Comm Date/Time: Oct 31st, 2024 04:00 AM UTC

Incident: On October 30th ~6:20 PM UTC - LottieFiles were notified that our popular open
source npm package for the web player @lottiefiles /lottie-player had unauthorized new versions )\ 1 }EEIjJ = % E
pushed with malicious code. This does not impact our dotlottie player and/or SaaS services. Our x }ﬁ = 1
incident response plans were activated as a result. We apologize for this inconvenience and are
committed to ensuring safety and security of our users, customers, their end-users, developers, Eﬁ%gg% ElJ tO ke n %&*ﬁ /
and our employees.
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Immediate Mitigation Actions

PuinSh~ed a new safe versfon (2.0.8) ‘ El- ngﬁluv Eﬁd’ﬁﬁ}i{l

Unpublished the compromised package versions from npm
Removed all access and associated tokens/services accounts of the impacted developer Eﬂ

\I

Impact

« Versions 2.0.5, 2.0.6, 2.0.7 were published directly to npmjs.com 11 over the course of an
hour using a compromised access token from a developer with the required privileges.
The unauthorized versions contained code that prompted for connecting to user’s crypto
wallets.

« Alarge number of users using the library via third-party CDNs without a pinned version
were automatically served the compromised version as the latest release. With the
publishing of the safe version, those users would have automatically received the fix.
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https://www.ithome.com.tw/news/164865
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https://jfrog.com/blog/revival-hijack-pypi-hijack-technique-exploited-22k-packages-at-risk/
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tj-actions/changed-files Supply Chain Attack

Tt =
Post-compromise secret exfiltration flow from dependent repositories * *E' )\12%['% EI\J

GitHub Actions

GitHub workflow using tj-actions/

Publ (o access

compromised Action changed-files %7,% tj‘aCtionS
CI Runner | ~— ~ —invoke: = — P @ Download memory dump Python script from /Changed_flles
execution gist.githubusercontent.com/nikitastupin/3@e. ..
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https://www.wiz.io/blog/github-action-tj-actions-changed-files-supply-chain-attack-cve-2025-30066
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4. Operation BrainLeeches {{fEHEIZEE (2023/06)

Name Size
Name Size DEMO.txt 235 453 A
. .DEMO.-txt 232 Z?? (:‘] index.html 252 < é}fﬁ’]
>|jquery.js 5 index.js 1382
_.‘.]’Jquery.min.js 1382 ‘_.‘]jquery.)s 2 811 Jquery Z
&J package json 226 _r;]’jquery.mms 1134636 N pm -&14: *E
oJ package.json 227
ANEEET
Hosted on CDN jsDelivr and also part of package . R N
standforusz, version 1.0.3 Eé&’ > Z:IJ EIJJ|J_'_|
Some file is opened EIJ_'-I =i gnn ".ﬁﬁ)’(
=7J)=2%
FETCHING FETCHING xkk [ 365 HIE\EE
' p— AN
Some file — = LA EXfsE
<script ‘
src="jquery.js">< _“F— . %I-I]EM\
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https://www.reversinglabs.com/blog/operation-brainleeches-malicious-npm-packages-fuel-supply-chain-and-phishing-attacks
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Hub Internal Projects
C Demo Project» 1.0
Versions: 1 | Owner: Dave Meurer | Tier: 1 | Phase: In Development | Distribution: External = Components U Security A Files #2 Reports & Settings
Security Risk License Risk Operational Risk
High « Il High 20 I High 22 I
Medium 0 Medium s I Medium 7
Low Low 0 Low 5 -
None 35 None 13 None 7
v
Component Match Count Match Type Usage License Security Risk v Operational Risk
@ Linux Kernel 433 Manually Added Dynamically Linked GPL-2.0 [ 40 86 | Low |
@ Open Office 2.04 [} 43 Matches  Files Modified, Files Added/Deleted Dynamically Linked I} LGPL-2.1+ 23]
@ OpenSSL 1.0.1d [ 1 Match Exact Dynamically Linked [Z OpenSSL and 1 more... [ 16 560 6 | | Medium |
@ LibreOffice 345.2 1431 Matches Files Modified, Exact, Files Added/Deleted  Dynamically Linked §IJ LGPL-3.0+ [ 3 ]
@ Python programming language 3.4.1 Manually Added Dynamically Linked Python-2.0 [ 1 | Medium |
@ Vim Python 7.4.488 (3 1 Match Exact Dynamically Linked GPL-2,0+ and 1 more., [ 1 2
ActionBarSherlock 4.1.0 (3 1 Match Files Modified Dynamically Linked Apache-2.0
@ PortableApps.com OpenOffice.org 3.2.1 Source [ 3 Matches Files Modified, Files Added/Deleted Dynamically Linked MIT and 4 more...
tiger 3.23 1 1 Match Exact Dynamically Linked [ GPL-1.0+
@ LabPlot 1.3.1 (1 1 Match Files Added/Deleted Dynamically Linked [} GPL-2.0+
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