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HRAEESREITHRZ 1871 ~ 20354

Robotax

Autdhbmous Ride-Hail Should Increase Access To Convenient
Point-To-Point Transportation

Adjusted for inflation, the cost of owning and operating a personal car has not changed since the Model T rolled off the first assembly
line more than 100 years ago. ARK estimates that autonomous taxis at scale could cost consumers as little as $0.25 per mile, spurring
widespread adoption.

Cost Per Mile Of A Personally Owned Vehicle

(2024 S)
$2.10
$1.10 S$1.10
$0.25
P —
n\ .
)=
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#1=(Metrics): i 2 EB{EAEZF
=T MBEZ BT [E] ~ BRE2 ~ HEm ~ thE ~ 2AE

"If you can't measure it, you can't improve it.

MEREEERE - MEERET

or

14

What gets measured, gets done.

BHREENES » 7T EHE5T

— (Often attributed to Peter Drucker or Lord Kelvin)
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Security Metrics Framework:
Center for Internet Security
Controls v.7.1
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Center for Internet Security CIS 7.1

Control Groups Implementation Grou
|G1 — Cyber Hygiene

Basic . Foundational : Organizational
: L CTT———r— « Target: Small to medium-sized organizations

Awareness and Training
Program

1 Inventory and Control
of Hardware Assets

7 Email and Web

Browser Protections

* Resources: Limited IT and cybersecurity staff and budget

2 Inventory and Control

8 Malware Defenses
of Software Assets

18 Application Software * Primary Goal: Ensure business continuity and basic security (e.g., employee and finan

Security

« Sub-controls: Designed to thwart general, non-targeted attacks

9 Limitation and Control
of Network Ports,
Protocols and Services

3 Continuous
Vulnerability
Management

o « Tech: Often supported by consumer-grade or home-office software/hardware

|G2 — Operational Security

4 Controlled Use
of Administrative

Privileges

20 Penetration Tests and

0 Cpasiites” Red Team Exercises  Target: Mid-sized organizations or those with multiple departments

* Resources: Dedicated I'T/security staff

5 Secure Configuration for
Hardware and Software on
Mobile Devices, Laptops,
Workstations and Servers

11 Secure Configuration
for Network Devices,

such as Firewalls, « Primary Goal: Manage sensitive customer/company data, maintain public confidence 1

Routers and Switches

« Sub-controls: Help manage more complex operations and regulatory requirements

6 Maintenance, 12 Boundary Defense
Monitoring and

Analysis of Audit
Logs

« Tech: Requires enterprise-grade tools and moderate cybersecurity expertise
|G3 — Advanced/Mature Security

« Target: Large, regulated, or high-risk organizations

13 Data Protection

14 Controlled Access  Resources: Advanced cybersecurity teams and tools
e

* Primary Goal: Protect critical infrastructure, maintain availability/confidentiality/integrity
e « Sub-controls: Defend against sophisticated, targeted threats including zero-day exploits

« Tech: Requires advanced security knowledge and custom implementations

16 Account Monitorin
and Control -
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Center for Internet Security CIS Control 7.1

@ CIS Controls”

CIS Critical Security Controls® (CIS Controls®) Measures and Metrics for Version 7

Descripti Se M = Sigma Sigma Sigma

Level One Level Four Level Five
0.62% or 0.023% or

Utilize an active discovery tool to identify devices connected to the organization's network and update the What percentage of the organization's networks have not recently been scanned by an active asset discovery 69% or 31% or 0.00034%

1.1 Utilize an Active Discovery Tool . Active Device Discovery System 6.7% or Less
hardware asset inventory. tool? Less Less Less Less or Less
L Use a Passive Asset Discovery Tool AL filS0.0V. ol @wces sranr iy R R i Passive Device Discovery System What percentage of the organization's networks are not being monitored by a passive asset discovery tool? o e 6.7% or Less I
update the organization's hardware asset inventory. Less Less Less Less or Less
i 3 i Q, 0, 0 0
1.3 Use DHCP Logging to Update Asset Inventory (s Dynansic Host (.30n.ﬁg|..1rabon Froidoct (D_HCP) opgiag on &l DHCE serven o [P Adimen management inols Log Management System / SIEM What percentage of the organization's DHCP servers do not have logging enabled? 69% or 1% or 6.7% or Less 0.62%or 0023%or 0.00084%
to update the organization's hardware asset inventory. Less Less Less Less or Less
Maintain an accurate and up-to-date inventory of all technology assets with the potential to store or process o : : P
What tage of the i hardware ts t presentl luded in the organizati t 69% 31% 0.62 0.023% 0.00034%
14 Maintain Detailed Asset Inventory information. This inventory shall include all hardware assets, whether connected to the organization's network or Asset Inventory System inv:mz:;?" ge orthe organzalion's AS5eRS A Not presenty Incuded I T organization's asse Les:' Less“ 6.7% or Less L01°' e or or Loce

3% or 0.00034%
or Less

What percentage of the organization's identified vulnerabilities have not been remediated in a timely manner? iy

3% or 0.00034%
or Less

3% or 0.00034%
or Less

ER{51Z Deployment Based: =T

3% or 0.00034%
or Less

BB » B OE DR RIS 2 U

31% or 0.62% or 0.023% or 0.00034%

What percentage of the organization unauthorized software are either removed or the inventory is updated in a

26 Address unapproved software Ensure that unauthorized software is either removed or the inventory is updated in a timely manner. Software Application Inventory . 6.7% or Less
timely manner? Less Less Less Less or Less
- N . Utilize application whitelisting technology on all assets to ensure that only authorized software executes and all - What percentage of the organization's hardware assets are not utilizing application whitelisting technology to 69% or 31% or 0.62% or 0.023% or 0.00034%
i Liize Apphcaton \¥hkelising unauthorized software is blocked from executing on assets. Saftwarns Whitsistng Sysism block unauthorized applications from executing on the system? Less Less 6.7% or Less Less Less or Less
A e . The organization's application whitelisting software must ensure that only authorized software libraries (such as 4 R What percentage of the organization's hardware assets are not utilizing application whitelisting technology to 69% or 31% or 0.62% or 0.023% or 0.00034%
— N *.dll, *.ocx, *.so, etc) are allowed to load into a system process. = L block unauthorized applications at the library level from executing on the system? Less Less Lt Less Less or Less
- . . . . e N~ o o o o
29 Implement Application Whitelisting of Scripts The organization's application whitelisting software must ensure that only authorized, digitally signed scripts Software Whitelisting System What percentage of the organization's hardware assets are not utilizing application whitelisting technology to 69% or 31% or 6.7% or Less 0.62% or 0.023% or 0.00034%

such as *.ps1, *.py, macros, etc) are allowed to run on a system. block unauthorized scripts from executing on the system? Less Less Less Less or Less

2.10
. 4= BB FltE B
Uj: — Outcome Based:
32 | nmEl — — E 718 "
3.3
N i A S S yAY — 1 = = =
T875 12 A ZRIZRIFRIEMMERNN E PR = &R
\Y B4
20N NEED, =5t B PR [==]
3.5
3.6 Compars Back-to-back Vulnerabiity Scans Regula.rly oempa.ro the results from back-to-back vulnerability scans to verify that vulnerabilities have been SCAP Based Vulnerability Management What percaniage of tha oraaizalion’s kissifiad vl @isa have not baen remediaied ln n Emaly manna? 69% or 31% or 6.7% or Less 0.62% or 0.023% or 0.00034%
remediated in a timely manner. System Less Less Less Less or Less
3.7 Utilize a Risk-rating Process Utilize a risk-rating process to prioritize the remediation of discovered vulnerabilities. RCAF Based Vu;u;srte;l'):ny Management Has the organization utilized a risk-rating process to prioritize the remediation of discovered vulnerabilities? No Yes
- . : Use automated tools to inventory all administrative accounts, including domain and local accounts, to ensure that _ _ . What percentage of the organization's hardware assets have not recently utilized automated tools to inventory all  69% or 31% or 0.62% or 0.023% or 0.00034%
41 M inl f i P Al M o
i ol T only authorized individuals have elevated privileges. e administrative accounts to ensure that only authorized individuals have elevated privileges? Less Less Sl Less Less or Less
Bef i t, ch Il defaul toh I istent with ini ive level _ . L . . 9 319 . .023% .00034%
42 Change Default Passwords Sions cisploying sy n Sssel, Gsmos s ciafsust pasADIT K (M Vakise Conatsisnt ssii Samunsiaie e Privileged Account Management System  What percentage of the organization's systems utilize default passwords for accounts with elevated capabilities? B9% oe o 6.7% or Less 0.62%or  0023%or 0.00034%

accounts. Less Less Less or Less
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Security Metrics Framework:
BOOM #E2291 43 (Baseline Objectives and
Optimization Measurements)
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BOOM by Richard Seiersen (Qualys CISO)

Baseline Objectives and Optimization Measurements

BIliEs® (Bayesian reasoning) : REAETE!E
FF2%r (Survival analysis) : =R F4ERSE
(4 burndown ~ wait-time)

BT =887 (SOC -~ RmiEEE « B E[CIfE)

~

Obicct = 5: FEAE BB ERA - SRR
jeclive FITEERSR (Time to Live) [E{E 80% -

(KPI)

Baseline Baseline Baseline

Ref: The Metrics Manifesto CYBERSEC 2025 !mﬁﬁx' | 17



Five Baseline Measurements: Risk Lifecycle

Arrival Rate
EERE

Burndown Rate

:\Il:_ N&y s
/I 11% <=
-

Escape Rate

OEERE

Risk
Ref: The Metrics Manifesto CYBERSEC 2025 !Hﬁi*' I 18

i




Risk Lifecycle jma &8 =4

Arrival Rate 438 +50 (@ 50 & / & ARE ((F ERREARNEE XNEBEHBKRK WNERHEZRE
mAZER e 2/A5R) TARBERR UREKER (WEREFEARNEO)
IEEE EITEL B S
Wait-Time  BEBBET 12X (F1) HMEE (X MEREANE RTADHHE O EBHLRETS RS
=XELES 9% 12 X7 20) iE BITlEFERL M SINRRERHFTE (2 CVSS +
be1Z 4/ BEET)
9 211 SLA
Survival Rate  JRiET57FE 30K (S ZHEGE « BBERAET  BHEEARE U IESEMHEAR N\
EREE 30 RIA L OB TEE) SR REEE  OREEREEE (0 PIREEER
R B HER S1BETR)
Fi& ? EHAE MR (2851 R
Burndown 5iB(EE 5~10 6@ /8 SRR (F ERNEMEE AFAE 9 FIEESEMERE
Rate | (BRI SUSIT)NE EEIEFSA 0 #TEORR SNSRI E
IR EEEERE 4 DevSecOps BENLISHRTE
Escape Rate & 5 {@igaA#w S/(50-20)= jR#Y KREBAIFIER FERA M EHESMNER BT FI B R B S R 1R
B FRERSEl #916.7% EHNER  EIEE O EUEAZERES

B it E F

(Exploitability)

3 &l Fes 5




HE TRRBEY - BREREe

Counting on Uncertainty
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Counting on Uncertainty - B K5 %

BE1E ~ RIEXMMEBEZR UK EMUNAIEEAETE S

BE1E Antoine Gombaud (X 3 Chevalier de Méré) 2IEEH2F
IR - BRREANBERFTERRERE KB EIEZ Blaise
Pascal » Pascal X% 7 #8223 Pierre de Fermat » fth{fIREEFR
MELE TIRMERGRINEER -

HETEEIEAE : Thomas Bayes Ttif FHHERELRIE EE
BB 7 —REANERERNFR - tR1761F#H1H%E > iR
Richard Price 1% F R IEN RN 17635F LA (An Essay towards
solving a Problem in the Doctrine of Chances) &gE > 23RN (&
Z2ETEgE]) - ZamXied T — RS REREENR R IR
7% Blg2RINBERERE -

/

BERLZAERT » AFEMERE—FHE » UEEERD NS RMIE AT ERIEEAN
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ABC 22— hH
A 7

Zam 0 AREZRUERERRENANRIER F » AR EITR IR R

\//

FTHIES R

T ) BB

(Prior #cBao 1) (Likelihood {7414 )

(Posterior 18893 1%)

EBRANER D 212 > 20 HEMIKER FR

£ 0 AREMAHET > BIRBER D pOlER (HRER)
IV

0 RAZEZEMER (FhRH=R)

BRIA

BZRER D AEERHER (BRER)

R Zf RGP RISE &

e
D E=IMEE (evidence) (RERZTIHY 10 BIEHBBE © [12,15.30,18... ] J
P(0) FoEmidsR (prior) (RER A2« EEE 10-60 K Z2fE » mode =30 (PERT o%3) -

NSRS ERFREIE 25 X >
P(D)  BREERHEER BEEERH) AR AEHENEERMEREE (BREZE()

I\J



RESARIR 1 ({F RS T 20 ESERRR - ESmIsEa T (84 : X)

33, 395, 30, 40, 42, 43, 44, 47, 50, 55, 60, 70, 75, 80]

Step 1: &{E Kaplan—Meier F;5H 4% (Survival Curve)
B—ENNER—ESHE (FE "ETC) =#H1EH)

TS
S

Y 8% TRARBHERIEESL - X EAEERE (K)

o RPN Lz =TSR =IR [S, 12, 15, 20, 25, 28] [ead?
FRLA 30 RIAVEFER (K(Z#) =14/20 =70%

lx
LMEy

&J Survival Rate@30days = 70%

(R AT A& ¥ : € Burndown Rate@30days = 30% (2{8%#)

LA

R BRI S AR

Survival Curve (Time to Patch, Observed)

1.0} : Empirical Survival Curve
—-== Day 30 Threshold
:
T 0.8F I sy
2 L 70% (14 £8)
— |
< I
o 0] =5 |
g 30% (6 ) |
v 0.6 !
Q I
|._
©)
=
Y
o
E‘ 0.4
=
©
Q
o
a
0.2
1 1 1 1 ! 1 | 1
10 20 30 40 50 60 70 80
Days since vulnerability identified 9{%&
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SRR 2 (112 : R R ANE SR PSRRI 4TS TE 20-50 X - {8387

H%Faﬁiéf*4°
1. 5%E 5&hEn%y  (Prior)

IR &R RIS HISRIFTAES & —18 PERT 575 » a1 -
PERT(min=10, mode=30, max=70)

(* ERBURHNERER © (M) KEb7fEs% 30 REAERWIEH )

N

2. 15EHE 10,000 =725~ (B Monte Carlo)

S E D P BB 10,000 EER > BITIEERERE o

3. B =RARMHE

{REMELERMG R 30 RASHAILEHIFETE 28-32%(£2% ) BIHRA oo

fZ2pk ABC 18381219 Posterior 4070 ©

(x RIcEESMHRNE > 30 KW AL 6/20 #H{E1 = 30%)

4. 1tEE TEEomE) PEE :
n[{=[&M[ : Survival Rate@30days % 7E 65%—75%
AT EFERIE : 70% (EERME)

0,351

0.20 1

0.107

0.05 1

. S Wait-Time D4 » #— 51 WLt 4 553 FAEIE
CYBERSEC 2025 EEE&® XK=

Frequency

BR®&ED

o[{Z& 8 65~75%

Credible
Interval

55 50 60 700 B0 90 1o

- BRINEBHIERRE (70% SEERER{NDFEER 30 X)
» BIRAE 130 RATTAZHL E4 KPI > IR RET

Simulated Days to Patch

—-=-- Day 30 Threshold
25th Percentile
- == 75th Percentile




Counting on Uncertainty - 51t K 2E 1= ¢

1946 &£ » HEBFRFIBEHTHIK - BHiiE Stanislaw Ulam ERENERT - it SIBE I - BHIIE
InEZERE - tZBAMEE] : TAINFTEMEENEEEZ /D 7?1 MR ATIVEE Stanislaw Ulam
MmeiRkB SR REE » fLifaR - EIREEINE 53 THERNEZE - 18K
7_/,\1‘?¥477J¥Eﬁﬂnﬂ-;( 'ZMREETEl] ) > S - 58P = John von Neumanni&
EREERTERNFITANERL > s 'RMREE  NBMMNNGENEE
1% o W—IHARRMENLES - EE AN ST RIE S0 ) EPARZEEMETEM » &
%oE ~ EREBER - REIRIE o iBF 0 REe— 150k o
INPUTS OUTPUTS
e Threat Mean
Frequency » 90% ClI
* Loss Peak
Magnitude

SIMULATE
10,000 TIMES




FHEIE B #R & P
Confront Cybersecurity (Uncertainty) with data
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BOOM, FAIR and CIS Controls v7.1

—{EBE ST Er=1ESR

(Capability Measurement Framework)
BEEHINK ~ 1THIRE « BIRES]
BfEEL  EFERRANR  1THEE NS

EREF DN itz

(G IEHIRIR B aR D

W ~ Escape #%)
ERF Sy E e g S

M AETEIE

ZIrfEEE (B0

Survival Rate B9 %)

B HMEwERIERVEESIRIG ? ARSAFEM 2 L

I RE ;2 B /R E R IENE 2

Baseline

e FAIR RI&EEFR :

60% BFZE 30% -

e BOOM HiBjii :
Rate P TF2R ?

=15 Survival Rate 1i¢

—TQQE_LJ'JZ 100 -%-J
=& E/E Survival

1 (40 Burndown BX

/AR

—{El[@ P ==Y
(Risk Quantification Model)

EREkEE (30 FFRERRX ~ EkED )
MAREM - B A/ NAEIR{EET

SRR ~ B ~ RIEHEEEE

RTEERR (FIREAERX - #IEREKX)

EhEHRREE TR RO

it

MRAMEHHEERE - BIFERRESD?

Objective (KPI/KRI)

e TEF (Threat Event Frequency) FIBAR Arrival
Rate + Survival Rate {4

e Vuln (Vulnerability) RIf¢ Escape Rate f&EHEk
R

e Resistance Stregnth RAJ1it

\

1i£ Burndown, Wait-Time

H=ENERE

—HEIFIEETRR

(Security Control Framework with KPIs)

SEEERN - BERAH  IENE
AR - BHSEHE AN R
BB « BUTIEES - BUEELE

o SR FZE AR EASFREIIEIE (Time-to-
Detect, Time-to-Patch)

5E KPI + gEf#E » AIE{CEEATRRIRZK

HiZH2EEE ? 2B/ SSLA (W15KA1E
i) ?(EARFREEE 8B LR

Objective (KPI/KRI)

CIS AixHEaiREEE(EE= - W

> Time to Patch (3.4)

> Time to Remediate (3.6)

> Time to Contain/Recover (19.3/19.4)
— 2 FAIR & BOOM i} 35
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