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Power of the Cato SASE Cloud Platform

Patrick Sung
patrick.sung@catonetworks.com




o

i

1HII4 01 Nd08

—

A MINIMAX ' @ _-

CATO



RPERR AURBTAS
11152

NETwWOoORKTS



ITRRERTERNEE

B2, BEE

- ALEE (A)
o YEEA (10T)
- I AMRIZEEFE (RPA)

B &S, EAITEE,

o TIKERFBEEEEE
. WEELE

o ITEREH

- fETERENEEMKR

CATO



ERZHBERATE

A
RSB E — A\ BEREREEZE
@ B B35 S S 72 EY — EANNEER

— BE - BAE - BER

§%%% e leE

B PR PR A TE




THEEWEEEZRUEES:E

MEA Geo Hybrid Cloud Costs
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CATO Enterprise Networking and Security Platform
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Geo Hybrig Cloud Costs
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“In essence, complexity is the enemy
of availability, security and agility”

Gartner

CATO Enterprise Networking and Security Platform ..o v

actices”, Gartner 2019
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The Convergence - B SIS E LHIE —
With the Secure Access Service Edge (SASE)

“ Customer demands for simplicity,
scalability, flexibility, low latency and
pervasive security force convergence
of the WAN edge and network
security markets”.

Gartner

Market Trends: How to Win as WAN Edge and Security
Converge Into the Secure Access Service Edge, 2019

NETwWOoORKTS

EXSBRAR

SASE Convergence
Network as a Service Network Security as a Service
| | Sensitive Data Threat
Connect t riesac Secure it -
Market Convergence
+ SD-WAN * Network Security
* Camiers * CASB
+ CON * Cloud SWG
* WAN Optimizabon » ZTNAWVPN
* Network as a Service * WAAPaaS
+ Bandwidth Aggregators * FWaa$S
* Networking Vendors * DNS
* R8I

Secure Access Service Edge
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“First Mover” Advantage in the Single-Vendor SASE Market

— Gartner. \
Leader in the Single-Vendor SASE MQ report

“ Provides a single, straightforward Ul that is delivered via a unified
platform”

“ An early pioneer that helped drive the market, and its planned innovations
are likely to continue to shape the market”

“ Delivers above-average customer experience compared to other vendors”

. J/

~ FORRESTER \
Leader in the ZTE (SASE) Wave Report

“ Cato Networks is the poster child for ZTE and SASE”

“ Cato has a strong strategy paired with a truly unified networking and
security solution”

FROST & SULLIVAN][ GIGAOM

\

ABILITY TO EXECUTE

Versa Networks @

@ Cloudflare

@ Forcepoint @t

Fortinet @

@ Pdo Alto Networks

@ Cato Networks

@ Netskope

@ Cisco

COMPLETENESS OF VISION

As of June 2024

© Gartner, Inc
Gartner
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Architecture N AR B Know a lot (single context) and record everything
KJ ZEH TR

(Q [7> ¥EiB Cato SASE #4888, A single virtual network in the cloud, connecting all
ST

&4 >, 1§Fﬁﬁ%‘;l«i&@ﬁﬂi:‘:ﬁ$ networks, users, and apps
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Intelligence &
Control
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Architecture
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##3B cato SASE 1§ 4318,
FRBEURERERS
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Apply powerful inline controls, and use the cloud brain to
quickly adapt to new threats

Apply global policies and limit access

Know a lot (single context) and record everything

A single virtual network in the cloud, connecting all
networks, users, and apps
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CATO

Manage &
Response

Intelligence &
Control

Architecture
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%38 cato SASE 1§ 4318,
FRBEURERERS
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Provide a solution that works for every customer size,
supporting complex enterprise environments

Use our data lake and network ownership to build a
coherent detection to remediation flow

Apply powerful inline controls, and use the cloud brain to

quickly adapt to new threats

Apply global policies and limit access

Know a lot (single context) and record everything

A single virtual network in the cloud, connecting all
networks, users, and apps
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SSE 360 and SD-WAN Converged

Extended Detection and Response (XDR)

Al/ML-driven Anomaly Detection « Analyst Workbench with Gen-Al Stories « Incident Lifecycle Management Single Management and API

. . . . X * Granular RBAC
High-throughput Traffic Processing Threat Prevention and Data Protection « Rich network and security analytics
Any Edge ¢ Any Port/Protocol FWaa$S ¢ SWG ¢ IPS « DNS « NGAM * Automated Posture Management
yption

Acceleration and Optimization ¢ Selective Decr ZTNA « CASB © DLP ¢ RBI + Self-service and Co-managed

SaaS (’ato POP

+.  SaaS Optimization
. Smart Egresse Dedicated IP
A

Multi Cloud Integration
Cato vSocket ¢ Cloud interconnect ©

rivate Backbon®

Global P

Clientless
via Web
Portal

Cato Client

Cato Socket Edge SD-WAN Universal ZTNA ¢ EPP/EDR

A/A/A » Path Selection * App/ld Aware QoS * LAN Segmentation
or 3rd party IPsec

Cato Client
Universal ZTNA ¢ EPP/EDR

CATO
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Protect all traffic with built-in
security as a service

SEL.

End-to-end optimized connectivity for all
locations, clouds, and users

pRup.
eI,

Flexible management including self-service, co-
managed, or a fully managed service

\
N\
\
\
\
N\
\
\
\ salesforce
= ] Otfce 355
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HQ/DC Branch Cloud Mobile
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Content is King

Al-Driven Access Control
Al-Driven Cloud Security

Al-Driven Advanced Threat Prevention
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Encrypted
" Tunnel
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Al/ML + Cato =45

Al-Driven Threat Hunting

Al-Driven Zero-Day Threat Defense

Al-Driven Threat Response
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‘AI Infra

‘53, Athena eSageMaker
2019 eApache

@ onwards Alrflow
ELK Cluster
2017-2019  <AWS Athena
Presto
() *AWS Glue
Splunk *Partition
2016 Management
2016 Splunk I 2017-2019 ELK I 2019 ->S3, EMR, Athena | 2021 -> SageMaker
- I S s . .. ﬂ ———————————— 1 ————————— T — — — — - s ..
Product  Stream I Single Batch Forensics Time Scale o _ Cost Centralized Distributed Micro
Launch Processing " Processor Series  Problems’ ustering Reduction  cjuster l Services |
| 1078 | [
500MB 21d 21d 90d 9od | 45d
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Operations, Insights Prevention, Detection

SEEHERENE
Quality, Performance

Issues and Anomalies

Realtime prevention

Copilot models

Storyteller Detection models QOS policies

NETwWOoORKTS
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Device Dashboard Unlocking 1oT/OT Value with Cato

Monitoring  Network  Access

5,000

Time Series Granularity: 8 hours

Events

Fields

Security

Smart View

Q search ]

Selected Fields
No Fields
Popular Fields
> Action

> Authentication Type

v

Destination Country

v

Destination is Site or SDP User

v

Destination Site
> Directory Sync Result
> Sub-Type

> Event Type

ks/?#/account/35634/events?time="last.P1...

CATO

woRKs

Accounts / Device Dashboard

Device Dashboard

<|

122 LaiMJ/Iomh

Total New ®
g 326 KDevices 0 Devices
Assets  Administration <
I I A © @ Filter
________________________ T T oNey T )
Discover Now
Security Connectivity System Routing
Uncategorized 1 ‘ Al 3.26 K
Top Distributions
)
Showing 100 entries in 39 K events D EE] E]
Time Events PC NETWORKING MOBILE

+  2024/11/2119:19:49.912 Action: Block User Dis 581 528 552
Application Name: Offic )
Client Version: 0 Confi
Device Category: PC D
Device Model: Canon in @
Device Type: Canon ime t;v(gc Q > @
Event Type: Security E
Interface ID: intf1 Sou 10T oT SERVER
Source is Site or SDP Us
Subnet Name: subnet 543 518 536
User Email: nirgabay19¢ —— S ——

+ 2024/11/21 19:19:49.912 [BECH Block [HEEHDIS, oome v COC) ) e oy ———— e

Name: Risk: 3 Category: File Sharing, Online Storage Cato App: Dropbox

Client Version: 0 C Host Name: C: IP: 41.77.176.4 Destination Port: 80
Device Category: PC Device Id: 6714f862213d2738a327647d Device Manufacturer: HP

Device Model: HP LaserJet Pro M404yx Device Name: Conference Room Device OS Type: HP Universal Print Driver
Device Type: HP LaserJet Pro M404n Domain Name: www.dropbox.com Event Count: 1 Sub-Type: IPS

Event Type: Security Event Internal ID: 2714 ISP Name: IBM 0S Type: 0S_I0S Rule: Outbound Traffic

Interface ID: intf1 Source Country: Israel Source Country Code: IL Source IP: 185.114.120.4

Source is Site or SDP User: SDP User Source ISP IP: 9.6.5.3 Source Port: 59100 Source Site: User1 User1

Subnet Name: subnet Threat Type: Entra Identity Alerts Time: 2024/11/21 19:19:49.912 Traffic Direction: INBOUND

Identified loT Devices

& 543 Devices

w
38

Types

Wiy

»
[

Identified OT Devices

& 51 8 Devices

PC
HP LaserJet Pro M404n
Epson EcoTank ET-2760
Canon imageCLASS MF743Cdw

Brother HL-L2350DW

NETWORKING
Dell EMC PowerSwitch S5248F-ON
Ubiquiti UniFi Access Point

Cisco Catalyst 9300 Switch

581

135
150
144

152

528

49
57
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Al Protection Dashboard

[
\ . ’
'l ' ‘
Shadow Al
(.

Access Control

Data Protection
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Security

ik, Security monitoring
GENERAL

©@ Security overview
) Security threats

& MITRE attack

(=) Cloud Apps

I <, Al Protection

= Cloud activities

© Data Loss Prevention
() SaaS security AP
) Endpoint protection
@ Protected endpoints

DETECTION & RESPONSE

Security story overview*
© Security story workbench*
DETECTION & RESPONSE
8t Security configuration
FIREWALL

Internet firewall

: WAN firewall

©

9? Q} Q AB  Single_account W

Home Network Access Security Resources Account
—_—
Accounts / Al Protection
Al Protection [ Download Report ¥, 1 l < | [ Last Month ‘ )l
R Y O 9 Category is Conversational Al () Application is ChatGPT () User Name is Ron Cogan (%) is ® (¥ Filter
GEN Al Apps Classification Risky Apps Users Sensitive Data Violations Network Usage
£\ ®Sanctioned 103 /\/
% 53 7new O i = AT highris 21,253 09,438 ®5.7T8
Apps per Category
abc
% O > < ft o Q
All Conversation Grammer Code Business Media Travel HealthCare Productivity
53 18 9 7 6 6 2 1
Overview
Events by Action Top GenAl Apps All New
App Category Risk Classification Users
m ChatGPT Conversation Sanctioned 9,243 e
a QuillBot Grammer &] Sanctioned 800 o
\ m Block 24K
() Github Copilot Code Sanctioned 700 [
1 67_2K m  Monitor 94K
Total Events B Allow 49K ) Perplexity Meeting 6 Sanctioned 600
Adobe Firefly 3 Media Unsanctioned 50
View All View App Inventory
-
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Gain Insight Into Digital Experience

User Path Analysis Average Score Per Hop
Y = ofg B ° o
1 Device Wi-Fi LAN Gateway Imernet Tureel 39 Appications
| User Performance (Aviv Abelsol  yser wi-Fi's Performance (Al LAN Gateway Performance | Internet Performance TR E—— 38 Apps Performance ‘
; ) . * ) Avg. Experience: Good @
- Avg. Experience: Fair (D Avg, Experience: Fair ( Avg. Experience: Good D  Avg. Experience: Good @ Avg. Experience: Good @
| - 4 | _ | 15P_Mame Tusnel Performance |
| AVg.CPULoad:67% | Avg. Wi-Fi Signal Streng Avg. Packet Loss: 0.01% Avg. PacketLoss: 0.0% || 8 o 4 o Y O
| ? | Avg. Distance: 23 ms
~ Avg. Memory Load: 23% Avg. Distance: 23 ms Avg. Distance: 23 ms
——

] ISP_Name2 Tunnel Performance
Avg. PacketLoss: A 001% v 02%

2% - Avg. Distance: 23 ms
% ISP_Named Tunnel Performance
h Avg. Packetloss: A 001% wO2% d
osk A o% | Avg. Distance: 23ms
06:00 08:00 10:00 12:00 14:00 16:00 18:00 2000 06:00 0800 5:00 18:00 20:00

CATO
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CMA Co-Pilot

9 Knowledge-base APl code
Q&A Reference

w

Os Advanced search @  Policy/
using NLP o configuration

CATO

7
i3 vork  Access  Security Assets  Administration What's New [3 VF  CatoOmega ¥

Accounts / CatoBot

B] Login Restrictions

EXTERNAL ACCESS

22 External Access Chat with Us

ALERTS

Ask a questiog... ’

& System Notifications

<] Subscriptions -
/ Email Customization

ACCOUNT

[J License

[J New License Model

-—

== Online Order Settings
= Sockets Inventory

SUPPORT

& Tickets

API & Integrations

[ Log Exporter

) Traffic Logging

8 System Settings

3= Advanced Configuration
©  Account Feature Tags

I [ CatoBot BETA

CatoBot: Using GenAl for Knowledge Q&A



Cato
XDR: Empowering Analysts with Storyteller

Monitoring

Network

STEFENFREERZE AR RRAA

Access  Security Assets  Administration

= Accounts / Stories Workbench / 653f7a6d044309140b74bf9b

INVESTIGATION

@® Topology

& Detection & Response Story

‘ Attack Detected:
| dk Events

! Malware Activity

[0 Sites Overview
+* SDP Users Overview

# App Analytics =

Engine Type Analyst Severity

N/A

Analyst Verdict

Threat Hunting N/A

Oct 27, 2023 02:00 pm
(1) story created

| Malware Activity

@ Protected Endpoints

=

Routing Table Details

= Audit Trail

0

®

DASHBOARDS

@ Security Threats

Description:
@ MITRE ATT&CK
@ Cloud Apps VPN User:
| i Cloud Activities Creation Date:
i
: @ oLp Last Updated:
@ Saa$ Security API Direction:
+* SDP Users ML Risk:
: © Endpoint Protection Mitre Tags:
_ 8 Network Dashboard Story ID:

PRACTICES ASSESSMENT

3e'eu 0120 iy

Predicted Verdict:

4+ See Summary

Malware Activity found on device Mans Boll using i8t.net

Detects hosts that have communicated with command and control (C&C) traffic
characteristics in an outbound direction. The rule focuses on silent or
ized sig indicati ial covert {

Mans Boll
Oct 27,2023 02:00:00 PM
Oct 27,2023 02:00:00 PM
OUTBOUND

Exfiltration Over C2 C... Application Layer Pr... +3

653f7a6d044309140b74bf9b

N/A

Type
Malware

Source
User Name
P

0s

Client

Device Name

MAC Address

Target Actions

Target
185.84.28.88

i8t.net

Compromised...

1

Mans Boll
10.44.246.2
0S_MAC
chrome
N/A

N/A

Type

Res

Missing translatio...

1

Attack Geolocation

Action

Monitor

Monitor

CATO

TWOoRK S

Using GenAl to produce natural language narratives in CMA



The World’s First SASE
platform

CATO
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Extended Detection and Response (XDR)

Al/ML-driven Anomaly Detection « Analyst Workbench with Gen-Al Stories « Incident Lifecycle Management

High-throughput Traffic Processing Threat Prevention and Data Protection
Any Edge ¢ Any Port/Protocol FWaaS « SWG ¢ IPS « DNS * NGAM
Acceleration and Optimization ¢ Selective Decryption ZTNA ¢« CASB ¢ DLP © RBI

cato Pop

SaaS
s SaaS Optimization
s, Smart Eg’:e;sollgedilcated IP \e?ass c'oudé}, Multi Cloud Integration
www * & \\ | // % Cato vSocket  Cloud interconnect *
L QW
SSPACE =z
=S
N

Clientless
via Web
Portal

Cato Client
Universal ZTNA « EPP/EDR

Cato Socket Edge SD-WAN

A/A/A « Path Selection * App/Id Aware QoS ¢ LAN Segmentation
or 3rd party IPsec
Single Management and API

Cato Client ° Granular RBAC

Universal ZTNA « EPP/EDR * Rich network and security analytics
* Automated Posture Management
* Self-service and Co-managed
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Anti Phishing: Cybersquatting

TEE BRI wawe

facebodok.com

Wy b e o s

MASL AN OV PN ON

facebodk.com

Figure 2- Exarmpin of homographacuating Larpeting Facebook users

Combining intel feeds of leading legitimate
domains with customers popularity analysis to
eliminate cybersquatting false positives

CATO

NETwWoRKSS

Anti Bot: DGA Detection

Real-time Deep Learning Yields 6X Improvement in
Threat Detection

Cato Research Labs routinely cbserves tens of milions of network connection
attempts to DGA domains from across the 1700+ enterprises using the Cato SASE
Cloud. For example, of the 457,220 network connection attempts 1o DGA domains
made n a sample penod, only 66675 (15 percent) were isted in the 250+ threat
inteligence feeds consumed by Cato. By contrast, Cato algorithms identéed the rest.
over 390,000 addibonal DGA domains, a nearly su-fold improvement

Detection of DGA-Generated Domains
450000
200000
50000
00000
250000
200000
150000
100000

Deep Learrng Algorithms Domain Reputation Feeds

0
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ML Classifier for DLP ML-based Filescanning (NGAM)

Utilize ML models for textual and

graphic content classification = o -
¢ 1 2 ] ‘. s . )
=
Sudeoy Tigratare TuSidseces -~ —— et e
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0008 Timatiatadt wmp " <3
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Pre-defined classifiers: legal, financial, HR

Pre-execution classifiers to detect malicious

Custom classifiers: Allow customers to build files _usi?g machi.ne learning, powered by
custom models based on their specific data Sentinelone engine.

CATO
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Remote User

Q

bcxd

)

5

5 — O sree
Q

[14]

B Office user

Wl

N oo =

Cato =—
= SPACE =

N/ \\\\\\\\\

s

O »

Allow interactions with authorized GenA >

Block interactions via personal tenants

Block access to risky GenAl app X

Monitor prompts with sensitive data

Monitor file uploads to GenAl @'

@
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Temporary Rules

* |Introduced as a short-term solutions to address
immediate, often business-related need. These rules

are mostly created to function temporarily while a
proper or permanent solution is being deployed or

developed

Testing Rules

* Rules explicitly created for validating, debugging, or

experimenting with a specific feature or scenario

Expired Rules

* Rules created to address a specific need and have a
desirable cutoff date that has already passed.

Future Expiration Hinting

* Rules created to address a specific need and have a
desirable cutoff date that has not yet been reached or
cannot be proven/evaluated.

NETwWOoORKS
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True Agility @ SHRNEZR
BUER BB &

Increased Speed to market @

Increased Speed to value @

oI R AR 48
BE RABE

Increased Visibility & Control @

Optimum user experience @

it —
= LY VAN
Reduced Security Risk @ ER¥E

CATO

NETwWoRKSS

CATO

N ETWORKS

SASE
as-a-Service

100%
EERAE
opex &3

21T

No Capex Financial Risk
Increased Speed to revenue
Increased Operational Margins

Reduced Management Resource

Compete against Telcos

Operational Simplicity & Upsell
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WE ARE

We challenge old concepts.
We lead to a better tomorrow.
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NETWORK

Cato SASE. Ready for Whatever’s Next.

Thank You
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