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GenAI Trend

Shifting from 
cloud, edge to 
anywhere

Perception, 
reasoning to 
adaptive

GenAI is 
becoming the 
modern IT 
backbone
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What if GenAI is insecure, unsafe, inaccurate, unfair, or unethical?

Rigorous evaluation is essential to prevent 
harmful outcomes and build trustworthiness

Discriminate 
without regret

Jeopardize 
individual rights 
and freedom

Abuse critical 
systems

Exceed human 
controls
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Problems

Costly Irreproducible

Inconsistent
Adversarial 

Attack
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Costly Irreproducible

Inconsistent
Adversarial 

Attack

Solutions

Automation
Monte Carlo

method

Single source of 
baseline with 
majority vote

Include Attack 
Tactics, 

Techniques, and 
Procedures in 

the test
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Conceptual System

Planner

Tester

Evaluator

Generate the test to address 
GenAI Test Matrix.

Judge the result

Contextualize the test

Target
AI

Result

Know what may go wrong

Test whether you will go 
wrong

Determine whether you go 
wrong

Improve

Bad test case?

Bad Plan?
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GenAI Test Matrix Expected 
output

Unexpected 
output

Expected
Input

Unexpected
Input

Use Case

HallucinationAttack

Edge Case
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KPIs

Planner

Tester

Evaluator

Did you plan the right 
test?

Was the test 
representative and 
enough?

Did we evaluate the 
response correctly?

F1 score

F1 score

Attack 
Successful 
Rate

Consistency

etc.

Toxicity
Truthfulness

Perplexity

Threats - Use Case 
Alignment

Depth
Coverage
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Future Works

Adaptive baseline for various 
threats and use cases.

Federated Learning to Improve the 
system across distributed 
environment.

Extend the LM evaluation 
to multi-model.
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