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TXOne Threat Researchers from TW

Team Lead, PSIRT and Threat Research at TXOne Networks Inc.

• 馬聖豪（@aaaddress1）目前為 TXOne Networks Inc. 產品資安事件應變暨威脅研究團隊 Team Lead 專研
逆向工程分析超過十五年經驗並熱愛與涉略 漏洞技巧、Symbolic Execution、AI/ML、自然語言處理、編譯
器實務 與 作業系統原理 等領域。

• 曾任 Black Hat USA、Black Hat MEA、DEFCON、CODEBLUE、S4、SECTOR、HITB、VXCON、
HITCON、AVTOKYO、ROOTCON、CYBERSEC 等各個國內外年會講者與授課培訓，並著有全球熱銷中英
資安書籍《Windows APT Warfare：惡意程式前線戰術指南》

Threat Researcher, PSIRT and Threat Research at TXOne Networks Inc.
 
• 蔡耀德（Legbone）目前為 TXOne Networks Inc. 產品資安事件應變暨威脅研究團隊資安威脅研究員

對於 Windows 產品安全與防護破解技術有超過十年的經驗。

• 專注於系統核心安全、驅動攻擊/設計原理、與多款知名商業反外掛防護的 Hyper-V 實現技術都有深度研
究。他也曾分享研究與擔任多個國內知名研討會的講者與教育訓練講師，如 CYBERSEC、HITCON、
SITCON，並在第二十六屆資訊安全會議發表論文《針對未知程式動態行為攔截之沙箱系統實作》
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Outline

• 當今遊戲反作弊引擎與資安解決方案對於內核攻擊的偵測難題

• 微軟 Hyper-V 設計架構與其介面與系統內核界接存在的隱憂

• Riot Vanguard 反作弊引擎採用上述架構設計轉為偵測防線 (Demo)

• 結語：解決方案可能的使用策略
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Kernel Abuse:
DKOM Is All You Need
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OpenProcess

• (Douggem's Game Hacking 2015) ObRegisterCallbacks and 
countermeasures - Anti-Cheat BattleEye & EasyAntiCheat

• (XPN's InfoSec 2017) Windows Anti-Debug techniques - OpenProcess 
filtering

• Cylance, AVG, Sophos, etc.

• “Hopefully this gives you a good introduction to this anti-debugging method used by 
quite a number of security products. If you found this interesting, there are plenty of 
Bug Bounties available, including a nice one for AVG on BugCrowd here, Cylance, 
Sophos… (although I wouldn’t try raising the above as a vulnerability, DKOM will likely 
be out of scope”

https://douggemhax.wordpress.com/2015/05/27/obregistercallbacks-and-countermeasures/
https://douggemhax.wordpress.com/2015/05/27/obregistercallbacks-and-countermeasures/
https://blog.xpnsec.com/anti-debug-openprocess/
https://blog.xpnsec.com/anti-debug-openprocess/
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OpenProcess Filter
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BYOVD

github.com/zeze-zeze/CYBERSEC2023-BYOVD-Demo
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Virtualization-Based Security

• https://connormcgarr.github.io/hvci/

https://connormcgarr.github.io/hvci/


TXOne Networks  |  Keep the Operation Running

• VSM startup section of Windows Internals 7
• “… Starts the VTL secure memory manager finally 

walks the NT loaded module list to establish each 
driver state, creating a NAR (normal address range) 
data structure for each one and compiling an Normal 
Table Entry (NTE) for every page composing the boot 
driver’s sections. FURTHERMORE, THIS APPLIES THE 
CORRECT VTL 0 SLAT PROTECTION TO EACH 
DRIVER’S SECTIONS.”

• Intel SLAT: CPU will follow this table when HVCI is on

Use Hyper-V to Prevent RWX

each of the boot-loaded drivers has each section (.text, etc.) protected by 
HVCI. This is done by iterating through each section of the boot-loaded 
drivers and applying the correct VTL 0 permissions.

https://msrc.microsoft.com/blog/2018/12/first-steps-in-hyper-v-research

securekernel!SkmiProtectSinglePage

https://msrc.microsoft.com/blog/2018/12/first-steps-in-hyper-v-research
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Hyper-V 101
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ntoskrnl (guest)

ntoskrnl (host) Enlightenment啟蒙

Hyper-V 合成設備
(網卡、磁碟、RAM…）
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HyperCall Calling Convention

• 239 HyperCall Callbacks 
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(24h2) nt!HvlpTryConfigureInterface
• SecureKernelRunning

• Enable Kernel Core Isolation Yet?

• LoaderBlock – HvCallCodeVa shared by VM host 

• If non host but enable SecureKernel? 

• Ntoskrnl will host this symbol on it own

• nt!HvCallCodeVa writeable
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(24h2) InitializeHypercallPageForGuest

• nt!HvCallCodeVa: executable shellcode to vmcall

• Kernel shellcode payload

• End with nop; nop; nop; nop … (\x90\x90\x90…)
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ntoskrnl (guest)

ntoskrnl (host) Enlightenment啟蒙

Hyper-V 合成設備
(網卡、磁碟、RAM…）
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ntoskrnl (guest)

ntoskrnl (host) Enlightenment

Hyper-V 合成設備
(網卡、磁碟、RAM…）

nt!HvcallCodeVa ( nt!HvlGetEnlightenmentInfo[indx] )
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ntoskrnl (guest)

ntoskrnl (host) Enlightenment

Hyper-V 合成設備
(網卡、磁碟、RAM…）

nt!HvcallCodeVa ( nt!HvlGetEnlightenmentInfo[indx] )

Writable Writable
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ntoskrnl (guest)

ntoskrnl (host) Enlightenment

Hyper-V 合成設備
(網卡、磁碟、RAM…）

nt!HvcallCodeVa ( nt!HvlGetEnlightenmentInfo[indx] )

Writable Writable

任意 Hyper-V指令劫持
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分時多工劫持?
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(24h2) nt!SwapContext

• nt!SwapContext() 用於不同執行緒的上下文切換

• 對系統內核與晶片而言，切換執行緒上下文無關乎是否同一處理序

• 當切換執行緒時遇到「切換至不同處理序」時，將會刷新 CR3 暫存器 —— 即修改
KPROCESS.DirectBase 來切換當前執行緒允許觸碰的記憶體分頁記錄、與刷新 TLB

➢ RiotVanguard：嘿，那為何我們不劫持內核上下文切換，
使其他人看不到遊戲記憶體的內核分頁就好呢？;)

➢ 不一定僅在切換不同處理序時，才對 CR3 做處理。而是當執行緒（即當前晶片運行
身份）切換至「非遊戲處理序」時，便在 Hyper-V 層掛鉤並將遊戲自身內核分頁記
錄隱藏起來。
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(24h2) nt!SwapContext

• nt!SwapContext() → HvlNotifyLongSpinWait

• SwapContext 函數呼叫 HvlNotifyLongSpinWait() 作為
Hyper-V 調度延遲等待下一條指令以達到節省效能

• 而 HvlNotifyLongSpinWait 是對 Hyper-V 的超級調用，
可以使用上述方法進行攔截



Keep the Operation Running



Keep the Operation Running

Takeaways

• Hyper-V架構面存有工程設計考量的劫持機會

• 雖然微軟未開源，但通過對 Hyper-V 平台逆向分析得以知道 DKOM 內核任意寫的其他利用可能性
部分前線遊戲反外掛引擎已經在落地採用於遊戲防護。

• 是一個良好的藍隊偵測新防線

• 雖然 nt!HvCallCodeVa 指針可寫但 KPP（Kernel Patch Protection）對其保護，
因此 BYOD 類型的 DKOM 攻擊是無法濫用 Hyper-V 工程上弱點進行利用。

• 對於防禦方，可以將驅動配置為 SERVICE_BOOT_START 於系統開機 Boot Loader 掛載階段劫持 Hyper-V，此時 KPP 防護
尚未喚醒、因此不會導致藍屏 → 例如英雄聯盟關閉並恢復反外掛引擎運作，會要求強制重開機便是如此。

• Source
• github.com/Xyrem/Yumekage

Demo proof of concept for shadow regions, and implementation of HyperDeceit.

• github.com/Xyrem/HyperDeceit
HyperDeceit is the ultimate all-in-one library that emulates Hyper-V for Windows, 
giving you the ability to intercept and manipulate operating system tasks with ease.

https://github.com/Xyrem/Yumekage
https://github.com/Xyrem/HyperDeceit
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