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Virtual Secure Mode: Protections of Communication
Interfaces

Aleksandar Milenkoski
amilenkoski@ernw.de™

This work is part of the Windows insight series. This series aims to assist efforts on analysing inner working principles,
functionalities, and properties of the Microsoft Windows operating system. For general inquiries contact Aleksandar
Milenkoski [amilenkoski@ernw.de) or Dominik Phillips (dphillips@ernw.de). For inquiries on this work contact the
corresponding author (=),

The content of this work has been created in the course of the project named 'Studie zu Systemaufbau, Protokollierung,
Hartung und Sicherheitsfunktionen in Windows 10 [SiSyPHuS Win10] [ger.) - 'Study of system design, logging, hard-
ening, and security functions in Windows 10" [eng.). This project has been contracted by the German Federal Office for
Information Security [ger., Bundesamt fiir Sicherheit in der Informationstechnik - BSI].
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Kernel Abuse:
DKOM Is All You Need




OpenProcess
- Anti-Cheat BattleEye & EasyAntiCheat

Cylance, AVG, Sophos, etc.

“Hopefully this gives you a good introduction to this anti-debugging method used by
quite a number of security products. If you found this interesting, there are plenty of
Bug Bounties available, including a nice one for AVG on BugCrowd here, Cylance,
Sophos..| (although | wouldn’t try raising the above as a vulnerability, DKOM will likely
be out of scope”

Modify  Tools Settings

Pause ’f$ {5 7] Detete 3 "] Header
Resume ¥ Clean Up [ Footer

Reset || Select New New Edit Generate ™
Class Custom Class [0] Code Enum & TypeDet

Applications | Processes

Name

Computer Brov F
BstHdAndro... 866 BlueStacks Android ... Running

Keep the Operation Running

Windows Anti-Debug techniques -
OpenProcess filtering

Posted on 2017-12-13 Tagged in reversing

This week | took a break from SYSTEM chasing to review some anti-debugging
techniques. With quite a few Bug Bounty programs available relying on client-side
applications, | thought I'd share one of the techniques used by numerous security
products (and apparently game anti-cheat engines) to stop you from debugging core

compenents, and just how we can go about bypassing this.

ObRegisterCallback internals

With our kernel debugger connection established, we will start with :nt!ProcessType

kd> dt
+0x000
+0x010
+0x020
+0x028
+@x02c
+0x030
+0x034
+0x038
+0x08410
+0x0b8
+0x0co
+0xBc3

a5 Z MR RIS (nt | PsProcessType))

Typelist : _LIST_ENTRY [ @xffffcb82 deebcf20 - @xffffcb82 deebcf20 ]
Name : _UNICODE_STRING "Process™

DefaultObject : (null)

Index : Bx7 "'

TotalNumberOfObjects : 8x26
TotalNumberOfHandles : B8xe8

HighWaterNumberOfObjects : 8x26

HighWaterNumberOfHandles : Bxea

TypeInfo : _OBJECT_TYPE_INITIALIZER

Typelock : _EX_PUSH_LOCK

Key : Bx636T7250

CallbackList : _LIST_ENTRY [ @xffffag82” d3lbacd® - @xffffa882 d35d2458 ]

This symbol provides a pointer to a object, which defines the “Process” type and, of particular interest to

us, a property. This property defines a list of callbacks which have been registered by

ObRegisterCallbacks, and subsequently, each is called by the kernel when an attempt is made to

acquire a process handle. Knowing this, we can traverse the list to find any registered handlers which

may be interfering with our calls._OBJECT_TYPECallbackListOpenProcess

g txOne
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https://douggemhax.wordpress.com/2015/05/27/obregistercallbacks-and-countermeasures/
https://douggemhax.wordpress.com/2015/05/27/obregistercallbacks-and-countermeasures/
https://blog.xpnsec.com/anti-debug-openprocess/
https://blog.xpnsec.com/anti-debug-openprocess/

rdx, aObregistercall ; "ObRegisterCallbacks™
rcx, [rsp+@ABh+DestinationString] ; DestinationString
1 cs:RtlInitUnicodeString
avgSP.sys Properties rcx, [rsp+@ABh+DestinationString] ; SystemRoutineName

cs:MmGetSystemRoutineAddress

Open Process Filter 2 12

loc_3@E20

perty ¥

. 4
Once we have identified the correct address, we can [NSINRGIF&i[= - . : : edx, edx 3 val

[ - ARNT | rcx, [rsp+@ABh+Dst] ; Dst loc_30@E20:
to disable the handler using: Type ystem f réd, [rdxiash] ; Size mov eax, 6C6060034h
File version 17.¢ 9 edx, edx ; val
Product name AVG Intemet Se rcx, [rsp+@Ash+var_48] ; Dst
% r8d, [rdx+48h] ; Size
Product version 17.8.3705.249 memset
cs:byte_6FDEB, @
rax, a388401 ; "388401"
rdx, a388431 ; "388431"
rcx, [rsp+@ABh+var_7@] ; DestinationString
[rsp+@ABh+Dst], 1@@h

%E" F3 P = H o @ fx # & B2 rdx, rax ; SourceString
€ Ricent Files * [Notes | ® Breakpoints = P MemoryMap | [ Call Stack i ) Seript | @] Symbols | < Source References | W Threads | ) Snowman | ® Handes = §7 Trace [rsp+@ABh+var_76], 2
V¥ st Alt+a Hide FPU cs:RtlInitUnicodeString
@ Detach Clrl+Alt+2 rax, cs:PsProcessType
Import database rdx, AVG_ObjectPreCallback
Export database rex, "U115|-|b_1
Patch fik... rad, 3
N [rsp+@ABh+var_48], rax
rax, cs:PsThreadType

eq Oxffffa@02 d3lbacf8 @

v Debug Plugins Favourites Options  Help

Exit

nodule nane
fEf££805 22000000 £££££805 =aW?1000 awvgSE (no symbols)
Loaded =ymbol image file: avgSPE. =vs
Imnage path: awgSE. =v=
Image name: avgSE. =vs=
Browse all global symbols functions data
Timestanp: Tue How 14 11:23:32 2017 (GAQADZ34)
CheclkSun: aoozzo7o
InageSize: ooozi00a
Tran=lations: 0000 . 0400 0000 .04ed4 0409 04L0 0409 04ed

Browvse full module list

=tart end nodule nane

fEE££805 29700000 £££££805 97a2000 WdFilter (no symbols)
Loaded =ymbol image file: WdFilter. sy=
Inage path: WdFilter . sys
Inage name: WdFilter . sys

@oump:  Uoumpz | @4oump3 | @Ypumps  @HDumps @ wakhi | bellocals 2 Stuct Brow=ze all global =vmbol=z functions data

E e Time=stanp: *x%%% [nvalid (F9BSE2DD)

CheclkSun: OOD4E39E

InageSize: ooo4EQQQ

Tran=lations: 0000 .04b0 0000 .04=d4 0409 . 04L0 0409 04e=d

Default (stdcall)

Keep the Operation Running




BYOVD

58 11 8 (1) | 10:15 - 10:45
BARD | BEENRERRENIRIAST

MR FAERERAARANAMANERSREANREARE LA - SEFREIZHESE
WESEREIRRCHRIREASNARERY - URIEEHERENEY - RERMHESE
AR BEAREESHHNILBREND SRS -

4}"’-4 Zeze

RANSOMWARE GANGS EXPLOITA
PARAGON PARTITION MANAGER
BIONTDRV.SYS DRIVER ZERO-DAY

Pierluigi Paganini March 01, 2025

volid WriteMemoryPrimitive(HANDLE Device,

DWORD Size, DWORD64 Address, DWORD Value* *
HHELPNETSECURITY Q =

RTCORE64 MEMORY READ MemoryRead {}; - - -
MemoryRead.Address = Address; S ‘Silver Fox' APT Skirts Windows
MemoryRead . Readsize = Size; (D) oresen Blocklist in BYOVD Attack

MemoryRead.Value = Value;

T T ——— 0-day in Windows driver exploited

There's an untapped universe of exploitable drivers in the

DE‘UiCEIGCDI"ItI“D bY North Korean hackers to deliver wild today. By exploiting just one of them, attackers were
Device. RTCORE64 MEMORY WRITE cope. rootkit (CVE-2024-381 93) able to defeat security tools and infect Asian citizens with
’ - - o GhOStRAT.

&MemoryRead, sizeof(MemoryRead),

&MemoryRead, sizeof(MemoryRead), lkasperslcy
&BytesReturned,
nullptr); Kaspersky detects 23% increase in
¥ attacks targeting vulnerable Windows

drivers

github.com/zeze-zeze/CYBERSEC2023-BYOVD-Demo
Keep the Operation Running August 21, 2024 % exOne

nebworks




Virtualization-Based Security

https://connormcgarr.github.io/hvci/

5/14 (=) 16:30-17:30 Q 7F 701B

RO EE S E | (ER R [RIBLRE Windows 11

BRUBRBERFEREEEN?

BRGNS RNANEERE APT S4751 BN SHERRT

B ; MERKEARZHERRNE ORISR 2 WSS R HRERTHE Windows Security
B « RERFEERE S AT LTARES  BEGRGHLORBRANATE

— MR — IR  RWSHSSES R IR IAERAT Windows 17

ey . .
23H2 ARG OB FIERR Hypervisor FTRsBUDs M S K B RIZR S == Core isolation

ZABR > WABFHEIMHBRNRFAZREEN PoC EAET ; TEEEEZRELEA =

R B T AURERERBRTFEARRORE T AN EREE - Security features available on your device that use virtualization-based

security.

,. WE Gt]
g O Memory integrity

TXOne Networks

' » HRAAHRE o Prevents attacks from inserting malicious code into high-security

— processes.

1 e {t
Vi - On

BigE

TXOne Networks E
ARAAHER eArn e

=
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Use Hyper-V to Prevent RWX

* VSM startup section of Windows Internals 7

e “..Startsthe VIL secure memory manager finally
walks the NT loaded module list to establish each
driver state, creating a NAR (normal address range)
data structure for each one and compiling an Normal
Table Entry (NTE) for every page composing the boot
driver’s sections. FURTHERMORE, THIS APPLIES THE
CORRECT VTL 0 SLAT PROTECTION TO EACH
DRIVER’S SECTIONS.”

* Intel SLAT: CPU will follow this table when HVCl is on

kd> u HvcallInitiateHypercall
nt!HvcallInitiateHypercall:
fffff800 Pe52eecad 4883ec28 sub rsp.28h

fffff8ee ee52eead 488be555e4190@ | mov rax,qword ptr [nt!HvcallCodeVa| (fffffgee o
fffff860 ee52eeab ffde call rax '

fffff860 0e52eecad Of1f00 dword ptr [rax]
fffff800 Pe52ecb® 4883c428 rsp,28h
fffffg8ee ee52eebd c3

fffff8ee ee52eeb5 cc

fffff8ee ee52eeb6 cc

kd> u poi(nt!HvcallCodeVa)
fffff8ee eeofoeee ofelcl
fffff8e0 eedfo003 3

(*v4 >> 12) & OxFFFFFFFFFFi64;

F ( (SkmiFlags & 0x108) != @ &% (v34 & 2) !

niProtectionToPte[v34] & OxF
I= 8 && SkmiRelocateBootPage (w4

FFFFFBB0ita;

alPage(PFN) )

o .
rotectSinglePage(PFN, @ u);

securekernel!SkmiProtectSinglePage

each of the boot-loaded drivers has each section (.text, etc.) protected by
HVCI. This is done by iterating through each section of the boot-loaded
drivers and applying the correct VTL O permissions.

FN; // [rsp+38h] [rbp+8h] BYREF

F( vl4d » BxC )
— ShvlpInitiateVariableHypercall(12, v11, @, 8, vld, &v25);

ShvlpInitiateFastHypercall(12, v11, 8 * w14 + 16, v14, &v25, Biecd, 8);

12 = 2

=)


https://msrc.microsoft.com/blog/2018/12/first-steps-in-hyper-v-research

Hyper-V 101




ntoskrnl (guest)

(3 windows-vm - VMware Workstation
Fle Edit View VM Tabs Help | ||l ~ & @ O o

[ windows-vm

Resume this virtual machine

[ Edit virtual machine sett
¥ Devices

E Memory

: rOCEssOrs

= Hard Disk (MVMe) 64 GB

(") CD/DVD (SATA) Using file DAWin...

Fo Metwork Adapter MAT

] USE Controller Present

Sound Card Auto detect

2
=

C

[-¢| Serial Port Using named pi...
LI Display Auto detect = Q. AT, f?%g[i a
. /16/2025 =
Trusted Platform Module Present B : — T




:truct HvCallEntry_t
HyperCall Calling Convention e s e

uintl6_t RepCount;

uintl6_t InputSize;

239 HyperCall Callbacks uint16_t InputSize2;
The inner workings of Hyper-V can be analyzed by analyzing the modt uint16_t OutputSize;
present inside the system root directory, where it 1s stored as hy uintl6_t OutputSize2;
hvax64.exe for Intel and AMD processors, respectively. uint16_t HypercallGroupNumber;
};
. » Local Disk (C) » Windows » System32
Name Date modified Type Size Xyrem Engineering | | | | | | | | | | | | | Menu
EH hvax6d.exe 3/11/2022 3:07PM  Application 1,240 KB . . . )
EH hvix64.exe 3/11/20223:07PM  Application 1,536 KB EKplOltll‘lg Windows
vulnerabilities with Hyper-V:
CONST : FFFFF88666CE8888 CONST segment para public 'DATA' uset4 r . .
CONST: FFFFF80800Ca068D assune cs:CONST A Hacker’'s swiss army knife
CONST : FFFFF80606C00680 ;org GFFFFF80608C08888H
CONST:FFFFF8BEEECEEEEE ; HVCallEntry HyperCalllist[239] -
' CONST:FFFFF80000CE0000 HyperCalllist  HVCallEntry <offset sub_FFFFF8806822EE18, 6, 0, 6, 8, A, 0, 43h> MHA Hyper vV INE

CONST:FFFFFEDDEECEORE0 ; DATA XREF: sub_FFFFFE0800211900+1873T0 Hi“dous ﬁiﬁ . Eﬁgﬂgﬁiﬁﬂ

CONST: FFFFFE0800C00000 ; SUb_FFFFFE000028BC3AB+267T0

CONST: FFFFFE0808C000080 HVCallEntry <offset sub_FFFFFE000028E93@, 1, ©, &, 6, 8, 6, 4bh=

CONST :FFFFFE80008CE0008 HVCallEntry <offset sub_FFFFFEEG0@2235C@, 2, @, 18h, @, 8, ©, 4éh> it ottt
CONST: FFFFFE0800C00000 HYCallEntry <offset sub_FFFFF88@00221ADG, 5, 1, 18h, 8, O, O, 4oh>

CONST:FFFFFE0E00CE0000 HVCallEntry <offset sub_FFFFFBEO0028F66A@, 4, ©, 8, O, 20h, @, 4lh= Xyrem :: 11 min read (2289 words)
CONST:FFFFFE0800C000080 HVCallEntry <offset sub_FFFFF8B00029864@, 5, ©, 16h, 8, 6, @, 43h=

CONST: FFFFFE00008C00000 HYCallEntry <offset sub_FFFFF8000028A568, 6, &, 6, 6, 8, B, 43h> . .

CONST: FFFFFE0006C00000 HVCallEntry <offset sub_FFFFF80000290830, 7, 0, 18n, 0, 0, 0, 430> fiWindows #HyperV #HyperDeceit
CONST:FFFFFE08008C0008080 HVCallEntry <offset sub_FFFFFED@0021B95@, &, ©, &, 6, 8, 8, 4Zh> #Hypercall #Reverse Engineering
CONST:FFFFFE00008C00000 HVCallEntry <offset sub_FFFFF8000028F88@, 9, ©, &, 0, 8, 6, 43h>

Keep the Operation Running -:% txOne
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(24h2) nt!HvlpTryConfigurelnterface

SecureKernelRunning
Enable Kernel Core Isolation Yet?
LoaderBlock — HvCallCodeVa shared by VM host
If non host but enable SecureKernel?
Ntoskrnl will host this symbol on it own

nt!HvCallCodeVa writeable

NTSTATUS HvlpTryConfigureInterface( LOADER PARAMETER BLOCK* LoaderBlock )
{
HviGetHypervisorFeatures( &HypervisorFeatures );
if ( !HviIsHypervisorMicrosoftCompatible( ) ||
'HypervisorFeatures.PartitionPrivileges.AccessHypercallMsrs )

it ( LoaderBlock ) {
Extension = LoaderBlock-:Extension;
MappedPhysPage = Extension->HypercallCodeVa;
SecureKernelRunning = Extension->IumEnabled != 8;
if ( MappedPhysPage )
goto $SetupHypercallPtrs;

__writemsr( HV_X64 MSR_GUEST 0S_ID,
uintls t(NtBuildNumber) | ((*(uintd t*)&CmNtCSDVersion | ex184848808) << 16)
HypercallPhysicalPage = _ readmsr( HV_X64 MSR_HYPERCALL ) | 1;

Keep the Operation Running

if ( HyperVisorFeatures.PartitionPrivileges.AccessMemoryPool || SecureKernelRunning )

elze {
if { !LoaderBlock ) {
PhysicalAddress = MmGetPhysicalAddress( HvlpHypercallCodeVa );
MappedPhysPage = HvlpHypercallCodeVa;
AllocatedPhysPage = PhysicalAddress;
goto $SetupHypercallPtrsAndHypercallMSRAndSetHypercallPhysicalPage;

-'.
b

MappedPhysPage = HalpAllocateEarlyPages( LoaderBlock,
MEMORY _CACHING_TYPE::MmCached, &AllocatedPhysPage, PAGE_EXECUTE_READ );

it { MappedPhysPage )

$SetupHyﬁercal1PtrsAndHypePcallMSRAndSetHypercallPhysicalpage:
HypercallPhysicalPage = AllocatedPhysPage.QuadPart ~
{LOWORD( AllocatedPhysPage.LowPart ) ™ (unsigned __intl6)HypercallPhysicalPage)

$SetupHypercallPtrsAndHypercal IMSR:
__writemsr{ HV_X64 MSR_HYPERCALL, HypercallPhysicalPage };

$SetupHypercallPtrs:

* HvcallCodeVa = MappedPhysPage;
_InterlockedExchangetd( &HvlpHypercallCodeVa, MappedPhysPage );
return STATUS_SUCCESS;

[

dq offset HvcallpNoHypervisorPresent

FGRO:0000000140E01860 HvcallCodeVa

I_‘-}] Choose segment to jump

Name Start End R W X D
Pad3 : 0000000140D9E0ODO 0000000140E00000 R W
CFGRO - 0000000140E00000 0000000140E03000 R
4 Pad4 0000000140E03000 0000000141000000 R w

ON0O0OO0OO0O000O0




(24h2) InitializeHypercallPageForGuest

NTSTATUS InitializeHypercallPageForGuest(QWORD FContext) {
HypercallPhysicalPage = 8;

nt!HvCallCodeVa: executable shellcode to vmcall
while { 1 ) {
Kernel shellcode payload v6 = *(QWORD*) (FContext + @x120);
End with nop; nop; nop; nop ... (\x90\x90\x90...) ot py § roeeea) i 8 F 3w (e & Ggee) Em @)+ L
break;

Status = TranslateGuestToHostPA(

if ( HyperVisorFeatures.PartitionPrivileges.AccessMemoryPool || SecureKernelRunning )
e *(QWORD *)(FContext + 384),
else { {DWORD *)(FContext + 8816), &HypercallPhysicalPage
if ( !LoaderBlock ) { 5
PhysicalAddress = MmGetPhysicalAddress( HvlpHypercallCodeVa ); if ( Status ) ...
MappedPhysPage = HvlpHypercallCodeVa;
AllocatedPhysPage = PhysicalAddress; HypercallPagePfn = HypercallPhysicalPage »>> 12;
goto $5etupHypercallPtrsAndHypercallMSRAndSetHypercallPhysicalPage; *(QWORD*) ( FContext + Bx46C8 * Idx + @x3778) = HypercallPhysicalPage >> 12;

.
1
MappedPage = MapHostPA(NtCurrentTeb()->NtTib.ExceptionList, HypercallPagePfn, 6);
MappedPhysPage = HalpAllocateEarlyPages( LoaderBlock,

MEMORY CACHING TYPE::MmCached, &AllocatedPhysPage, PAGE_EXECUTE_READ );

i ( MappedPhysPage ) / Copy the wmcall and return stub to the mapped page.

memcpy( (void *)MappedPage, VmcallStubAddress, (unsigned int)Size);

$5etupHypercal 1PtrsAndHypercal IMSRANdSetHypercallPhysicalPage:

HypercallPhysicalPage = AllocatedPhysPage.QuadPart ~ // Basic sanity check.
(LOWORD( AllocatedPhysPage.lLowPart ) ~ (unsigned _ int16)HypercallPhysicalPage) & @xFFF; if ( Size != 4696 ) // Setting the rest of the page with nops ‘x98.
+, memset({void *)(5ize + MappedPage), ©x98, 4896 - Size);

$SetupHypercallPtrsAndHypercallMsR: UnmapHostVA(NtCurrentTeb()->NtTib.ExceptionList, MappedPage, 9);

__writemsr({ HY _X64 MSR_HYPERCALL, HypercallPhysicalPage );

++1dx;

$SetupHypercallPtrs: }
+ HvcallCodeVa = MappedPhysPage;

_InterlockedExchange64( &HvlpHypercallCodeVa, MappedPhysPage );

return Status;
return STATUS SUCCESS;

H

1
J
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; HVCallEntry HyperCalllist[239]
HyperCalllList HVCallEntry <offset sub_FFFFFBOBBO22EE18, @, @, 6, 8, 8, @, 43h=
; DATA XREF: sub_FFFFFE80000211900+1873T0
; SUb_FFFFFE0OBO2BC3AB+267T0
HVCallEntry <offset sub_FFFFF8800828E%308, 1, @, 8, @, O, ©, 46h>
HV¥CallEntry <offset sub_FFFFF880082235C6, 2, ©, 18h, @, @, 8, 4b6h>
HV¥CallEntry <offset sub_FFFFFEBOO00221ADG, 3, 1, 18h, &, 0, O, 4o6h>
HVCallEntry <offset sub_FFFFF8800828F&66, 4, O, 8, 8, 28h, 8, 4lh>
HV¥CallEntry <offset sub_FFFFF88008290640, 5, ©, 16h, @, @, 8, 43h> . . :
H'I.I'[:al'LEntr‘\,f <offset SUD_FFFFFSBBBBZSAS(&B, d, ar O, Or G: Or 43R void _ fastcall HUlGEtEﬂllghtEnmEﬂtInfﬂ(_HM__INTEL_ENLIGHTENMENT_INFURM&TIUN *Enllghtenment
H¥CallEntry <offset sub_FFFFFE8BOEGO298838, 7, 0, 1Bh, O, 8, 8, 43h= { . . .
HVCallEntry <offset sub_FFFFF8080021B958, &, 0, 8, 0, 0, 0, 42h> mem§et(EnllghtenmentI@furmathn, a, 51zeuf(_HAL_I@TEL_EHLIGHTEHHEHT_IHFDRHATIDH));
HVCallEntry <offset sub_FFFFF8008028F888, 9, 0, &, 0, 0, O, 43h> Enl}ghtenmentInfurmat}on—eEnllghFenments = HulEnllghtenmepts;
HVCallEntry <offset sub_FFFFF80080291088, DAh, O, 10n, 0, 0, 0, 43h> Enl}ghtenmentInfurmat}un—%HypervlsurEnnnected = Hulﬂyperu1surcunnected = 0;
HVCallEntry <offset sub_FFFFF80800228BBE, 08h, O, 10h, O, O, 0, 45h> EnlightenmentInformation—5SpinCountMask = HvlLongSpinCountMask;

if ( (HvlEnlightenments & 8x40) == 0 )
EnlightenmentInformation—LongSpinWait = HviNotifyLongSpinWait;

__inte4 _ fastcall HalpHvInitSystem(int al) _ _
{ if ( (HvlEnlightenments & 8x188) = B8 )

if ( a1 7) EnlightenmentInformation—GetReferenceTime = HvlGetReferenceTimeUsingTscPage;
1 al ==

HalpHvInitDiscard
return 0i64;

if ( (HvlEnlightenments & Bx48068) = 0 )
ghtenmentInformation—SyntheticClusterIpi = HvlSendSyntheticClusterIpi;

¥

void __fastcall HalpHvInitDiscard()
{

if ( (HvlEnlightenments & 8x18068) == 6 )

{
EnlightenmentInformation—SetSystemSleepProperty = HvlSetSystemSleepProperty;
EnlightenmentInformation—EnterSleepState = HvlEnterSleepState;
EnlightenmentInformation—NotifyDebugDeviceAvailable = HvlNotifyDebugDeviceAvailable;

S

EnlightenmentInformation—VpStartEnabled = HvlHalVpStartEnabled;
if ( (HvlEnlightenments & 0x8800) == 0 )

_HAL_INTEL_ENMLIGHTENMENT_INFORMATION Enlight

memset (&EnlightenmentInformation, 8, sizeof(EnlightenmentInfo
if ( pHvlGetEnlightenmentInfo )

1 {
PHleEtEﬂ}ightenmentInfu(&E?lightenmentlnfurmatiun}; EnlightenmentInformation—StartVirtualProcessor = HvlHalStartVirtualProcessor;
if ( !EnlightenmentInformation.Reserved@ EnlightenmentInformation—GetVpIndexFromApicId = HvlHalGetVpIndexFromApicId;
E& EnlightenmentInformation.SpinCountMask }
&& ((EnlightenmentInformation.SpinCountMask + 1) & EnlightenmentInform
{ if ( (HvlEnlightenments & 0x18) = 8 )
HalpEnlightenment = *&EnlightenmentInformation.Enlightenments; {
dword_148C4A21C = EnlightenmentInformation.SpinCountMask; EnlightenmentInformation—End0fInterrupt = HvlEndSystemInterrupt;
- ! FalinhtenmentTnfarmatinn—AnirliriteTer = HulWriteAnirfammandReniceter-

gword_146C4A228 = EnlightenmentInformation.lLongSpinWait;
gword_l148C4A228 = EnlightenmentInformation.GetReferenceTime; -
gword_148C4A248 = EnlightenmentInformation.MapDeviceInterrupt; g txOne
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ntoskrnl (guest)

(3 windows-vm - VMware Workstation
Fle Edit View VM Tabs Help | ||l ~ & @ O o

[ windows-vm

Resume this virtual machine

[ Edit virtual machine sett
¥ Devices

E Memory

: rOCEssOrs

= Hard Disk (MVMe) 64 GB

(") CD/DVD (SATA) Using file DAWin...

Fo Metwork Adapter MAT

] USE Controller Present

Sound Card Auto detect

2
=

C

[-¢| Serial Port Using named pi...
LI Display Auto detect = Q. AT, f?%g[i a
. /16/2025 =
Trusted Platform Module Present B : — T




ntoskrnl (guest)

[ windows-vm - VMware Workstaion =y
fle Edit View VM Tabs Help | || - | & @ Q| OB 98|l &A-

» windows-vm

E”//g/;

P Resume this virtual machine
[ Edit virtual machine settings

Wy @

+ Devices
A

E Memory ' y 2
[\ Hard Disk (NVMe) J _ (

newoinime - [smnt!HvcallCodeVa | nt'HvIGetEnllghtenmentInfo[mdx] )

|_.| USE Controller Present \
tlt Sound Card Auto detect %
[-¢| Serial Port Using named pi... \

LI Display Auto detect
Trusted Platform Module Present

\ To direct input to this VM, click inside or press Ctrl+G



B windows-vm - VMware Workstation

File Edit View VM Tabs Help

» windows-vm

P Resume this virtual machine
[ Edit virtual machine settings

~ Devices
E Memory 8GB
I:l Processors 2
= Hard Disk (MVMe) 64 GB
i) Using file DAWin...
MAT

| | USE Controller Present
cli Sound Card Auto detect b _
[-¢| Serial Port Using named pi._. \x

LI Display Auto detect
Trusted Platform Module Present

To direct input to this VM, click inside or press Ctrl+G,

p— \
T LA \



First, we need to figure out how to intercept these hypercalls. And
as discussed in the previous section, HvecallInitiateHypercall , and
HvcallFastExtended are responsible for handling hypercalls, which
both call HvcallCodeVa , which points to a wvmcall/vmmcall as
mentioned in the previous section of the post. Intercepting this
would be easy as one can overwrite the hypercall stub pointer
without dealing with any hindrance, such as VBS or KPP (Patchguard).
Secondly, we need to set the Enlightenments for the 0S to know that
Hyper-V provides x capabilities for the guest.

P Resume this virtual machine
[ Edit virtual machine settings

+ Devices

E Memory i
I:l Processors : *

[\ Hard Disk (NVMe) J _ (

newinime - [wmnt!HvcallCodeVa ( nt'HvIGetEnllghtnmentlnfo[mdx] )

|_.| USE Controller Present \
£i Sound Card Auto detect . \

|-e| Serial Port Using named pi...
LI Display Auto detect
Trusted Platform Module Present

— .. B23PM
ALY Lo R

Wl To direct input to this VM, click inside or press Ctrl+G
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(24h2) nt!SwapContext

nt!SwapContext() FAR AR T4 R L B X3
HEAAZERRMS - UBRAITE LN ERTEEE—EER

SN ITEEERE rtﬂ%ﬁixﬂ)ﬁﬁ):?u i B =RIF CR3 &fFes — BB ——
KPROCESS.DirectBase 2Rt & BRI {T4E 0 FF ARl FUEC 1B EE 0 B acEr ~ EARIFT TLB

RiotVanguard : I - AP AT FTAZ L ML) -
EEMAB AR IRIEN A Eﬁﬂ%7)

K EEEtﬂ?ﬁKﬂ)ﬁﬁFﬂj 7% CR3 MUEIE - MEEWNIT4E (BIERIERET
D) URE "IREEEER L - B1E Hyper-V BH t010 &R B B A% 2 BT

f?ﬁs?iﬁ_JC

if ( (HvlEnlightenments & 1) = 8 )

i

HvlSwitchVirtualAddressSpace(DirectoryTablebase);|€

t

else

{

_writecr3(DirectoryTablebase);
if ( (KiKvaShadow & 1) = 0 && (DirectoryTablebase & 2) = 8 )
{
CR4Value = __readcra();
CR4aValue = Ox80uib4;
__writecr4(CR4Value);
__writecr4a(CR4Value * 8x88);
I

Keep the Operation Running

Xyrem Engineering | | | | | | | | | | | | | Menu -

In-depth analysis on
Valorant’'s Guarded Regions

ARAB L7 R ERENRTRE

Xyrem :: 18 min read (3833 words)

// Sanity checks to check if its executing under the game's context.

if ( PsGetThreadProcess(CurrentThread) != Data::GameProcess
|| __readcr3() != Data::GameCR3 )
return;

bool WeiteToCR3 = true;

// Copying the content of the current game cr3 to the new cloned cr3.
memmove (Data: :CloneVirtCR3, Data::VirtGameCR3, @x1ee8);
Data: :CloneVirtCR3[Data: :FreePMLAIndex] = Data::ShadowPML4Value;

{{ Loop through the whitelisted threads array, and if the current
/ running thread, is inside it, then allow cr3 overwrite.
for { int Threadldx = @; ThreadIdx < Data::ThreadCount; ThreadIdx++ )
WriteToCR3 = Data::ThreadArray[ThreadIdx] == CurrentThread;
if ( WriteToCR2 ) break;

3

DoTask:
{/ Writing the cr3 to the clone cr3.
if ( WriteToCR3 ) _ writecr3(Data::CloneCR3);
*-I-
 Flushing TLB by toggling CR4:PGE.
if ( CanFlushTLB ) {
uinte4_t OriginalCR4 = _ readcr4();
_ writecr4(0OriginalCR4 ~ @x88);
__writecr4(OriginalCR4);

3



DWORD64 __ stdcall HvcallInitiateHypercall(__inté4 al, __inté4 a2, __inté4 a3)

(24h 2) nt !Swa pCO ntEXt { // [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

memset(vl3, ©, sizeof(vil3));
if ( (BYTE4(xmmword_146D1EA90) & 0x18) != 0 )

nt!SwapContext() - HvINotifyLongSpinWait {
. . . . ve = 1;
SwapContext bR E Y HvINotifyLongSpinWait() (= EtwGetKernelTraceTimestamp(v13, ©xA0000010i64);
= SER £/ A\ S Vax sl N - N AN
Hyper-V B EES T M —RESLUERIS B WEE }1
else
1M HvINotifyLongSpinWait = ¥1 Hyper-V FUEBARE FH - {
o] PUER L 5 AT RE . ve = 6;
ST e m s s pemssescies s ssemsiieigy g v7 = HvcallCodeVa(al, a2, a3);
if ( NewThread—Running ) if ( ve )
1 {
v28 = 0; vl2 = 8;
do ve = al;
{ v1e = BYTE2(al) & 1;
if ( (+v28 & HvlLongSpinCountMask) = @ vll = al < ©;
8& (HVLIEnlightenments & 0x40) == 0 EtwTraceTimedEvent(@xF72, ©xA0000010, &9, 8, Ox401A02, v13);
&& (unsigned __int8)KiCheckVpBackinglLongSpinWaitHypercall() ) ¥
{ return v7;
|Hv1N0tifyL0ng5pinWait(v28);
2
_mm_pause():

4
while ( NewThread—Runhing ):

) __inté4 _ fastcall HvlNotifylLongSpinWait(uint al)

NewThread—Running = 1; {

}

return HvcallInitiateHypercall(exleeeg8i6e4, al, 0i64);

Keep the Operation Running -:% txOne
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Builds
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) > ZE > Builds
N #

1]
it

YumekageKernel

=1

[3] a.bat

()]

Builds X r

> Builds

Ht
it
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[%] aa.bat

[£] YumekageKemellYumekageKernel.sys
5l YumekageKernel.cer

[7] YumekageKernel.map

[7] YumekageKernel.pdb

[2] YumekageKemel.sys

[®] YumekageUser.exe

[7] YumekageUser.pdb
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Takeaways

Hyper-V RiEEFH LR BENHGES

HAMECRFIR - (B88EH Hyper-V F a2 0215 L%%E DKOM AZEREHNEMFI A alsEt
BBy AU AR 3B S 9N 5| 22 B AR SR IR IR B2 B I 78

= — B Bt IV E XS RIFR B AR

gt 2R nt!HvCallCodeVa 5%t o] 218 KPP ( Kernel Patch Protection ) ¥ E{R:E
It BYOD $#822Y89 DKOM K2 28 5% Hyper-V T2 E55 85 TFIA -

HREET - Lk EEENECE & SERVICE_BOOT_START iR £ #t5A1#% Boot Loader # &iP&Ex &35 Hyper-V - IGHS KPP P&
EARIREE - AL AZENER — HINsEiE i BRI KE R IMNIS|ZEE - FEKEFHEFEEZUL -

Source

github.com/Xyrem/Yumekage
Demo proof of concept for shadow regions, and implementation of HyperDeceit.

Closing notes

github.com/Xyrem/HyperDeceit It should be noted that the HvcallCodeVa IS
HyperDeceit is the ultimate all-in-one library that emulates Hyper-V for Windows, protected by KPP (Patch Guard), hence it should be
giving you the ability to intercept and manipulate operating system tasks with ease. noted that this project must be either loaded

before patch guard has fully initialized.

Keep the Operation Running % tExOne
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