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241 npm and PyPI packages caught dropping Linux

Not just an infostealer: Gopuram backdoor deployed
through 3CX supply chain attack

APT REPORTS

cryptominers

By Ax Sharma

GREAT WEBINARS

on() (} /

\;M M‘

n; | GReAT Ideas. Bala

. 1 fomction® BORIS LARIN, DENIS LEGEZO
Python library 'ctx' uploads secrets tc it ; :
Heavily downloaded PyPI package 'ctx' has been compron } else {
published versions exfiltrating your environment variable =1 GReAT Ideas. Gree
= . else {
NPM supply-chain attack impacts hundreds of websites and apps C a minimal Python module that lets developers man ) } JOHN HULTQUIST, BRIAN BARTHC
age, although popular, had not b }

. ) |
y Sergiu Gatlan 2 seen by Bleepmﬂ(omputﬂ However, newer versions eme })(),,.nLl" wial l[ ) )i
contained malicious code: :

pip install ctx &

SECURELIST

XZ backdoor story - Initial analysis

LofyLife: malicious npm packages steal Discord // AUTHORS
tokens and bank card data & runne
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XZ Outbreak (CVE-2024-3094)

Z Utils is a collection of open-source tools and libraries for the XZ compression format, that are used i
‘or high compression ratios with support for multiple compression algorithms, notably LZMA2. i

v -,
On Friday 29th of March, Andres Freund (principal software engineer at Microsoft) emailed oss-
curity informing the community of the discovery of a backdoor in xz/liblzma version 5.6.0 and 5.6.1.

PR openedin oss-fuzzto || Obfuscated/encrypted stages binary backdoor
disable ifunc for fuzzing || hidden in two test files
builds. Allegedly to mask the
malicious changes.

2023-07-08 2024-03-09
TOeeeemON o
2023-06-28 2023:02:%6
Malicious “build-1 mY" file added
to qitignore, later incorporated to the v5.6.0 & v5.6.1
package release.

U
xz/libzma
Potential infrastructure testing:
Ublzma: “Add ifunc implementation
to creby_fast.c."

tests/files/bad-3-corrupt_lzma2.xz

1 Substitution to uncorrupt \
The M4 macro is executed during the build f" malformed Xz file
process and runs the malicious code below. J 0x09 () are replaced with 0x20 *Uncorrupted®
0x20 (whitespace) are replaced with 0x09
0x2d (-) are replaced with Ox5f
0x5f () are replaced with Ox2d

Read Bytes

bad-3-corrupt_lzma2.xz

Stage 1 - Bash File tests/files/good-large_compressed.lzma

1.Decompress the file with x

* Bytesin ent: 86 F9 SA F7 2E 68 GA BC A o
s in comment o 2.8emove junk data from the file using multiple head tool calls

Custom substitution (byte value mapping
3.Portion of the file is discarded (contains the binary backdoor)
o Bytes incomment: E5 55 §9 87 24 04 D8 17 4.Use custom sul tion cipher to decipher the data |\ —

Checkif seript running on Linux (5. Deciphered data is decompressed using X2 -F raw —~Tzmal Bash script
* Custom substitution (byte value mapping) J

Stage 2 - Bash File

v5.6.0 Backdoor extraction L.Search Files: use grep -broaF s/ for
signatures:

” ) 3 utput
An o file extracted u integrated into compilation/linking w1 (S

2.Manipulate output with: LC.
3.Decrypt using AWK
Y.Decompress with x

foreh

2.1 Found:
a.save first offset + 7 as $start
b.save second file's offset as Send
3.Next steps:

liblzma_la-crc64-fast.o is then added 2Heeys found seqments @FROGGER _

b.Decipher with custom byte mapping

THomas Roccla
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FA7S ChatGPT/DeepSeek HRIL & K B R BNk

gptplus 2.2.0
ip install tplus

— R - JarkaStealer LI Al TERNEZ&HE

PyPIFU: ﬁx
2030 EX/MEEF M #1700
REELES

Kaspersky uncovers year-long PyPI supply chain attack

eing Al chatbot tools as lure S EERBEARRTE  SNEREER
I £E Telegram %455 50 8%




FEEHEEHREENER

=3
)

FIRZEIR BB

LT

FIRERBS /L B =i FIRIZTUE

10580
/ﬁlﬁ /|__| & CVE 15 8755
WENNIEIE
ZERERNENEIE
RlzEiE kEzETER 2678 2774 2646
KASPERSKY® OPEN SOURCE SOFTWARE
Hacktool Malware
m Q12023 m Q32023 Q22024

nuget mnpm Epypi Ecomposer EMgomod Emaven M crates
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Date Y/ Group V/ Report ID Report %/ Tags v/

> 28 Mar 2025 APT 231cbe27-e370-4..  QOrganizations in CIS are attacked with ShadowPad I& | @) Financi
We detected a set of attacks that took place in April 2024 - January 2025, targeting governmental entities and
private companies in Russia and Kyrgyzstan. During our investigation, we found a new ShadowPad loader distributed
with a set of malicious plugins. It uses DLL sideloading, imitating popular software to deploy a sophisticated RAT with
a huge range of capabilities. ShadowPad is a famous RAT software popular among APT threat actors. Having
ariginally emerged in 2017 during Netsarang attack, it has overgrown a lot of modifications and has been widely used
by many APTs and crimeware groups such as PryingKomodo, APT41 and others.
Executive summary (En): base. Organizations in CIS are attacked with ShadowPad Report Id: APT-20250309 Version:
1.0 (28 March
10C: <description>0rganizations in CIS are attacked with ShadowPad</description> <authored_by>APT Reports</
authored by>
YARA Rule: meta: descrition = "Loader to detect shadowpad modules orchestrator” author = "Kaspersky”
Report (En): meta: deserition = "Loader to detect shadowpad medules orchestrator” author = "Kaspersky”

Download: YARARule |0C Executive summary (En) Report (En)

i 'AG and Latin

overVIew |b J Argenh

Hits ~1,000 Signed by - Firstseen Jun42023 0525 i India
rs using the =

Format dilx64 Signature trust — Lastseen Apr152025 0554 y PwC. However, @ Mongo

MDS E0D17318B6BEED 1DDCEB23DCYBOEFS8B fuscator, an Taiwan
amples have been

SHAL E4082EFBO1BD906AB1DC012B15458D33F6CBE22B . i B
erica regions. This

SHA256 DB07F8E2ABB5EB23A7585E QEFBCFBCEBF56FE9222EALACO25AFFBDF99BDBESFO ttacks.

Categories nadowPad has

Reports Flash Report - ScatterBrain variant of ShadowPad used in attacks on organizations in APAC and Latin America

Data Feeds APT Hash Data Feed | | Go to Data Feeds (3 tions in APAC and

// AUTHORS e ok
s utilized the
Statistics ©

seoce (Lo

Detection Statistics

To hide their activity in infected systems, APT groups resort to various techniques to bypass
defenses. Most of these techniques are well known and detectable by both EPP solutions and EDR

threat-monitoring and response tools. For example, to hide their activity in Windows systems,

cybercriminals can use kernel-level rootkits, in particular malicious drivers. However, in the latest
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Plan
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Respond

TRBEAMENAMES BRI
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Threat

Intelligence

Detect

KR EE B BER I BBERE
ZEEFRBENES - MREE R
RIREE

Investigate
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Tactical

BEAERAIESHNEN  ARZEZZE
BESHRE - Bt BRSO F RS8N
RIBWETHMERRES (10Cs)

Roles:
SOC Analyst
Systems: Processes:
SIEM = NGFW Threat Hunting
IPS IDS Monitoring

SOAR

IO}
Operational

E-ERBRFEZSEBERENTE
( campaigns ) KBS ERAET - X7
B (TTPs ) UEHR - HolEEEE/HEY
BEZNREEEN - UREENHEEE

Roles:

SOC L3 Analyst = DFIR Analyst

IR Analyst
Systems: Processes:
SIEM NTA Incident Response
EDR/XDR  TIP Threat Hunting

©

Strategic

E—EBANBHARESKEEE (C-
level ) fIESZ R - BRDE KA
BREFEAORR LA - IWEENES
B3 WBEIHRAEDE

Roles:

ClIsO CTO CIO CEO

Processes:

Building an IS strategy

Awareness raising

17
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—lé Machine-readable

- Threat Intelligence

oe |

Kaspersky Threat Data Feeds

QQW

Kaspersky CyberTrace

Threat Intelligence
expert support

Kaspersky Takedown Service

Kaspersky
Threat Intelligence

-

-

@ Tactical
@ Operational
@ Strategic

~

Kaspersky Ask the Analyst

O Available via

Kaspersky
@ Threat Inteligence
>~~~ Portal

Human-readable
Threat Intelligence

@60

Kaspersky Threat Lookup

—
L1 Je

Kaspersky Digital Footprint Intelligence
—

®0

Kaspersky Threat Analysis

Sandbox

N

—_—
(1 X Jo

Kaspersky Threat Intelligence Reporting

Attribution Similarity

APT Crimeware ICS

—

L L Jo)

Kaspersky Threat Infrastructure Tracking

20
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» Prevention
FRRHPETE
* Threat Data Feeds - Digital Footprint Intelligence Detection
* Threat Intelligence
Reports Investigation
RAIR
* Threat Data Feeds - Threat Lookup A
* CyberTrace * Threat Intelligence Reports Strategic
Reporting
BB RE
* CyberTrace * Threat Analysis
¢ Ask the Analyst + Digital Footprint Intelligence
* Threat Lookup * Threat Intelligence Reports Kaspers ky

Threat Intelligence

RZERE
* Ask the Analyst + Digital Footprint Intelligence
* Takedown Service

B ES 1B
+ Digital Footprint Intelligence
* Threat Intelligence Reports
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Threat Data Feeds —
& CyberTrace —
G Threat Lookup M)
Cloud Sandbox —
Threat Intelligence %Pgs";ﬂ"sﬁfacfuﬁp°m"g - - APT Intelligence Reporting - TTPs —
services Ei)rggzism:rzﬁzlr::g— - Financial T Reporting - TTPs —
CSRoporting = ey ([3)] (S Reporting- TTP: I
Digital Footprint Intelligence —

bE
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Kaspersky Threat Intelligence Portal

(©)

Kaspersky Kaspersky
Threat Data Threat
Feeds Lookup

PN

@, ©

~N

Kaspersky Kaspersky _ I_(aspersky_
Threat Threat Intelligence Digital Footprint

Analysis v Intelligence

Kaspersky Kaspersky
Intelligence Threat Infrastructure
Reporting Tracking

24

Kaspersky Threat
Intelligence Portal
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Kaspersky Threat Data Feeds

26

Intelligence Intelligence Dissemination
Collection Intelligence Analysis
@ Tl reinforced security controls
Sandboxing Human Research Reputation analysis ML / Al
KSN telemetry Sensors SIEM SOAR IRP
Web crawlers Passive DNS TIP =B] XDR
Spam / loT traps Partners Intelligence ((fi)‘) Recorls) ((@)) #zspetr%k); NGFW IDS IPS
. ; reat Data
Production &/ | Threat Intelligence Feeds
OSINT and others Proxy and others
Malicious URL Data Feed Mobile Malicious Hash Data Feed ICS Hash Data Feed APT URL Data Feed
((%)) Ransomware URL Data Feed IP Reputation Data Feed pDNS Data Feed APT Yara Data Feed
Phishing URL Data Feed loT URL Data Feed Suricata Rules Data Feed Open Source Software
Botnet C&C URL Data Feed Vulnerability Data Feed Cloud Access Security Threats Data Feed
Ka spers k . . Broker Data Feed
p y Mobile Botnet C&C URL Data ICS Vulnerability Data Feed Crimeware Hash Data Feed
Feed .. APT Hash Data Feed
Threat Data ICS Vulnerability Data APT [P Data Food Crimeware URL Data Feed
Malicious Hash Data Feed = ata ree
Feeds Feedin OVAL format Crimeware Yara Data Feed

/

The list of data feeds is constantly expanding
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Kaspersky Threat Lookup

Objects to analyze

b

Files
names

.

"4'1\“
Kaspersky

Threat
Intelligence

.

URLs

www

Domains

Kaspersky
Threat
Lookup

IP addresses Hashes

* Is it malicious?

* Are we under threat?

* What s it designed to do?

* What relationships does it have?

28
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Alert & incident
prioritization



Rich contextual information

Kaspersky
Threat Intelligence Portal = coinhive.com

Home Threat Lookup

Threat Lookup Lookup Dark web Surface web OSINT loCs Reporting Actors Digital Footprint

Request limit per day for your group: 99997 of 100001 left

Report for domain

ThreatAna &8 Open inresearch graph M Copy request 3, Exportresults

Digital Footprint
Overview

IPv4 count 373 Created 1Dec 2012 Registration organization REDACTED FOR PRIVAC’
Files count =1,000

Expires 1Dec 2024
URLs count =1,000,000

Hits count  =100,00 Domain coinhive.com Registrar name 1API GmbH
News

APTRelated  Malware

Statistics

i-Virus Statistics




Research graph — CrazyHunter 7/

— Kaspersky
@) .
!;.J Threat Intelligence Portal Chandler_CrazyHunter a

- DRI ZEES
Switch tenant Your graph quota: 94 of 100 left U
General 812c506075c2301 C51308648628

BS540

HASH

Home 6a70c22a5778eaa433b6ced44513068da [2

- Bl Malware
Threat Landscape

Threat Lookup Fils unpackad from objects File downloadad from web
addiesaes

crazyhunter.exe

] 6A70C22A5778EAA433B4CE44513068DA
Research Graph

[ BED4229E774F136E1898FADID3TBDPEEI156369E
Reporting FitsUnpackedDbjscts . & F72C03D37DB77EBC6959B293CER 1D009BF1CE5F7D
0 3BDAA4FE873D3241833C146B

Threat Analysis
Hits 00

- - 2a3ced1bb2aTE04d030Md1D20
Digital Footprint dasseD First seen 10Feb2025 10:27
&

1 -
st seen 5:54
Threat Infrastructure Last seel 10 Apr 2025 0O
! Size 2.12 MB (2222080 B)

Data Feeds Fils unpacked from objects

@)

7 0

Sc10cfec] 3a920008c75aa15779
Algia

What's New and Upcoming 55??:::45305c544513 Packed by
a

Signed by

@
=
@
=
&
B

Type

News

& @

ﬂ File unpacked from objecta
Fa s 1 a3z86:

5
Fal Reports
: @
2 & Detection names
80863916503981 BCac 28BA0DGE
caz57analded22ca2206608685 i o

1833220041035 8051 0DIT15d chaced
aadia

Categories

& 1de1re7aesald93731b472
4 T2382

da1 836827 cat 6665382 3aal2 3t
127c5

Similar
Confidence 8

Fila accasasd web addreasss
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Single interface for complex file analysis B #I{EE#E 73 #r L
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Single interface for complex file analysis

Kaspersky
Threat Intelligence Portal

Home
Threat Lookup
Research Graph
Reporting
Threat Analysis
@ Digital Footprint
Q. WHOIS Tracking
& APT C&C Tracking
M DataFeeds
E] What's New and Upcoming

@ News

Threat Analysis

Upload and execute file  Download and execute file

Drag & drop file here
i VB

Technologies

You are using a group quota of the service.

Sandbox
Advanced options

B3 | Daily quota

Browse URL

Attribution

Advanced options

B  Daily quota

Similarity

B | Daily quota

Selectfile

33



Kaspersky Research Sandbox

=

File

Kaspersky Security Network

Kaspersky Private Security Network

File/URL reputation

5)

\

Kaspersky
Research
Sandbox

Advanced analysis of files
in various formats

Visualization and intuitive
reporting

Default and advanced
settings for optimized
performance

Advanced anti-evasion
and human simulation
techniques

\

Report

Q

Advanced detection of APTs,
targeted and complex threats

S

A workflow that enables highly
effective and complex incident
investigation

@
Scalability with no need to buy
expensive appliances

Seamless integration and
automation of your security
operations

34



Kaspersky Threat Attribution Engine 35

= New APT and clean files
le genotypes (updates)

Kaspersky
Threat Attribution

Engine L

o

ULt P ot DeathStalker

DNA Extractor DNA Matcher




Kaspersky Similarity

File

Threat Analysis

Fuzzy hashes
extractor

Kaspersky
Similarity

Match Engine

Kaspersky fuzzy
hashes collection

36

Matches
found? D

Report with
list of similar
files



Kaspersky Cloud Sandbox - &% iR

3ES5A92EAFD63A5D09D986F89A9FD5657

N\

8 5 'll ] 16 N ° k
uspicious Extracted flss atwor

Detects o .
activities activities

® Malware g High 0 ® Malware 3
Adware and other 0 Medium 0 Adware and other 0
Low 11 Clean 3 Bfatel /]

Mot categorized 10 MNotcategorized 0

May 08, 2015 Execution environment Windows 7 x64

May 08, G Execution time 100 zec

May 05, 201 File extenszion

HTTPS decryption

Click links

nternst channel

Results System activities Extracted files Network activities

Sandbox detection names 4 Downlozd data

Status Name




Kaspersky Cloud Sandbox - 17 8§

Execution map

Suspicious
The fiz ka
ke

Suspicous A
Tha g s Baen o
tolder

Susplcious Ack
The Fiz h
folder

Acthity

R samete run s
Saafaan e sve

Suzpiclous A

The pince:

Suspicious Activity

Attty




Kaspersky Cloud Sandbox - A 51748 %

Suspicious activities

Status Severity Description

hRHITEE

stem folder: Swindir\Ssystem32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001e0bcde3ec) TxR blf

MITRE: T1053 Process Injecticon

= process Swindir\Ssystem32\svchost.exe has read multiple system files

= process Swindir\servicing\TrustedInstaller.exe nas cr

process Swindir\servicing\TrustedInstaller.exe has created tt

ne process Swindir\servicing\TrustedInstaller.exe has run the vl

file in the system folder: Swindir\Ssystem32\config\COMPONENTS{016888b8-6¢6f-11de-8d1d-001e0bcde3ec) TxR 1 regtrans-ms
he system folder: Swindir\Ssystem32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001e0bcde3ec) TxR 2 regtrans-ms

deard search: Swindir\servicing\sgm\*.sqm (MITRE: T1119 Automated Collection)

100 ne process Sselfpath\Sselfname.exe has modified the time attributes of the file Suser\Stemp\RarSFX0\3086.exe

«" Show more (100

Screenshots (19) 4, Download data




Kaspersky
APT Intelligence (
Reporting N




Kaspersky APT/ Crimeware/ICS iR5

TLF: AMBER

Kaspersky APT Intel

lkaspersky
Two zero-day exploits for Internet Explorer 11 and Windows are

exploited in targeted attacks

Executive Summary

was made public on 19 May 2020.

confidence bevel hased on similarities to

Threat actor profiles
Mapping to MITRE ATT&CK

Executive summary
* C-level oriented information

Deep technical analysis

Attack methods

Exploits used

Malware description

C&C infrastructure and protocols description
Victim analysis

Data exfiltration analysis

Attribution

Conclusions and recommendations

Indicators of Compromise (I0Cs) and
YARA rules

11
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Digital Footprint Intelligence
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qQ

Threat risk level distribution
Dashboard

Threats Assets

Select the time pericd Distribution of assets by status Distribution of assets by source

361

Threat risk level distribution Threat notifications received for all time

Distribution of threats by category

Dittribution of threats by category
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FE48EA4 Dark Web Monitoring
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( r@\l | Kaspersky Forums (archived) 7919 Forums 1680 Messengers 1076 IT forums 356 Ransomware blogs 6 News 5
v . Threat Intelligence Portal

Date Preview Source Category

Switch tenant

2 General 30 Nov 2023 08:00 (il SrcEe alphvmmm2703abo3r2mimjrpdmzle.. Ransomwar
Global Services..., .. %2 Ml e 11/30/2023, 10:41:25 PV e blogs

I 5crvices

Malefactor: BlackCat

Source: http://alphvmmm2703abo3rZmimjrpdmzle3rykajgcSxsj7j7ejksbpsadbad.onion/0b55819e-ef80-46b7-
Post date: 2023.11.30

Post date (as is): 11/30/2023, 10:41:25 PM

e - R ST ]
11/30/2023, 10:41:25 PM
Contact if you want keep your and your clients data privacy.

We have over million of files includes confidential documents of your U.S. customers.
[https] === =

Category Ransomware blogs

Source alphvmmm2703abo3r2mimjrpdmzle3rykajgc5xs) eteigrmbianl . onion
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B 1EE (WEN)

vulnerabilities

INNE

W Critical ™ High
¥ Medium © Low

Types of

vulnerabilities

A7%

© QOutdated software
B Open protocols

Security misconfigurations
W Security flaws

Exposed

Web services
® Mail services
® DBMS
B Remote Management
% Other
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Why Kaspersky
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| :f%" ?“?, Interpol accelerates fight

3 f«i against cybercrime through
== Kaspersky partnership

INTERPOL

i =
[

GREAT somue
Kaspersky Tl powered by our globally recognized

expert team — Kaspersky GREAT that maintain a
successful track record of spotting new threats early

MOST TESTED

MOST AWARDED'
KASPERSKY PROTECTION
“kaspersky.com/top3

The quality of our intelligence is backed by our most
tested and most awarded threat protection technologies

MITRE | ATT&CK

Kaspersky has contributed info about CozyDuke, Carbanak
prior the MITRE Evaluation Round2 and Round 3 preparation
stage to support improvements to MITRE ATT&CK

FORRESTER

Kaspersky is Positioned as a Leader in Forrester New
Wave: External Threat Intelligence Services, 2021

Kaspersky has the highest overall rating and the most
recommended among all vendors in the Security Threat
Intelligence Products and Services Market

FROST ¢& SULLIVAN

Kaspersky has been named as an Innovation Leader in
the Cyber Threat Intelligence research 2024

GIGAOM

“Kaspersky’s suite of threat intelligence solutions, its
services and intelligence network positions it as a
leader”

Kaspersky has been recognized as a
Leader in the 2024 SPARK Matrix™:
Digital Threat Intelligence
Management by Quadrant Knowledge
Solutions
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Web crawlers

Bot farms
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Threat
Research
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Spam traps

Sensors

Passive DNS

Kaspersky
Srice Threat
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OSINT

And much more ....

:

Kaspersky Threat Intelligence provides access to a wide range of information gathered by our
world-class analysts and researchers to help your organization counter today's cyberthreats effectively.
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Expertise
Centers

Every center contributes
to Kaspersky'’s solutions
and services

@® Threat @ Incident
Research Investigation

o0
Kaspersky Global
Research and Analysis Team
- Researches the most complex threats; APT, cyber espionage
campaigns, global cyber epidemics, etc.

- Investigates sophisticated
financial cybercrime

- Security of future-
focused technologies

Kaspersky

Research

o] Threat Research

- Anti-Malware Research - Content Filtering Research

\ SSDLC & Secure-by-Design Methodologies

Kaspersky

Al
Technology

gy Al Technology Research

- Al Cybersecurity - GenAl Research

- Al-Powered Threat Detection / Solutions

( X
Kaspersky
o Security Services
- MDR - Incident
Response

- Security Assessment - SOC Consulting

- Digital Footprint Intelligence

Kaspersky oo
ICS CERT

- Critical Infrastructure - ICS Vulnerability
Threat Analysis Research
and Assessment

- Technology associations, analytics and standards
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Services 1. Business Drivers Business

7. Log Management s 2. Customers

Services 1. Business Drivers Business

7. Log Management 5 2. Customers

6. Vulnerability Management 3. Charter 6. Vulnerability Management 3. Charter

5. Threat Hunting 4. Governance

5. Threat Hunting 4. Governance

4.Threat Intelligence 5. Privacy 4. Threat Intelligence 5. Privacy

3, Security Analysis & Forensics 1. Employees 3. Security Analysis & Forensics 1. Employees

2. Security Incident Management Roles and Hierarchy 2. Security Incident Management 2. Roles and Hierarchy

1. Security Monitoring le Managermr 1. Security Monitoring 3. People Management

5. Automation & Orchestration tooling " Knowledge Management 5. Automation & Orchestration tooling 4. Knowledge Management

4.EPP & EDR 5. Training and Education People 4. EPP & EDR 5. Training and Education People

3. Security Analytics tooling 1. Management 3. Security Analytics tooling 1. Management

Technology 2. 10PS tooling 2. Operations and Facilities

Technology 2.10PS tooling 2. Operations and Facilities

i li R
1. SIEM tooling 3. Reporting 1. SIEM tooling 3. Reporting
4. Use Case Management 4. Use Case Management

Process Process

Weak domains Strong domains

Target
Current

.

~EETESOC/MDR E[X¥ES SOC CMM £ 4k 1%
https://www.soc-cmm.com/services/support/




(2. Detection & Investigation CS. Investigation & Response)

Kaspersky

6. Vulnerability Management)

Ll
Th reat I ntel I Ige nce Kaspersky Kaspersky  Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
CyberTrace  Threat Data Threat Intelligence Threat Threat Vulnerability
Feeds Lookup Reporting Lookup Analysis Feed

/< 3. Investigation & Response )

» Threat Intelligence Reporting

N o M ) )
(@ Digital Footprint Intelligence
~ * Askthe Analyst
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* Takedown Service

Kaspersky
Threat Intelligence » Threat Lookup
)) ol * Threat Analysis

Kaspersky Kaspersky Kaspersky
Threat Data Suricata Rules Open Source
Feeds Feed Software Threats
Data Feed

/—< 4. Strategic PIanning)

* APT Intelligence

a Reporting
cERT » Crimeware Intelligence
fo.0] Reporting

Kaspersky . |0s Inteligence
Kaspersky Intelligence Reporting

ICS Threat Reporting )
Intelligence » DFl Analytical Report

o

== Network traffic =~ === Telemetry
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