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i Born from groundbreaking research at National Yang Ming Chiao Tung University. Specializing In

advanced chip security and system integration, we' ve spent years pushing the boundaries of

Iso innovation to redefine what digital security means. Our team has worked tirelessly to translate academic
rom excellence into practical, cutting-edge solutions that address real-world hardware security chaIIenge54
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Market Context

New Cybersecurity Paradigm

Challenges & Problems are multiplying
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New Cybersecurity Paradigm AloT:Hardiféire )
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{HIST

loT expansion, Zero Trust
adoption, and our hyper Al
connected world create
unprecedented vulnerabillities.

(4 7]
Quantum

Computing
Threat

.+ Current Key Exchange vulnerable

wr Critical infrastructure at risk
© National Security Implications

Quantum computing threatens
our encryption foundations.

=
B loT device proliferation

Hyper Al
e : Connected @ Expanded attack surfaces with Al
Traditional securlty World 98 Supply chain vulnerabilities
approaches can no longer Problems
protect against these &
emerging challenges. Challenges o
Zero == Perimeter security obsolescence
The future demands Ne-zreussstit Identity-based access challenges
iInnovative solutions. y =] Continuous verification requirements
. )
EVO IVI n g Traditional sl Scalability constraints
Security M Legacy systems incompatibility
Lq n d SCG pe & Limitations 2= Reactive vs proactive approach

Threats
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Building IT & OT

Post-Quantum & Zero-Trust

Next cybersecurity challenge




" Threat to Traditional Cryptography

BHIST

AloTsHardware
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Post-Quantum Computing Threat

o A
G

Prone to being Safe for now

broken
p" o

Impact of quantum computing

RSA AES-2506
C e ECC, DHKE SHA-256
Quantum computers pose a significant threat to AES-128 CHACHA20

traditional cryptographic algorithms. Their ability to
solve complex mathematical problems efficiently

can break widely-used encryption methods like RSA @
and ECC.

Lattice-based
FIPS 203/204

Quantum
Resistant

Devices with 10~15 years life cycle need PQC Today
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# PQC Algorithms

IIST

Module LWE
\ RingLWE ’ I

Cormmes

BIKE

AloTsHardware
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Post-Quantum Cryptography involves
developing algorithms resistant to
quantum attacks. Key algorithms
include lattice-based, hash-based, and
code-based cryptography.

* (u Lattice-based cryptography

-(#] Hash-based cryptography

+ i Code-based cryptography

CYBERSEC 2025 E#ERA® | s



AloTsHardware
SECURITY ZONE

/2 Internet Security PQC Threat

O Traditional Computer

Too much time and process calculation

= Content is encrypted : p "o~
A required to “compute back” private key from

Server cannot decrypt

@ public key.
@ Fold— 7
Process server
Sender Receiver Private Key Public Key
PrivateKey public Key Key Exchanged PublicKey Private Key Quantum Computer
Big random §H LN Y Quantum computer only needs few thousands

number @
1 Encrypted Channel - 1 m *\

RSA/ECC/ECDSA/ECDHE RSA/ECC/ECDSA/ECDHE Private Key
Obtain Shared Secret for E2E Obtain Shared Secret for E2E
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Qubits and few hours to “compute back”
private key from public key.

Public Key
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/2 Internet Security PQC Solution

Content is encrypted
Server cannot decrypt

Process server .
Sender Recelver

p - Q - a

Private Key Public Key Private Key

Key Exchanged
Big random [H By A,

number Q

1

1 Encrypted Channel
LR e i s

ML-KEM [ ML-DSA
Obtain Shared Secret for E2E

ML-KEM [ ML-DSA
Obtain Shared Secret for E2E

GIST

NIST

National Institute of
Standards and Technology

Published August 13, 2024.

Key Encapsulation: FIPS 203
* CRYSTALS-KYBER(ML-KEM)

Digital Signature : FIPS 204, FIPS205
* CRYSTALS-Dilithium (ML-DSA)
* SPHINCS+

* FALCON (in progress)
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/ ® Zero-Trust Introduction NIST | oo
— —> . .. - Control Plane I_;,,--- o F:mx S | :r_. Dat:;';?ﬁ N eve r T r u St
| | O | Always Verify
ndustry [ \ e / f PKI
Compliance S ity i ~

Zero Trust Architecture is

L /1
| ongoce [P | * e AHmﬁmm' a security concept based
- | ruste ,_,,., gy (‘j on the principle that
Activity Logs b \ — = ) SIEM System organizations should
|L_') NG < L ne%er automatically trust
— — any entity—inside or
outside their perimeters.
& Never Trust, Always Verify ~ * Policy Decision Point (PDP)
» Policy Engine (PE) Instead, they must verify
i Least Privilege Access + Policy Administrator (PA) every connection .
- Policy Enforcement Point (PEP) attempt before granting

system access.

¢ Secure every connection . Subject/System

e Resources
CSECURITY ZONE CYBERSEC 2025 EE2EZAE | 11
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User requests
access to Microsoft
resource from any

device

N/
Unprivileged network

R
] & [
:

MFA

A check is made to
determine if user
and device meet all

conditions
N/
Access conditions
. Location
., Device

.~ User/application

.~ Risk

.. Exceptions

>, Azure Active Director
-~ y

Actions

Allow access

Block access

v

Z° Requirements and Architecture

~  Remediation

recommendation
provided

Microsoft resources

/_S Microsoft Azure

E] Microsoft Office 365

Third-party apps and
internal line of business apps
Azure Application Proxy

III Microsoft Labs

®®  On-premises applications
[ |

(¥ Continuous validation while access is granted

< AloTs
SECURITY ZONE

Source Microsoft : https://www.microsoft.com/insidetrack/blog/implementing-a-zero-trust-security-model-at-microsoft/

+ PQC secure channels

= Microsoft

User login/ID
User Password/Passkey
Device UID

) . » Multiple Factor Authentication
i (HTOP/TOTP/FIDO)

Allow access

Admin Tenants / Users System

(© Continuous validation while access is granted

Block access

Additional Continuous
Challenge

L}
®  Remediation

recommendation
provided
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Generating Keys
Physically Unclonable Function

Self-Generating Root-of-Trust iy

13



£ Principle of PUF : Fingerprint/DNA for Hardware

Wafer Bare Di
True randomness comes from nanoscale Design o
variation during chips fabrication (/) — @ - = jE
PUF stands for Physically Unclonable Function. Root-of-Trust ¢
It acts like a fingerprint for hardware, unique to each A Key .nject.on ractory
device by leveraging nanoscale manufacturing 1o~ «~ A B, *+ kd
variations to self-generated unique identifiers, Rassseds r\
secrets and random numbers, the foundation of Device ready
modern and post-quantum cryptography.
Dter? |§nF Water Bare Die
© Reduce Threats from Untrusted Manufacturer W _
</>| = —> = E

@ Avoid Known Secrets Injection

Root-of-Trust

% Truely Random and Unpredictable Se'f;”‘;b'e ey
A - 5%

Device ready

AloTzsHardware
SECURITY ZONE CYBERSEC 2025 EBERAE | 14



Traditional PUF Usage : Rely on a single root

_ Waf :
®. User login/ID TRNG +KDF Design - Sare bie
= = User Password/Passkey 59% — </> —> @ - = E
.:I- . -
Device UID !
TRNG+KDF Root-of-Trust Factory
LILIEL Ke Inectlon
D) .,3 Multiple Factor Authentication m@‘\ o E <« fy\ B« I v
(HTOP/TOTP/FIDOQO) e
Device ready
TRNG+KDF
mewseess Admin Tenants / Users System | & \ Design Wafer -
g @ with PUF Bare Die
—) U - -
G Continuous validation while access is granted TRNG+KDF . - % -> g
Lo | g 8, QA — <L :}
Block access Continuous Challenge ® !

Root-of-Trust

v TRNG+KDF Self-retrievable Key
- Remediatim_'n m - 7—-_
recﬂ;g::;ﬁjtmn @ PQC Seeds & KeyS @ * % 3 - g < @ E@

Device ready

R R ZONES CYBERSEC 2025 BBERA® | 15
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[IST Inc.
Introducing

Dynamic PUF Root-of-Trust

Self-Generating Multiple Root-of-Trust

(ST

16
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= 1IST PUF Technology: Dynamic PUF root-of-Trust

User login/ID
User Password/Passkey
Device UID

7 U *
] e O
i

D) . D) Multiple Factor Authentication
(HTOP/TOTP/FIDO)

‘“‘"““5““ Admin Tenants / Users System
) ) |
L @ Continuous validation while access is granted
B.i@ Continuous Challenge
;
Er.fdddt @ PQC Seeds & Keys

AloTsHardware
SECURITY ZONE

DeSign with Wafer

IIST PUF
@

Multiple
Root-of-Trust  geif-retrievable Keys

Bare Die

Sk §

Dewce ready

CYBERSEC 2025 ESERA® | 17
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& IIST PUF Technology: Dynamic PUF root-of-Trust

7 U *
] e O
i

User login/ID
User Password/Passkey
Device UID

»)»»

Multiple Factor Authentication
(HTOP/TOTP/FIDO)

Allow access

O

) Q) =

Lo

Block access
]

v

Admin Tenants / Users System

(© Continuous validation while access is granted

Continuous Challenge

“  Remediation

recommendation
provided

@ PQC Seeds & Keys

AloTsHardware
SECURITY ZONE

Design with
IIST PUF

Wafer

7~ @ - 1

Multiple
Root-of-Trust  geif-retrievable Keys

0~ 5%%

R,

Bare Die

</>

R,
A,

* Device ready @ m@ E@
Crypto-isolation

Q. True Randomness
Power-independent

CYBERSEC 2025 EMERZA® | 18
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& IIST PUF Technology: Dynamic PUF root-of-Trust

7 U *
] e O
i

User login/ID
User Password/Passkey
Device UID

»)»»

Multiple Factor Authentication
(HTOP/TOTP/FIDO)

Allow access

O

) Q) =

Lo

Block access
]

v

Admin Tenants / Users System

(© Continuous validation while access is granted

Continuous Challenge

“  Remediation

recommendation
provided

@ PQC Seeds & Keys

AloTsHardware
SECURITY ZONE

DeSign with Wafer

IIST PUF
=D

Multiple
Root-of-Trust  ggit-retrievable Keys

- §

Device ready

Bare Die

Renewable, when necessqry, W|thout
affecting other roots
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Design a PUF-based root-of-trust for every Multiple Self-retrievable Keys
application and device cycle Root-of-Trust

Ideal for secure key storage and device authentication.
Ensures each device has a unique identity, crucial for IoT and
zero-trust environments. Supports crypto isolation, allowing
each application to have its own dedicated root of trust with
iInnovative stabilization mechanism for harsh environment

such ds aerospace or automotive.

= Not limited to a single usage

Network Security

Compatible with all technology process nodes
Crypto-Isolated Channels

[« Designed for robustness in harsh environment Reduce attack surface

(AloTsHardware CYBERSEC 2025 EB&RA® | 20



CYBERSEC 2025 (AIIST

SEERTAE

lIST PUF-based

Products & Services

Flexible, Versatile, Scalable Solutions ey
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SHIST

§ v'Silicon Anchor Secure PUF (SASpuf)

Authentication challenges in v v'NIST CAVP Algorithms with SCA
Silicon

lOT devices create
vulnerabillities that cascade I Submit request for detailed Algorithms list
through security modules, IC
falbrication, and

semiconductor design. v'Silicon Anchor Secure Engine (SASe)

( ) - Security IC
v'Silicon Anchor Secure Processor (SASp Ly : :
Our iInnovative haradware Paclrgged M .. Chip Production
solutions, driven by patented Submit request for customization

dynamic PUF technology,

address these issues at the

R v'SASe Module 1 (2024 edition)
source, delivering scalable ,
. . Security Modules
and flexible security for the v'SASe USB Key 1 (2024 edition) :
Modules Integration

connected world. & USB K
CYS  Submit request for customization & roadmap

P rOd U CtS @} v'Security products integration
& Services

System
Integration loT

v'Field application assistance
Integration
Support Submit request for supports and quotation

AloTsHardware
SECURITY ZONE 9



SHIST

d v Inter-Hamming Distance 50% (+/—) 1% g

Authentication challenges in i — j Ln:{%—pHogﬁ:g\egsllDDigg%n%%SO% (+/-) 1%
0T devices create i | y S0u ) Silicon
vulnerabilities that cascade  [REE l 7 TRNG SPB00-22 NIST IP
through security modules, IC »
fabrication, and TRV
semiconductor design. P :;HTOL/.LTOL125°C 1,000 hours {Et .
| 3V3 Single Supply Global Security IC
B v UART/SPI SESIP : :
Our innovative hardware v’ SESIP 1 Security Certification RLASCAEl Chip Production
solutions, driven by patented v’ SESIP 2: On-Going IC
dynamic PUF technology,
address these issues at the F e
source, delivering scalable e d ' v UART/SPI/I2 n .
and flexible security for the ' v ILDJrongJSmr/nacble Module S Security Modules
connected world, v TLS 1.2/TLS 1.3/FIDO2 Modules Integration
& USB Keys
PI’Od LIC.)tS f jWotek:—Resistdnt f-do § @
& Services IPNG RS System
=S M v FIDO2 Certified Blieleilc@ 'ntegration loT
Support

AloTsHardware
SECURITY ZONE N
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Integration & Applications

Security from chip to cloud applications oy
Zero-Trust Architectures (|| ;1;«{;1;}?%@ ’-

Jhpd M il

Post-Quantum Ready (.

24
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F\\ Adobe @Mazon  (Google
—— —~———’

Securing Your Digital World. OMeta E% Microsoft ~ Gorenal gy
E SONY —

Digital Content
Signature

Authenticate

Sign
ENcrypt

Experience unmatched security with our

PUF-powered USB key. Combining FIDO2 dC*:kVpknyGglAt
authentication, C2PA digital signatures,

and data encryption, it delivers : B o — e
dynamic, hardware-based protection ‘ a  m e
for access, integrity, and confidentiality. [l e ol sl vy — :
Secure your digital world with gé‘; 7
confidence. ) ' g

A

Decrypted Workspace
E:EIEI-_FEEI'! I-Ir\-lt-d-ll‘_-l-\. I [ T S TR Ve et I T Y™ 8

Decrypt and Open in Wo

1S0 14001 MARE

automatically by Android Learn more
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Secure ERP

Empowering OEMs and Enterprises
PUF-protected Network

with Secure Infrastructures

Authenticate

Secure Channels

ENcrypt

From USB keys to PUF-enabled modules
N servers, routers, gateways, and NAS,
our solution delivers dynamic
cryptographic security for OEMs ana
enterprises. SIMplify secure network
administration while protecting your
iNnfrastructure with next-generation,
hardware-rooted security..
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ZERO-TRUST TECHNOLOGY {HIIST

ero-lTrust PUF

:m_

Secure IT/OT
Equipment

ZT Center (PDP)
ENHANCING |

EXISTING ZTA End-To-End ZT

NETWORK Secure Infrastructure
WITH PUF '}I;'

HARDWARE

Network With ZTPUF, enterprises gain the best of

both worlds: ZTA-powered network and
software management combined with
PUF-driven, hardware-bound security.
Whether for routers, NAS, gateways, or
laptops, our PUF-enabled solutions

PUF USB Key PUF Module elevate zero-trust architecture with
Custom ZTPUF custom ZIPUY unmatched credential security and

0 encryption.
2
ST

PUF USB Key alternative NIST SP. 800-207

2d solutions for
Deployment

Augment ZTA with
PUF keys and modules

PUF technology
quantum-resistant




=~ A complete set for total ZTA solution ST

Device ID

T —
————1 | | @, serial Port Challeng

x o ot L — L -
e T ! - o~ - - - g
’ Q"""“*‘* (,f{.‘“ S | (W) e g || fy Y I

N

FIPS 203/204
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ZTA PUF
—

Connection

Embedded
Module

Device ID

fido

CERTIFIED

Serial Port
Challenge

3 @ I @ Demo Su X {@ Feeds M X -+ 7 . X

- O (3 https://ztpuf01.local:5000/c2pa AV Ty =

C2PA Signature Verification

7Cf160‘s'e File ' Screenshot ...1415 v2.png

VERIEY @ Verify the asset
successfully ‘3
Verification Report History Logs

Sign Selected File with RF key

Choose File  No file chosen

I
i)

Download Signed File History Logs

AloTsHardware
SECURITY ZONE

Py

@ verification Tree

- Profile 1 - Microsoft Edge

(5] https://ztpuf01.local:5000/simpleverifytree

C2PA Asset Information

Asset Details

Title: lIST C2PA Example
Format: image/png

Active Manifest ID: urn:utid:ab4a25a1-98d
435c-875b-62687b3¢c5869

Instance ID: xmp:iid:0df10254-f44f-4db8-a927-
464982233580

Claim Generator: c2pa-rs/0.38.0

Assertions

stds.schema-org.CreativeWork

» @context: https://schema.org
» @type: CreativeWork
» Author:
o Name: [IST CTO Nicolas
o Name: lIST

c2pa.actions

« Action: c2pa.created

A, C2PA Signature

CYBERSEC 2025 EMERAE | 29
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i} SASe Key Application Manager _ O X

— SASe Key 1 <—=k Files Encryption

Source Transfers Secure Encrypted Location

@ Home
e e Location: D:/DevCurr/SASeKeyGUI|/data

|** Passwords Manager

Name Type

ra-j Files Encryption L) chip2.p... *.png File
™ IST-Pr.. *pdf File
(9 Secure Cloud B puf-sys.. *pptx File

ac ™

FIPS 203/204 PO

(&)

Sl
| S——

. — | p Fido2 Passkeys

encrypt_file function called on D:/DevCurr/SASeKeyGUI/data\chip2.png
encrypt_file function called on D:/DevCurr/SASeKeyGUI/data\chip2.png.aes

Notification

@ RCEHIEOH Files Encryption Manager Successful Login !

@ Help

BUILD YOUR OWN SOFTWARE

WITH OUR API AND SDK

IIST CYBERSEC 2025 EMERAE | 30
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WELCOMING INNOVATION AND COLLABORATION

LET’S SHAPE THE FUTURE TOGETHER

Stay Connected With Us

@ service@list.com.tw

@ https://www.iist-site.com

No. 47 Park Avenue 2" Road Hsinchu City 300091, Taiwan
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