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Certificate-Related Outages ~ July 10,2023 3 minut CeptBiro DCeptBiro -
Exp"-ed SSL Machme Identlty Wreaks Expired celrtificate caused a Pgllsev Secure VPN global scale outage

Havoc at Bank of Ireland

HOT POD TECH CREATORS

( Massive podcast outage caused by #ExpiredCertificate #|

Spotify’s failure to renew security
certificate

/ Podcasts hosted on Megaphone
were unavailable on Spotify and

Microsoft 365 Status &2

Microsoft 365

We've determined that an authentication certificate has expired causing,
users to have issues using the service. We're developing a fix to apply a
new certificate to the service which will remediate impact. Further
updates can be found under TM202916 in the admin center.
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13 Apr 2021

Elon Musk & ® @elonmu...- 4h
Sorry, slight glitch with @SpaceX
Starlink. Coming back online now.

i

¢ Q2082 W68 Q194K 29 &

Elon Musk & ¥ @clonmu...- 4h
Caused by expired ground station
cert. We’re scrubbing the system
for other single-point
vulnerabilities.
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O2 reportedly seeking tens of
millions in compensation from
Ericsson for outage

Expired certificates cost
$15 million per outage

The average global 5,000 company spends $15 I
certificate outage

The average global 5,000 company spends about $1! O2 is reportedly seeking tens of millions of pounds in compensation from
Swedish networking giant Ericsson following the nationwide mobile data ou

UK media has reported that O2 will be seeking up to £100 million in damage

from Ericsson following the mobile data outage last week.

from the loss of business due to a certificate outage -

T ; ; . : last week, which was caused by an expired software certificate.
$25 million in potential compliance impact.

According to a report by The Telegraph, O2 and parent company Telefonica

These estimates, based on a Ponemon survey of abo _ . _ _ . o
negotiate with Ericsson over the bill, which the publication understands to b

respondents, include remediation costs, loss of prodi around the £100 million mark.

and brand image damage.
The Guardian reported that Telefonica O2 UK CEO Mark Evans will meet wit

This past April, for example, Instagram forgot to rene Ericsson executives this week to discuss the latter's software, as well as how
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Renewal Needs Actively Managed Certificates
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The A Register’

Sysadmins rage over Apple’s ‘nightmarish’
SSLITLS cert lifespan cuts plot

Max validity down from 398 days to proposed 45 by 2027

A Jessica Lyons Tue 15 Oct 2024 19:45 UTC

Apple wants to shorten SSL/TLS security certificates' lifespans, down from 398 days now
to just 45 days by 2027, and sysadmins have some very strong feelings about this
"nightmarish” plan.

As one of the hundreds that took to Reddit to lament the proposal said: "This will suck.

Apple's proposal, if accepted, would shorten the max certificate lifespan to 200 days after
September 2025, then down to 100 days a year later and 45 days after April 2027. The
ballot measure also reduces domain control validation (DCV), phasing that down to 10
days after September 2027.

Essentially, if the measure is approved by the browser makers and certificate issuers,

IS 1\ TLS certs — needed for things like HTTPS connections to websites — will need to be @ e

replaced more often by site owners for web browsers to trust them.
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