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Understand vulnerability
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Understanding vulnerability assessment

Vulnerability assessment is in cybersecurity to identify and prioritize system

weaknesses.

According to detect asset information, vulnerability assessment can disclose the

threat of the asset and highlight the compromised risk of asset.
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Security recommendations > ttone-webinspec
e No known risks Criticality: None

Overview Incidents and alerts  Timeline  Security policies  Security recommendations  Inventories  Discovered vulnerabilities ~ Missing KBs

VM details A < Active alerts (Last 180 days) Security assessments Logged on users (Last 30 days)
Category Type Exposure level: 1 logged on user
Computers and Mobile Unknown

67 active security recommendations

Subtype Discovery sources ‘ Discovered vulnerabilities (244) :
Workstation 0 ° I

Critical (3) High (142) 2 more

Domain 0s
AAD joined Windows 10 WVD 64-bit No active alerts or incidents

(Release 22H2 Build ‘
19045.5131) View all recomn

SAM name Health state

- Inactive

o]

Data sensitivity
None Device health status
Security intelligence update status is unknown +3
MAC address H
more iIssues
Type State Date & time
Last seen Onboarding status
Mar 5, 2025 11:32:50 AM Onboarded Last full scan No scan performed
Resources Asset group Last quick scan Completed Mar 4, 2025 5:09:25 ...
Security intelligence Version 1.423.220.0 Mar 4, 2025 9:41:48 ...
Engine Version 1.1.25010.7 Mar 4, 2025 9:41:49 ...
. -
BesRithelOpenation Ri Platform Version 4.18.24090.11 Nov 12, 2024 2:56:2... g FE)E_QPE
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Overview  Incidents and alerts

L Expont

Name

CVE-2025-21298

CVE-2025-21307

CVE-2024-49112

CVE-2025-21266

CVE-2025-21382

CVE-2025-24056

CVE-2025-21296

CVE-2024-49074

CVE-2025-21373

CVE-2024-421

CVE-2025-21285

CVE-2025-21244

CVE-2024-9157

CVE-2025-21233

CVE-2025-21245

CVE-2024-49126

Security recommendations > txone-webinspec

unn No known risks

Severity |

smun Crtca

anne Crtick

anan Crticad

smus High

sman High

mmus High

uumE High

mmEs Hgh

umme High

smus High

muun High

mmnn High

mEES High

mmEs Hgh

mmun High

muns Hgh

&8

a8

75

78

78

75

75

8

al

Timeline  Security policies  Security recommendations

Affected Software

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 4 more)

Microsoft Windows 10 (+ 9 more)

Microsolt Windows 10 (+ 8 more)

Microsoft Windows 10 (+ 1 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (« 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Microsoft Windows 10 (+ 9 more)

Miarasoft Windows 10 (+ 9 more)

Published on

Jan 14 2025 400 PM

Jan 14, 2025 400 PM

Dec 10 2024 1200 AM

Jan 14, 2025 400 PM

Jan 14, 2025 400 PM

Mar 11, 2025 300 PM

Jan 14 2025 1200 AM

Dec 10, 2024 400 PM

Feb 11, 2025 400 PM

Dec 10, 2024 400 PM

Jan 14, 2025 400 PM

Jan 14 2025 400 PM

Mar 11, 2025 300 PM

Jan 14 2025 1:00 PM

Jan 14 2025 1:00 PM

Dec 10, 2024 4:00 PM

Inventories  Discovered vulnerabilities  Missing KBs

First detected (D

lan 15, 2025 231 AM

Jan 15, 2025 231 AM

Dec 11, 2024 233 AM

Jan 15, 2025 231 AM

Jan 15, 2025 231 AM

Mar 12, 2025 131 AM

Jan 15, 2025 231 AM

Dec 11, 2024 234 AM

Feb 12, 2025 236 AM

Dec 11, 2024 234 AM

Jan 15, 2005 231 AM

Jan 15, 2005 231 AM

Mar 12, 2025 131 AM

Jan 15, 2005 231 AM

Jan 15, 2025 231 AM

Dec 11, 2024 233 AM

Updated on

Jan 25, 2025 545 AM

Jan 25, 2025 5:50 AM

Jan 15, 2025 1:54 AM

Jan 28, 2025 249 AM

Jan 17, 2025 11:42 PM

Mar 12, 2025 1:16 AM

Jan 25, 2025 S48 AM

Jan B, 2025 842 PM

Feb 27, 2025 1239 AM

Jan 15, 2025 151 AM

Jan 25, 2025 555 AM

Jan 25, 2025 553 AM

Mar 12. 2025 1:16 AM

Jan 25, 2025 5:52 AM

Jan 25, 2025 5:54 AM

Jan 15, 2025 1:49 AM

€0

@0
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@0

@0

0

&0

@0

&0

@0

®0

®0

&0

@0

&0

&0
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Understanding vulnerability assessment

The process involves asset discovery, scanning for vulnerabilities, assessment,

remediation information and fix identified risks.

© O O

Asset discovery Vulnerability & configuration Risk-based

& inventory assessment intelligent prioritization Remediation

Reference from
[ https://www.microsoft.com/zh-tw/security/business/threat-protection/microsoft-defender-
vulnerability-management]
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Understanding vulnerability assessment

And in the most scenarios, remediation and fix processes can't be implemented

easily.

For a Oday vulnerability, it's fixed or mitigated until the patch is released and

installed into the asset. The period of the time will be longer.

In early stage of vulnerability assessment, implementing the LLM model can

decrease the risk which is about the asset is compromised.

Keep the Operation Running
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Vulnerability lifecycle
pipeline




Vulnerability lifecycle pipeline

td i
Zero day attack Follow-on attacks

Window of exposure
- "/

Reference from
[ https://www.researchgate.net/figure/The-attack-timeline-for-zero-day-attacks-12_fig3_323858550]
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Vulnerability lifecycle pipeline

According to the vulnerability lifecycle, it
needs to deploy the patch for approaching
the mitigation stage.

In this period, it needs an auto patch update

process or manual patch update to mitigate
the vulnerability.

Keep the Operation Running
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Vulnerability lifecycle pipeline

It means that the environment is
exposed to the threats for a period.

Before approaching the mitigation
stage, it needs a method or
mechanism to decrease the risk of
threats.

ollow-on attacks
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Automated extraction attack
patterns




Automated extraction of attack vector

Use Al LLM to analysis the vulnerability report and extract the attack patterns and
vectors.

After extracting the attack patterns and vectors, enhancing the knowledgebase of

LLM model will avoid the hallucination.
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Automated extraction of attack vector

AXCVE-2012-6439 Detail
MODIFIED

This CVE record has been updated after NVD enrichment efforts were completed. Enrichment data supplied by the

NVD may require amendment due to these changes.

Vulnerability Characterization

Description

Rockwell Automation EtherNet/IP products; 1756-ENBT, Vulnerability Overview
modules; CompactLogix L32E and L35E controllers; 178¢
adapter; ControlLogix 18 and earlier; CompactLogix 18 ¢ Improper Access Control—Change [P

CompactLogix controllers 19 and earlier; SoftLogix conti , , , ,
. ) ) ) When an affected product receives a valid CIP message from an unauthorized or unintended source tolPort 2222/TCP, |
GuardLogix controllers 20 and earlier; and MicroLogix 11 , : ,
o . IPort 2222/UDP, Port 44818/TCP, or Port 44818/UDP|that changes the product’s configuration and network
(control and communication outage) via M parameters, a DoS condition can occur. This situation could cause loss of availability and a disruption of

communication with other connected devices.

CVE-2012-6439 has been assigned to this vulnerability. A CVSS v2 base score of 8.5 has been assigned; the CVSS vector

string is (AV:N/AC:L/Au:N/C:N/I:P/A:C).

Keep the Operation Running




Automated extraction of attack vector

Under the extraction process, it also can use text analysis and semantic parsing to

let LLM to understand complex relationship of attack vectors.

Similarly, the result also can optimize the knowledgebase and prompt of extraction

process.
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Automated extraction of attack vector

For example, input the 3rd-party vulnerability and threat report to identify attack
detail to extract the relationship of affected vendor, production and vulnerability.

Scribd
https://www.scribd.com » document -

Federal News Network Aﬁ:eCted PrOd UCtS

https://federalnewsnetwork.com » uploads » pdfs = PDF

Internet Security Threat Report

Rockwell Automation ControlLogix CVE-2012-6439 Denial of Service Vul
57435. Rockwell Automation ControlLogix CVE-2012-6440 Replay ...

The following Rockwell products are affected:

All EtherNet/IP products that conform to the CIP and EtherNet/IP specifications,
1756-ENBT, 1756-EWEB, 1768-ENBT, 1768-EWEB communication modules,
CompactLogix L32E and L35E controllers,

1788-ENBT FLEXLogix adapter,

1794-AENTR FLEX I/O EtherNet/IP adapter,

Keep the Operation Running ControlLogix, CompactLogix, GuardLogix, and SoftLogix, Version 18 and prior,
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Vulnerability prevention flowchart

LLM Extracting and Analysis Process

Output Attack
Validation Vector for
and Filtering Vulnerability
Prevention

Data Collection Semantic Analysis
(NVD and 3

Data Attack Vector

. . and Vulnerability
Preprocessing Extraction

Vulnerability data) Correlation
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Vulnerability prevention flowchart

Data collection and preprocessing

Collect raw data from multiple sources for preprocessing to the same format

Data Collection

(NVD and 3+ Data

Preprocessing

Vulnerability data)
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Vulnerability prevention flowchart

Attack vector extraction and analysis
To extract the specific attack vector and pattern from raw data and build the

knowledgebase to enhance the accuracy of Al result.

Semantic Analysis
and Vulnerability

Attack Vector

Extraction .
Correlation
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Vulnerability prevention flowchart

Validation and filtering and output
Prepare the test set to validate and filter the Al result. According to the result, we

optimize the knowledgebase and attack vector extraction process.

Output Attack Vec
tor for Vulnerabili
ty Prevention

Validation

and Filtering
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Benefits of vulnerability
prevention




Benefits of vulnerability prevention

In real-world scenarios, patch of vulnerability often deployed too late to achieve

vulnerability mitigation, already impacting customers' environments.

A vulnerability prevention mechanism can alert customers in the early stage of

vulnerability lifecycle, providing timely intervention opportunities.

By focusing on affected protocols and CVSS, customers can pinpoint critical

weaknesses and prioritize appropriate actions for resolution.
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demonstration




Optimization Process

- BasicCourses professional Courses

Understanding the question Answering the question

Benchmarks
Benchmarks

Prompting
engineering

Review
incorrect
Hyper- ‘_ answers
para meter ‘\
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Optimization Process

Understanding the question Answering the question

Benchmarks

You are an cybersecurity expert.

Based on the description, please determine
if XXX and YYY, highlight the answer.

Benchmarks

If you are not sure, just say unknown.
Response format: <Answer 1> ,<Answer 2>
And provide reason.

N

Review incorrect
\\ \ answers

A

Hyper-
parameter

Keep the Operation Running
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CVE-2012-6441

Question: <CVE Description> and this vulnerability affected on: <CPE:Vendor> <CPE:Product>

Rockwell Automation EtherNet/IP products; 1756-ENBT, 1756-EWEB, 1768-ENBT, and 1768-EWE
B communication modules; CompactLogix L32E and L35E controllers; 1788-ENBT FLEXLogix ada
pter; 1794-AENTR FLEX /O EtherNet/IP adapter; ControlLogix 18 and earlier; CompactLogix 18 a
nd earlier; GuardLogix 18 and earlier; SoftLogix 18 and earlier; CompactLogix controllers 19 and
earlier; SoftLogix controllers 19 and earlier; ControlLogix controllers 20 and earlier; GuardLogix
controllers 20 and earlier; and MicroLogix 1100 and 1400 allow remote attackers to obtain sensi
tive information via a crafted CIP packet. and this vulnerability affected on:

Answer: Server, CIP
Server The description mentions "remote attackers" obtaining sensitive
CIP information through "crafted CIP packets". This indicates the

vulnerability lies within the server-side implementation of the
Common Industrial Protocol (CIP) used for industrial automation
communication. CIP is a Layer 7 protocol operating above TCP/IP.

Keep the Operation Running g txOne
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CVE-2010-2861

Quesetion: <CVE Description> and this vulnerability affected on: <CPE:Vendor> <CPE:Product>

Multiple directory traversal vulnerabilities in the administrator console in Adobe ColdFusion 9.0.
1 and earlier allow remote attackers to read arbitrary files via the locale parameter to (1) CFIDE/
administrator/settings/mappings.cfm, (2) logging/settings.cfm, (3) datasources/index.cfm, (4) j2
eepackaging/editarchive.cfm, and (5) enter.cfm in CFIDE/administrator/. and this vulnerability a

ffected on:
Answer:
Server Server, HTTP
HTTP Reason: The vulnerability description mentions "administrator

console" and file paths like
"CFIDE/administrator/settings/mappings.cfm", indicating a web-
based server-side application. These are typically accessed using
the HTTP protocol, which operates at Layer 7 of the OSI model.

Keep the Operation Running -:% txOne
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CVE-2015-0984 — Incorrect results

Question:

Directory traversal vulnerability in the on Honeywell Excel Web XL1000C50 52 |/0O, XL
1000C100 104 1/0O, XL1000C500 300 I/0, XL1000C1000 600 I/0, XL1000C50U 52 1/0 UUKL, XL10
00C100U 104 1/0 UUKL, XL1000C500U 300 I/O UUKL, and XL1000C1000U 600 I/O UUKL controll
ers before 2.04.01 allows remote attackers to read files under the web root, and consequently o
btain administrative login access, via a crafted pathname. and this vulnerability affected on:

Answer:
Server Server’
Unknown This vulnerability occurs in the FTP server . The description
explicitly states "directory traversal vulnerability in the FTP
server’.

Keep the Operation Running -:g txOne
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Add Protocol information to knowledgebase

Well-known ports e Protocols e

This is a dynamic list and may never be able to satisfy particular standards for completeness. You can help by adding missii The IETF definition document for the application layer in the Internet Protocol Suite is RFC 1123. It provided an initial set of protocols

items with relia that covered the major aspects of the functionality of the early Internet:[6]

e sources

Hypertext documents: Hypertext Transfer Protocol (HTTP)

Remote login to hosts: Telnet, Secure Shell

File transfer: File Transfer Protocol (FTP), Trivial File Transfer Protocol (TFTP)
Electronic mail transport: Simple Mail Transfer Protocal (SMTP)

The port numbers in the range from 0 to 1023 (0 to 210 — 1) are the well-known ports or system ports.[>I They are used by syste
processes that provide widely used types of network services. On Unix-like operating systems, a process must execute with
superuser privileges to be able to bind a network socket to an IP address using one of the well-known ports.[]

Well-known ports [hide]

Networking support: Domain Name System (DNS)

Host initialization: BOOTP

Remote host management: Simple Network Management Protocol (SNMP), Common Management Information Protocol over
TCP (CMOT)

SCTP ¢ | DCCP Description

In programming APIs (not in communication between hosts), requestg

Reserved i
system-allocated (dynamic) portt®!

TCP Port Service Multiplexer (TCPMUX). Historic. Both TCP and UDH
have been assigned to TCPMUX by IANA 2 but by design only TCP §|Examples [edit]
specified.!”]

Yes Assigned

Additional notable application-layer protocols include the following:

Assigned compressnet (Management Utility)!*!

« 9P Plan 9 from Bell Labs distributed file system protocol NNTP, Network News Transfer Protocol

Assigned compressnet (Compression Process)!

Assigned

Yes

Yes
Unofficial

Yes

Yes

Keep the Operation Running

Assigne

Remote Job Entry!® was historically using socket 5 in its old socket f
while MIB PIM has identified it as TCP/51] and IANA has assigned bo
TCPand UDP5toit

Echo Protocoll1%l11]

Discard Protocoll13]
Wake-on-LAN(14]

(15116}

Active Users (systat service)

Daytime Protocoll'7]

AFP, Apple Filing Protocol

APPC, Advanced Program-to-Program Communication
AMQP, Advanced Message Queuing Protocol

Atom Publishing Protocol

BEEP, Block Extensible Exchange Protocol

Bitcoin

BitTorrent

CFDP, Coherent File Distribution Protocol

CoAP, Constrained Application Protocol

DDS. Data Distribution Service

NTCIP, National Transportation Communications for Intelligen
Transportation System Protocol

NTP, Network Time Protocol

OSCAR, AOL Instant Messenger Protocol

POP, Post Office Protocol

PNRP, Peer Name Resolution Protoco

RDP, Remote Desktop Protocol

RELP, Reliable Event Logging Protocol

RFB, Remote Framebuffer Protoco

Rlogin, Remote Login in UNIX Systems




CVE-2015-0984 - Fix by RAG

Question:

Directory traversal vulnerability in the on Honeywell Excel Web XL1000C50 52 |/0O, XL
1000C100 104 1/0O, XL1000C500 300 I/0, XL1000C1000 600 I/0, XL1000C50U 52 1/0 UUKL, XL10
00C100U 104 1/0 UUKL, XL1000C500U 300 I/O UUKL, and XL1000C1000U 600 I/O UUKL controll
ers before 2.04.01 allows remote attackers to read files under the web root, and consequently o
btain administrative login access, via a crafted pathname. and this vulnerability affected on:

Answer:
Server Server, FTP
ETP Unknown The vulnerability is described as affecting the FTP server on

Honeywell Excel Web controllers, indicating a flaw within the
server's service, not the client application. Furthermore, directory
traversal exploits often target file systems accessible via network
protocols like FTP.

Keep the Operation Running -:g txOne
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CVE-2024-32845 — Incorrect results

Question:

An unspecified injection in Ivanti EPM before 2022 SU6, or the 2024 September update
allows a remote authenticated attacker with admin privileges to achieve remote code execution.
and this vulnerability affected on:

Answer:
Server Server, SQL
sqL Reasoning: The description explicitly states "unspecified SQL

Injection," indicating the vulnerability lies within the server-side
database handling of lvanti EPM. SQL injection attacks target
database systems, which are typically part of a server's infrastructure.

Keep the Operation Running -:% tane
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CVE-2024-32845 - Fix by RAG

Question:

An unspecified injection in Ivanti EPM before 2022 SU6, or the 2024 September update
allows a remote authenticated attacker with admin privileges to achieve remote code execution.
and this vulnerability affected on:

Answer: Expert rules.md
** Command injection usually use HTTP Protocol
Server ** SOL injection usually use HTTP Protocol
HTTP Sk Server, HTTP

Reasoning: SQL injection vulnerabilities typically reside on the server-side
as they exploit weaknesses in how a server processes database queries.
Since Ivanti Endpoint Manager is a server-based product, and the
vulnerability description mentions remote code execution (a common
consequence of server-side SQL injection), it's highly probable that the
vulnerability affects the server component.

Furthermore, most management consoles and tools like Ivanti Endpoint
Manager utilize HTTP for communication between clients and the server.

Keep the Operation Running -:% tXQHE
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CVE-2022-25767 — Fix by RAG

Question:
connecting to a malicious database serve
and this vulnerability affected on:
Answer:
Client Server
HTTP

Expert rules.md

**GZeneral Characteristics**
ion of terms:

[l
15 Client-Side.

applications

Keep the Operation Running
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Results

Question RAG Llama3.1-8B Gemma2-9B Gemma2-27B

Target protocol of N/A
the vulnerability

Common Protocol
List + Expert rules

4000 Question Runtime < 60 Minutes

Question RAG Llama3.1-8B Gemma2-9B Gemma2-27B

Target role N/A

(Client | Server) of
the vulnerability

Expert rules
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Hardware/Software Resources

Hardware Details
AMD R7-9700X

NVIDIA RTX4090 24GB

DDRS5 48GB *2
PCIE 4.0 SSD 2TB
1300W (80 PLUS GOLD)

Software Details Knowledge Base Rules
Proxmox VE 8.2.7 Common Protocol List

Docker 27.3.1 Expert Rules

Ollama 0.4.0
LM Gemma2-27B
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