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• Reverse engineering has always been a hard and 
time-consumption work

• Microsoft conducted research using LLMs for 
understanding binary code
• Challenging on how LLMs could help on reversing

• Trying to let LLMs to analyze binary code

• Replace human workers 
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Yi-An Lin, Threat Researcher, PSIRT and Threat Research at TXOne Networks

• Attack techniques and new threats, interpreting the intentions of attacking 
organizations, analyzing threat intelligence and threat hunting

• Interesting in multiple areas of artificial intelligence

• Spoken at BlackHat USA 2024, BlackHat MEA 2024, CODEBLUE, CYBERSEC 
Taiwan, Cloud Summit Taiwan

Jair Chen, Sr. Threat Researcher, PSIRT and Threat Research at TXOne Networks Inc.

• Senior threat researcher of TXOne Networks PSIRT and Threat Research team. He 
specializes in building threat intelligence systems and tracking potential attack 
organizations as well as emerging attack techniques.

• Jair’s research spans the detection and defense against malicious behaviors in 
virtualization environments, on-premises systems, and cloud environments. Jair 
has developed an enterprise-grade APT behavior analysis engine that uncovers 
hidden hacker attacks by correlating suspicious behaviors across multiple 
dimensions.
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Challenges
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Motivation: Suspicious Capabilities != Threat Actions

• Regarding the research by the University of Oxford “99% False 
Positives: A Qualitative Study of SOC Analysts’ Perspectives on Security 
Alarms” in USENIX 2022:

• Over half IT managers will receive more than 100K alerts, but 99% of them are false-
alert generated by the daily employee’s operation

• Only 1% alerts from AV/EDR are real attacking need to be took care. If without enough 
expert knowledge, IT managers are challenged to notice attacks happen.

• In the conclusion of this research, mentioned the interpretation and explainability is 
the key to IT managers to aware those 1% attacks from the large-scale noise alerts

• We consider a perfect malware detection should be able to aware the 
semantics of program motivation by its developers, instead of capture 
suspicious abilities

• Could we make a better interpretation by the results of our detection engine? To build 
a next-generated AI detection for precise awareness on the motivation of any unseen 
binaries

https://www.usenix.org/conference/usenixsecurity22/presentation/alahmadi
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https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-scares-admins-with-emotet-false-positives/

All of these false positives….
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Problems with Modern Detection Engines

• Malware family classification wasn’t accurate for 
detection

• Vendors have different detection labels on same sample

• Different classification method and assessment by different 
vendors, making detection engines give out different 
classification

• Due to the more severe landscape of nowadays warfare, 
attackers implement sophisticate malware with multiple 
malicious tactics

• Even the same binaries might contain multi-complex 
behaviors, but vendors can always detect one of them as 
detection results

• Not probable for single-classify that modern detection 
engines provide; end-users are difficult to GUESS the 
behaviors from single-classify labels
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Pain Point of InfoSec

• Causing confusions

• For network administrators lacking reversing skills

• Hard to accurately assess what kind of threat it poses by reversing 
when facing multiple different tags on a single software. Suffering 
from be fooled by phishing or SPAM mails to run a malware as 
trustable program.

• For example, even a normal IT tool, Process Hacker with Microsoft 
issued signature, still be quarantined by Defender 

Wow…that’s a lot to read
And I still don’t know why this software be flagged as so many malware 
types and can’t understand why these actions are malicious behaviors



Keep the Operation Running

Limitations of Modern Detection Engines

• No details on knowing what exact functions or actions lead to malicious behaviors

• Signature matching

• Can’t indicate the correlation between behaviors or actions that have sequential or correlation 
meaning

• Dynamic analysis

• Can show the sequential between behaviors, but with anti-analysis and time-consumption problems

• Anti-Sandbox technique is mature, the results may miss some critical behaviors

• Reports from EDR/XDR

• Those from EDR/XDR often high-lighted what kind of malicious activities lying under the software 
without explanation
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Limitations of Modern Detection Engines

• Signature matching

• Several bypass techniques, such as changing variables/functions texts, obfuscation etc.

• Can’t indicate the correlation between behaviors or actions that have sequential or correlation 
meaning

https://www.joesandbox.com/analysis/1664397/0/html
Strings of Yara rule
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Limitations of Modern Detection Engines
• Dynamic analysis

• Can show the sequential between behaviors, but with anti-analysis and time-consumption 
problems

• Anti-Sandbox technique is mature, the results may miss some critical behaviors

• Require specific key to run malware, such as LockBit3.0

No time to waste on every sample
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Limitations of Modern Detection Engines

• Reports from EDR/XDR

• Those from EDR/XDR often high-lighted what kind of malicious activities lying under the 
software without explanation

Example of OpenCTI  report
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Background Research
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Research of Building Neural Reversers

• “Binary Code Summarization: Benchmarking ChatGPT/GPT-4 and
Other Large Language Models”

• Research on several LLMs using natural language for 
summarizing binary codes, catching the semantics and propose 
of binary code

• Achieving an average semantic similarity score of 0.474 on 
source code. For decompiled code, a significant performance 
degradation when symbols are stripped from binaries, reducing 
the semantic similarity score from 0.449 to 0.202 (55.0% 
decrease)

• How about building an AI reversing expert to help us!!!

• To solve all the mentioned-pain points

•  Since everything now related to AI

https://arxiv.org/pdf/2312.09601
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Research of Building Neural Reversers

• “Neural Reverse Engineering of Stripped Binaries using Augmented 
Control Flow Graphs”

• Proposed the possibility on using control flow graphs with 
neural network to help naming those procedure names in 
stripped binaries that needs experience on reversing

• Successfully outperforms DIRE and Debin with relative F1 score 
improvements of 28% and 35% 

https://dl.acm.org/doi/pdf/10.1145/3428293
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Motivation Extractor for Unknown Binaries

• Regarding the research “A Behavior Based Malware Detection Scheme 
for Avoiding False Positive”, it defined the statements of high evolved 
variant attack methods still can be categorized into few different 
IMPACT STRATEGIES:

• No matter attack techniques are highly evolved during different phase of vulnerable 
Windows components could be abused, eventually, only few impact methods are 
been introduced on the victim if the attackers successfully gain the code-execution

• Backdoor, worm, virus, ransomware, persistence or device wipers for OT/ICS 

• To archive those impacts, attackers will need to use Windows APIs to interact with 
Windows vulnerable components for manipulations

• Registers, NTFS Files, Privilege Escalation, Terminate AV/EDR, Unhooking, etc.

➢ So, this research build a robust detector to model those different attack 
impacts by the corresponding behaviors as malware template:

• !!! Success detect 60% malware, 
but WITH ZERO false-positive (FP) !!!

https://ieeexplore.ieee.org/document/5634444
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Case Study
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Behavior 1 – Delete Volume Shadow Copy

• Delete all volume shadow copies on a Windows system by vssadmin.exe

• “Adversaries may disable or delete system recovery features to augment the effects of Data Destruction and Data 
Encrypted for Impact. Furthermore, adversaries may disable recovery notifications, then corrupt backups.”

https://attack.mitre.org/techniques/T1490/
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Behavior 2 – Enumerate Disks/Files on Windows

• Enumerate disk volumes

• FindFirstVolumeW

• FindNextVolumeW – In a loop

• FindVolumeClose

•  Get disk information

• GetVolumePathNameForVolumeNameW

• GetVolumeInformation

• Enumerate files on Windows

• FindFirstFileEx

• FindNextFile – In a loop

• FindClose

• System Information Discovery [T1082]
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Behavior 3 – Encrypt Data Using ChaCha20

• ChaCha20's initial state consists of 16 
32-bit integers
• Constant, key, counter, nonce

• The constant is derived from the ASCII 
string expand 32-byte k

• Data Encrypted for Impact [T1486] 
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Ransomware: Black Basta
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Encrypt data using ChaCha20
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Ransomware: Black Basta

• Samples: 7883f01096db9bcf090c2317749b6873036c27ba92451b212b8645770e1f0b8a
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Behavior 1 – Enumerate Processes

• Enumerate Process

• CreateToolhelp32Snapshot

• TH32CS_SNAPPROCESS

• Process32First

• Process32Next

• _wcsicmp: Find the target victim

• System Information Discovery [T1082]

• Enumerate the running processes on 
the machine to know of potential 
target processes that can be infected.
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Behavior 2 – Acquire and Modify Privileges

• Access Token Manipulation [T1134]

• Adversary may use this technique to escalate privileges, bypass security controls, or impersonate other users by altering or 
creating security tokens. These tokens are used by the OS to manage and verify user permissions and access rights.
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Behavior 3 – User/System Data Collection

Clipboard data read

Screen Capture

Log Keystrokes

Connect to HTTP Server
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InfoStealer: Redline
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InfoStealer: Redline

• Researchers have uncovered a new wave of data-stealing malware attacks involving RedLine. The 
perpetrators claim to offer the game cheating software Cheat Lab, and under the guise of 
upgrading to a full version of the program, they urge users to “share” it with their friends.

• Samples: f169b87df9bdf1534a1fbc75038ab9b1c6ea0c2b812bffb17291af18cfc5ac20

https://info.spamhaus.com/hubfs/Botnet%20Reports/Jul-Dec%202024%20Botnet%20Threat%20Update.pdf
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Train Your Own LLM into 
Neural-Experts
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Threat Taxonomy Database

Phishing

Spyware

Adware

Virus

Exploits

Ransomware

Rootkits

Trojans

Worms

Coin Miners

https://www.microsoft.com/en-gb/security/business/security-101/what-is-malware
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Sample: 17e5972691b110e38ce710ae4d13c4123264e36ef5324305c9a5cc8a431afdf2

Be categorized as Trojan & Downloader by VirusTotal

After our Explainable AI expert, it provides more 
aspects on the sample also possess Backdoor & 
Worm’s behaviors, also pointing out the address 
of the malicious behaviors and explanations
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Conclusion
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Takeaways

• The SOC team receives a high volume of malicious attack reports every day, and 
Threat Experts spend a significant amount of time analyzing these samples.

• LLMs have limitations when it comes to interpreting assembly code and 
pseudo–C code.

• We propose a new approach: by simulating the Threat Expert workflow, we have 
developed an LLM–based model suite to assist in malware analysis and 
classification.
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