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Reverse engineering has always been a hard and
time-consumption work

Microsoft conducted research using LLMs for
understanding binary code

Challenging on how LLMs could help on reversing

Keep the Operation Running

Binary code summarization, while invaluable for understanding

code semantics, is challenging due to its labor-intensive nature. This
study delves into the potential of large language models (LLMs) for
binary code comprehension. To this end, we present BINSUM, a com-
prehensive benchmark and dataset of over 557K binary functions
and introduce a novel method for prompt synthesis and optimiza-

tion. To more accurately gauge LLM performance, we also propose
a new semantic similarity metric that surpasses traditional exact-
match approaches. Our extensive evaluation of prominent LLMs,
including ChatGPT, GPT-4, Llama 2, and Code Llama, reveals 10
pivotal insights. This evaluation generates 4 billion inference to-
kens, incurred a total expense of 11,418 US dollars and 873 NVIDIA
A100 GPU hours. Our findings highlight both the transformative
potential of LLMs in this field and the challenges yet to be overcome.




Yi-An Lin, Threat Researcher, PSIRT and Threat Research at TXOne Networks

Attack techniques and new threats, interpreting the intentions of attacking
organizations, analyzing threat intelligence and threat hunting

Interesting in multiple areas of artificial intelligence

Spoken at BlackHat USA 2024, BlackHat MEA 2024, CODEBLUE, CYBERSEC ‘
Taiwan, Cloud Summit Taiwan .

Jair Chen, Sr. Threat Researcher, PSIRT and Threat Research at TXOne Networks Inc.

> ) Senior threat researcher of TXOne Networks PSIRT and Threat Research team. He
t)ZOn specializes in building threat intelligence systems and tracking potential attack
organizations as well as emerging attack techniques.

networks

Jair’s research spans the detection and defense against malicious behaviors in
virtualization environments, on-premises systems, and cloud environments. Jair
has developed an enterprise-grade APT behavior analysis engine that uncovers
hidden hacker attacks by correlating suspicious behaviors across multiple

Keep the Operation Running d Imensions. -:I% txOne



Outline

1 Challenges

Introduce about the challenges of modern
detection engines

4 Train Your Own LLM

Our method on solving the pain point using
disassembler combined with detection engine data

2 Background Research to train a neural expert

Some background research about how

we want to solve the challenges
5 Takeaways

3 Case Study

Significant cases after using our method
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Motivation: Suspicious Capabilities = Threat Actions

99% False Positives:

Rega rding the research by the Unive rSity of Oxford “99% False A Qualitative Study of SOC Analysts’ Perspectives on Security Alarms
Positives: A Qualitative Study of SOC Analysts’ Perspectives on Security T o .
ushra A. Alahmadi oulse Axon van Martinovic

A Iarms” in USENIX 2022: University of Oxford University of Oxford University of Oxford

Over half IT managers will receive more than 100K alerts, but 99% of them are false-

alert generated by the daily employee’s operation Abstract

In this work, we focus or
Only 1% alerts from AV/EDR are real attacking need to be took care. If without enough  [hatieew : ‘
eXpert knOWIedge, IT managers are Cha”engEd tO nOtICG attaCkS ha ppen. :‘fr’\(.”]:‘ut1t1n11m~(n=2() . : k \, ; The malware Auscd i 's breach was far from

ioh FP rates of the tools used. requiring sophisticated. Nevertheless, it was able to bypass a

In the conclusion of this research, mentioned the interpretation and explainability is

the key to IT managers to aware those 1% attacks from the large-scale noise alerts understand the reason behind an alarm. €5 remarked:

“Sometimes it’s a generic filter, you have a one-sentence
We consider a perfect malware detection should be able to aware the R e T IR CERV e/ T2 01 T R Y7 A T [V

semantics of program motivation by its developers, instead of capture R I T RUR R Uy 2 20
suspicious abilities etary enclosed information.”

Such a lack of clear description of the reasoning be-
hind an alarm forces analysts to spend time evaluating
its validity, reducing their productivity. Moreover, the
lack of explainability causes alarm desensitization. As
C5 explained, analysts lose their “trust” in the validity
of the alarm: “So that’s one issue of traditional IPS/IDS,

Could we make a better interpretation by the results of our detection engine? To build
a next-generated Al detection for precise awareness on the motivation of any unseen
binaries

https://www.usenix.org/conference/usenixsecurity22/presentation/alahmadi
Keep the Operation Running _:'% txone
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https://www.bleepingcomputer.com/news/microsoft/microsoft-defender-scares-admins-with-emotet-false-positives/

Home News Microsoft

Microsoft Defender scares admins with Emotet false positives

Microsoft Defender scares admins with Emotet false positives

By Sergiu Gatlan

Windows Security

Threat blocked
11/30/

PowEmotet.SB

A threat or app was removed from this device.

Date: 11/30/2021 5:37 PM

Severe

Threat quarantined
8/13/2024 8:53 AM

r‘ Threat found - action needed.
\-E? 2024 8:38 PM

Severe ™

Details: This program is dangerous and executes comm.
attacker.

All of these false positives....fEs

Quarantined files are in a restricted area where they can’t harm your device. They

Affected items:

Learn more

Keep the Operation Running

327854277011264

will be removed automatically.

Date: 8/13/2024 8:53 AM
Details: This program is dangerous and executes commands from an attacker.

Affected items:

file: C\Users\mfarm\AppData\RoamingiMicrosoft\Windows\Start Menu
YProgramshStartuphOllama.ink

process: pid:2716,Process5tart133680307863599269

startup: C:\Users\mfarm\AppData\Roaming\MicrosoftyWindows\Start Menu
YProgramsiOllama.lnk

startup: C\Users\mfarm\AppData\Roaming\Microsoft\Windows\Start Menu
YProgramsyOllamayOllama Ink

startup: C\Users\mfarm\AppData\Roaming\Microsoft\Windows\Start Menu
\ProgramshStartupiOllama.ink

Detected: Trojan:Win32/Wacatac.B!ml

Status: Quarantined

Quarantined files are in a restricted area where they can't harm your device. They
will be removed automatically.

Date: 19/02/2024 19:09
Details: This program is dangerous and executes commands from an attacker.

Affected items:

file: 2 j.wvscode\extensions\golang.go-0.41.0\bin\vscgo.exe

Actions

g txune
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Problems with Modern Detection Engines

64 () 64/71 security vendors flagged this file as malicious
/71
' 57d127f172837d28ac39f780014336885d70c52c55579e64332aa6ca254fca0l

_ . AhnLab-V3 (D Trojan/Win32.Ruftar.R30190
Vendors have different detection labels on same sample
AlYac @ Gen:Variant.Fugrafa.2527
Different classification method and assessment by different
vendors, making detection engines give out different Arcabit ) T
classification AVG () Win32:PWSX-gen [Trj]
Due to the more severe landscape of nowadays warfare, Baidu (D Win32Trojan-Dropper.Delf.as
attackers implement sophisticate malware with multiple OetendorThom O ApackersiovBsE0nr
malicious tactics
ClamAv @ Win.Trojan.Injector-6297685-1
Even the same binaries might contain multi-complex
behaviors, but vendors can always detect one of them as Cybereason O Malicious be1se2
detection I’eSU|tS Cynet @ Malicious (score: 100)

Not probable for single-classify that modern detection
engines provide; end-users are difficult to GUESS the
behaviors from single-classify labels

Keep the Operation Running

Deeplnstinct

Elastic

ESET-NOD32

GData

Gridinsoft (no cloud)

(D MaLicious

@ Malicious (high Confidence)
@ Win32/TrojanDropper.Delf.OEF
@ Gen:Variant.Fugrafa.2527

@ Backdoor.Win32.Gen.zv!s1



Pain Point of InfoSec (@)

L)
Q
MITRE ATT&CK Tactics and Techniques Open in MITRE ATT&CK Navigator ~ Registry Keys Set bu
. k
[ TA0002 “
i :,xec:: " + ((E&% HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Microsoft\Windows\CurrentVersion\Run\Window Update P"
ersistence | 140003 b
w REEEREE + & HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run\Window Update b:
+ Defense Evasion = TA0005 >
+ CredentialAccess (D rs | n 2 + @ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run\Window Update -
+ Discovery QNS | HKEY_USERS\S-1-5-21-4270068108-2931534202-3907561125-
+ Collection 740005 isfile as 1001\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe\OpenWithProgids\exefile
+ Command and Control TA0011

Malware Behavior Catalog Tree

+
o
o
an
+

3aa290e2472a822755949e6b326a9a35

stk QO Wow...that’s a lot to read

Anti-Static Analys

e ANd | still don’t know why this software be flagged as so many malware
types and can’t understand why these actions are malicious behaviors

Discovery = OBO0OT

g 8% C:\ProgramData\Update\wuauclt.exe

Alert level: Severe

%# C:\ProgramData\Update Chmtenme Musmenn tinnd
s# C:\Users\user\AppData\Local\Microsoft\Windows\Caches Files Opened
a# \Device\ConDrv\\Connect
Shell Commands & C:\ProgramData\Update an
Files Deleted ¥ "C:\ProgramData\Update\wuauclt.exe" /run ®&# C:\ProgramData\Update\wuauclt.exe
C\Users\<USER>\Desktop\software.exe "C:\windows\system32\cmd.exe" /c del /q "C:\Users\<USER>\Desktop\software.exe" >> NUL C:\Users\<U SER:»\Desktop

i 9%SAMPLEPATH96\036f2a9d0665adcTi5dd11 C:\Windows\System32\cmd.exe /c del /q "C:\Users\<USER>\Desktop\software.exe" >> NUL

C:\Windows\system32\SecurityHealthService.exe C:\Users\<USER>\Desktop\software.exe

Files Dropped "4 "%SAMPLEPATH%)\036faa9d0665adc7f5dd11ae804eb4ad0.exe" & %WINDIR%\system32\cmd.exe
P4 "C:\windows\system32\cmd.exe" /c del /q "%SAMPLEPATH%\036faa9d0665adc7f5dd11ae8(
+ wuauclt.exe 17 C:\Program Data\
Wi C:\ProgramData\Update ®&# C:\ProgramData\Update\
Fas# C:\ProgramData\Update\wuauclt.exe P C'\USE rs\

Keep the Operation Running -:g wone
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Limitations of Modern Detection Engines

Signature matching

Can’t indicate the correlation between behaviors or actions that have sequential or correlation
meaning

Dynamic analysis
Can show the sequential between behaviors, but with anti-analysis and time-consumption problems
Anti-Sandbox technique is mature, the results may miss some critical behaviors

Reports from EDR/XDR

Those from EDR/XDR often high-lighted what kind of malicious activities lying under the software
without explanation

Keep the Operation Running -:'% tKOnE
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Limitations of Modern Detection Engines

Signature matching
Several bypass techniques, such as changing variables/functions texts, obfuscation etc.

Keep the Operation Run

Can’t indicate the correlation between behaviors or actions that have sequential or correlation

meaning

7798:8pt: INTERNAL_SYSCALL _ERRNO (e
UTEX_ERRORCHECK_NP && kind I= PTHREA| UTEX_RECURSIVE_NP)
0xb7894:$s2: MUTEX_TYPE (mutex PTHREAD MUTEX ERRORCHECK _

: TLS generation counter wrapped! Please report as de:
t/ubuntu/+source/glibe/+bugs>
5: type == PTHREAD_MUTEX_ERRORCHECK_NP
:$s6: int_no <= (uintmax_t) (exponent < 0 ? (INTMAX_MAX - bits + 1)/ 4 : (INTMAX_
onent - bits + 1)/ 4)
%d on netlink de: ptor %d (address family %d)
i _mutex_unlo

no > int_no && exponent 0 && exponen NIN_10_EXP - (DIG +
0xb7ba0:$s11: previous_prio == -1 || (previous_prio >= fifo_min_prio && previous_prio <= fifo
_max_prio)

criptor %d (address family %
consider re-linking

ffset not properly aligned
0xb9174:8s18: lvictim || chunk_is_mmapped (mem2chunk (victim)) || ar_pt arena_for_ch
unk (memz2c
0xb91
unk (victim))
pthread_mutex_lock_full

https://www.joesandbox.com/analysis/1664397/0/html

$string® =

$stringl NU2pWQ XhPSFI2TTNCVGVEUXpSR3huYml
$string2 weDh FkaWFtT1lhZbD1mV2tGa@

$string3d =

sVTVNMEpNWDN
75el7ZGUmSGR1IFVTBLVHQBUWXKQ1dr WEJSWkhSdVBtdGSXVIWd6TVVGSGFFeDVTML UlFscE10"

$stringll =
$string
$string

$stringld =

"

";while(hdnR9eo3

JIVSkpPRUIrUIVIWRVQuQ1Na E5GbDBRVFZ5UFFnMk9HV1dOWGhMYUdFelRTZG5NMWQz "
FdYeGtOamhFV1 XBpUU 11gTXplt dSN1F6aE1Sek] cd eEtN"

psYWIsWkRNVGhOVehZNFZVYzBXWFI2Tm5CVmFEULpWVmhDT@ZWVeS5YaDBRa1ZTL

DBWaUSubzJjR1kzViFsbFgwVmlUR1puYnpCUESHNTBhRFpaVE
TIRV3hZTVROS 1pEWTRVM294V1VSUFFFdFdZalEBW1VjeGNs SmtObmhBYURVY

eD3L31Q.length){eMImGB"

Strings of Yara rule




Limitations of Modern Detection Engines

Dynamic analysis

Can show the sequential between behaviors, but with anti-analysis and time-consumption
problems

Anti-Sandbox technique is mature, the results may miss some critical behaviors

Require specific key to run malware, such as LockBit3.0

L (e s e or) B B RS 1 18 Eal CHASCEE SR Lo After the first publication,|“access token” of Lockbit 3.0 Ransomwaref has been shared with the
public to help Malware Analysts

wting From Hard Dick a Arda Bﬁyﬁkkaya
@WhichbufferArda

I adli kisiye yan

{04830965-76E6-6A9A-8EE1-6AF7499C1D08}.exe -k
LocalServiceNetworkRestricted -pass
db66023ab2abcbh9957fb01ed50cdfaba

No time to waste on every sample S

i1l Tweet istatistiklerini gorunttle

p 0:00/2:01 o , i
https://twitter.com/WhichbufferArda/status/1543669679637553158

-
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Limitations of Modern Detection Engines

Reports from EDR/XDR

Those from EDR/XDR often high-lighted what kind of malicious activities lying under the
software without explanation

28 | ATTACKPATTE.. | [T1505.003] Web Shell
ENTITY DETAILS
e ) ¥ [ ATTACK PATTE... | [T1059.004] Unix Shell
Description v Oe SRS -
Mandiant discovered China-nexus espionage group UNC3886 @ T INTRUSIONSET | UNC3886
deploying custom backdoors on Juniper Networks' Junos 0OS 905b18d5df58ddB16 -
routers in mid-2024. The actor used TINYSHELL-based .
. . dl . . . TINYSHELL
backdoors with various capabilities, including active and passive 3751997cicb038e6b6%8 g4 _
functions and log disabling. UNC3886 demonstrated advanced 2 ;
system knowledge, bypassing Junos OS security measures and 129126109 9951997ciging B SECTOR ) Telecommunications
injecting malicious code into legitimate... ' \
i 5 ( SECTOR J Technology
Report types
THREAT-REPORT p 74 | ATTACK PATTE.. | [T1082] T1082
o | ATTACK PATTE... | 1078] T1078
Publication date & | ATTACK PATTE... | - !
. 71710277,
April 11, 2025 at 11:42:11 PM sessazTasAddeeibem , \
p 7 | ATTACK PATTE... | [T1027] T2027
116.88.34.184 55
CVE-2022¢4432875-21599952aff5a047565c0dT7.... | ATTACK PATTE... | [T1021.004] SSH
O L J

Keep the Operation Running =
Example of OpenCTI report =) txOne
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Research of Building Neural Reversers

https://arxiv.org/pdf/2312.09601

“Bina ry Code Summarization: Benchma rking ChatG PT/G PT-4 and Binary Code Summarization: Benchmarking ChatGPT/GPT-4 and
Other Large Language Models

Other Large Language Models”
Research on several LLMs using natural language for
summarizing binary codes, catching the semantics and propose e T
of binary code ABSTRACT

For decompiled code, a significant performance
degradation when symbols are stripped from binaries, reducing
the semantic similarity score from 0.449 to 0.202 (55.0%

decrease)

How about building an Al reversing expert to help us!!!
To solve all the mentioned-pain points

" " N,

Keep the Operation Running -:'g tKOnE
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Research of Building Neural Reversers

https://dl.acm.org/doi/pdf/10.1145/3428293

“Neural Reverse Engineering of Stripped Binaries using Augmented Neural Reverse Engineering of Stripped Binaries
using Augmented Control Flow Graphs

Control Flow Graphs”

o o] . . YANIV DAVID, Technion, Israel
Proposed the possibility on using with URI ALON, Techion, stacl
We address the problem of reverse engineering of stripped executables, which contain no debug information.

o 0 ERAN YAHAV, Technion, Israel
neural network to help naming those procedure names in
stripped binaries that needs experience on reversing b s ol e et e I sripped

We present a novel approach for predicting procedure names in stripped executables. Our approach combines
static analysis with neural models. The main idea is to use static analysis to obtain augmented representations

S u Cce S Sfu I Iy O u t p e rfo r m S D I R E a n d D e bi n Wit h re I a tive F 1 S CO re of call sites; encode the structure of these call sites using the control-flow graph (CFG) and finally, generate a

target name while attending to these call sites. We use our representation to drive graph-based, LSTM-based

i m p rove m e nts Of 2 8% a n d 3 5 % and Transformer-based architectures.

: mov rsi, rdi

Control Flow Graph Pointer Aware Slicing a Reconstructed Call Site Augmented Call Sites Graph

1‘11} —
1 [-F. o (... g sacket(?_,l,a)
I . ; > 4
setsockopt(RET,9,10,5TK,4)

1: call socket
[rbp-58h]

: mov rdi, rax "
| call socket

call printf

call close

: call connect

: mov edx, eax - call socket

call printf

=T, B UCR SR

: mov rax, [rbp-4h] el
call close

[rbp-58h] : call connect
call printf
2: call setsocketopt

: MoV rax
10: mov 18,
11: mov rdx, 10

call printf

12: mov esi, 0
13: lea rex, [rbp-88h]
14: call setsockopt

printf (GLOBAL,...)

(a)
Keep the Operation Running % tXOnE
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Motivation Extractor for Unknown Binaries

A Behavior Based Malware Detection Scheme for
Avoiding False Positive

Regarding the research “A Behavior Based Malware Detection Scheme
for Avoiding False Positive”, it defined the statements of high evolved
variant attack methods still can be categorized into few different
IMPACT STRATEGIES:

No matter attack techniques are highly evolved during different phase of vulnerable
Windows components could be abused, eventually, only few impact methods are
been introduced on the victim if the attackers successfully gain the code-execution

Backdoor, worm, virus, ransomware, persistence or device wipers for OT/ICS

To archive those impacts, attackers will need to use Windows APIs to interact with
Windows vulnerable components for manipulations

Registers, NTFS Files, Privilege Escalation, Terminate AV/EDR, Unhooking, etc.

So, this research build a robust detector to model those different attack
impacts by the corresponding behaviors as malware template:

Il Success detect 60% malware,
but WITH ZERO false-positive (FP) !!!

Keep the Operation Running

Yoshiro Fukushima'®, Akihiro Sakaif, Yoshiaki Hori'?, and Kouichi Sakurai'*
fGraduate School of Information Science and Electrical Engineering, Kyushu University,
744 Motoka, Nishi-ku, Fukuoka 819-0395, Japan
Hnstitute of Systems and Information Technologies and Nanotechnologies,

2-1-22 Momochi-hama, Sawara-ku, Fukuoka 814-0001, Japan
Email: {yfukushima, sakai}@itslab.csce kyushu-u.ac.jp , {hori, sakurai} @inf kyushu-u.ac.jp

Decision

Following, focus on
. Creation of files to the files created to
particular folders particular folders
______________ Extend criteria of execution
A Y

- System

- Windows 1
- Temporary 1 YES
. Registration to Run Registration or Deletion of
registry or Start-up uninstallation information

Normal Program

https://ieeexplore.ieee.org/document/5634444

particular folders . \
* 1
1

g txOne
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Case Study




Behavior 1 — Delete Volume Shadow Copy

MITRE | ATT&CK Matrices ~  Tactics -
> Inhibit System Recovery

Inhibit System Recovery

Adversaries may delete or remove built-in data and turn off services designed to aid in the recovery of a corrupted sy
recovery.Ill2l This may deny access to available backups and recovery options.

Operating systems may contain features that can help fix corrupted systems, such as a backup catalog, volume shad
automatic repair features. Adversaries may disable or delete system recovery features to augment the effects of Dat;

and Data Encrypted for Impact (2] Furthermore, adversaries may disable recovery notifications, then corrupt backup

A number of native Windows utilities have been used by adversaries to disable or delete system recovery features:

Techniques ~

.text:
.text:
1 @840D6EC
.text:
.text:
.text:
.text:
.text:
text:

.text

©040D6E1
2040D6E7

00840D6F2
0040D6F7
2040D6FC
22400701
204080706
2e40D76D

* vyssadmin.exe can be used to delete all volume shadow copies on a system | vssadmin.exe delete shadows /all /quiet

Windoy anagement Instrumentation can be used to delete volume shadow copies - wmic shadowcopy delete

wbadmin.exe can be used to delete the Windows Backup Catalog - wbadmin.exe delete catalog -quiet

bededit.exe can be used to disable automatic Windows recovery features by modifying boot configuration data -

bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no

REAgentC.exe can be used to disable Windows Recovery Environment (WinRE) repair/recovery options of an infected system

diskshadow.exe can be used to delete all volume shadow copies on a system - diskshadow delete shadows all 4[5]

Delete all volume shadow copies on a Windows system by vssadmin.exe

“Adversaries may disable or delete system recovery features to augment the effects of Data Destruction and Data
Encrypted for Impact. Furthermore, adversaries may disable recovery notifications, then corrupt backups.”

https://attack.mitre.org/techniques/T1490/

align 4
aCWindowsSysnat db 'C:

alj
aCWindowsSystem db |’

g txOne
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Behavior 2 - Enumerate Disks/Files on Windows

20400033 h ; cchBufferLength
8@40D03D
©040D03E

oesovods cal Enumerate disk volumes

cd ptr [eaxsenss FindFirstVolumeW
FindNextVolumeW —In a loop
FindVolumeClose

turnLength

th

Get disk information
GetVolumePathNameForVolumeNameW

GetVolumelnformation

Enumerate files on Windows
FindFirstFileEx
FindNextFile — In a loop
FindClose

loc_4@D214

System Information Discovery [T1082]

umeName

Keep the Operation Running

g txOne
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Behavior 3 - Encrypt Data Using ChaCha20

Keep the Operation Running

Input Words

1l|:2|:31| =16

Plaintext
1!/ |n|-:

ChaCha20's initial state consists of 16
32-bit integers
Constant, key, counter, nonce

The constant is derived from the ASCII
string expand 32-byte k

Data Encrypted for Impact [T1486]

Output Words

CCCC

1(-:|n|:-|16
Ciphertext

2 RxOne



Ransomware: B

Incoming

[ Disassembler

malware

S
\

ack Basta

Code Blocks

.

Behaviors

[ Detection Engine ]

Delete volume shadow copies

I:E:I Enumerate disk volumes

E['IZI Enumerate files on Windows

E[ll:l Encrypt data using ChaCha20

Keep the Operation Running

Control Flow
Graph

Ransomware

2

tExOne
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Ransomware: Black Basta

Samples: 7883f01096db9bcf090c2317749b6873036c27ba92451b212b8645770e1f0b8a

Meozilla
,,,,,,,,,,,,,,

ooooooooo
...............

e Your network is encrypted by
"""""""""""" the Black Basta group.
vvvvvvv Instructions in the file
® readme.txt

personalbl... -
telecommunica tions service: S.

SITE: www.btci.com | www.btconferencing.com

eeeeeeee it ALL DATA SIZE: =500gb
1. Finacial data

. 2. Organisation data
I d

3. Users data and personal docs

eeeeee

4. NDA's, Confidential data
& etc...

2R Search the web and Windows i = ﬂ [ W . A Tl B0 355005
Keep the Operation Running -"% txOnE
e nebworks



Behavior 1 — Enumerate Processes

Keep the Operation Running

.text:8043701F
.text:00437025
.text:80437026
.text:00437027
.text:0043702E
.text:0043702F
.text:00437036
.text:00437037
.text:00437039
.text:00437015
.text:00437043

sub
push
push
mov
push
mov
push
push

.text:00437056

.text:08437059
.text:0043705E
.text:00437061
.text:00437064
.text:08437066

mov
jnz

» [esp+848h+String2]

rocessID

| &

~—EDLINE

INFOSTEALER

Enumerate Process
CreateToolhelp32Snapshot
TH32CS_SNAPPROCESS
Process32First
Process32Next

_wcsicmp: Find the target victim

System Information Discovery [T1082]

Enumerate the running processes on
the machine to know of potential
target processes that can be infected.

g txOne
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~—EDLINE

INFOSTEALER

Behavior 2 — Acquire and Modify Privileges

Resource Owner SID
Group SID

SACL

DACL Seonby
Reference Monitor

Security Descriptor Se* API

.text:8046456C
.text:0846450C loc_46450C:
.text:0046450C lea eax, [esp+4e

ush
.text:00464518 mov
.text:00464520 mov
.text:00464528 call
.text:8046452E mov
.text:00464534 lea
.text:80464538 push
.text:00464539 mov
.text:0046453D lea
.text:80464541 push
.text:80464542 push
.text:00464544 lea
.text:00464548 push
.text:008464549 push
.text:80464548 push

System Call Kernel and
Handlers Driver Code

.text:80464558 jz loc_46462E

Access Token Manipulation [T1134]

Adversary may use this technique to escalate privileges, bypass security controls, or impersonate other users by altering or
creating security tokens. These tokens are used by the OS to manage and verify user permissions and access rights.

Keep the Operation Running -:'% txOnE
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Behavior 3 — User/System Data Collection

g Clipboard data read
=2

~—EDLINE

INFOSTEALER

1008434573
«t:00434576
20434579 s
20434578
:8843457C s
1@043457E S 2 3 hund
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InfoStealer: Redline
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InfoStealer: Redline

Researchers have uncovered a new wave of data-stealing malware attacks involving RedLine. The
perpetrators claim to offer the game cheating software Cheat Lab, and under the guise of
upgrading to a full version of the program, they urge users to “share” it with their friends.

Samples: f169b87df9bdf1534al1fbc75038ab9blc6ealc2b812bffb17291af18cfc5ac20

Malware families associated with botnet C&Cs

Rank Jan-Jun Jun-Dec % Change Malware Family Description
2024 2024

Strike

{ Cheat Lab Setup

Welcome to the Cheat Lab Setup Wizard

The Setup Wizard will install Cheat Lab on your computer.

Mirai
DCRat

RedLineStealer

Click "Install” to continue.

https://info.spamhaus.com/hubfs/Botnet%20Reports/Jul-Dec%202024%20Botnet%20Threat%20Update.pdf % txOne
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Threat Taxonomy Database
[ Phishing ]7 { Ransomware ]

[ Spyware ]7 4[ Rootkits ]

[ Adware ]— —[ Trojans ]

\—

[ Virus

https://www.microsoft.com/en-gb/security/business/security-101/what-is-malware g txOne
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Malicious Behavior Found: Backdoor

Malicious behavior of type backdoor was found in the function 0x4015¢c0, and its locations are marked on DarkFlow Graph.
The assembly code for this function is listed below.

» ShowfHide Assembly Code of Function

'analyzing ...'

¥
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Samp l€: 17e5972691b110e38ce710ae4d13c4123264¢36ef5324305¢9a5cc8a431afdf2

@ 64/70 security vendors flagged this file as malicious
/70 17e5972691b110e38ce710ae4d13c4123264e36ef5324305c9a5cc8a431afdf2

/data/home/rroschaliu/Workspace/Datasets/sandbox_2024_2_23-14_38_52_upx_decompress

Farmmiinibg

Popular threat label () trojan.upatre/jreo Threat categories trojan  downloader Family labels wupatre  jreo  waski
Acronis (Static ML) @ Suspicious AhnLab-V3 @ Trojan/Win32.Upatre.R124150
Alibaba @ TrojanDownloader:Win32/Upatre.2fdd4... AlYac @ Trojan.Downloader.JREO
Antiy-AVL @ Trojan[Downloader]/Win32.Upatre Arcabit @ Trojan.Downloader.JREO
Avast @ Win32:Downloader-WIH [Trj] AVG @ Win32:Downloader-WIH [Trj]

Be categorized as Trojan & Downloader by VirusTotal

After our Explainable Al expert, it provides more
aspects on the sample also possess Backdoor &
Worm’s behaviors, also pointing out the address
of the malicious behaviors and explanations

Keep the Operation Running

neural_expert_detection('samples', '17e5972691b110e38ce710ae4d13c4123264e36ef5324305c9a5¢cc8ad31afdf2")
2 17.8s

Neural-Experts find malicious behavior in the given program. The results are illustrated as follows.

Malicious Behavior Found: Backdoor

Malicious behavior of type backdoor was found in the function 0x4015¢c0, and its locations are marked on DarkFlow Graph.
The assembly code for this function is listed below.

» Show/Hide Assembly Code of Function

Based on the provided information about the malicious software, I'll describe one potential impact and a corresponding mitigation.

Potential Impact:

One important potential impact of this backdoor malware is unauthorized access to sensitive user interactions. The "host-interaction/guif
widgets on the victim's system, potentially stealing sensitive information such as login credentials or credit card numbers. Additionally, th
obscure legitimate system messages or warnings, making it difficult for users to detect its presence.

Mitigation:

To mitigate this risk, | recommend implementing a behavioral analysis and response system on the affected system. This system would

leninh ae thaca ralatad ta QLI maninnlatian) in raal_tima Whan anamalaiie hahaviar ic datantad tha cuctam wanld tricmar an alart and ant

Malicious Behavior Found: Worm

Malicious behavior of type worm was found in the function 0x4014ee, and its locations are marked on DarkFlow Graph.
The assembly code for this function is listed below.

» Show/Hide Assembly Code of Function

Based on the information provided:

Important Potential Impact: One significant impact of a worm malware with these suspicious behaviors is Lateral Mover
existing credentials, allowing it to quickly move from system to system without being detected. This behavior makes it cha

Mitigation: To mitigate this risk, consider implementing a Network Segmentation strategy, where sensitive data and cri
access points and strict controls on communication between them. This makes it more difficult for the worm to spread an¢
manageable.
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¥ vivipynb e test.html

¥ vivipynb > ® neural_expert_detection('samples’, '17e5972691b110e38ce710aed4d13¢c4123264e36ef5324305c9abcc8ad31afdf2')
+ Code -+ Markdown | [> RunAll 'O Restart == Clear All Outputs | [ Variables = Outline

DarkFlow Graph
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host-interaction/gui/window/find - find graphical window

0.\(40154’:@‘\ 0x401 5@

0x40150b [3]

0x4015fc [5]

0x401521 [5]

Y

.

0x40167f [22 @5:7 3]
Y

0x4016a5 [1] @4015% [41]

4

|
v .

Spaces: 4

LF

o
&

£l Python 3.9.6

Cell 2 of 2



Conclusion




IELGENENS

The SOC team receives a high volume of malicious attack reports every day, and
Threat Experts spend a significant amount of time analyzing these samples.

LLMs have limitations when it comes to interpreting assembly code and
pseudo—C code.

We propose a new approach: by simulating the Threat Expert workflow, we have

developed an LLM-based model suite to assist in malware analysis and
classification.
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