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During period of 2013-2024 Kaspersky products participated in 1022 independent tests and reviews.
Our products were awarded 771 firsts and achieved 871 top-three finishes.
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Number of 1st places

Kaspersky 771 '
Bitdefender 497
Avast 328
ESET 304
Trend Micro 254
Avira 251
Broadcom(Symantec) 240
AVG 216
McAfee 193
G Data 185
Sophos 159
Microsoft 155
F-Secure 136
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Advanced Endpoint Protection:
Ransomware Protection test

The test was commissioned by Kaspersky and conducted by AV-TEST GmbH.
All rights to the test results and the report belong to Kaspersky.
Date of report: September 30, 2021

The three assessment scenarios were independently developed and executed by the test lab:

® Real-World ransomware attacks user files on local system
® Real-World ransomware attacks user files on remote shared folder
*  Proof of Concept ransomware attacks user files on local system

During the test, the products were expected to detect ransomware activity and its files, block it, roll-back any
changes to user files (the other words, to protect all user files) and eliminate the threat from the targeted system.
Only these results were considered a true success and the relevant solution was given a credit in each test case.

Total Protection from Ransomware

Completely blocked malware attacks M Partially blocked malware attacks

Figure 1. Total ransomware protection by different products basing on all three scenarios.
“Completely blacked” means that ransomware was detected, and all user files were protected.
“Partially blocked” means that ransomware was detected, but some user files were lost (not protected).

Arranged by “completely blocked” values.
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Penetration 2 — Watering hole

Propagation 2 — Network
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« Spyware and Infostealers
» Other evasive threats
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Success: Blocked
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