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DevSecOps and CI/CD pipeline
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Cl/CD Pipeline
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Functional vs. Non-functional Testing

TheEBIE (Functional Testing)

E o HIE (Unit Testing) HEEE I (Performance Testing)
2 EHIE (Integration Testing) 25 HIE (Load Testing)
I ¥ I Bl (End-to-End Testing) B2 73 HIE, (Stress Testing)
= ARBERUCAIEL (UAT) o] AMRIE (Usability Testing)
e ER A (Regression Testing) Z 2 MHEIE (Security Testing)

V& 52 HIzH (Smoke testing) o] fEREMAIE (Scalability Testing)
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Functional vs. Non-functional Testing

IHEERIEE (Functional Testing) JETHEERIZE (Non-Functional Testing)

E 5 AlE (Unit Testing) HEEERIE (Performance Testing)
2 EHIE (Integration Testing) S F A5 (Load Testing)

I #1 Im A5t (End-to-End Testing) B 71817 (Stress Testing)

= ABERUCAIE (UAT) o] AMRIE (Usability Testing)
e BRI (Regression Testing) Z 2 MHIE (Security Testing)

V& 52 HIzH (Smoke testing) o] fEREMAIE (Scalability Testing)
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Appli
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cation Security Testing

Penetration test

Expert-led simulated attacks to find
SAST exploitable weaknesses.

Analyzes source code without
execution to find security flaws.

Vulnerability Scanning

Automated checks for known security
issues and weaknesses.

IAST

DAST Monitors code exe'c.u’.clon in real-time
to detect vulnerabilities.

Tests running applications by

simulating attacks from the outside. SCA

Identifies vulnerabilities in third-party
components and dependencies.



Application Security Testing in CI/CD Pipelines

Coverage

Exploitability

False positive

Code visibility

Broad Platform Support

Integration Difficulty

Inspects Source Code Running Application Running Application Dependency

Q®low O Medium @High
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OWASP ZAP

WY Untitled Session - ZAP 2.15.0 - O X
Edit View Analyse Repot Tools Import Export Online  Help
SandardMode v| 1 B i B @ E A ECcEEE0EEDE 4 8 9 @ %Ei-Ee @ 4
@ Sites =+ : 47 Quick Start * = Request <= Response 5 Requester 'S
4 Bl [
- Welcome to ZAP § 3 ZAP-,
=} Contexts Checkmaxrx
L] Default Context ZAP is an easy to use integrated penetration testing tool for finding wvulnerabilities in web applications.
p Sites
@ If you are new to ZAP then itis bestto start with one of the options below.
r\é‘ m &7 Quick Start ﬂ' =y Request &= Response =+ Requester nH-
- 5
= History S Search [0 Aleris Output ==
@ 7 rumcor ¢ com < Automated Scan ZAP.,
1D Source Req. Timestamp Meth... URL Co.. Reason R.. Size Resp. B.. ChECkmaIx

Alerts }"—U 0 5—L1 0 5-.'.1 0 iLU 0 Main Proxy: localhost.8081 Current Scans 44 0 @v 0

This =creen allows you to launch an automated scan against an application - just enter its URL below and press "Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test.
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URL to attack: httpdf v | @ Select..

Use traditional spider: [/]

Use ajax spider: [f Modern -~ | with | Firefox Headless W

L7 Attack Stop

Progress: Mot started
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OWASP ZAP

Scan Policy Control

Open Source

AJAX Spider

Authentication

Active and Passive

Scan

ZAP Marketplace
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OWASP ZAP with Jenkins o

ZAP 7% Web Application

WZAP . T o)

@
**”f o ZAP SRR -
™ TH
ZAP [l Eﬁﬁi%
°f EAE TS
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What is baselines scan?

stage('Integration - OWASP ZAP Scan') {
steps {

script {

catchError(buildResult: ‘SUCCESS', stageResult:

'FAILURE") {
ShI'II

docker run --user root -w /zap -v /data/jenkins/workspace/webgoat-owasp-zap:/zap/wrk:rw --rm °
zaproxy/zap-stable:2.16.0 zap-baseline.py \

-t http://192.168.85.130:81/login.php \

-J zap-output.json \
-r zap-report.html

HERERERA RE— TR
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What is baselines scan?

stage('Integration - OWASP ZAP Scan') {
steps {
script {
catchError(buildResult: ‘SUCCESS', stageResult: 'FAILURE') {
sh *""'
docker run --user root -w /zap -v /data/jenkins/workspace/webgoat-owasp-zap:/zap/wrk:rw --rm
zaproxy/zap-stable:2.16.0 [zap-baseline.py \

-t http://192.168.85.130:81/login.php
-J zap-output.json '
-r zap-report.html

ZAP - Baseline Scan ZAP - E4RiFH

The ZAP Baseline scan is a script that is available in the ZAP images.

ZAP ERFIEE ZAP B RHEE -

It runs the ZAI1 spider against the specified target for (by default) 1 minute and then waits for the passive scanningto camplete before reporting the results.

THHEEEERET IAP B (BREBEAT) 1 98 REFSHIRERR  REEESE

This means that the script doesn't perform any actual ‘attacks’ and will run for a relatively short period of time (a few minutes at most).

BEREZRATENTTAEEY "KW,  ABSETRHRGHREE (BSESE) -

ERERERE (RE—TIHEF 17



Full Scan with active scan (full-scan.py)

stage('Integration - OWASP ZAP Scan') {
steps {
script {

catchError(buildResult: 'SUCCESS', stageResult: 'FAILURE') {
Shll'

docker run --user root -w /zap -v /data/jenkins/workspace/owasp-zap-dast:/zap/wrk:rw --rm \
zaproxy/zap-stable:2.16.0 zap-full-scan.py \

-t http://192.168.85.130:81 \
-] zap-output.json \
-r zap-report.html

LI I |

HERERERA RE— TR
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Full Scan with active scan (full-scan.py)

stage('Integration - OWASP ZAP Scan') {
steps {
script {
catchError(buildResult: 'SUCCESS', stageResult: 'FAILURE') {
sh '""'

docker run --user root -w /zap -v /data/jenkins/workspace/owasp-zap-dast:/zap/wrk:rw --rm
zaproxy/zap-stable:2.16.0 zap-full-scan.py \

-t http://192.168.85.130:81 \
-] zap-output.json \
-r zap-report.html

LI I |

ZAP - Full Scan ZAP - & E

The ZAP full scan is a script that is available in the ZAP images.

ZAP TEREE ZAP RS ch IR BLRRN A -

It runs the ZAPIspider against the specified target (by default with no time limit) Ifollowed by an optional ajax spider scan and then efore reporting
the results.

ol

2L

HEIEEERET AP BE ( MRER T EERERSE ) » REE TSN ajax BRFE  RECRSERZMNETEZ IR -

This means that the script does perform actual ‘attacks’ and can potentially run for a long period of time.

R SRS RE— TR EERZEZHTEESHTEEYN "WE,  TEoESESTREER -




Web Crawler / Spider

Homepage

v v
[ Path 4 ] [ Path 5 ]
v y
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Path 3 ]
v

Path 8 ]
¥

Path 12 ]
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Passive Scan vs Active Scan

Passive Scan

User (Client) Website (Server)

Analyzing traffic to
identify potential risks

HERERERA RE— TR



Passive Scan vs Active Scan

........................................

____________________

User (Client) Website (Server)

Analyzing the responses to
detect vulnerabilities
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Passive Scan vs Active Scan

[High] Log4Shell (CVE-2021-44228)

[Medium ]CRLF Injection

[Low] Cookie Without Secure Flag

[Low] X-AspNet-Version Response Header

HERERERA RE— TR
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Active

Passive

Passive




Passive Scan vs Active Scan
ZAP Alert Details

The CWE and WASC columns are only shown on wider screens - if you are using a mobile phone then try turning your screen sideways if you want to see them.

ID Alert Status Risk Type CWE WASC

U Directory Browsing release Medium Active 548 48

2 Private IP Disclosure release Low Passive 497 13

3 session ID in URL Rewrite release Passive

3-1 Session ID in URL Rewrite release Medium Passive 598 13

3-2 Session ID in URL Rewrite release Medium Passive 598 13

3-3 Referer Exposes Session ID release Medium Passive 598 13

6 Path Traversa release Active

6-1 Path Traversa release High Active 22 33

RS RE— R 24



Baseline and Full Scan

1. Baseline scan
o TEERRIEIT— 7 EMES
JL

o FEEx HiE{TERFH Passive Scan

2. Full Scan
o TERRETEIIGEIREFINCESE @ BETEEREEEZHIEE
o [EIGRIF Active E Passive scan - BEZH M EBEREE - BSHiIEEE ZEE




Baseline and Full Scan

1. Baseline scan
o FERRREIT—H#ERIESR
o FEER RETTHERHH Passive Scan

2. Full Scan
o FERRIEITEISEIRFIAVICES - BREEEFEE SR

T R 2R A B ] SRIRGER

Baseline Scan

| '\I
HERERERA RE— TR Full Scan i I_rj m Hlow




Auth. G581l = 38

c EEED 192.168.85.130:81/vulnerabilities/sqli/?id=%27+.. Bf ¥

Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection (Blind)

Weak Session IDs

XSS (DOM)

XSS (Reflected)

X&88 (Starad)

Vulnerability: SQL Injection

—

User |D:|' or'1'="1

| Sub

ID: " or "1'="1
First name: admin
Surname: admin

ID: " or "1'="1
First name: Gordon
Surname: Brown

ID: " or '1'="'1
First name: Hack
Surname: Me

ID: " or '1'="'1
First name: Pablo
Surname: Picasso

ID: " or "1'="1
First name: Bob
Surname: Smith

ARRR A & EE S Z 7ol LUig 35
€2 4 #2428 R 2l By i Tl
BRAE=REAER? ? ?

HERERERA RE— TR
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Auth. G581l = 38

len = |+

Username

Password

192.168.85.130:81/login.php Bg

DWA)

‘ Lagin

c D) 192.168.85.130:81/vulnerabilities/sqli/Zid=%27+.. &g ¥

N

it A ZEFull scan - #AB#E1TActive Scan
BEERMEZNINEE - BIREZEAZEABEFERN
MRBMEAZEA - EEEHKEREIE ?

~

/

< | v = | in = nnlalalm

SS (Reflected)

X&88 (Starad)

HERERERA RE— TR
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Auth. G581l = 38

=)

Log in to Spotify

MRSEE A 44 | AREE o9
f Continue with Facebook
FiEEE - EREZESEFEETI
" Continue with Apple
SR
7>
_ : Email or username
m mQRcude Email or username g
. EFEA |
8 simE? ' ' Password € &M Facebook IR A
Password ™~ IR IE 2
B ’ﬁ
A8 I —

A s =

ARG —
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Auth.

AIC\A

it ez 1ok il Jo TE

AAa—

Aane —

Ah=

HERERERA RE— TR

Jj_username=test-usernamed |_password=test-passwordd j_recaptcha=

D3AFcWeAbvakUpSz_APL144gH jVaWd-umbgbpueex | VEENLZVEVF1HIL] tnAm3zd AGD DA
eldabgl-cTpi_g2 18Q0Hnm I HG Iw jp_vErPGEUzZONmr-SAgkv Y261 1 UMPOxDzFcRadWRT
IKENAVZPZG jNsHv Zhe XOTnPsO1 3HXOxwxhOTo_HEHxXNWDITEOf GEvAWAKE4HvZNTVILL
XtwhdWkCtdi fLEPvoDEr9 1 _PTXcul DFyFWHF40EGN4BZGHT XaOX0QQ I xb9g JeATSME sxM
1fE_gMsqgRkaNQok1d9gbidksEr_PYdebBu-Nie_sclU4WeHfdwehwYqboBlZiUvi_fEmElq

enc_password=
HZIPWD_INSTAGREAM_BROWSER%MIATONIAL TA0640924%3AAYVZQAAwzX bo 1 zNZckD It TTOVF 2ty lgrQnP%2F iv IwipQYEVERVgr9cf 11 5%2BeVpFovhNegpapdHri2
VvOTApHioREr tBOCGNST JewndnL 1 2Ct % 2BgFnp0%2FrTrdtalyDzynTVi4ZF%2Fd40sy 1 1d JOwNS2FGCp3ghdDicaaF 2DebugGroup=0&
loginAttemptSubmissionCount=0&opt IntodneTap=falsedquervParams=%7TE%TD&trustedDeviceRecords=4%TE%TDEusername=test-usernams

username=test-usernamedpassword=test-passwordécontinue=

httpshdA%ZF%2Fopen. spotify. com%2F%3Ff low_ctx%3D2f113bbe-Teho-4982-bTcl -3ad8e004863c%253A1T40662568&recaptchaToken=
D3AFcWeddNZelvud jdpwB3E2EWeCsvg2nbavi DBz4AYEmR i BYEMnOT tXpwet YOt RCxhFD T30 TuiOv 1 F1-69r JEVnHDEcsk jUsi 21 Loop TwwTZNY&s1ABL Ja
OfBEMy 1 _VUC_t6S613JFGWN] iQwRAHDMEshRz3xbpxwlEWydZDFzscAEN 1 iQeqldspvaZ tDS0Pen TASAZWVAuR s fxPSsF5zHYAtCqq_TiVetnSNJOFINVN
gEciHdJAx9ke ] 2qD0ConGmmYavrYQaAf Vs I8pL jedMOuZXnTDal0nEH 1 88bh ToACe ] 5kEFSEGUQe jwZiv¥esdghVhiEmToZ RDLAQ I meObNTEZBWGDER-2Z £
18E03edtE23vxSdTSV 1 IsTTEqeZ53pELY S j X8 JdGetsg XL vHeR2Ir-hoTnTYLyHp jQ N 1 xZ 0exbEMaxkyPO_Mqyv20PLI62yendTvmyQWi jht 1eSERY0 jht
kBZazHwedisUshhudgxLnd_USCThViBooMy-whnlsFEwletbRintaf kUG jx1 TMavZpJOPDun] GNgwa l gwdZNnEQTLEANTOIT jXNxCexy LrApQVSUNx 1 1BTYF

B2 1 IO IO L VI I e IIT ST O LT SO TR T IR, S LT T I

AT L I [y | b L el T R R i P 0 ] I Y P

30



Auth. G581l = 38

Jj_username=test-usernamed |_password=test-passwordd j_recaptcha=

03AFcWed5vakCpSz \ HIk1 tnAm3zd AGO58
48 {1 — e03abqZ-cTpi_g21 WA RES i UMPOxDzF cRadWRT
IKKNAVZPZG jNsHvZ

T TT LT e e M KA AL AR
Ntwh5WKCtd i fLBPy [ Eij p sE L

AfE_gMsqRkaNQqgk ldogvosnsct _rroeou-noe_suuanentawguwigbodUEtUvi_fRmRUqg

enc_password=

— HZIPWD_INSTAGRAN_BROWSER%IAT0%3IALT Wﬁ{ﬂg*ﬁﬁ OnP%2F 1w JwipQVYEVERVgr9cf115%2BeVpFivhNgpap8ir2
%EIEE_ VvOTApHioREr t GOCGNSTIcwndnL 12Ct%2 usernamefﬁienc password N%ZFGCpdghdDdcaal 2Debugbroup=08&

loginAttemptSubmissionCount=0&opt]

2 W3 DeviceRecords=%TB%TD&username=test-username
RIS EEIR

username=test-usernamedpassword=test-passwordécontinue=
httpshdA%ZF%2Fopen. spotify. com%2F%3Ff low_ctx%3D2f113bbe-Teho-4982-bTcl -3ad8e004863c%253A1T40662568&recaptchaToken=

D3AFcWeAdNZelvud jdpwE3EZENECsva Nuilly1F1-69r JEVnHDResk jUsi21Loop TwwTENYEsTABL Ja
%EII{EE OfBEMy 1 _VUC_tBSE13JFEWNT 10wRAHD) *&11ﬁg*ﬁ% PenlTAB4ZWVAuR s fxPSsFSzHYAtCqq_TiVetnBNJDFONVNI
QEciHdJAxBke 2qD0ConGmmYavryQad! UQc jwZiviesdghVbiBmToZRDLAQImeObNTEZBWGDER-2EF
1aBo3edtKZ3yxSdTSV jIsTTEqeZb3pEl username,fiipassword exB8MaxlyP_Mgy20PLI6Zyend Tvmy (Wi jht 1eSBEYD jht

kBZazHwedisUshoudgxLnZ_USCThViBd VGNgwa l gwdZNnEOTLRNTOIT jXNxCrxv IrApQVSUNX T 1BTYF

DLt L TIC AT L I [y | i Ll il PN T IR R

11 I IS 5 NI I Nl
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OWASP ZAP Authentication

Authentication Methods in OWASP ZAP

1—Manual-Authentication-(Not Applicable for CI/CD Pipeline)

Form-Based Authentication

JSON-Based Authentication

HTTP/NTLM Authentication (Authorization header with the Bearer token)

Script Based

o ok N

Autorun config file

BEREIRHAE (RE— A



OWASP ZAP Authentication

Authentication Methods in OWASP ZAP

1—Manual-Authentication-(Not Applicable for CI/CD Pipeline)

Form-Based Authentication

JSON-Based Authentication

HTTP/NTLM Authentication (Authorization header with the Bearer token)

Script Based

AR A

Autorun config file (NEW!)

ERERERE (RE—TIHEF



OWASP ZAP Authentication

o

E R )% g
WEE%E%EQ%T B ¥
=®

B ARAEHRRE
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Form-Based & Script-Based

Form Based

docker run --user root -w /zap ﬂ
-v /data/jenkins/workspace/owasp-zap-dast:/zap/wrk:rw --rm °
zaproxy/zap-stable:2.16.0 zap-full-scan.py \
-t http://192.168.85.130:81

-] zap-output.json \

-r zap-report.html \
--hook=/zap/auth_hook.py \

-z "auth.loginurl=http://192.168.85.130:81/login.php \
auth.username=admin \
auth.password=password \
auth.username_field=username °
auth.password_field=password °
auth.submit_field=Login
auth.auto=1 \
auth. loggedin=Welcome \
http.cookie=security=1low"

-m 60

HERERERA RE— TR

Script Based

deféauthScript
function authenticate(helper, paramsValues, credentials) {

var requestUri = new URI(paramsValues.get("loginUrl"), false);
var requestMethod = "POST";
var requestBody = "username=

+ credentials.get("username") + "&pas

var requestMessage = helper.prepareMessage();
requestMessage.getRequestHeader().setURI(requestUri);
requestMessage.getRequestHeader().setMethod(requestMethod);
requestMessage.setRequestBody(requestBody);
helper.sendAndReceive(requestMessage);

var responseMessage = requestMessage.getResponseBody().toString();
if (responseMessage.contains("Login Successful")) {

return true;
} else {

return false;

35



Form-Based Auth. using Autorun config

stage('Integration - OWASP ZAP Scan') {
steps {
script {
catchError(buildResult: 'SUCCESS', stageResult: 'FAILURE') {
Shll'l
docker run --user root -v /data/jenkins/workspace/owasp-zap-dast:/zap/wrk:rw --rm \

zaproxy/zap-stable:2.16.0 \
zap.sh -cmd -autorun /fzap/wrk/zap-auth-contig.yaml

ERERERE (RE—TIHEF 36



Form-Based Auth. using Autorun config

zap-auth-config.yaml




Auth. 5858 1 hll = 32 Pk 2

During scan

e What if session time out or expired
e What if trigger logout

When login

e What if there is captcha

e Whatif there is OTP MFA

BEREIRHAE (RE— A



OWASP ZAPETT#HER

g Hl 25 72

Baseline Scan J

Full Scan W

|
[ Full Scan J
|

| W|th Auth. ]

[ Full Scan w

HERERERA RE— TR

[ with Auth. ]

[ with Policy ]

4

CTt
ki
=
In

12mins

GOO®

2IRAT

4 Low

4 Low

8 Low

5 Low



Cl/CD Pipeline

Continuous Integration

SCM
(Git Repo.) »

t Commit!!

=

Developer

HERERERA RE— TR

Build

»

Test

Continuous Deployment

Dev
Auto

4

Auto

Deploy > QA

Manual
Review PROD
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Web Crawler / Spider - Limited Scope

‘ Homepage I

Crawling V\(g_b-pages """

eaha | [ pahs ) ™ paths ) pan7 )
rahe | [ panio | pathi1 )

Limit the scope of crawlers

HERERERA RE— TR




Best Practices - Scan Policy

Scan Policy

Scan Rule

SQL Injection
Path Traversal
LDAP Injection
Log4Shell

O O O O O

JWT None Exploit

HERERERA RE— TR

Input Vectors

URL Query Parameter
URL Path

POST Data

HTTP Headers

Cookie Data

O O O O O 0O

Multipart Form Data

Technology

Operating System
Web Server
Language

Database

O O O O O

SCM

43



Technology

Operating System

Linux

MacOS

Windows
Web Server

Tomcat

1S

Apache
SCM

Git

SVN

ERERERE (RE—TIHEF

Language

C

XML

PHP
JavaScript
Python
ASP
JSP/Servlet
Java

Ruby

Database

SQLite

CouchDB

Microsoft SQL Server
MongoDB

SAP MaxDB
PostgreSQL

Sybase

IBM DB2

MariaDB

Oracle

Firebird

44



Finally Autorun config

stage('Integration - OWASP ZAP Scan') {
steps {
script {
catchError(buildResult: 'SUCCESS', stageRe : 'FAILURE') {
Shlll
docker run --user root -v /data/jenkins/workspace/owasp-zap-dast:/zap/wrk:rw --rm \

zaproxy/zap-stable:2.16.0 \
zap.sh -cmd -autorun /zap/wrk/zap-limited-conftig.yaml

ERERERE (RE—TIHEF 45



Form-Based Auth. using Autorun config

Mac05S

SQL1te

CouchDB

XML

Microsoft SQL Server

MongoDB

SAP MaxDB

SVN

JavasScript

PostgresSQL

Sybase

Python

Windows

AS . . °
b zap-limited-config.yaml
MariaDB

Oracle

JSP/Servlet

Firebird

HypersonicSQL

/




OWASP ZAPETT#HER

il e

Baseline Scan J

Full Scan W

|
T
|

| W|th Auth. ]

[ Full Scan w

HIERRSHRAERRA fRE— TR

[ with Auth. ]

[ with Policy ]

4

CTt
ki
=
I

RIRAT

4 Low

4 Low

8 Low

5 Low



Takeaway

DAST in CI/CD Pipeline

> OWASP ZAP E %35 (Baseline Scan) :
> (L OWASP ZAP 2 & FEE 5T %éi‘m}aa(Full Scan) :

T\ iF i (Active Scan) - TEFull Scan=
> BIFB kR

SRIE

> [RilICz2E[E
AR/ > iEERE -

> ERIEiE SRS (Set Scannmg Policy)
SZ?;E% PEVS SENE -

HERERERA RE— TR

(Implement Authentication) :

238 mbRae B Aef7 ARV DD RE L P ol -

(Limit Crawler Scope) :

EHITHBNTLIF I (Passive Scan)

kBB KR EEGRIAEE
D E IR ERAEN -
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