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DevSecOps and CI/CD pipeline

DevSecOps 是 DevOps 延伸，核心理念是「安全左移」（Shift Left），概念是將安全融入軟體
開發生命週期的每個階段。傳統上，資安通常是在開發完成之後才進行檢查與修補，然而這
樣的方式不僅風險高，修復成本也大。在開發初期就導入安全測試與風險評估，讓開發、維
運與資安團隊能夠協同作業，共同打造更安全的產品。

CI/CD Pipeline 則是現代軟體開發流程的自動化核心，透過持續整合（CI）與持續部署（CD），
自動化地將程式碼從提交、建置、測試到部署至生產環境。達成縮短交付週期、降低人為錯
誤，並確保每次變更都能被有效驗證的目的。
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CI/CD Pipeline
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Functional vs. Non-functional Testing

非功能測試 (Non-Functional Testing)

性能測試 (Performance Testing)

負載測試 (Load Testing)

壓力測試 (Stress Testing)

可用性測試 (Usability Testing)

安全性測試 (Security Testing)

可擴展性測試 (Scalability Testing)

功能測試 (Functional Testing)

單元測試 (Unit Testing)

整合測試 (Integration Testing)

端對端測試 (End-to-End Testing)

使用者驗收測試 (UAT)

迴歸測試 (Regression Testing)

煙霧測試(Smoke testing)
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Application Security Testing

IAST
Monitors code execution in real-time 
to detect vulnerabilities.

DAST
Tests running applications by 
simulating attacks from the outside. SCA

Identifies vulnerabilities in third-party 
components and dependencies.

SAST
Analyzes source code without 
execution to find security flaws.

Vulnerability Scanning

Automated checks for known security 
issues and weaknesses.

Penetration test
Expert-led simulated attacks to find 
exploitable weaknesses.
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Application Security Testing in CI/CD Pipelines

SAST DAST IAST SCA

Coverage ● ● ● ●

Exploitability ● ● ● ●

False positive ● ● ● ●

Code visibility ● ● ● ●

Broad Platform Support ● ● ● ●

Integration Difficulty ● ● ● ●

Inspects Source Code Running Application Running Application Dependency

Medium HighLow
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DAST優缺點

Pros Cons

能夠檢測運行時漏洞，捕捉靜態分析
難以發現的問題

不需要原始碼可見性即可進行測試，
亦適用於第三方應用或封閉系統

可模擬真實攻擊者視角，提供漏洞實
際可利用性證明

相對低誤報率，識別出的漏洞
(identified vulnerabilities)更可靠

只能檢測到暴露在應用表面的漏洞，
難以發現深層邏輯問題

掃描過程可能較慢，影響CI/CD流程
效率

對特定API或自定義的協定支持有限，
需額外配置

在測試過程中可能意外修改生產數據
需謹慎設計測試環境
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OWASP ZAP
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OWASP ZAP

Open Source Scan Policy Control

Active and Passive 
Scan

Authentication 

AJAX Spider

ZAP Marketplace
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OWASP ZAP with Jenkins

執行 ZAP
掃描

1

ZAP掃描Web Application
2

ZAP分析掃描結果

3

ZAP回傳結果
與產出報告

4

儲存與查看報告
5
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OWASP ZAP運行結果

檢測類型 花費時間 發現結果

Baseline Scan

Full Scan

Full Scan

Full Scan

???

???

1.5mins

5mins

80mins

12mins

0 High 3 Medium 4 Low

0 High 4 Medium 4 Low

5 High 7 Medium 8 Low

4 High 3 Medium 5 Low

???
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What is baselines scan?
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What is baselines scan?
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Full Scan with active scan (full-scan.py)
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Full Scan with active scan (full-scan.py)
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Web Crawler / Spider

Crawling web pages

Path 4

Start Here

Path 11

Path 6 Path 7 Path 8

Path 12

Path 3Path 2Path 1

Path 5

Path 9 Path 10

Homepage
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Passive Scan vs Active Scan

Normal interaction traffic 

User (Client) Website (Server)

Analyzing traffic to 
identify potential risks

Passive Scan



勤業眾信版權所有保留一切權利 22

Passive Scan vs Active Scan

Sending malicious payloads

User (Client) Website (Server)

Analyzing the responses to 
detect vulnerabilities

Active Scan
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Passive Scan vs Active Scan

[High] Log4Shell (CVE-2021-44228)

[Medium ]CRLF Injection

[Low] Cookie Without Secure Flag

[Low] X-AspNet-Version Response Header

Active

Active

Passive

Passive



勤業眾信版權所有保留一切權利 24

Passive Scan vs Active Scan
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1. Baseline scan

• 預設只進行一分鐘的爬蟲

• 預設只進行採用 Passive Scan

2. Full Scan

• 預設進行無時間限制的爬蟲，路徑完整但耗費更多的時間

• 同時啟用 Active與 Passive scan，更全面性找到潛在風險，同時也耗費更多時間

Baseline and Full Scan
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Auth. 認證機制處理

明明有幾個超容易就可以觸發
超好被檢測到的漏洞

但為什麼沒檢測到？？？ 
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Auth. 認證機制處理

雖然是Full scan，雖然有進行Active Scan
但我們主要的功能，都是在登入之後才能使用的

如果我們不登入，怎麼能夠找到漏洞呢？
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Auth. 認證機制處理

網站一

網站二

網站三
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Auth. 認證機制處理

網站一

網站二

網站三

欄位名稱為
j_username與j_password

欄位名稱為
username與enc_password

密碼經過處理

欄位名稱為
username與password
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OWASP ZAP Authentication

Authentication Methods in OWASP ZAP

1. Manual Authentication (Not Applicable for CI/CD Pipeline)

2. Form-Based Authentication

3. JSON-Based Authentication

4. HTTP/NTLM Authentication (Authorization header with the Bearer token)

5. Script Based

6. Autorun config file
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OWASP ZAP Authentication

Authentication Methods in OWASP ZAP

1. Manual Authentication (Not Applicable for CI/CD Pipeline)

2. Form-Based Authentication

3. JSON-Based Authentication

4. HTTP/NTLM Authentication (Authorization header with the Bearer token)

5. Script Based

6. Autorun config file (NEW!)
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OWASP ZAP Authentication

可
是
有
半
徑

四
公
尺
呢

我
的
圓

沒有斑紋

沒有通透

沒有左手

拒絕成為版本更新受害者
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Form-Based & Script-Based 

Form Based Script Based
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Form-Based Auth. using Autorun config
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Form-Based Auth. using Autorun config

zap-auth-config.yaml
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Auth. 認證機制處理挑戰

During scan

• What if session time out or expired

• What if trigger logout

When login

• What if there is captcha

• What if there is OTP MFA
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OWASP ZAP運行結果

檢測類型 花費時間 發現結果

Baseline Scan

Full Scan

Full Scan

Full Scan

with Auth.

with Auth.

1.5mins

5mins

80mins

12mins

0 High 3 Medium 4 Low

0 High 4 Medium 4 Low

5 High 7 Medium 8 Low

4 High 3 Medium 5 Low

with Policy



勤業眾信版權所有保留一切權利 40

CI/CD Pipeline

SCM
(Git Repo.) Build Test Deploy

Dev

QA

PROD

Continuous Integration

Continuous Deployment

Developer

Commit!!

Auto

Auto

Manual 
Review
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Web Crawler / Spider - Limited Scope

Crawling web pages

Path 4

Start Here

Path 11

Path 6 Path 7 Path 8

Path 12

imgcssPath 1

Path 5

Path 9 Path 10

Homepage

Limit the scope of crawlers
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Best Practices - Scan Policy

Scan Policy

Scan Rule Input Vectors Technology

 URL Query Parameter

 URL Path

 POST Data

 HTTP Headers

 Cookie Data

 Multipart Form Data

 Operating System

 Web Server

 Language

 Database

 SCM

 SQL Injection

 Path Traversal

 LDAP Injection

 Log4Shell

 JWT None Exploit
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Technology

 Operating System

 Linux

 MacOS

 Windows

 Web Server

 Tomcat

 IIS

 Apache

 SCM

 Git

 SVN

 Language

 C

 XML

 PHP

 JavaScript

 Python

 ASP

 JSP/Servlet

 Java

 Ruby

 Database

 SQLite

 CouchDB

 Microsoft SQL Server

 MongoDB

 SAP MaxDB

 PostgreSQL

 Sybase

 IBM DB2

 MariaDB

 Oracle

 Firebird
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Finally Autorun config
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Form-Based Auth. using Autorun config

zap-limited-config.yaml
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OWASP ZAP運行結果

檢測類型 花費時間 發現結果

Baseline Scan

Full Scan

Full Scan

Full Scan

with Auth.

with Auth.

1.5mins

5mins

80mins

12mins

0 High 3 Medium 4 Low

0 High 4 Medium 4 Low

5 High 7 Medium 8 Low

4 High 3 Medium 5 Low

with Policy
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Takeaway

DAST in CI/CD Pipeline
 OWASP ZAP基準掃描 (Baseline Scan)：僅執行被動式掃描 (Passive Scan)

 評估 OWASP ZAP是否應使用完整掃描(Full Scan)：依風險需求決定是否啟用主動
式掃描(Active Scan) ，在Full Scan當中主動式掃描是啟用的。

 實作身分驗證 (Implement Authentication)：確保掃描涵蓋身分驗證與授權流程，
否則會遺漏驗證後才能存取的功能風險與漏洞。

 限制爬蟲範圍 (Limit Crawler Scope)：聚焦目標應用，避免無關路徑。可在掃描中
大幅減少掃描時間。

 設定掃描策略 (Set Scanning Policy)：自訂規則以平衡效率與覆蓋率。在安全性及
效率當中取得最佳平衡。
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