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SECS/GEM 184
(SEMI Equipment Communication Standard/Generic Equipment Model)

SEMI E30 (GEM)

SEMI E30 - Specification for the Generic Model for
E Volume Communications and Control of Manufacturing

Equipment Equipment (GEM)

Automation
Software.

SECS/GEM
Controller

Software EQ EQ

OHT OHT
EQ EQ EQ EQ EQ EQ
SEMI E5 - Specification for SEMI Equipment
E Volume Communications Standard 2 Message Content (SECS-II)
Equlpment S E( :S/G E M EQ EQ EQ EQ EQ £EQ
Automation
mation Software EQ EQ EQ

. SEM ILices E}_L 7\0 |
E Volume : . RX 1% }I%J Stocker Stocker Stocker
; SEMI E5-0224 - Current v - 1 o+ 1 L] 1 ] OHS [ 1
OHS Interbay OHS
L] L] OH S L] L] L]
| Stocker Stocker Stocker
SEMI E37 - Specification for High-Speed SECS Message

E Volume Services (HSMS) Generic Services [ O

Equipment L _ D D ﬁ EQ EQ EQ EQ EQ EQ

Automation

R ae W ooo '_Q_' '_C!_ ’T EQ EQ EQ EQ EQ EQ

- ' - EQ E EQ E EQ E
E volume - = = a a 2
EMIE37 ot g OHT OHT OHT

Equipment ...
B 8 ¥ E 24T (AMHS)
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SECS/GEM B81%

Application

SEBITRELR RS
MBS IVEARS
E4 (SECS-I)

SR 2RV R A 5 E

RS-232 TCP/IP

Serial Cable Ethernet

Keep the Operation Running

Host Request Status Data ...

£87, E40,
E39, ESO

Frame 10235: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) o
Ethernet II, Src: VMware fc:b2:96 (00:0c:29:fc:b2:96), Dst: VMware de:eb:
Internet Protocol Version 4, Src: 192.168.59.161, Dst: 192.168.59.153

Transmission Control Protocol, Src Port: 50174, Dst Port: 5000, Seq: 385,
v High-speed SECS Message Service Protocol
Packet length: 10
Header (Separate.reg
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GEM Host Equipment
(Generic Equipment Model) |

o 0O
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E

SECS/GEM

Controller @
EERBOSMLENERE W

AEFRaX - —
AEARRE N FEES =B LEFH B Connect

Establish Communications Connect
Control Acknowledge

Process Program Manhagement Program

Status Data Collection Send

. Program
Material Movement Acknowledge

Alarm Management
E30 (GEM)

E5 (SECS-II)
E37 (HSMS)
TCP/IP
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SECS-II

(SEMI Equipment Communication Standard-Il)

TR [ EHEEEES I 2 BT EL N B RV
VDA R =

R SxFy =& :
Stream (1T 4370 48)
Equipment Status
Equipment Control and Diagnostics
System Errors

Function (EEEHNAER)
Establish Communications Request
Host Command Send
Unrecognized Device ID
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SECS/GEM
Controller
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Connect S1F13
Request

S51F13:'"51F13'" W
<.

S1F14:"'51F14"

<L

Equipment
|
o O

mggg
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S1E14 Acknowledge

E30 (GEM)
E5 (SECS-II)
E37 (HSMS)

TCP/IP
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. dh User Definable
SECS-II Stream/Function 1258 oo 128, Functions 6o

Streams 64-127, Functions 1-255
Stream 1 - Equipment Status

F1 — Are You There Request Function
F3 — Selected Equipment Status Request 3 64~27 |
F13 — Establish Communications Request
F15 — Request Offline
F17 — Request Online

Stream 2 — Equipment Control and Diagnostics
F15 — New Equipment Constant Send
F21 — Remote Command Send
F41 — Host Command Send

Stream 9 — System Errors Allow User Define
Unrecognized Device ID
Unrecognized Stream

Unrecognized Function
Stream
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HSMS
(High Speed Message Service)

2R TCP/IP i ERVRN BRI IE

4 Bytes HSMS Header (10 Bytes) 0-4.3Gb

Length Bytes SessionID  Stream  Function = PType SType System Bytes Message Data

Host Equipment
|

1@ - O 0O
SECS/GEM '
— 72 |[-0:||-0 E30 (GEM)
— <1p1 L = E5 (SECS-II)
—
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HSMS Message

Data Message : BRI R (SxFx)
Linktest.req / Linktest.rsp : R ANREFEREH B

Select.req / Select.rsp : £ 1I HSMS session &1L &
=2 7B TE selected AR | - A HEUWEEERIENR

Deselect.req / Deselect.rsp : #& I session 5/l &
Separate.req : £ HBEAZ LR

Reject.req : WRIHXFH B RF38 3%
Host Equipment

Linktest.req —l

Controller o
L5l
| — | | —

Linktest.rsp W_l =l
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Actlve,-" Host

" Host

13:59:17.554:
13:59:17.5€9:
13:59:29.085:
S1F3 W
<L[1]

R Normal
data
message

e e

Send Linktest.reg.
Receive Linktest.rsp.
Send S1F3(13369%88¢€) .

ARP Spoofing to Inhibit
Response Function

MITM attack

14: 14, : T3 Timeout (13369%88€) .
14: 114, : Receive Linktest.redq.
14: 114, : Send Linktest.rsp.
14: :17. : Send Linktest.req.
14: :' . : Recelve Llnktest rsp.

Normal data message

I --T- T~ iz
14:01:30.5€%9: Send SlF3(13369889) |
S1F3 W
<L[1]

<U2[1]1 1>

? A #2 Passive/Equipment Eq u i p m e nt

-1 e s - 1= Lt J.J.E (= g A ) oy e . —
14:02:17.554: Send Linktest.req. 4 @® RE ] QeQeH

Eemote Server Disconnected! ||mpwn=dmn
HSMS Communication Disconnected! Mo,
SECS Emulator v1.5 2001/09%/05

HSMS Communication Started!

Remote Server Disconnected!

HSMS Communication Disconnected!

SECS/GEM
Controller

c | A4

Host

Separate request

Liplete ot

.086:
.08e:
— 13: :17.555:
: 17.555:
.086:

Send Linktest.req.
Beceive Linktest.rsp.
Eeceive Linktest.redq.
Send Linktest.rsp.
Receive S1F3(13369886).

Time Bource Destination Protocol
18143 l1eeaa.97%838 192. .59. 192.168.59. TCP
18176 1045.928323 192, -59. 192.168. HSMS
18177 18845.937784 192, .59. 192.168. H5M5
18178 10845.992242 192, =59, 192.168.59. TCP
18186 1@849.397444 192. .59. 192.168. HSMS
18181 10849.481818 192. .59. 192.168. HSMS

Length  Info
54 5088 - 58174 [ACK] Seq=155
68 H5MS Message Linktest.reg
68 HSMS Message Linktest.rsp
54 5088 - 58174 [ACK] Seq=169
68 H5M5 Message Linktest.reg

68 H5M5 Message Linktest.rsp

.082: Send Linktest.redq.

HSMS
« E1 TCP/IP B E

T one LAREST
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18182 18049.477825 192. .59. 192.168.59. TCP
18219 161@5.916877 192. .59. 192.168. HSMS
10220 16185.933638 192. .59. 192.168. HSMS
18221 161@5.575522 192. -59. 192.168.59. TCP
18224 161@9.381785 192. .59. 192.168. HSMS
18225 161@59.385216 192. .59. 192.168. HSMS
18226 16189.461477 192. .59. 192.168.59. TCP

608 50174 - 5608
68 HSMS Message
68 H5MS Message
54 5900 -+ 58174

ssSepa rate.req

[ACK] Seg=357
Linktest.req
Linktest.rsp
[ACK] Seg=197

10235 18122.413452 192. .59. 192.168. HSMS
18236 168122.463922 192. .59. 192.168.59. TCP

Frame 16235: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on i
Ethernet II, Src: VMware fc:b2:96 (00:8c:29:fc:b2:96), Dst: VMware de:eb:fd
Internet Protocol Version 4, Src: 192.168.59.161, Dst: 192.168.59.153
Transmission Control Protocol, Src Port: 58174, Dst Port: 508@, Seq: 385, I
v High-speed SECS Message Service Protocol
Packet length: 1@
Header (Separate.req)

00 @
80 @

b4 €

.091:
.551:
.555:
L070:
.0BeE:
.024:
.524:
.570:
.570:
Eemote Client
14:02:27.586:

Receive Linktest.rsp.
Eeceive Linktest.redq.
Send Linktest.rsp.
Send Linktest.req.
Receive Linktest.rsp.
Receive Linktest.redq.
Send Linktest.rsp.

T8 Timeout.

T8 Timeout.
Disconnected!

T8 Timeocut.

B0 @ 0@ Ba ff ff 0@ 0@ 08 89
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Host

2. Since production network lack visibility.

It’s difficult to detect the issue
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HSMS A 55 14

/TCP/lP \
Connected
HSMS select T3 timeout

TCP/IP connect succeed

BRaall  TCP/IP Not succeed |  HSMS Not HSMS
Connected Selected Selected
=/ (853
HSMS select fail HSMS connection terminate _iE“ i—fﬁ
(T7 timeout, T8 (separate request, linktest BERELR

timeout, etc.) response T6 timeout, T8
\ timeout, etc.) /
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RiE = ETEHIINEZEIE — Unexpected request

W | tcp.port == 5000

No.

18
2 10

Time
1a.
455272
455952
1a.

249289

3 11.48.
11.438

11.
2 11.

root@ubuntu: /home/ubuntu/my-hsms

File Edit View Search Terminal Help

root@ubuntu: fhome/ubuntu/my-hsms# node indexP.js
] -]+ started [0]
' listening

5 estinati th Inf
Source Destination Protocol  Length Info . Error: Expected select req message
192.168.59. 192.168.59. TCP 54 49834 » 5008 [RST, ACK] Seg=1 Ack=1 Win=8 Len=9 E‘VEHtS.jS:133

192. .59, 192. «59, TCP 66 49849 + 5008 [SYN] Seq=0 Win=64249 Len=0 MS5=14&¢ throw er: f}f Unhandled 'error' event
>
TCP 66 5000 + 49849 [SYN, ACK] Seq=@ Ack=1 Win=64248 Ler A
TCP 54 49849 =+ 5008 [ACK] Seq=1 Ack=1 Win=262656 Len=0

HSMS 181 Hs SECS Stream/Function a1 Error: EXDECtE‘d select req message
e ; > 49849 [ACK] Seq=1 Ack=48 Win=64512 Len=0 at Connection.checkSelect (/home/ubuntu/my-hsms/node
TCP L G A B R, |/ onnection/connection. js:454:11)
UE 54 49849 + 5600 [ACK] Seq=48 Ack=2 Win=262656 £ at Connection.handleRecv (/home/ubuntu/my-hsms/node |
connectionfconnection. js:388:16)

at Connection.onRecv (/home/ubuntu/my-hsms/node modu
ectionfconnection. js:350:16)

at Socket.props.client.on (/home/ubuntu/my-hsms/node
fconnection/connection. js:275:47)

at emitOne (events.]js:116:13)

at Socket.emit (events.js:211:7)

at addChunk ( stream readable.js:263:12)

at readableAddChunk ( stream readable.js:250:11)

at Socket.Readable.push (_stream readable.js:288:10)

at TCP.onread (net.]js:607:20)

Send data message before Selected

Keep the Operation Running % ExOne
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Description Potential risks
HERTCPAPRI HSMS Bl EW M ENLEEE | AFRE - BHAKRNE
B89 HSMS @AM E R 5T 1E 75T Single session 5 FH session ZRIEE L A 1E RIS G
TK%@%EH* K EEI;L TCP/'P %D Select E/]Eam'r%5% ’ .—n—. ;—H i O —p = 3
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Cybersecurity Reference Architecture for Semiconductor Manufacturing Environment
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Tool Configurations — BE)(HEZ/EQEEIEELHQZE\@E%
Prevent, Detect and Response — £ B SIEM 12 Ft4 H'ftﬁzifi\ﬂ?ﬁ’f’i

Vulnerability/Threat Assessment and Patch Management — & Z/2 25 - DIAMERRE

Move-in/Move-Out/Transfer — i AR TR HTAIIEFT - TRE=isiE
Tool Network and Application Integration - LM FEEAKREESLE
Local & Remote Accesses — B IR lm FHY - ¥ 5 R AR ERIFH R
Secure data exchange - ERI AV EI S B A - FEE2mSES

User Awareness Training — T ¥j A B BB ETER N T = =15

Security Key Performance Indicators — TE & B 1% T FA R 1512

Secure by Design — fEFE SEMI E187 - (RIS B ERETPFEE M e E RN R

L. BRRFERR BEHRED

https://www.semi.org/zh/Cybersecurity_Reference_Architecture_for_Semiconductor_Manufacturing_Environment
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12 IBEESK

SRR ERIFNER - T BERERNARESE
ARBELZEEK - BRKETRREFERLERERFEELE

&R 28 =2 )M )% (Cyber Resilient Act)
578 FA 7S (R B3 &6 B A RV B 2 am
ZKBN EmRET - AR MREEmBEANTEHEBEYE
Hoghl D - 2027/12/11 £
SRR LEERAERE - 22 JBEK
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Scope of SEMI E187

Level3
Site Manufacturing
Operation & Contro

. EEsa==an . . L w2
¥ EjoH Eaf (Z85H Windows 3§ Linux fEZE & 471)

= |rpC
e |spc
RDB

- BEEYIRHREZ 4 (AMHS)

-’

(

| |
Kroduction —] \| |
Pservers [ | | AR PLCs ~ SCADA
/ !
Level2 / | \ | | B
Area Control I I 4
® @ (e @) ' ® @
35‘ .—l I .J .J | II * |'SCADA
OPC Comthand o e orc | | | Mg 3T
\Server Statign Station Server, E187 | : Profi;us
| ] \N Coritel
ot e1e7| fRAY, RN R e il
Basic Control nmmmlmnn ||u|||||||§ OHT I Ill T " ﬂnﬂnﬂ
Production © Production i ]:[ PLC Networks
Equi t i
L S FUGEE ) | AmHssystem
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E187 - Specification for Cybersecurity of FAB Equipment

e Supported OS
* Doc of Security patch update

Endpoint Protection

Vulnerability Mitigation
Malware Scanning
Anti-Malware Protection
Security Hardening
Authentication Mechanism
Authorization Solutions

Keep the_

Operating System — m——

Network Security

e Secure transmission Protocol
* Doc of Network configuration

Security Monitoring

* Security Event Log

@® Included OS and Application
* Log type

@® Access Control

@ Configuration Changes
® System Error
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