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FortiCNAPP Eﬁi(agentless and agent-based #HE S
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Agentless for cloud accounts Agent for cloud compute

- AWS, Azure, Google Cloud - Kubernetes, containers, workloads runtime visibility

- Continuous monitoring of cloud configuration - Host intrusion detection

- Compliance checks - File integrity monitoring

- Account threat detection - User, app, process, and network behavior monitoring
- Container/host vulnerability assessment - Container/host vulnerability

(software supply chain risk) (runtime correlation, CI/CD integration)

- = © Fortinet Inc. All Rights Reserved. 5
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Dashboard

{iﬂf Configure '

(D Assess team risks using Lacework resource groups

B—ZEIREIER

Create your own resource groups 1o measure risk, prioritize actions, and trock remediation by teams of business units

( Create resource groups )

Alert overview

B 0 Critical [7)

[i5) Identities ©
Trond o

0%

[P 5 4R

REZ

ED

Latest

34 Identities ot risk

Wocr

iticol

B 34 High

B 511 High 3

Compliance ©
Trand ©

«+2.81%

(CSPM/KSPM)

¥ 121 Medium [3)

aRmE

Lotest

: \ Y
\_/\./\ 402 Non-compliont resources

B 42 Criticol
B 149 High
@ 111 Medium

100 Others

88 Locework default v Save

SRk

" 28Low 7

B Oct 25 12:00am - Nov 25 12:000m (+08:00) ¢ >

2.3K Info [7)

@ Host vulnerabilities ©

R0 a1

Trend o

« 75.00%

Lotest

(

Q

14 Hosts with vuinerobilities
B 4 Criticol
W 10 High
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+ ® o / 1-50 of 20000 >

Account Region Service APl Event hour User name Source IP S$3 URL Count Request parameters User identity

772035820905 Y us-east-1 ¥V ssm.amazonaws.c... ¥ Updatelnstancelnf... 11/27/2024 10 PM (+... ¥ AssumedRole/772... 44.203.216.232 s3://lacework-ct-b... (2 1 {.} "
772035820905 Y eu-central-1 Y sts.amazonaws.com ¥ AssumeRole 11/27/2024 10 PM (+... YV AWSService/7720... resource-explorer-2.a... s3://lacework-ct-b... (3 1 (..} (..}

772035820905 V us-east-1 ¥ sts.amazonaws.com ¥ AssumeRole 11/27/2024 10 PM (+... ¥V AwsService/7720... logs.amazonaws.com s3://lacework-ct-b... B 1 (.} (.}

772035820905 Y us-east-2 ¥ ec2.amazonaws.c.. ¥ DescribeVpcs 11/27/2024 10 PM (+... ¥ AssumedRole/772.. €C5.3Mazonaws.com s3:/Mlacework-ct-b... (3 2 .}

772035820905 V¥ us-west-2 ¥V elasticloadbalanci... ¥ DescribeloadBala... 11/27/2024 10 PM (+... ¥ AssumedRole/772... config.amazonaws.com s3://lacework-ct-b... (2 1 .}

AY
(Account = All Accounts ') Caller Account « 1§ J | I O I $ﬁ, 1 t A Service - Source IP ~ User = Principol ID = Reset
Events Alerts Alerts 2
MAX:11.2K  AVGIHR: 4.91K MAX:2  AVG/HR: 1.02
, so P
k=
s Alert name Severity
S 1
B Medium
500m -
o= ' " [ " o= [ ] ) [
Thu 21 Sat 2y Man 25 Wed 2T Thu 21 Sat2y Men 28 Wed 27
Unigue usernames Unique APIs
MAX: 48 AVG/HR: 41.1 MAX: 413  AVG/HR: 173
£00 -
- WAAMAAA NN
300
200~
0=
00—
o= 1 " [ " o= [l ] ) [
Thu 21 Satzy Mon 25 Wed 2T Thu 21 Satzy Mon 2% Wed 27

1-20f2 <

Event activity

117204
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Container 1D

5630b2a546dfb0cl15b2a0d...

2833e87aedf0202899abb06b. .

990b34c5956854281231fa5a...

Pod name
Y aws-node-j5ft2
¥ cloud-node-manager-5v...

YV lacework-agent-fc2p9

Pod namespace Kubernetes cluster

kube-system

kube-system

lacework

LIERE &

eks-demo-sharedeks

aks-demo-sharedaks-aks

aks-demo-sharedaks-aks

602401143452 dkr.ecrus-ea...

mermicrosoft.com/foss/kub...

docker.ioflacework/datacoall..,

Start time Hostname PID

10/8/2024 4:16 AM (+08:00) ip-10-0-3-%.eciinternal 4524
11/25/2024 B:56 AM (+02:00) aks-default-42392652-vmss... 43281
11/25/2024 8:57 AM (+08:00) aks-default-42392653-vmss... 6659

Vulnerabilities

7 High 49 Fizable View Rep

0 Fixable View R

4 Medium

CPU usage
MAX:3.54% AVG/HR: 3.04%

v
Wed 27

£ Ol R1E

Memory usage

'
06 AM

12 PW
Total container types
MAX: 141 AVG/HR: 139
100 =
0=
0= 1 [ ] [
06 PM Wed 27 08 AM 12 PW

MAX: 45.57% AVG/HR: 45.06%

Alerts #

+

BEOMEE

w ¥®

Insider
behavior

11/27/2024 at 8:31 AM +08:00 to 9:40 AM +08:00

0=
Alert name Severity Event activity
20- _ -
Inbound connection from a bad external [P Address [2 B Mediur
':I - [} [] ' .
05 PM Wed 27 06 AM 12PM
Application Application [ ]
communication launch a
AR M=ol R{IED 1T
External out connections ) ~ % /7]
MAX: 16K AVG/HR: 16K L= = - L
amazon-k8s-cni (2) e [ -]
tubalet () ° containerd (2)
15— amazon-ssm-agent 2) BB Extemal IPs (1) (]
lacework/datacollector (7) eksicoredns (2)
10k = @ Siereopoiona.. (2) ?ﬁg:nglwnmn « B
Non-Packaged Binary... (1) @B 3 By ® fwent-bd (3)
™ containemetworking _.2) B NTP Server (1) Q
B System (1) [ -] e = (] e
datacoliector (5) -
. osskubemetesSIBCRH 1 eCOmIE. () s @)
0= = . n — P it BB g Mo e
I Wed 27 05 AM 12BM KnownBad € Network a S oM s donecar ) BB

~
Known Bad External IPS  pat Ip clienis oy Ui beket ‘:’M:' @ o o
= getcaccountsiicket . (1)
oS bubemelesicaretns (5 Lol e metres )

External -
‘mongod (1)

“1"22"1‘5""’5 geieaccountsotea . (10) B
S Skafaibe:peciy (2] detcaccountsicket . (1) -]
osskubemetesXube - ()

Sent ecommptie (1) B m taceworknacework-a... (3)
1.33MB fuent bt gke-expo.. 3) BB -
KWM m
Received ot ] i m
-agent (3)
2.15MB @ S ®) @ wearyreas () @B
[ @) @
svehost exe (6) )
gke-metrics-agent (6) @ -
to5d 3) "% L@

°
gke-metrics-colector (12) = node-exporter 2) [
. —mr i prometheus-engine/o... (1)

ke rmtnzemstaninn v @B

gewcaccountsiecomme... (1) (2)

168.61.21574:123 (1)

16863129 16 30916205 com (4)

168 63.129.16:53 {#fework net (4)

‘microsoft com (2)
16863.129.16:80 (1)

e (1O ot
20 189 173174337 -

LWDataCollector exe (1)

Wa
Ubeary/posigres 2)

©
20,189 173 1. 919307 ations us-ea... (1)

-
SecAgentProvexe (1) ©

20.189.173 8.433 ) 3zonaws.com (1)

lacework/k8scollector (1)

ey @
407925 129%03 YH;east-1.amazo... (1)

taceworkiacework-p.

. ©
52.168.117.168°9Y3g1329¢s us-east... (1)

oss/kubemetes/auto... (2)

centralus azmk3 8 T O4eLICTHM.. (1)

o
management azueEgRFEyisualstud... (1)

° o
acs-miror azurcediPreqtjndows.net @)

ec2.us-east-1.amazo... (1)

1AM 02 AM
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Entitlements management IE = % PR & P BETT IR BRI E

To onty s . BEERE  HEANAES
P e PRMEIR A E -

Overview Top identity risks Explorer

Entitlements used % ~ Access keys ¥ Tags ~ Name ~ Identity type ~ Risk = Principal ID ~ AccountID = Cloud Provid:
ok Q)| SE 457 a5 NH 3B B
« RIS IERERBSHNEE
o
m Lo Identity details
Name Risk severity o —_— Y
Name notmalicioususer HE%% *E BE*ﬁ?ﬁ.
AN
notmalicioususer @ Critical == G == ALl = S
Type AWS user - FEEEERERSE BiR
tf-role-demo-beta-atlantis @ High (¥) /
Principal ID arn:aws:iam::99196638770@3:user/notmalicioususer > 2* ,%H *u%@% J i EE*H Ea
OrganizationAccountAcce: ® High E[J ZF-I ﬂ}l E ;‘;ﬁ *"E BF
Account 991966387703 b m C [ | X E X
tf-role-demo-beta-packer @ High
Last used time January 18, 2022 at 8:06 PM (EST)
LWBIllingOrganizationAcce @ High . N e el ame "
, - FKEBFREFEREITIER -
lacework-agentless-scann @ High Created time January 18, 2022 at 8:05 PM (EST) : ey — - .
l’\/(nl ¥ Eﬁ;&_{ ﬁ > E,‘J*E BEE l?ﬂy E"J
stacksets-exec-18a1141¢< @ High oty AR =~
Access keys AKIA6N50ON3X3UQADGV75... *E BF
AWSCloudFormationStack ® High X
reporter_ec2_role_1larp5r @ High © Allows credential exposure @
@ Allows full admin @
detc-cli ® High @ Allows IAM write ©
eks-demo-sharedeks202: ® High @ Allows resource exposure @
aEn : :
- m © Fortinet Inc. All Rights Reserved. 9
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3 cloud compliance | Fromeworks Policies  Accounts P ;:E j::t ZEE *I:lél:l é - #h Create view + + Configure framework
- = MITSTRRIZZE
0 B Latest
Cloud provider « Resource group = AWS aocount - GCP project « Azure subscriplion = Framework title - Reset
Dashboard ~
Total accounts assessed Policies Resources Policies with non-compliant resources by severity
- . Info | @
AWS: 1 Account, 1 Organization W 324 Fully assessed E W 444 Mon thTr‘lp iant L
) W0 Partially assessed [7] B 1150 Compliant ow 20
Azure: 1 Subscription, 1 Tenant N 1
W 112 Manual [7] B © Not assessed Medium | L]
GCP: 1 Project Il © Unknown E , High 31
criticol | °
438 Totol policies | 74.4% Fully ossessed 1,594 Total resources

B.9% Severe complionce violations @

m—
CIS Google Cloud Ben:

CIS Google Cloud Benchmark 2.0.0

27.9% Non-compliant resources

Fram(

AWS AWS

AWS Cloud Security Alliance Cloud
Control Matrix (CSA CCM) v4.0.5

Framework Nar Framework Name

Framework Name

Azure

CIS Azure Benchmark 1] CIS Amazon Elastid

Foundations

Benchmark v1.2.0

Azure HIPAA Report CIS Google Kubernetes Engine (GKE) Benchmark v1.4.0

Oracle Cloud Infrastructure Configuration (OCI CFG)
Detector Rules

GCP Cybersecurity Maturity Model Certification (CMMC) v1.02 Azure I1SO 27001:2013 Report

AWS Cyber Essentials 2.2 Report

AWS ISO/IEG 27002:2022 GCP HIPAA (2013) Report Azure NIST 800-171 rev2 Report
AWS Cybersecurity Maturity Model

Certification (CMMC) v1.02

GCP ISO 27001:2013 Report Azure NIST 800-53 rev5 Report

GCP NIST 800-171 rev2 Report Azure NIST CSF Report

AWS HIPAA Report
GCP NIST 800-53 rev5 Report Azure PCI DSS 3.2.1 Report
AWS ISO 27001:2013 Report

GCP NIST CSF Report Azure SOC 2 Report

AWS NIST 800-171 rev2 Report

GCP PCI DSS 3.2.1 Report Azure PCI DSS 4.0.0 Report

AWS NIST 800-53 rev5 Report

SR EER

AWS NIST CSF GCP SOC 2 Report Azure Cloud Security Alliance Cloud Control Matrix (CSA CCM) v4.0.5

Compliance Protocols

AWS PCI DSS 3.2.1 Report GCP PCI DSS 4.0.0 Report

AWS SOC 2 Report GCP Cloud Security Alliance Cloud Control Matrix (CSA CCM) v4.0.5

&

&t

AWS PCI DSS 4.0.0 Report

Lacework FortiCNAPP AWS Security

Addendur 1.0 © Fortinet Inc. All Rights Reserved.
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Alerts %’%g@ %15 ;\E\” €D 8B Create view +

0 B '™ Oct 28 04:05pm - Nov 28 04:05 pm (+08:00) < 0r

Alert Name = (Severiw = @ - ) (A[ert category = @ - ) (Alert subcategory = (B8/13) = ) (Sm:us = @ - ) Alert ID = Alert type = Source = MITRE ATTACK « Internet exposure IPV4 oddress - Reset

Overview ~

Total alerts by severity ©

Bl O Critical B 395 High 1 0 Medium 0 Low 0 Info

Total alerts over time ©

Oct 30 Now @1 Mo @3 Mow @5 Mo a7

Mo €9

Mow 11 How 13

Nov 15

'Policy catalog  Complionce  Threats  Vulnerabilities: Build time ~  Anomalies %ﬁ, E\ U ):|I }i j::yE /ﬂﬁ\_ E '_‘:ZEI% 'f |: g E]- % + Add policy  ( View legacy wncsl

[==]

jel

Policy name - Created by Folicy ID « Provider = Severity = Managed by = Status = Reset

¥F Sort: 0 o
|:| Palicy Name Palicy ID Provider Severity Status Created By
|:| Security Groups Should Not Allow Unrestricted Ingress to TCP Port ... forti-demo-default-1 A B High gabe.cbrien@lacework.net
|:] Security Groups Should Mot Allow Unrestricted Ingress to TCP Port .. forti-demo-default-2 A B High gabe.obrien®lacework.net

D Security Groups Should Not Allow Unrestricted Ingress to TCP Port .. forti-demo-default-3 A B High @ gabe.obrien@lacework.net

|:] Virtual Private Cloud (WPC) Change lacework-global-1 s B Medium Lacework

= [ s3Bucket Deleted lacework-global-10 i o Medium @ Lacework




FortiCNAPP Path Investigation Al & B 2 & 1§
el Bl B

B

Path investigation

G 8B Lacework default v Sa
Name Cloud provider Account/Project/Subscripti  Resource type Path severity (i) Vulnerabilities Secrets Compliance violations
reporter_ec2_role_y... AWS 991966387703 AWS |IAM role Info 2 Critical 0 4
reporter_ec2_role_y... AWS 991966387703 AWS IAM role Info 2 Critical 1 4

Jo|, Bas 5 48 4%
- EREIHR
EXPOSURE POLYGRAPH ‘ *E BF‘( Eﬁ 9&
reporter_ec2_role_yenjfgcjnw 3 ¢ . ﬁﬂﬂ% ;}E’i }lﬁj
Lost updated on 4/19/2024 2:00 AM (EDT)

Description

Internet accessible ip-172-16-1-213.us-east-2.compute.internal with critical vulnerabilities. EC2 ip-172-16-1-213.us-east-2.compute.internal instance has access to admin privilege IAM Role

reporter_ec2_role_yenjfgcjnw.
72 e B 25 0 Aol AR B

Internet Internet goteway Security group EC2 Instonce AWS TAM role « Admin privilege
igw-027abab@99f3c4911 sg-@79156468d8cdb1429 i-@c29f425d1e97bedB8 reporter_ec2_role_yenjfgcjnw
ip-172-16-1-213.us-east-2.computé.internal
AWS IAM Role

© Fortinet Inc. All Rights Reserved. 12
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Alerts
ol
Alert Mame = Alert ID = Severity = Alert category = Alert subcaotegory =
Overview
SE=EK
Total alerts by severity @ = ~J N
W O Critical B 0 High
Total alerts over time © -+
iSIEL

mw

5

o I

18:00 2100

- K'Y

Unauthorized AP Call | Alert ID: 657301

=
s

Status = Source «

Unguthodized APT Call; For account: 772035820905 : Unautharized API call was attémpted 71 times by usér ARDAZHOQHLXVU2PLFCR)

Event activity window: 11/25/2024 at 1:00 PM +08:00 to 2:00 PM +358:00 @

Inta ANS Pobgy Cloisd Activity Imternet Exposure: Unknown

Metwork security group deleted | Alert I0: 457202

Event activity window: 11/25/2024 at 1:00 PM «08:00 1o 2:00 PM +05:00 ©

Info  Azure Policy Cloud Activity nbemnet Expasure: Unknown

Metwork security group deleted: Azure Network Security Group 1D /RESOURCEGROUPSRG-DXTFCVAFSFUOTCGH/PROVIDERSMICROS

[ o)
X
—_

5 4 i

: W2 FY

by
CRk
g
i
/]

G2 B Create view +

B Nov 24 02:45pm - Mov 25 02:45 pm (+08:00) L]

MITRE ATTACK = Internet exposure « IPV4 address =

0 3 Medium

Al B S5 4S8

@High KB8s Policy KubernetesActivity Internet Exposure: Unknown

Workload created wit
Alert modified: 11/15/2024
Event activity window: 11/15

Details Exposure Investigation Events Related Alerts Remediation Integrations Timeline

Why

Alert Description

Recurring violation for Kubernetes Activity PatchD for object [kub pu-device-plugil

in GKE cluster by user system:

Policy ID
lacework-global-170 (2

Policy Description

Detected a workload created with privileged containers. A workload is an application running on Kubernetes. Kubernetes
provides several resources to manage workloads on a cluster including standalone Peds, pod Deployments, ReplicaSets,
ReplicationControllers, StatefulSets, DaemonSets, and defining ad-hoc Jobs or scheduled CronJobs. By default a
container is not allowed to access any devices on the host, but a "privileged" container has access to all devices on the
host. This allows the container nearly all the same access as processes running on the hest. This is useful for containers
that want to use Linux capabilities like manipulating the network stack and accessing devices.

When

Event activity window @

11/15/2024 at 2:00 AM +08:00 - 11/15/2024 at 3:00 AM +08:00

External IP address =

Usermaome = Machine tags « { Show more ) l::Reset_\]
A I Wl

6 Low 73 Info

ves, 1cansuq Al T?J?J Ej] r— P }:E' f@ a brief

explanation:

Summary

The "Workload created with privileged containers” alert is triggered
when Lacework detects that a workload (such as a ped, deployment,
or daemonset) is created with privileged containers in your Kubernete
cluster. Privileged containers have nearly the same access as
processes running directly on the host, which can pose a security risk

if not properly managed.
Key Points

» By defoult, contoiners are not allowed to access devices on the
host.

= Privileged containers have access to all devices on the host,
similar to processes running directly on the host.

+ This alert excludes the Lacework agent, which may require
privileged access for monitoring purposes.

* The alert is classified as high severity, indicating a potential

security issue that should be investigated.
Recommendations

+ Investigate the source of the worklood and determine if
privileged containers are necessary.

» If privileged containers are not reguired, modify the workload
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BUILDTIME : RUNTIME

; ; : = A% AE
Devel : Build / Depl : . :
SDLC — ; 2 5 ’[/_ _____ - 7"1 TFEE —»
ERERE S % - T_"’_“:‘_R_t X <] TAPI [ Woeced Betie, |
W & T b T Host x
o : / W | Agentless oS R
“TP° [ e L ER] l@"’“""ii} D [ 0 | |
‘ y : : Cloud Idoft‘ty ‘ e
@ Lacw @ Lacework ’ Conf-‘ :o:l En‘t‘tlema\t \ = |l ‘

5 | — _

| = EI,:T: ~ Com 2 Analysis | l 4 L‘-.‘:--.‘.:-v
g s et
D 34| |@por | [@sasr|| @ 54| : |@Lacerork] (@Lacerork ot \ ~ l MDR / SOAR / SIEM
LIPS : 7y : [ - Risk Prevention
T T ,L J\ i T I - Threat Detection D ’\]‘ Ticketing /Ale.r't‘.
8{3 —_ \ / ( 3 Cortainer @ [ - Response + Investigate rgﬁnz ?')'Z/\ S—

CI eI ¢D

o Aoe Repo | Guld code) il image) (eploy containes) FortiCNAPP powered by Lacework
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