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Framework Core:

CYBERSECURITY
FRAMEWORK
VERSION 1.1

Function

Detect

Category 1D
Asset Management ID.AM
Business Environment ID.BE
Governance ID.GV
Risk Assessment ID.RA
Risk Management Strategy |ID.RM
Supply Chain Risk ID.SC
Management
Identity Management and
Access Control .
Awareness and Training PR.AT
Data Security PR.DS
Information Protection PR.IP
Processes & Procedures :
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Securltv.CDHtlnuous DE.CM
Monitoring
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

23 {El %8 Bl

r/—_

NIST Cybersecurity Framework B9=Kt =&

Subcategory

Informative References

ID.BE-1: The organization’s role in the
supply chain is identified and
communicated

COBIT 5 APO08.01, APO08.04,
IAPO08.05, AP010.03, AP010.04,
APO10.05

|LSUIIEC 27001:2013 A.15.1.1, A.15.1.2,

.15.1.3, A15.2.1, A.15.2.2
NIST SP 800-53 Rev. 4 CP-2, 5A-12

ID.BE-2: The organization’s place in
critical infrastructure and its industry

COBIT 5 APO02.06, APO03.01
ISO/IEC 27001:2013 Clause 4.1

sector is identified and communicated |ysT Sp 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated

PO03.01
ISA 62443-2-1:20094.2.2.1,4.2.36

COBIT 5 APO02.01, APO02.06,
NIST SP 800-53 Rev. 4 PM-11, 5A-14

ID.BE-4: Dependencies and critical
functions for delivery of critical
services are established

ISO/IEC 27001:2013 A.11.2.2, A.11.2.3,
Alrk il g
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-

COBIT 5 AP010.01, BAI04.02, BAI09.02
11, PM-8, SA-14

ID.BE-5: Resilience requirements to

established for all operating states
(e.g. under duress/attack, during

NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-

COBIT 5 DS504.02
support delivery of critical services are ISO/IEC 27001:2013 A.11.1.4, A.17.1.1,
17.1.2,A17.2.1
1

recovery, normal operations)
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NIST Cybersecurity Framework I=AtZ& [

Framework Core: [ ) 0

Senior Executives

Broad enterprise
considerations

Abstracted risk
vocabulary

\/ /

a N a N
Implementation /

Specialists in Other
Fields Operations

Deep technical

Specific focus outside of
considerations

cybersecurity
Highly specialized

Specialized or no risk
vocabulary

. _ . vocabulary J: ’
\/ ~/ \/ / ) 3
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NIST Cybersecurity Framework =Xt & [

Framework Tier: I
. Tierl: 883 E17 ( Partial )
Tier 2 =
T e - Tier2: 222 =P ( Risk /
Informed )
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Summary CSF Scores NIST CSF SCORES BREAKDOWN o

i Current Maturity  #{Target
Asset Megmt

4t
L
Il
I
P
Bl

3.2

Buz. Environment

32
Communications Governance

Improvements Risk Assessment

31

Recovery Flanning

Risk Mgmt Strategy
31
Chain RM
30

Improvements
30

Mitigation 2 Identity Mgt
29
Ide ntify Protect
m Maturity 3.0 30
W Target 31 30 Analysis Awvarenessand Training

Communications Data Security

Responsa Planning Info Protection

NIST CSF Scores

Maintence

Detection Processes

Continuous Monitoring
Anomalies and Events

M |dentify M Protect M Detect W Respond B Recower
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Framework Profile:

Business Objectives

Onpanatomal Mason and Buines.
Otyectives.

Threat Environment

NIST Cybersecurity Framework B9=Kt &
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NIST CSF implementation planning tool

NIST [Risk Priorities & Appetite - ] "Tiers" - A (Three {or more) Year Action < - ~ ———— _ 3
[Functions] [S . ] \[ policy ]\[Maturit‘l Map Plan - NIST "Profiles” by . Ea E nx |§E| Ej-] ﬂj \)\ \ 7& q::jl:' Fﬁﬁ Hﬁ E/\j —’R ﬁ
ervice 7— = | I
I\ ~ 7< \
N
i ity Ri i i o +tion Plan FY20:tion Plax FY20:tiox Plax FY20 h . h . d h .
&Christopher Paidhringgszt 2
NIST Ll sy Reven ot A _
EHHINISTRE S S ER A
Enterprise- Funded - I“
Aligned B Unfunded / Policy Dev Pulicy Review
Framework: . / S :.-\-.-:‘i.l il || N E— , E Q N I STﬁ ? Q
AR CMM - Intezrf sample Projects view N E /
_ Risks. T — e —— metrics and Initiatives .. S
- Service Management (1AM) 5,5 | Key initiatives J Q
Catalog L&_.-—--""'—FTT_: nested and Nad]  [SSO - Pumeo|lAM|  [SSO- Phused HR n ’ E U % E ZE 7 \( D
- Priorities NAC ¢ b5T6| aligned
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Operational Security - Asset Management
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ID.EA-2: Cyber Threat mnteligence 15 recetved from wnformation sharing
forums and sources
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NIST g5 % 2122 ( Cybersecurity Framework, CSF ) v2.0

Govern(G&#)

Organizational Context 8% ®(GV.00)

Risk Management Strategy /3 68 ;2 % 84 (G V.RM)

Roles, Responsibilities, and Authorities 2 - I B 2545 (GV.RR)

PolicyER & (GV.PO)

OversightE® (GV.0OV)

Cybersecurity Supply Chain Risk Management 82 2 SRR EE(GV.SO

IDENTIFY (& 51)

Asset Managementi Z &£ (ID.AM)

Risk Assessment B F#E¥ & (ID.RA)

Improvementszy # (RC.IM)

PROTECT (fRi#)

Identity Management, Authentication and Access Control 24 #E - BEMFEUZFI(PRAQ

Awareness and Training 250%03I& (PRAT)

Data Security @B =2 (PR.DS)

Platform Security F &% 2 (PRPS)

Technology Infrastructure Resilience R @2 8 &)1 (PR.IR)

DETECT (f#5:8))

Continuous Monitoring 5§ Z(DECM)

Adverse Event Analysis -~ R B #4217 (DEAE)

RESPOND ([=1F¥)

Incident Management AL 32 (RS.MA)

Incident Analysis B&I% 47 (RS.AN)

Incident Response Reporting and Communication B AU 3 & 52 W B(RS.CO)

Incident Mitigation B&UE % (RS.MI)

RECOVER (#/5)

Incident Recovery Plan Execution B & 51 #8175 (RC.RP)

Incident Recovery Communication B4 5% # (RC.CO)
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