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Al Access Security
REH - RISFER - BUBRE - IBREER @  ChatGPT

Copysmith

/ Al Access \’— @ Grammarly

enables safe Al adoption

SageMaker

Hugging

Codeium
Face

.
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Interconnected SaaS ecosystems with Al-
powered third-party integrations create
security vulnerabilities, complicating
detection and control.

This leads to increased risk of security
breaches and non-compliance with
regulatory requirements.

4 paloalto’ | 4 PrRISMA



= AR PkEL = E AR

Democratization of Al
app creation has led to
sprawl of insecure apps.

PRODUCTIVITY

a (%)

CODE ASSISTANTS/GENERATORS

=) @ @

WRITING ASSISTANTS

@ @

HEBENIREHST
*“E’JEZF@T?E i3
LR B B 48

Challenges

Al apps store, learn, and
reiterate data.

Al apps ingest
unstructured inputs and
generate diverse
outputs.

GenAl APP

RISK HIGH
ENCRYPTION NO

@ PASSWORDS @ CREDIT CARD
MODEL TRAINING YES

(\) ssN (\) SECRETS
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Solutions

Rapidly evolving, powerful
apps are readily accessible
through marketplaces.
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Gen Al Use Case Breakdown by Users

Code Assistant & Generator 3.5K () Video Editor & Generator 1.5K 600

t 250 tzoo

@ Image Editor & Generator 2.2K

Audio Generator 700 @ 300

I Conversational Chat 6.5K users

18 applications

6.5K users

ChatGPT ,
Review use-cases /

(a) Image Editor & Generator

11 applications
oEE—— @4
2.2K users

Midjourney
Review use-cases

Threats Detected

53K e

5K Alerted - 48K Blocked

Cl) Conversational Chat

136

150: ;>

</> Code Assistant & Generator

8 applications
o mm———=

3.5K users
e ===

BIRSSE 2Ry Al EH TR &
2RABS=RAVE LR 7ML Al EA !

Gen Al Apps
54 allowed - 82 blocked

15K

Gen Al Users
12.6K allowed - 2.4K blocked

All Other Use-cases

ONONONONCNO,

95 applications

\ 2K users /

/" — —

Ay Codeiom
Review use-cases
\ /

/ (X Video Editor & Generator

j 4 applications
/ ooy pm—

1.5K users

Review use-cases

Firefly
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REER - BB RMLEBEE PSS T

el

O

Sensitive Data Detected

4K assets /\/\'\‘

1.5K Alerted - 2.5K Blocked

® Sanctioned (21/136) @ Tolerated (48) ® Unsanctioned (67)
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Al App Proliferation Will Change How Enterprises Operate

JR A B RTRYPR B ST SONBHRH R BB 2R

Al Applications

J /0
1005 of sanctioned Al apps of employees using

Enterprises planning to use it without permission

Al in the next 12 months

Al Model Infrastructure
of LLM, SLMs,
1 OOOS ML scripts

Al Datasets

f public models can
be jailbroken

00+

Enterprises using
Al today

1 Os of PB of training " malicious models
& vector data availablesin the wild
MILLIONS of prompts annually \‘
-
-
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OWASP Top 10 for LLM Applications 2025

-

! cf |BA ( ot
g st ; 2 ROMPT
OMPT an ‘ 17, oy
RECTION \\‘- \ 1177
e = \
— 5'“ 1 ‘\‘

;
:
;
o
A s

I%‘L*'S:S‘

=l
/ /ﬂ

o a0
G TTTTTINYNS

B —— =034

& 7N Al )

Al JEA ~ ZEBR - ERLEE - b
BRI KBS

WACKING §
N\ PERMISSTIONS 3 y

BURK

A EHIL

& ifl R R 3 e 5 [ B FIRHEER RS =

LLM £ %L P REHEER - LLM RS ERATE  FERIIER - MEE=ER AR F AR B B R E At o0 F24
SEHEE JIREE - BERNBEFEN  BEEBRAUNER - 5SIATRE ZH - TRZ EFIRVERRE ~ TBIEA
- BRER R

EIE - BE XSS - CSRF ~ SSRF
R RIS AT

STEM

nmawe)|

ond ¢ : 1:.0 % N
RN
FCASE
MILDKING
INFORMTION

Il DY |
g I
| 9 ]
DFBLOSRS |
S o
S
. B/
i

oS

_rum'
7 {

i

E— R ‘,_w% e —— wm;;a g ;JL:’ i i \ ‘-; s s\_;. N\

B EE R MmN EE 0= Bl ir A 5534 5 AR 2 & 15 PR 1l 55 FE
SRS EMRBRMNBAL SpERRTANERIETNE EEARAGHAKT  HEHER tRELEREER FEEENA  AFFEMAEETEERRITHNE
METIEEUTHRE - B ST SIEBEHERIENS ANSHIEREETATA . T (48)  BEREDNESKIHER H . cEENRRER - KEeL

BEEEBRE - #IREEE
FHEBE

(
RUE & + AR BUE R AR 75 P Ak 55 e e

SRRFENTIA - REHTR 1R
42k B B T 77 BX

m

AIREIERZER - MIFELE
AN



EMERLZTEEHERMNBE...

LLM and Gen Al App SecOps Framework

End-To-End GenAl, LLMOps Framework

Custom LLM Model Pre-Trained Model LLM
Development Application Development

Deployment
Maintenance

&
&
g
O

Feedbéck Loop

Ex: Open Source, Custom Dataset, Full
Training Lifecycle

ex: ChatGpt, Bard, Cohere,

Material , OWASP-LLM_GenAl-Security-Solutions-Reference-Guide-v1.0-1.pdf
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LLM APPLICATIONS
& GENERATIVE Al

@ ownsp, | TOP10
CHEAT SHEET

LLM & GenAl Securit

https://genai.owasp.org/ai-security-solutions-landscape/
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security
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TROJAI

Llama Guard
o0 Meta
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Evaluate
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Enterprise Al Apps Use an Extended Tech Stack ..

/

Al Infrastructure

J

ooo </s i
VM Containers Serverless ML Libraries
<[>
Code & GPU CPU Optimization
Packages Tools & Drivers
Datasets

=

Inference
(Vector DB)

Lo
o

Managed Self-
Hosted

\_

External
Source

Internal
Data

/
~

/

-

Al Models

Gemini | %Claude

@GPT-4

¥ (R (& &) (e

/

Google Azure Amazon  Hugging Open
Vertex OpenAl  Bedrock Face Al
Plugins & Agents

a
) (Q
File Ops Search Translation
OGS
Custom SQL ReACT
Agents Generation REPL

~
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..Which Introduces New Runtime Risks

-

Al Infrastructure

Ak,

Insecure outputs

Remote code execution

Lack of segmentation

-

Al Models

T

Prompt injection

Model DoS attacks

~

Datasets

o

Plugins & Agents

T

Unrestricted DB queries

Sensitive data leaks

Unrestricted communication

/
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Any App. Any Threat. Any Cloud. One Solution.
Al Runtime Security

Comprehensive
Al threat 5l Al Model Al Data

. ¥ Protection Protection
protection

Precision Al
security services

OR

Inline Network
Intercept

@:i’g Al Application
! Protection

API Detection
as Code (DaC)

Built-in protection for Al-
specific threats

Support for 40+ popular Al models

across Google Cloud, Microsoft
Azure, Amazon Web Services and
OpenAl or any model via API

Cloud-Delivered Security
Services (CDSS)

Industry’s most complete coverage

in a single, all-in-one portfolio.

Multiple form factors

Virtualized ML-powered NGFWs
and API* deployment options allow
best-in-class security with cloud
speed, agility and scale.

*Including post-GA functionality.
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Empower Your Security Teams

Network Developer
security approach security approach
Al-specific threat Use one or both

detection approaches. Al Detection as Code (DaC)

& prevention

Centralized security User-specific
for entire network : o security policies
Configure policies LAl
once & apply
consistently.
Perimeter & Granular protection with
East/West protection custom error behavior
Comprehensive container Simple setup
security in minutes
PReE4H SRS AR T2 Al 'R E R (R4 4E RS T Intercept @i 2z & HI{EE" (Security-as-Code)

A B ERYREZAS

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto ‘ O STRATA

NNNNNNNN



T

E Al TIFRPBMAZERE (API)

How can | protect
my Al apps,
models, and

datasets from Al

specific threats like

prompt injection
attacks, insecure
model outputs,
and sensitive data
loss”




£ Al LIERPBRAZZEEE (API)
without modifying app code, the network

7/» paloaltor 7/» paloaltor
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API Call API Call i
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API Call
SQL &/ABIR
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WWW.

External
Data Spurces
Private Al Platform
‘ Secured by AIRS
] Vector
Database

E . 000 o2l'%
< : Training | Dataset
) ‘ (Prompﬁiggn‘e!g::lgzgesstration, Al Model (LLM Progelssing
Core Functions) cache, API, etc.)

A

A

Internal Data
Sources

=

Tools & Plugins

-l

Downstream Services

()]
=

External DB Website Third-party Apps

Qo

00

a
()
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C' Jeployment workflow x

O] 1 Cloud provider

Google cloud provider

~
&
m > '@ Firewall placement o T, M\
e Apps <-> Apps / SN /
Apps <-> Internet // \‘ — L\ {
= > Apps <-> Models ' , ( \ \
User <-> Apps \ /' J \ /

3 Region & application(s)

S 2 Region: us-centrall
0 VPCl(s) added
p 2 Application(s) added = -

4 Protection settings
Instance overview

AT
)

Setup parameters

\I
--.

. m

//—_‘
E/\
——

PR PRSP ———

Instance Group

5 Review architecture
View the protection architecture
Download terraform template

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto ‘ C’ STRATA

NETWORKS



£ Al HERBPIELZZME

CIE

Internet

Public LB
50.10.10.1

Internet Users

Mobile Users
10.10.0.0/16

1 BGP
] +
[y Service

Local Network Connection

10.5.0.0/16 Prisma
Access

Management Subnet
10.110.0.0/26

Public Subnet
10.110.0.128/26

VPN VNet

-

10.110.0.132
(eth1/1)

10.110.0.133
(eth1/1)

VPN Subnet
10.110.118.0/24

i Azure Subscription
Tag Collector Transit VNet

Kubernetes Plugin

AppO1 VNet
AppO1 Subnet

: 10.112.1.0/24
Private Subnet

10.110.0.64/26 | = — =
/ VNet

Private LB Peering

10.110.0.126
10.110.0.68

Scale set ! (ethl/2)

10.110.0.69 4 AppO2 VNet
(eth1/2) App02 Subnet
10.113.1.0/24

0.0.0.0/0 * N *

Private LB VNet

H

—-—-—————_—_J

VNet Peering

Peering
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Our approach to securing your enterprise Al applications.

Al RUNTIME SECURITY Operationa Security

Welcome Back, Anand
View 24-Hour Snapshot

= DATASETS

@

e

@4

GRS A MODELS

TRAFFIC PROTECTED

(SEILIES ¢

v

B = ) )

PLUG-INS INTERNET
» & °

_+_

6 &1 @4 Past 24 Hours v

B Blocked Threats > B Alerted Threats
1.2k t 32

Threats Identified Security Instances

1.3k &

Inbound Traffic > Outbound Traffic
28TB + 3.3TB

loud Networks > App Workloads
2.8k 1 5.1k

MENDED ACTIONS 6

5 Critical Prompt Injection Attacks

Al Security Policy Missing Protection Pr...

| Insecure URL Found in Model Output

>

>

>

Discover

all Al applications, models, users
and datasets automatically.

Protect

models, data and apps against Al-
specific and foundational attacks.

Monitor

the runtime risk exposure of your
Al ecosystem continuously.

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Protect
Your Al models

40+ models protected across GCP,
Azure, AWS and OpenAl.

Block 12 types of indirect & direct
prompt injections and obfuscations.*

Prevent Model DoS attacks.”

©

'l Filter unmoderated content* (biased,
sexual, harmful, hateful, criminal).

<

C’ Al MODELS
Add Al Security Profile

Configuration

Model Groups (2

The default group applies access control and

Access Control

Allow

C
c
C

Target Models

GCP - Embeddings
GCP - Gemini 1.0

GCP - Gemini 1.0

Azure OpenAl - E...

AWS - Claude

Al Application
Default: Allow
Allow Category: 0
Alert Category: 0

Block Category: 1

Default: Allow
Allow Category: 0
Alert Category: 0

Block Category: 0

Al Data

Custom-DLP-Sensitive

Al Model

Prompt Injection: Block

Prompt Injection: Alert

Q4

Al Application
Default: Allow
Allow Category: 0
Alert Category: 0

Block Category: 0

Default: Allow
Allow Category: 0
Alert Category: 0

Block Category: 0

Past 24 Hours v

Al Data

-

*Including post-GA functionality.
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Monitor

New threats and
unprotected applications

@ Analyze your Al Runtime risk posture.

9 Evaluate unprotected Al applications.

‘ |dentify risky communication pathways
* from Al applications

Al Security Detalls

Al Model Name
OpenAl - Text Embedding Ada 002

|

reat in Request or Response

request

Max Latenc Wi it

false

Al Subtype Details

Al Model C5P Name

OpenAl

Al Incident Report ID Latency

9729170a6e398d6aa/827cbfb5944 8
30a9de83bf22cd3d0864 /eb33e449
220d5500a

Al Incident Type Al Incident Subtype

ai-model-protection prompt-injection

Al Security Profile Name

Custom-Al-Sec-Profile

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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RECRESHE InaENEEEE ( EFEREEER )

WWW.

External
Data Spurces
Private Al Platform
Secured by AIRS
Vector
Database
: : > 00D | o o
« . .: App Workloads | Al Model (LLM Training | Dataset
(Prompt Engineering, Orchestration, Processmg
: Core Functions) cache, API, etc.)
Prisma Access

A

Browser

M E R

SSL VPN,VDI {0k W =
FHt A e =2 Internal Data
T oK B4 ] Pas g Tools & Plugins

Sources
W |

Downstream Services

@ o

External DB Website Third-party Apps

A

00
00
(m]w]
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Prisma Access 2Browser

BlZEEEiRE
FHZZEEE
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Isolates the workspace.

o Hardens the browser with

additional layer of encryption.

¢ Isolates environment
against:
- Keyloggers
- Screen scrapers
- Untrusted certificates
- Public networks

Checks device posture
every 90 seconds.

K¥

C RREEMEREH

C (O poicy @ J=a

orporation Bookmarks = box [ sheets 32 dropbox [ Pastebin # ControlC @ intranet t Gmail [ Nearly 80 Chrome.. P43 oconbc tTab - Chro.. [E§ Laban Home Page... B3 Al Bookmi

B[4 ACME

CORPORATE UPDATES

Search Google or type a URL Mid-year Sales Team Meeting

m\y-'—- —

711 m\\\x

o |

e O
MNEERELE
Reduces attack surface

by disabling sensitive
browser components.

Defends against
malicious extensions.

'

< Collects web insights for threat hunting and forensics. <

Activity auditing User timeline Session recording

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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B, Accounts
& All Accounts v ¥

- -
AL L use r a ctl O n s a n d Iast- m I Ie n 18 items - Sorted by Credit Card - Filtered by All accounts - Updated an hour ago Q Search this list...

[:] Account Name v | Account Site v | Billing State/Pro... v Phone v | CreditCard T

1 [:] ACME Sensitive (972) 456-8845

e Unauthorized login 2 [] GenePoint CA (650) 867-3450 I 5602
] 3 [] Edge Communications TX (512) 757-6000 S 1112

@ Flle up|0ad/d0wnload 4 (] Michelle Nelson New York 03222394951 A 0308

5 [] Bertha Miller New York 05943823904 A 0728
e Copy/Paste T

6 [] University of Arizona AZ (520) 773-9050 A 7508
° TeX’[ typlng 7 [:] United Oil & Gas, Singapore Singapore (650) 450-8810 A 6160

i R st Service  Home Chatter Accounts v Contacts v  Cast

e Text masking

¢ b [ . - !
1 \ : ',_ =7 R ‘N, V. v -
F ) ¢ L - " ‘ j ; " 4
Bk | 7/ R TpN— i
April Williams ;.::_ \.j Tori Kojuro ! ] J Madrid (5) { Casey Cunningham $ Account

e Printing John Greenberg |-
® SC I’eenShOtti ng/Sharing Customer - é"‘fd | (718) Zi'jﬁfim W\wugreem)erg.com_.

Details Related

e (Camera/Microphone

Account Owner

([ ) Waterm arks Screen sharing is blocked ¥ John Greenberg

This page is blocked for screen sharing by our company’s content security policy. Account Name

John Greenberg

Parent Account

Account Number

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa":oC | <l PRISMA
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Al Security Assessment Service

2 k’_ unique 3 misconfigured
users resources

identified Al I prioritized
D . — DISCOVERY" INNOVATION ——
applications threats

\ 6 model endpoints
f identified

7 nigh-risk Al
applications

GOVERNANCE
nigh priority i "

items identified

policy
recommendations

9

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto | ﬂ UNIT 42




I:I'b\ ﬁk E iﬁtﬁﬁq¥ﬁﬁgﬁ

Al security blueprint

rrodel service

Availability: denial of /

access control, passwad
attack, injections, etc. t\
Prompting: Indirect
;lnput: torsions - l : - I prompt injection
Risks and Threats and extensions Generative A1 kT
Prompting: direct | Application
. Data Loss prompl injection Depicyed Gan Al l E;It::::_'ﬂ —

M Input / Prompting mwﬂ;,ﬂ .;,:ﬂ _
B Output handling A7 | ]| seetestonth l cutput handing ]

B Data poisoning Data Loss: snsive ’

Yy LL
Retrieval / S Output: inappropriate
Chaining Chiat output

|
|
1
I
]
1
1
I
1
1
i
1
1
WC ional risk ' '
onventional risks ! :
f Data Loss: sensitive ' : Componsnt L 1 :
data in file uploads | i
| — 3 | Data Loss: Chat /
i Internal hi
: - Logging .' istory
/  Data Loss: Model theft ' ; = _
| i Data Loss: logging
. wmm AFI : theft
: LLM fruntima) :
: : Data Loss:data
| | exfiltration
runiime | :
N 1_ —
develop-time ;
Data poisoning: Data Loss:
devalop-time posoning fine-tuning data loss

Data Loss:
develop-time data theft

Data poisoning:
fine-tuning poisoning

Blueprint aggregates best practices across industry-leading frameworks (e.g., Google SAIF, NIST Al RMF, OWASRP) into a practitioner-friendly format to enable rapid time-to-insight
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Step.1

\/

71 QRCode EHE M5 BlZE (7F 701A)

118 50 52 #5 Hgk 22 Mg

FRISAIRE I R 2R KR E S

BMHELKITEEBENRE -

7 — — g s LAY

e H & [EScreen Shot

le MRDEIHRIBERNDS - - [BISERE - BAERCE
ERIEBRTRE? |BE
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