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Yi-An Lin

Threat Researcher, PSIRT and Threat Research at TXOne Networks

• Attack techniques and new threats, interpreting the intentions of 
attacking organizations, analyzing threat intelligence and threat hunting

• Interesting in multiple areas of artificial intelligence

• Spoken at BlackHat USA 2024, BlackHat MEA 2024, CODEBLUE, 
CYBERSEC Taiwan, Cloud Summit Taiwan
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Windows Update
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Windows Downgrade Attacks

https://www.blackhat.com/us-24/briefings/schedule/#windows-downdate-downgrade-attacks-using-windows-updates-38963
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Outline

1 Introduction
Introduce about windows update 
backgrounds 

Our research on new method using 
NTFS flaws and TrustedInstaller to 
glitch defender

2 Glitch and Fault

3 Downgrade Attack

4 Takeaways

A more sneaky and more impactful 
way of attack
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Introduction
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TrustedInstaller

• TrustedInstaller (TI)

• Necessary evil for AV/EDR

• Fixup Solution for broken PC

• Bad Practice could be abuse by attackers

• AV/EDR broken by rookit…

• Still require TI to fix it.
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Update Client
Process

Update Server
Process

Communication over COM

Update Folder

Administrator
Privilege

TrustedInstaller
Privilege

More Secure Windows Update
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Update Client
Process

Update Server
Process

Client ask the server to update with the update folders client gives

Update Files
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Update Client
Process

Update Server
Process

Server validating the update folder given by client

Update Files
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Update Client
Process

Update Server
Process

After validating, server copy the update folder into Update files

Update Files

Update Folder
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Update Client
Process

Update Server
Process

Server saves the update action list to %WinDir%\WinSxS\Pending.xml
And in the next reboot, the update actions written in Pending.xml will be performed

Update Files

Update Folder
Pending.xml
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Access Token Manipulation 

• Why TrustedInstaller
o TrustedInstaller has the privilege to terminate all applications due to update reason

o For update, TrustedInstaller must have the power to terminate applications and copy a new version to the 
same path to finish update

• Way to EoP to TrustedInstaller
o WinLogon.exe

o With SeTCBPrivilege and SeCreateTokenPrivilege, we can forge WinDefend or TrustedInstaller token

• With above token, we could stop Defender service

However, Microsoft patch the abuse of TrustedInstaller token manipulation 
after 2023 update TrustedInstaller is kickout from whitelist for DACL
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Access Token Manipulation

• Elevation of Privilege (EoP)
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Glitch and Fault Execution

Inspired by the above methods, our primary goal is to elevate as 
TrustedInstaller to control the NTFS files for impacts to glitch the 
execution of Defender then hijack Defender by the fault execution 

chain of Defender
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AV/EDR PRODUCT’s problem of Productize Module Updating?

• Classic Problem: How to Update? Self-Del, Install, and Run!
• AV/EDR products, still product, right?
• So the R&D teams must consider the problem of updating ☺

• Move the current running program files into %TEMP%
• Write an updated program files to the original paths
• Execute the latest application of the original paths
• OK, we good. Updated!

• Due to this usage for updating, even the Microsoft support the 
feature of MOVEFILE_DELAY_UNTIL_REBOOT for MoveFileEx()
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Glitch and Fault Execution

• Maybe....exploit by NTFS?

o TrustedInstaller has privilege on Movefile, DeleteFile, CopyFile....

o If we can't touch the process, how about Defender's folder or its 
loaded DLL folder?

• Glitch and Fault Execution

o Doesn't expect to suspend Defender at one step

o Glitching the execution process of Defender for the first step

o After Defender be glitched and not working, fault execution 
comes next
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Any New Path on the Misconfigured DACLs ?

• Abuse AV/EDR Trusted Token to Stop Them All
• This method has been patched in Oct 2023 
• We success abuse the misconfigured DACL between

Trusted Token by AV/EDR and the accessible privilege of attackers
• [PATCHED] DACL on the Process-level 

▪OpenProcess, Service Manager Control, 
CreateRemoteThread, WriteProcessMemory…

• [EXPLOIT] DACL on the NTFS-level 
▪CreateFile, DeleteFile, MoveFile, Delete-on-Close (TMP), …
▪TrustedInstaller have unlimited permissions on Defender NTFS files, 
Modify, Read, Write, …
➢Could we abuse it to glitch the execution flow of the AV services?
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[EXPLOIT] DACL on the NTFS-level 
➢Could we abuse it to glitch the execution flow of the AV services?
➢EoP to TrustedInstaller

▪Now, we are allowed to kill Defender file (base on DACL)
▪But program file is occupied by the process lock, how to bypass it?

▪(Win11 23H2) Kernel32!MoveFileW
→ kernelbase!MoveFileWithProgressTransactedW
▪Only require permission of FILE_DELETE to move file!
Not Relate to that files occupied or not, so…

(23H2) Abuse TrustedInstaller to RE-MOVE
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CreateFile + MoveFile
• Get TrustedInstaller privilege

• With TrustedInstaller privilege, rename MsMpEng.exe to dummy files

• Glitch Defender by causing System can't find MsMpEng.exe

As TrustedInstaller, Access not denied!
Just because the program file are occupied by the 
running WinDefend process service ;)

We can’t directly remove defender, however…
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Latest Defender.....
• Microsoft patch the vulnerability of RE-Move MsMpEng.exe

o Our method for glitching Defender loss effectiveness :(

o We are unable to touch files inside the WindowsDefender folder right now even with 
trustedinstaller token

• Rethink about the process of anti-virus products communicating with system kernel to check 
status...

o Event Logger is always called to be the bridge of communication!

• Event Logger is always there for Defender no matter on unusual circumstances or normal 
situation!
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Hijacking Event Logger
• As same as usual, first get the TrustedInstaller privilege

• With this privilege, replace wevtutil.exe(event logger, located in system32) with cmd.exe

o Cmd.exe here is for stucking the process of Defender to activate real-time protection service

• After reboot, the cmd.exe we injected gain WinDefend privilege and glitch Defender

• We got a backdoor with high privilege and suspend Defender at the same time

• Run Malware with Defender’s Privileged Token, WinDefend, at the same time disabling the 
Real-Time Protection
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IT WORKS!!!!
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Windows Downgrade Attack
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Windows Downgrade Attack

• Windows Downgrade Attack
• Presented at BlackHat USA 2024 by Alon Leviev
• https://www.safebreach.com/blog/downgrade-attacks-using-windows-

updates/
• Goals to perform a “perfect” downgrade attack:

• Undetectable
• Invisible
• Persistent
• Irreversible 

• Our method is not sneaky enough, directly privilege escalation to 
TrustedInstaller may alert AV/EDRs

https://www.safebreach.com/blog/downgrade-attacks-using-windows-updates/
https://www.safebreach.com/blog/downgrade-attacks-using-windows-updates/
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Update Client
Process

Update Server
Process

Communication over COM

Update Folder

Administrator
Privilege

TrustedInstaller
Privilege

More Secure Windows Update
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Windows Downgrade Attack

Update Client
Process

Update Server
Process

Communication over COM

Update Folder

Administrator
Privilege

TrustedInstaller
Privilege

1. After verify by TrustedInstaller, it will write the update files into C:\Update, 
and write the “Restart with update” service into registry item

2. After restart, windows will perform “Restart with update”, and write those 
files inside C:\Update to C:\Windows, complete the update
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Windows Downgrade Attack

Update Client
Process

Update Server
Process

Communication over COM

Update Folder

Administrator
Privilege

TrustedInstaller
Privilege

1. After verify by TrustedInstaller, it will write the update files into C:\Update, 
and write the “Restart with update” service into registry item

2. After restart, windows will perform “Restart with update”, and write those 
files inside C:\Update to C:\Windows, complete the update

However, the registry hive, HKLM, doesn’t have TrustedInstaller to protect it!
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Windows Downgrade Attack
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Takeaways

• Knowledge about TrustedInstaller and Windows Update flow

• Methods to stop or kill defender utilizing TrustedInstaller privilege with mechanism 
flaws to bypass DACL on NTFS

• Abuse registry hive HKLM mechanism to perform downgrade attack
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• https://www.safebreach.com/blog/downgrade-attacks-using-windows-updates/

• https://www.blackhat.com/us-24/briefings/schedule/#windows-downdate-downgrade-attacks-using-windows-
updates-38963

• https://www.slideshare.net/slideshow/social-engineering-the-windows-kernel-by-james-forshaw/50822392
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