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HQ: NYC Founded: 2015 Funding: $735M (Series E) Customers: 600+
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100s of Orgs, 1000s of Sites, 50+ Countries, 25+ Verticals
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Why CPS Security

Evolution from OT Security to CPS Security

Fully “air-gapped” OT systems partially “Retrofitted” Newly designed/
OT systems connected to each cyber-physical engineered cyber-
other systems through physical systems
IT/OT convergence
More Isolation More Connectivity
Security by Obscurity OT Network-Centric CPS Asset-Centric Security
Security « Discovery, Inventory
* Purdue Five-Layer + Connectivity/Communications mapping
model « Vulnerability management
« Firewalls » Segmentation
« DMZs » Remote Access Management
- Data diodes « Dashboards and Compliance Reports ...

Source: Gartner
788607_C

Gartner
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2023 Guide for CPS
Protection Platforms
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2025 Gartner® Magic Quadrant™ for CPS PP

Claroty #fE #2025 F Gartner® B i 5 R ™
CPSIRETSMESE
C WTRENSEERES -
- BERNTEEESRE —
Forescout Technologies @ ® -
@ Microso ft

OTORIO @ Palo Alto Networks @

Sepio @ Fortinet :Cism
Additionally, based on 122 reviews from 2024 in the CPS ot @ 10T etere ® vatiace
Protection Platforms category, Claroty has a 96% Would ) e R
Recommend rating on the Gartner Peer Insights™ website g R

COMPLETENESS OF VISION » As of December 2024 © Gartner, Inc
Gartner
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2023

2023

2021

2021

2020

2020

Dole Foods Ransomware Attack

Ransomware caused global fresh product producer to
shutdown four NA production sites, delayed shipments up to
two weeks.

SAF Holland Ransomed by BlackCat

Ransomware interrupted production for a large vehicle manufacturer
in Germany, impacting two sites, causing a 3-month production
backlog.

Colonial Pipeline

Largest publicly disclosed cyberattack against critical
infrastructure in the U.S. involving Colonial Pipeline's IT
systems.

JBS Ransomware Attack

A Brazil-based meat processing company, suffered a cyber
attack, disabling its beef and pork slaughterhouses.

MTA Cyberattack

Chinese hackers exploited a zero day vulnerability to hack
the company VPN resulting in a breach of MTA's computer
systems.

Lion Cyberattack

Ransomware attack disrupts production at an Australian food 6
and beverage company after infecting IT systems.
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CISO CPS security pain points

Operational Resilience: CISOFE Zi e (r HAHSEE S A B ST CPSAYRE Z- 2 S5 - il MESE T} 17 B RS AR 1 R
F—E02 R

The Sprawling Tech Stack: EHE & HVER AL 248 FIH3E IR/ SaaSH; fir B CISOAER 7] 8t FemPkEL » AN
sxloT ~ T SEFEHI A AR FICPSHURRFENE - 12t i N E MMy B e

Evolving Threats and Compliance Requirements: i 1S LAY EZ FIEAREEAE 2 VY > CFRHFE RN
FtrEACPS > iRy s [ A2 &l

Talent Shortages: =51 B A KRRV 22 HIE N LIRS —(ERFERVHEER

Adopting New Technology: 11552 2= 1 [R]HF - e F B Rl — TR MBS - 368 T HAYRESREEEL
B PR P [ A e 7P B2 o

Championing Change: CISOs pVEAFE{ALHEE B B i > RS nRE > R EENIT/OT&1E
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IT Environments

AC)O IT Systems (servers, laptops, etc)
V—
g— Confidentiality, Integrity, Availability
O

a0 Standard protocols and device types
ao0n

=1 dard securi ls appl
C = Standard security controls apply
o0
-n- Compatible with most security solutions
0eO

@ cLAROTY

OT Environments

Cyber-physical systems (OT, BAS, IoT)

Safety, Reliability, Productivity

Proprietary protocols and diverse assets

Operational context drives security

Incompatible with most security solutions

10



Security
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CPSZ & RIEHETFH4E?

60% of orgs
are here*
|

Phase 1 Phase 2

Z2EH
Awareness

ojiRtE
Visibility
Recognize, commit to Gain CPS visibility
addressing the need

for CPS security network mapping

1Source: Market Guide for Operational Technology Security, Gartner, 2021

@ cLAROTY

via asset discovery,

30% of orgs
are here*

Phase 3

SRIRMERE
“Oh Wow!”

Identify security blind
spots, risks,
governance gaps

Phase 4

HIEEE
Firefighting

Prioritize & address

top blind spots, risks,

governance gapS

10% of orgs
are here*

L

Phase 5

Phase 6

[

b1
AR

BawF RHERE
Integration Optimization

Integrate & align CPS with
SOCI/IT security program,
tools, governance

Harness CPS security
capabilities to drive
operational resilience

14



The CPS Journey with Claroty

DISCOVERY ADOPTION OPTIMIZATION
1

1
:&% Technical Solution Architect & Success Team

1 1
PEOPLE* IT & Asset Owner Stakeholders

TECH: EIllllIllIHlllllllllllllllllllllllllllllllllllllllillllllllllb»
TECH* CPS Protection Platform

! 1 1
! 1
1
Managing CPS Assets with CMDB
|
1
Managing Exposures Across CPS
|
Segmenting CPS for Network Protection
|
Secure Access to CPS Networks
i
Monitor and alert on CPS Events

Existing Tools

2

STRATEGY* Asset Discovery

@ cLAROTY 16



The Approach to CPS Cybersecurity & —
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Gain Full Visibility into all CPS in your OT Environment 2 \ - = = e
" a— 1 - L ,#‘:._b. —

+ e
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Integrate with your Existing Tech Stack & Workflows

3
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Extend your IT Security Controls to your OT Environment
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Passive
Monitoring

oS

Safe Queries Claroty Edge

&

Project File
Analysis

Speedy, host-based
asset profiling through
localized queries

Continuous Monitoring of
network traffic to identify
asset profiles

Targeted discovery of
assets in their native
protocol
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Regular ingestion of
offline configuration files
for asset enrichment

CONN.

TYPE

Total 4,584

el

* & &

Showing: 549 Devices

Online 3,225 novsss | [ wighisksss aswancod itors ¢ [(aons v [(insights v ] [ protocols £pors v | [[vutnorabitiies v [ patchos v | ["applcations
= Advanced Query
ResetSort &  Filters: Reset Filters &) Search Q [ D view: Custom W oY, Export
gus = P = MAC =| caTEGORY =| SYB =l MANUFACTURER =|  MODEL =| TYPE =| VL MOREINFO =| 1t
NAME CATEGORY
PLC-5/40 E/K - 1785- @O e I
Albany 10.77.25.97 00:00:BCAT:EQ:32 or Control PLC 12
ENET 2.50 W D
PLC-5/40 E/K - 1785- [F2RCRNC]
Albany 10.77.25157 00:00:BC9AF3:D4 or Control @ fesisnsilen PLC 12
ENET 2.50 [IMRRC]
PO @
Albany 10:77.25.186 00:00:64:CCASEE or Control Yokegawa AFVIODN3 Controller e Wl®
QO @
High Risk Device Types (7) Inventory High Level Stats
4,661
Device Type Devices % Devices
PLC 215 68.9%
Laptop 42 13.5% 3,299 1,362
RTU -8 a% Corporate Guest @O
PC 15 4.8%
1,102 2,549 1,010
Building Automatio 1o 3.2%
E] . oT laT I
Controller 1 0.3%
ups 1 03% 3,243 710 9 m
Online High Risk Compromised New this week

19



Surprising CPS Risk Exposure facts !

Is Digital Transformation Accelerating?

83B 70%

By 2024, there will be 83 By 2026, 70% of new industrial

BILLION IoT connections — CPS purchased will include
and 70% will be in critical intelligent design features2.
infrastructure sectors'.

cy
Are traditional methods to 70 (o)

managlng RlSk Worklng’) Last year, 70% of new CPS

common vulnerabilities &
exposures (CVEs) received high
or critical CVSS scores, yet less

than 8% were exploiteds®.

(¢ C LA R OT Y 1The Global Healthcare Cybersecurity Study 2023, Claroty

2Claroty Install Base Data Analysis

4%

On average, traditional, CVSS-
led methods for prioritizing
vulnerabilities are less than 4%
efficient — meaning that 96% of
resources are wasted®.

20
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Total 113,379 | Relevant 378 @ Actively Exploited 1,074 @ Remediable 195 I S

Showing: 40 Vulnerabilities, 239 CVEs, 3,426 Device-Vulnerability Pairs
Sorted By: | VULNERABILITY PRIORITY GROUI
de ex-
lters:  AFFECTED DEVICES X | | MANUFACTURER REMEDIABLE D X TIVELY E % | Reset Filters
Filters: ) hen
rvice...
ADJUSTED
\:;I;‘NEERABILI'I'V = 1\n_'\l(JFI..;IEIIABILITY =] cves =| ;:ggi;’! BASE = (0 VULNERABILITY
SCORE pwing
ote
xists
CVE-2021-34527 Platform CVE-2021-34527 High (8.8) O Critical (31)
The Microsoft Windows Print
2CvEs (B High (8.2) (5§ Critical (2) Spooler service fails to restrict ac-
cess to the RpcAddPrinterDriverEx.
An elevation of privilege vulnerabili-
CVE-2020-0787 High (7.8) G_q High (8.7) ty exists when the Windows
Background Intelligent Transfer..
CVE-2021-1675 - Windows Print
CVE-2021-1675 High (8.8) (2 High (8.7) Spooler Remote Code Execution

(D ACTIVELY EXPLOITED

Actively Exploited

Actively Exploited

Actively Exploited
Actively Exploited

Actively Exploited

- EPSS
' SCORE

96.7%

96.8%

96.8%

11%

96.8%

VULNERABILITY
(O PRIORITY
GROUP

Priority Group 1

Priority Group 1
Priority Group 1

Priority Group 1

Priority Group 1

il
Lo

Data enrichment from CISA’s Known Exploited Vulnerabilities (KEV) catalog and the Exploit Prediction Scoring
System (EPSS) should provide additional context into a vulnerability’s usage or exploitability.

@ cLAROTY
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Creating a risk profile that accounts for CPS realities

Confidence score: High

Likelihood

Compensating Controls Impact

Network Factors Risk Factors

VLAN topology Outdated firmware Overall enforcement level Equipment class

Internet comms Operating system Management method Consequence of failure UKE(;LZ?OD ‘Mgg‘f T
Connection type End-of-Life Endpoint security OT criticality . -

b
Network Weak/default passwords Network controls Purpose é
COMPENSATING
o . . CONTROLS
Unsecured protocol Vulnerabilities Custom controls Business impact (183)
Expired TLS Plaintext credentials

CPS RYAR S [E PR T 0 FERZEE BRI T o 1]
EMAEFMEAER T B

@ cLAROTY

TOTAL
RISK SCORE
(442)
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Risk Simulator

E ICE95CPE310-ABAL
CE

~ LIKELIHOCD
DEVICE VULNERABILITY
Operating System Proprietary ~
Known Vulnerabilities oT2 v
Outdated Firmware Unknown ~
Device End-of-Life No ~ ‘-‘Kf;"_’f’OD
Weak/Default Passwords No v
Plaintext Credential Login No v COMPENSATING
Processing Power High )
METWORK & COMMUNICATION PROFILE
Connection Type Ethernet —
Network Industrial v a
VLAN Topology Unknown VLAN Topology v

ERiE R EREERR St HEE
AR AR U RE AR

@ cLAROTY

Risk Simulator

IC695CPE310-ABAL
GE

v LIKELIHOOD

DEVICE VULNERABILITY

Operating System

Known Vulnerabilities

Outdated Firmware

Device End-of-Life

Weak/Default Passwords

Plaintext Credential Login

Processing Power

NETWORK & COMMUNICATION PROFILE

Connection Type

Network

VLAN Topology

Reset Values &, Export

Proprietary

oT2
Unknown TOTAL
RISK SCORE

No LIKELIHOOD IMPACT (43.4)

(30.5) (30)
No

+ =
No v/
7
COMPENSATING

It CONTROLS

(=17
Ethernet
Industrial Claroty Recommended
Uniform Type OT VLAN ~

25
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Asset and Network-Centric Examples

Asset-Centric Asset
Hardening Patching

MANUF. VULNERABILITY
M (ICSA19-21-01/ -19-274- 1 /2819, 8 ™M MANUFACTURER
Urgent/l (ICSA19-211-01 / ICSA19-274 Platform /2819, 8:00 P TR RIS e EvATicE
01/1CSMAAIS
‘ DAL Patch Available Confirmed

va 5 0 v2 Hig ¢
The following versio: sing the IPnet stack are impacted (nc

9. R pacted Patch Available Conf 4

vulnerabilities apply to all produ:

« VxWorks 7 [SR540 and SR610)
* VxWorks 65-69

« Versions of xWorks using the Interpeak standalone

DeLL Patch Available ]

DeAL Patch Available

ack, irst rep

Several

vuinerabilities were found in the Interpeak IPnet TCP/IE

under ICSA19-211-01, affecting devices running VxWorks OS,

updated as ICSMA-

19-274-01. These vulnerabilities have expanded beyond the affe:

d VxWorks systems

and affect additional real-time operating systems (RTOS). Successful exploitation of ~
DLl Patch Available EeiT

these vulnerabilities could allow remote code execution.

Network-Centric
Hardening

G CLAROTY

Policy PLC - Schneider Electric - ACL

© Aterations may be required Lo aply these rules to your netwark.

Cisco dACL () Aire0S

26
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Claroty Recommended Policies Organization Policies
< (@ CLAROTY RECOMMENDED POLICIES ()
=& ) = SEE 4= 4]
RRGBNE P IETH
Clarory N2 E &K R IBREHEN = PEITH
AN il Showing: 15 Recommended Policies
El:l 73 ;:lJ Sorted By. ATCHIN E c Search Q
PoLicYID = POLICY SOURCE =| POLICY NAME =] APPLIED MODELS =/ ’;:gﬁ:';'s"c =t POLICY RULES [=] PoLicY ACL =
CREEREERERIBLURERARE
KRETEREEBRE J s :
#RD8 @ Recommendation Mobile Printer - Zebra QLn 220, ZT410 234 13 Rules ACL H
EREE)
a9’
Building Automation Device -
#RDO3 £ Docommandation oz 10 20 Dulne 3] ac_d7] :
Policy Information Policy Rules Observed Traffic x
N ** an N SE-— o Policy IDs CPINTHE AR
%8 fﬁﬁ BSOS HETAME SR - EITAES - -
m ;7:’ N Policy Models cPaN 15z | -
Byl
#RD144 Policy Attributes 3 acL @@ No Alerts 413251051 AM 413125, 1051 AM
Jasen Chan
#RD222 .
Actions
ErEEENMARSRER o - L - - I
u pu by} Rum N v =]
+ Add Note
[ POLICY RULES
Shawing: 20 Rules
Sorted By: sl Search Q
UPDATE =] RULENAME =l PROTOCOL =] " = SoEA = BIDES) = SIDEBIP = Dewice = Rme 3 e =l
STATUS pROTOCOL PORTS PORTS : et S SOURCE ACTION
DHEP DHCP uop any &7 any N/A Claraty Allow
DNs DNs ube any 53 any N/A Claroty Allow

@ CcLAROTY .
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