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¥8B5 ( Prevent)

- BBRBRCEBHEE (IAM)
- Z{SEZE#8 (Zero Trust) D
_ %243 (Endpoint Protection ) BB K B2 IR
. PEESHTINGE C SEXRHS (MFA) - ERERXZ2HEEREER %

{=RIEA[O]fE ( Detect & Respond )
- ZUBIRFEEEZ 4 - 0 SIEM ( Security Information and Event Management ) #1
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XDR ( Extended Detection and Response ) - KR EIBEBITHRIIRREL - 45
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<<< - SH[OEETE (Incident Response Plan) ol igRABMEARHEERE - HOTE
KEBERNE e
B ""jz Hﬂ BEIDELE R (Backup & Recovery)
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- EFEREIRGKEHERETE (DRP ) DUERD 1714
RAEHEEMES®E
~ ¥8BA (Prevent) : ESET - Penta Security * OpenLogic

~ {EIEi[E & ( Detect & Respond) : JumpCloud * Senhasegura
- fE{p B8R (Backup & Recovery ) : Storware - CloudCasa - Keepit
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- &t API PR3 ( Rate Limiting ) 2RB5 1L
- A B iaiEEIEEESEl (20 OAuth 2.0 ~ JWT) ZBEHI APl 77EY

- ¥RF APl ZZPhE# i ( Penta Security ) 2K5&(E APl 2%
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- EHIEE EiREIREE ( Cloud Security Posture Management, CSPM )
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laaS (Infrastructure as a Service) WE#Z218
HERECE (Misconfiguration)

L BRI =
LHAERHR  BERMNZEEHA - A EREERINE (1aC) Z2KRES BRECER (L
( Security Groups ) ~ RN M EETF £ ~ 882 Cloud Security Posture Management ( CSPM ) 2R

B RS EE R E
- B 3B N0Z2 (Encryption at Rest & in Transit ) HE{RE]
B

DDoS X2 (Distributed Denial-of-Service)

JE FERITZE .
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2 s ey DDoS Protection)
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Suspected Malware Execution and Botnet Activity on ei- -mgr-test-endpoint-1

What data or information was accessed or exfiltrated?

ed make-nearmi

INCIDENTS

exe, which
sus ected

ssed or exfitrated includes 2 dropped executable nam

Y -mgr-tiadministrator 'hvough
which was blocked due to its unknown reputation and lack of signature.

‘What is the reputation of the dropped executable make-nearmiss.exe?

The dropped executable make-nearmiss.exe has a reputation of “trusted.”

detection_§§

memoryscannertestfile.exe T ke &

1. Can you provide mo s about the source IP 127.0.0.1 and the destination IP 127.0.0.1

to the suspected botnet activity with the threat name

tProtecti o'v'es"
3, Can you provide information about the proces:

hitpclienttester.exe and its reputation?

%commonprograms%%\accessories\notepad.Ink

o o6 9

make-nearmiss.exe (3244)

executor.exe

|
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B Applications
- P

8 Dotabases Overview
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W Account

WV WordPress

—

.-

Recent Attacks

Tiene

See detailed attack information from

our intuitive dashboard as and when they happen.
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JumpCIoud Rin S 10 bnsE B ERER T =

Featured Applications (10) collapse

Featured applications are some of our most popular integrations with enhanced feature functionality, like API-level Identity Management

) < . GitHub Ent
amazon G Atlassian Cloud . o Cloud

Amazon Web Services Evernote Atlassian Cloud Salesforce Github <

10 Applications Export Metadata Delete

Status Name v Display Label Supported Functionality I1dP Certifcate

Aha! Aha! « JIT Provisioning Expires MM-DD-YYYY
Atlassian Cloud Atlassian Cloud
aws

AWS IAM Identity Center / identity Management Expires MM-DD-YYYY

Bamboo HR

' .LDATADOG Datadog v JIT Prowisl

‘.'A Gitlab v JIT Provisioning a n Expires MM-DD-YYYY
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JumpCloud Eix 51§28

& JumpCloud Directory Insights

sers Activity Log
Systems

ice-all »

Policies

SRR T 2

Timestamp Event Type

Groups Io
ogin

Applications 05-29-2020 @ 09:16:48.13 user

login
Directories / LDAP

radius

ottempt

update

attempt

Commands ) 09:16:38.9¢ user_de

RADIUS 05-29-2020 @ 09:15:10

Insights 05-29-2020 @ 09:14

MDM 05-29-2020 @ 09:12 login

updote

ockout

Time Range

5-14-202

outh_ottempt

ation_chc

r_updote

ottempt

» 09:12:22.59 command_run

Settings
09:0 login

29-2020 @ 09.09:3497 login_a

05-29-2020 @ 09:09:34.9 login

29-2020 @ 09:09:34.97 login

05-29-2020 @ ( 7.10 application_cre

Support 05-29-2020 @ 09:07:43.96 login

attempt

ttempt

attempt

attempt

attempt

ate

Initiated By

zezeve2l
derina
derina
aanderson
aanderson
ccangerl
malexenader
zezeve2l
pflowers
zzander
sryan
sryan
acallaghan

sryan

16.196.4

4.16.196

74.16.196.4

74.16.196.4

16.196.47

16.196

4.16.196

4.16

74.16.196.47

6.196.47
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ERENABREG ST € storware

Storware HIEHEMNZERIREE R

hypervisor configuration

: W o I Arure . ' ORACLE
vimware B e A Azure MNUTAMNIS O sCinLE > amazon |[EC2 $OLServer DATABASE  fueneci
_ Gaagle Claus Parfers databases
etk & openmotal Virtuozzo 28:?@3\0 ~HKVM i IRM
Pe /& Azure B® Microsoft 365 M . @ Dez
¥ -
Red Hat OPEMNSHIFT ‘\-'i]-l ORACLE @
Virtualization e i arim LU v -3
. e application data and configuration
c:’y“p"’,‘w;w e ':':-'Awﬁ:rr . IEPROXMOX iwverge.io A
@ git other apps
O Canonical CpenSlacs L Canonical AVM
D APP 1
APP M
1
VIRTUAL MACHINES APPLICATIONS
. . SUSE
@ [\ Nutanix Files Enterprise Storage
O FPrROXMOX 4 Storag
cep -
MNUTARNIT -
OPENEHIFT kubernetes RBD Volume Groups E} File Syslem
BE Windows .(’\ Linux
~ e
CTNR 1
CTNR N
STORAGE PROVIDERS OS5 AGENT

CONTAINERS

SUPPORTED PLATFORMS
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Storware HIEHEMIERIREE R TR

File system (local, iSCSI, NFS, SMB)

Dell EMC Data Domain Boost Filesystem (BoosiFS), DD Boost
HPE StoreOnce, Quantum DXi, ExaGrid, Catalogic DPX
Virtual Data Optimizer (VDO), GlusterFS, CephFS

@ ;i;';m DULLEMC  AVAMAR

Protect

FILE SYSTEM
e
= D (o] opentext- VERITAS 0% rubrik

| &y Impossible  openstack Ordds Cloud ¢ Backblaze NetBackup

Cloud SWIFT wasabi Infrastructure .
Object Storoge —

. [=====]

@ Quobyte - ggnazon ﬁ e ‘ | + DATACORE ENTERPRISE BACKUP

SWARM PROVIDERS

Axure Blob Google Cloud 1BM Cloud
Sterage Storoge Eract Trcraga

e
(" :ia (_) @ gsmmggpp Drives,/Tapes Libraries

CLOUDIAN SCALITY ' ceph

=00 Qo
0

TAPE

OBJECT STORAGE

28
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by Catalogic

CloudCasa B =R R T =

Flexible Recoveries between clusters with different storage classes

Source cluster [ Destination cluster ] aws
— T el == - - —=c---n
N | o | | |
2l e @ | Y M
AmazonEKS Postgresal | I | I I | postgresal | I
oo || | I
Bt Lo " | o
BB I @ ' L
AZURE KUBERNETES I | | I I I | | I Google Cloud
SERVICE I 3 I I II 3 I I I —
| | -—— | Auto-Provision e I
= cloudcasa | II cloudcasa | o N
11 - | I of new PVs | —
I . | I I I II I | - | I Ahbacb;jﬁloud
Google Kuberetes Engine I | I I I I I I
e | ' l |
| | I | N |
’) 1 | I Namespace 1 I I I
g I 1 | | ' Mapping I —V — = o= e o |
Dlglta‘ocean I _______ - - I - I — — —-— — — — — — —-— — — — J OPENSHIFT
————————————— -l
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CloudCasa B =R R T =

3 cloudcasa Dashboard Clusters Databases Configuration @ Support E Helo John p—
: [— ] —_—
PROTECTION Cloud Accounts
Polices Name Provider: All Y Filter @ ‘ t +
App Hooks
e $ State $ :
Storage
GENERAL CC-AWS Amazo e 27723 L Actve 89
Setting
I N CC-Azure ficrosoft Azure 27/M/23, 083 00
ud Accoun o+
Billir Paymen
) _ CC-GCP Google Cloud 27/M/23, 0814 Pending Qo
Service Plans o+

Items per page: 5 -
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