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Key Insights

The Cyberthreat Landscape o Ransomware remains the
Key InSig hts top organizational cyber risk

year on year, with 45% of
respondents

e CenAl tools are lowering the
cost of the phishing and
social engineering
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FIGURE 4 ‘ Organizational cyber risk — CEO and CISO views

Which organizational cyber risk concerns you the most?

Cyber-enabled fraud e Malicious Insider remains a

top threat in many

Ransomware attack ' < ! campaigns that give
| , attackers access to

Supply chain disruption 20% . .
organizations.
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Disinformation
2%

Other

Denial of service (DoS)

and distributed denial of 29%,
service (DDoS) attacks
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Taiwan's Specific Cyber Attack Trends
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CHUNGHWA TELECOM
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Ransom after Lockbit Falsely Claims e —
ugs » o S - R
Its Affiliates Hacked the Giant
Chnlpl“naker - TREND COMPARISON OF JULY 2024's TOP 5
- e T RANSOMWARE GROUPS WITH JUNE 2024

Throughout July 2024, there was notable activity from several ransomware groups. Here are the trends regarding

Threat actors stole sensitive and confidential data -
from the telecom giant Chunghwa Telecom

Company, revealed the Ministry of National

Defense.
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Malicious
Actors

19%

Of breaches were a
malicious insider attack
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1- Verizon DBIR 2024
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Toda 's Data Security Challenges
BEHREkR

Time to
Detect

Financially
Motivated

80% 200 Days

Of malicious insiders

were financially and contain data
motivated.?2 2
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Average time to detect

The majority of insider data leaks are the result of unintentional or accidental

information sharing. XZBH N ER/HERAARERE /N 2 EERTER,
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Eliminate blind

spots JHRE R

- Not just perimeter -
N/S and E/W

- On
prem/cloud/hybrid
environment
visibility

- Asset discovery and
monitoring B E &
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Trellix Solution Strategy @R $RE

Disrupt attackers
at every stagefE&
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- Not just initial
compromise

- Multi-layered ML
based approach

- Detection of known,

unknown, and
emerging threats

Speed investigation
and response JNREA
EHREREX

- Alert prioritization and
enrichment

- Attack impact scoping

- Guided investigation
and workflow

- Network based
response

uilt on a heritage of innovation in network threat

detection and threat intelligence research
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‘Trellix NDR - Solution

—

Trellix Network Detection & Response (NDR)

g Sensors

‘ - -O Firewalls hVa
Network Trellix IPS
o Detectlingm O EDR/EPP “NDR Ready”
esponse
Packet / \ O OT Sensors

Capture

Sandboxin O / O Network

- Focus: Advanced Threat Detection,
Investigation, Hunting, and
Response
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Why Use NDR ?

Network Detection and Response Module
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Intuitive visualization of Digital
traffic patterns on attacker Forensics and
scope and techniques. Incident

Integration with Threat Response

Intel and MITRE Mapping Dashboard
- (=

BiEERE

Track changes in ﬁmﬂﬁ%;ﬁﬁﬂ:

Network Activity

Explore ports,  Visibility PRR O, 1705
Protocols and Assets Dasf:jboar WEE' uﬁfﬁ-ﬁ

for advanced threat

hunting ﬁmﬁﬁ'ﬁﬁ

ML based identification of
potential malicious activity Beaconing

detection
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Detecting data
Data thefts by monitoring

Exfiltration and baselining the
network activity
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ﬁ D . ML based technique
omain in detecting

Generation suspicious and

Algorithm malicious callback
activity

Extend visibility and
automatically map
Asset discovered assets to device
Discovery type, including new devices.
Additional correlation with
sensor telemetry data
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Trellix NDR - Critical Capabilities Review
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INTEGRATIONS

INTERACTIVE ANALYST SPRINGBOARD & DASHBOARDS

Contextual Insights Trellix WISE Al IR Workbench Advanced Reporting

DETECTION RESPONSE

ML Anomalies &
Detections

Intel Based Rule Based Detections Retrospective Analysis Triage & Suppression

TTP Based Forensics Automation Timeline View

Attack Path Discovery Smart & Full PCAP Blocking Policies Conversation Mapping

DATA LAKE & ANALYTICS ]
Entity-level Knowledge Federated Search Log Data Correlation &

Enrichment
Unstructured PCAP

Data

@

Third Party

Full Activity Records Historical Context Structured PCAP Data

DATA SOURCES & SECURITY CONTROL POINTS

E@

TX Network TX Data Sec TX Collab Sec TX Intel

TX Endpoint
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NDR: Threat Detection

Traditional Network Trellix Network
Perimeter Security Detection and Response
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Exflltratlon

TTP-based ML Modules

Hunting Triggers {7 HikE$E Bl fE

Behavioral Analysis 1T &%
Correlation Rules FiER Al

Signatures #R&6
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NDR : Visibility & Vulnerablllty Yol \

15.2%

YoY INCREASE
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Over 2000 vulnerabilities (CVEs) every month and growing; 300-500
applicable to every organization regardless of size

Vulnerability scanners do a poor job of prioritizing — one-size-fits-all
metrics that leave huge backlogs and fail to capture how
breaches/ransomware happen

Three options — manual analysis, roll your own prioritization system, or try
to patch everything
New assets ( transient/ephemeral/unmanaged) pop-up without followin

due process - who is aware?
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Trellix Endpoint

Security(ENS)
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File Net k
Permissions To?:»c‘:l’g;y Assets
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Access Application Active
Rights Usage Directory
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& 55
Cloud Asset
Services A::Jtsi’s;ty Criticality
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Trellix NDR - Attack Path Discovery

Automated Blast Radius Modeling
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Context Aware Prioritization
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Attack Scenarios Database

BRSRENE

Not Exploitable
Deprioritized
(25% - 50%)

~J24 Musaru bra US LLC. | All Rights Reserved - Trellix Confidential
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Results

Prioritize
Vulnerabilities Daily

=
n

Track Business
Risk Over Time

i%}

Automate Your
Remediation
Workflow
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Attack Path Discovery

Risk Reduction Risk Raong c
X Risk Insight ~ — Hems 16.66% -
] ) 1585-w10pro-Cfoed7 G |
Factors contributing to this risk rating
o View top 3 paths
~ Vuin. Attack Scenarios 3 -

@ NS SQL Server
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Gen-Al with
Trellix NDR

Detecting unknown and
Emerging threats
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Why Trellix Wise
Trellix Wise relieves alert fatigue for

Trellix Wlse 135 181 /)j REEspELL ERY  security operations, enabling teams
LB BEEMK EiHKES 7K_%Zl|]ﬂ 1 of any experience level to

iInvestigate 100% of their alerts and

BERR & 100% R Z It B ENEERZEF0 automate investigation and
&15 . Trellix Wise iR %E, 2415 remediation. Trellix Wise makes

Z;Jé:’ - ,1§ ISR Al SEEREAETE decisions,.offers guidance, and uses

27, ek Yess Ex3 313 conversathnal Al so users can hunt
FAEITEEFR FR2E. threats while learning on the job

oM = ©

See everything Make better, Upskill and close Prove value
that matters faster decisions talent gaps rapidly

-
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Trellix Wise Alert Enrichment

smartvision-event
September 22nd 2024, 4:59:02 AM

2024-09-22T704:59:02
Z

Trellix SmartVision & Trellix 33§
REFEPREERMBRS 5,

WEREGNREER =2

TrelhX

New
Assets Details Attack Details JSON L Trellix Wise
*Generated by Al, verify for accuracy m
Summarize this alert H Top affected entities H MITRE findings
| Remediation steps | \ Knowledge graph ‘
‘ Sequence diagram ‘ ’ Know more ‘

Vv Summarize this alert

Summary:

The alert indicates an "AnomalousUser-Agentidentified" event, where a CertUtil URL Agent was detected accessing a URL on the host
"me.pcsdl.com” from the source IP 10.14.10.70. This event is mapped to the MITRE ATT&CK technique T1071.001 (Application Layer Protocol:
Web Protocols), which is associated with Command and Control activities. The most important event is the HTTP GET request to the URL "/short-
url-v2/000375404074/scenario/encfile_ e3a64b37-4398-4132-b1a0-bSeedibe1e3.txt" on the host "me_pcsdl.com” from the source IP
10.14.10.70. The investigation should start by analyzing the network traffic and the host activities related to this event. Suspicious events include
the use of the "CertUtil URL Agent" user-agent, which is often associated with malicious activities, and the access to a potentially suspicious URL.
The alert was first detected on the host with IP 10.14.10.70.

Key Points:

- The most suspicious process name is "CertUtil URL Agent”, which is often associated with malicious activities.

- The events are related to a HTTP GET request from the source IP 10.14.10.70 to the URL "/short-url-

v2/000375404074/scenario/enclile_ e3a64b37-4398-4132-b1a0-b9ee8ibe1e3.txt" on the host "me_pcsdl.com”.

- The use of the "CertUtil URL Agent” user-agent and the access to a potentially suspicious URL are the main suspicious and misinterpreted
benign actions implied by the events.

- The alert was first detected on the host with IP 10.14.10.70, which should be the focus of the investigation.

- The MITRE ATT&CK mapping to T1071.001 (Application Layer Protocol: Web Protocols) suggests that this event is related to Command and
Control activities, which should be further investigated.




Trellix Wise Alert Enrichment
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smartvision-event
[September 22nd 2024, 4:59:02 AM

smartvision-event
September 22nd 2024, 4:59:02 AM
New

Assets Defails ~ AftackDetails ~ JSON  Intel  Trelix Wise Assels Details  Aftack Details ~ JSON Il Trelix W

*Generated by Al, verify for accuracy MITRE_ID : T1071.001 - Application Layer Protocol: Web Protocols
» Details

Summarize this alert H Top affected entities H MITRE findings ‘

‘ Remediation steps H Knowledge graph ‘

The alert indicates that an anomalous user-agent, "CertUtil URL Agent”, was identified in an HTTP GET request to the domain "me_pcsdl.com”.
‘ Sequence diagram ‘ ‘ Know more l This behavior is mapped to the MITRE ATT&CK technique T1071.001 - Application Layer Protocol: Web Protocols, which is part of the Command

and Control tactic.
Z o 4 |F
Remediation steps ﬁ 72 ,.%;R

The observed actions indicate that the user-agent "CertUtil URL Agent" was used to refrieve a file from the remote server, which could be an
attempt to establish command and control communication. The use of an uncommon user-agent and the retrieval of a file from a potentially
suspicious domain s t that this activity may be part of a larger malicious campaign.

Based on the provided information, the following remediation steps can be taken: P it LI 9 29

Adversary Insights:

- The use of an uncommon user-agent, "CertUtil URL Agent”, suggests the adversary is attempting to bypass security controls and blend in with

legitimate traffic.

- The retrieval of a file from a potentially suspicious domain, "me.pcsdl.com”, indicates the adversary may be attempting to download additional

malware or receive instructions from a command and control server.

1. Investigate the suspicious HT TP request to the domain "me.pcsdl.com” with the user-agent "CertUtil URL Agent". This could indicate potential
malicious activity, such as command and control communication.

2. Review the network traffic and logs to identify any other similar suspicious activities or connections to the same domain or IP address.

3. Analyze the HTTP response content and payload to determine if any malicious code or data was downloaded. Ob=eaved Achions:

- HTTP GET request to "me_pcsdl.com” with the user-agent "CertUtil URL Agent"
- Retrieval of a file from the remote server with the URL "/short-url-v2/000375404074/scenario/encfile__ €3a64b37-4398-4132-b1a0-
fh9ee8ibe1e3.ixt"

4. Assess the risk and potential impact of the detected activity, and consider implementing appropriate security controls, such as network
monitoring, web filtering, or endpoint protection, to mitigate the identified threats.

5. Ensure that the affected systemy(s) are thoroughly investigated and remediated, if necessary, to prevent further compromise. Related Tactics:

. S . e ! . : § - Command and Control: The adversary may be using web protocols to establish command and control communication with a remote server.
6. Review and update the organization's security policies, procedures, and employee security awareness training to address the identified threats

and prevent similar incidents in the future. Procedures Include:

- Use of uncommon user-agents to blend in with legitimate traffic

- Retrieval of files from potentially suspicious domains

- Establishment of command and control communication over web protocols

- Potential download of additional malware or receipt of instructions from a remote server

TrelhX
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smartvision-event
September 22nd 2024, 4:59:02 AM

Assets Details Attack Details

New
JSON Intel Trellix Wise

Trellix Wise Alert Enrichment

smartvision-event
September 22nd 2024, 4:59:02 AM

New
Assets Details Attack Details JSON Intel Trellix Wise

*Generated by Al, verify for accuracy

V' Sequence diagram

*Scrofl on graph to zoom and drag fo pan

TrelliX

Summarize this alert || Top affected entities || MITRE findings |

‘ Remediation steps H Knowledge graph |

’ Sequence diagram H Know more ‘

*Generated by Al, veriy for accuracy

Summarize this alert H Top affected entities H MITRE findings

‘ Remediation steps H Knowledge graph ‘

\ Sequence diagram H Know more ’

V'  Top affected entities

The top affected entities based on the provided information are:

1. Source IP Address: 10.14.10.70

2. Destination IP Address: 52.223.36.245

3. Destination Port: 80

4. HTTP User-Agent: CertUtil URL Agent

5. HTTP URL: /short-url-v2/000375404074/scenario/encfile_ e3a64b37-4398-4132-b1a0-b9ee8ibete3.ixt
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DATE SouRce wr DESTINATION 1# D PROTOCOL
2020/12/12 03:45 PM 10.23.192.68 192.168.0.165 HTTP

@ Connections to Abnormal Destination IPs ®

OCCURENCES LATEST OCCURENCE FIRST OCCURENCE ALERT MITRE TTP
5 22/11/2024 03:45 PM 22/11/2024 03:45 PM Lateral Tool Transfer &8

— e s - ToUm v -

S5minago C

capture :

23.00

X

coL

| Additional Detail ‘ A

loc

© i

PROTOCOL
HTTP



=" TrelixX | Network Detection & Response | Dashboard >

Asset Details

ILCRIT:( LT-BCLINE-01 [PC] 4

DOMAIN CONTROLLER.
Y Filter

Alerts Severity tAll v Alert MITRE TTP : Undefined v

Timeline

oo:00

@

o1:00 02:00 03:e0 g4:00

Alerts

[ A\ criT ) Connections to Abnormal Destination IPs

OCCURENCES LATEST OCCURENCE FIRST OCCURENCE

5 22/11/2024 03:45 PM 22/11/2024 03:45 PM
Date fhs User Source 1P
L2 local/Administrat 10.23.192.68
oA PT oca rministrator 123,192,
2211172024

local/PowerUser 192.168.0.165

04:03:00 AM PT

2211172024

local/ServiceAccount 204,194.22.101

D4:47:00 AM PT
e localfITs 1 192.168.0.165
05:40:00 AM PT s (e el S
2211142024
.75.200.
05:40:00 Al PT local’Manager2024 200.75.200.2
i . . z
l\ High | Connections to Abnormal Destination IPs
OCCURENCES LATEST OCCURENCE FIRST OCCURENCE
5 22/11/2024 03:45 PM 22/11/2024 03:45 PM

%00

Asset Details

® ¢ B

Q Show:Last24Hours v (' {8

o =

) 1P ADDRESS 85 OPERATING SYSTEM @ Locanion 2 CURRENT ACTIVE USER D) USER HISTORY (© EVENT / TRAFFIC [ LAST EVENnY
10.23.192.68 Windows 10 Build 18363.476 London, UK (11:45 PM GMT) local/Administrator 3 users in last 7 days 1,923 events / 105GB 22/11/2024 07:15:00
Updated 5 min ago C'
) Packet capture
a @ ® © @ ® S
I ! | | i
ve:oe o700 0520 ov:00 10:00 1100 12:00 15:00 14:00 15:00 16:00 17:90 18:00 19:00 20:00 21:00 22:00 23:00
& O, X Conversation Map & X Additional Detail X
® Asset Stack ; Default v V © ePO On-prem

ALERT MITRE TTF

Lateral Tool Transfer

Destination 1P 198.186.150.11

172.24.221.187 :
192.168.0.165

- e
1922340265 @} e \6>
200752002 |}

204.194.22.901 @ ¢

B8)
10.23.192.68 : 182.24.221.56
®
ALERT MITRE TTP W N e 100% v g

Lateral Tool Transfer &

182.40.221.77

(@ Tenable Security Center

VULNERABILITY AGE 60 - 180 days
CVSSV3 IMPACT SCORE 5.9

EXPLOIT CODE MATURITY ~ Unproven
PREDICTED IMPACT SCORE  false
PRODUCT COVERAGE Low

THREAT INTENSITY Low

THREAT RECENCY 7 To 30 Days
CVE ID(sk CVS-2017-3140



p— 5
= Trelli)X | Network Detection & Response | Dasnboard > Alertiist > DNS: Microsoft Windows Internet Connection Sharing Denial of Service...

Alert Details

cmr DNS: Microsoft Windows Internet Connection Sharing Deni...

Alert Details

Attack Category
Detection

CVEID
Intelligence 10Cs

MITRE ATT&CK TTP

Asset Details

Seurce User
Source Host
Source Port

Source Geolocation
Destination User
Destination Host
Destination Port

Destination Geo Location

Exploit
Signature

CVE-2017-3140 @ (430

T1498 - Network Denial of

(€5D)

Service &

local/Administrator
LT-BCLINE-01 [PC]
201

11

ehost.by

80

Belarus

Q sovscerr O
192.168.0.165

Conversation Map

“ B
198,186.190.11 w\ % \8
B row) & ,[
o .. “
192.168.0.165 '*"*::,
(@an & L
~ha,  3( Q)
PP M R LB
'. coog 10.23.19268 _
! . n - ' N
192.168.10.85
—~EW NS 8 Low
Impacted Assets
ty Date Source IP
N 11172024
fear 22/11/202 10.1.23 I
i 01:14:39 AM PT
N 22/11/2024
| eriT i
) i 192.168.45.12 I
211 24
221117202 172.20.15.30
05:33:22 AM PT
2
@ 22/11/2024 10.200.50.5
06:33:22 AM PT
: 2
@ 22/11/2024 192.168.90.150
S, a7:33:22 AM BT
AT
o) | zuem i

@ pesTinaTION 1P B3
128.176.85.29

oy

£5 OPERATING SYSTEM
Windows 10 Build 18363.476

=)
182.40.221.17
182.24.221.56
Q 100% v -}
'l
Destination IP

172.16.0.10 1Y

190.75.200.2

192.168.40.10

172.19.120.200

10.125.200.240

192.168.50.101

© srarus
New

Show: Last 24 Hours v

g =

9 oate 2 CURRENT ACTIVE USER 2, LAST EVENT
2024-08-26 07:15:00Z local/Administrator 22/11/2024 07:15:00
Events (19 ) e
Network Activity: Process:x733cd url:http... @ :
DATE SOURCE IP [ DEISTINATION P Y PROTOCOL
2201172024 03:45 PM 10.23.192.68 192.168.0,165 HTTP

SOURCE MAC ADDRESS
00:0B:6C:BACAFF

SOURCE USER SOURCE MOST

LT-BCLINE-O1 [PC]

SOURCE PORT

Guest User 13596

SOURCE GEOLOCATION DESTINATION USER DESTINATION HOSY DESTINATION PORY

London, UK - ehost.by 80

TARGET MAC ADDRESS DESTINATION GEQLOCATION NETWORK TRAFFIC VOLUME

00:0¢:7D:BA:CAEE Belarus 5.5 MB

FILE NAME FILE HASH

Proc.doc MDS
(HIGH ) Beaconing Event © i
DATE SOURCEIP [ DESTINATION IP PROTOCOL
2020/12/12 03:45 PM 10.23.192.68 192.168.0.165 HTTP
Network Activity: Process:x733cd url:http... ® :
DATE SOURCE IF 9 OESTINATION IP [ PROTOCOL
22/11/2024 03:45 PM 10.23.192.68 192.168.0.165 HTTP

0S Change A Wise | A

A

JSON



=" TreliX | Network Detection & Response | Dashboard -

Alert Details

PN
(criT | ISC BIND RPZ Vulnerability

Alert Details

Attack Category
Detection

CVEID
Intelligence 10Cs

MITRE ATTRCK TTP

Asset Details

Source User
Source Host
Source Port

Source Geolocation
Destination User
Destination Host

Destination Port

Destination Geo Location

Exploit
Signature
CVE-2017-3140 &

T1498 - Network Denial of
Service &

local/Administrator
LT-BCLINE-01 [PC]
201

1

ehost.by

80

Belarus

Conversati(

BIGIOCHOIO,

*Generated by Al, verify for accuracy

» Wise > X

< Go Back e 3

Terms of Use

v Summary and Findings

1. Summary:
The evenis show suspicious PowerSkell activity indcative of an
attempt to disable sec. ng and evade detection. A
PowerShell command was executed 10 modify the Image =ile
Fxecution Nptions debhug settings for the M-Afee Fndpoirt Security
software. An exclusion was added to disable logging. The
excapt_db txt fila contaning exclusions was then delated to cover
tracks,

2. Event1:

2.1. Tte PowerShell command is tace64 encoded. Decading it
reveals:New-Item "HKCUASoftware\MicrosoT\Windows
NT\CurrentVersion\Imege lNile Cxecution Otions' -=rroraction
‘silentlycontinue’;Set-ltemProperty -Fath 'HKCU:

\Sullwen ¢\MicHwsLlIWINdows NTVCu rentVer sivniknage File
Execution Options’ -Nane 'DEBUGGER' -Value exclusion_test -
For e, St -Sheep -Secunds 2 Feimuve-itemProper Ly -Path 'MKCU.
\Software\Microsoft\Windows NT\CurrentVersion\Image File
EXBCUTION UPDONS' -Nane ‘DEBUGGER' -Horte;

® o

Show: Last 24 Hours v (@

e

2 CURRENT ACTIVE USER

B, LAST EVENT °
22/11/2024 07:15:00

local/Administrator
» Wise O X
< Go Back e 5

*Generated by Al, verify for accuracy

Terms of Use
v Summary and Findings

1. Summary:
The evenis show suspicious PowerShell activity indcative of an
attempt to disable secLrity so‘tware logging and evade detection. A
PewerShell command was executed 10 maodify the Image =ile
Fxpcution Nptions dehug settings for the M-Afee Fndpoirt Security
software. An exclusion was added to disable logging. The
except_do txt fila contaning exclusions was than deleted to cover
tracks.

2. Event 1:

2.1. Tte PowerShell commond is basedd encoded. Decoding it
revealsiNew-Item "HKCUASoftvareiMicresotiWindows
NT\CurrentVersion\Imege File Cxecution Options' -=rroraction
‘silentlycontinue';Set-itemProperty -Fath 'HECU:

ASullwear e\ usulWINdOws NTACu rentVer siuniknage Filke
Execution Options’ -Nane 'DEBUGGER' -Value exdlusion_test -
Foree,Suar 1-Sleep -Secunds 2 Remove-iteimBroper Ly -Pact HKCU.
\Software\Microsoft\Windows NT\CurrentVersion\image File
EXBCUTION UPUIONS' -Name ‘WEBUGGER' -Forte;

| Provide more details | [ Advise on possible next steps ]
| Show related MITRE info | | Show related breaches |

I Show device information l I Show Knowledge Graph I

|

Show Sequence View |

&




=" TrelliX | Network Detection & Response

Alert Details

{carr) 1SC BIND RPZ Vulnerability

Alert Details

Attack Category
Detection

CVEID
Intelligence 10Cs

MITRE ATTRCK TTP

Asset Details

Source User
Source Host
Source Port

Source Geolocation
Destination User
Destination Host
Destination Port

Destination Geo Location

Exploit
Signature

CVE-2017-3140 & (+3)

T1498 - Network Denial of
Service &

local/Administrator
LT-BCLINE-01 [PC]
201

1

ehost.by

80

Belarus

|  Dashboard > Alert Details

@ sourcer ©

10.23.192.6

Conversation Map

198.186.190.1

192.168.0.165 \%

| Q) criT )
St

~ 7,

e ;3

Impacted Assets (10

Severity Date
111/2
(cnur) 22/11/2024
01:14:39 A PT
VT 22111/
(or) 2/11/2024
03:45:22 AM PT

22/11/2024
05:33:22 AM PT

@ 2211172024
06:33:22 AM PT

5 22/11/2024

0r3322 A PY

a3
2/

\

22/11/2024

ACALADAMADT

B

» Wise

< Go Back

a 8 @® ¢ P
« X
Show: Last 24 Hours ~ (7 &)

e 8

2 CURRENT ACTIVE USER 2 LAST LVENT

local/Administrator 22/11/2024 07:15:00
*Generated by Al, verify for accuracy Terms of Use
> Summary and Findings » Wise 2 X
v Knowledge Graph < Go Back & &
*Generated by Al, verify for accuracy Terms of Use
> Summary and Findin,
Attacker £ &
v Knowledge Graph
- \ & ’
Attacker
Malware '
‘ Malware
. x ! iy
l Initial Compromise [P ——
Infection
Infection . e ntection
msfeedssync.exe \
: Infection Infection . Bl
msfeedssync.exe . R —
‘ Evasion :
1 powershell.exe
A—— °
e
. h 4
pm“ exe [ Provide more details ] I Advise on possible next steps ]
o I Show related MITRE info | I Show related breaches I
pp— I Show device information I I Show Knowledge Graph I
Q I Show Sequence View |




=" TrelliX | Network Detection & Response | Dashboard > Alert Details

Alert Details

N
(criT) ISC BIND RPZ Vulnerability

Alert Details

Attack Category
Detection

CVEID
Intelligence 10Cs

MITRE ATTRCK TTP

Asset Details

Source User
Source Host
Source Port

Source Geolocation
Destination User
Destination Host

Destination Port

Destination Geo Location

Exploit
Signature
CVE-2017-3140 & (43

T1498 - Network Denial
Service &4

local/Administrator
LT-BCLINE-01 [PC]
201

1

ehost.by

80

Belarus

»

*Generated by Al, verify for accuracy

Wise

< Go Back

v  MITRE Techniques

-

-

Terms of Use

T1546.010 - Event Triggered Execution: Registry Run Keys /

Startup Folder

T1036.005 - Masquerading: Match Legitimate Name or Location
T71070.004 - Indicator Removal on Host: File Deletion
T1027.002 - Obfuscated Files or Information: Software Packing

BIGHONOI

USesLL T

2211172024
05:33:22 AM PT

2211172024
06:33:22 AM PT

22/11/2024
073322 AM PY

22/11/2024

L OEATAN ARV

172.20.15.30

10.200.50.5

192.168.90.150

172.18.45.78

DATE

22/11/2024 03:45 PM
192,168.40.10

172.15.120.200

10.125.200.240

192.168.50.101

a #2 @ ¢
Show: Last 24 Hours v C
S CURRENT ACTIVE USER 2 LAST LVENT
local/Administrator 22/11/2024 07:15:00
Wise P
< Go Back e 5
enerated by Al, verify for accuracy Terms of Use

* MITRE Techniques

T1546.010 - Event Triggered Execution: Registry Run Keys /
Startup Folder

T1036.005 - Masquerading: Match Legitimate Name or Location
T1070.004 - Indicator Removal on Host: File Deletion

T1027.002 - Obfuscated Files or Information: Software Packing

I Provide more details l I Advise on possible next steps ]
| Show related MITRE info | | Show related breaches |
I Show device information I I Show Knowledge Graph |

| Show Sequence View I

-

&




= Trellix Dashboard = AlertList = Ndr-hostname-10.au & - 2

Asset Details Show: Last 24 Hours v &
R :
cay)  Ndr-hostnar struce X e
Reconstruct - 9c192c49-A735-45%-Ac5a-B23760de9056 '6 07:15:00Z
< Fitter Success! 1 event(s) were analyzed and merged (MDS: 16ce495C746a32175966¢17d096241b, SHA256: 172004954 1b7d58ec1d0fce0dcc22de2d02c24ffeeee05f4c071413d7aeazddc).
Alerts Severity : All v Updated 5 min ago C'

PACKETS ~ WEB  EMAIL  ARTIFACTS Download merged PCAP [ | selected artifact Download all artifacts Store PCAP

Timeline & Packet capture
Connections -
PN
No. Source Source Port Destination Destination Port Protocol PCAP Stream
00:00 01:(¢ 22:00 23:00
[} 128.176.85.29 55134 128.20.239.34 80 TP Download Follow
Alerts (13/13) & g S X
N\ crit ) Connect -
- NP 1Y PROTOCOL
OCCURENCES LATEST C = i
5 2020/1: Packets 165 HTTF
No. Direction  Time Source Destination Protocol
Date 53 Us @92 € ©9/26/2024 89:19:45.109 128.20.239.34 128.176.85.29 HTTP C VOLUME
084 2 ©9/26/2924 89:19:45.115 128.176.85.29 128.20.239.34 HTTP
06/12/2023
G AT lot 086 € 99/26/2024 99:10:45.409 128.20.239.34 128.176.85.29 HITP
028 € ©9/26/2024 89:10:45.409 128.20.239.34 128.176.85.29 HITP DRESS
06/12/2023 o 010 € ©9/26/2024 89:10:45.409 128.20.239.34 128.176.85.29 HTTP 4:FF
05:33:22 AM PT 012 € ©9/26/2024 89:10:45.409 128.20.239.34 128.176.85.29 HTTP
- TION HOST
|oc  Packet Details -
Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @ E—

loc Ethernet II, Src: 00:50:56:81:3b:33 (98:50:56:01:3b:33), Dst: 00:00:0¢:9f:f0:0a (00:00:0¢:9F:10:0a) o e
Internet Protocol Version 4, Src: 128.176.85.29 (128.176.85.29), Dst: 128.28.239.34 (128.20.239.34) $OECEE
Transmission Control Protocol, Src Port: 55134 (55134), Dst Port: 88 (88), Seq: 1, Ack: 1, Len: @

05:33:22 A

06/12/202

212025

R o loc
05:33:22 AM PT
— - @
( ACHigh) Connect HexDetails i
= umie suunLe it e veaninmniuN 12 1 PROTOCOL
OCCURENCES LATEST OCCURENCE FIRST OCCURENCE ALERT MITRE TTP 2020/12/12 03:45 PM 10.23.192.68 192.168.0.165 HTTP
EW NS (4] 100% v (]

5 2020/12/12 03:45 PM 2020/12/12 03:45 PM Lateral Tool Transfer &
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Trellix Professional Services:
o Security Assessment BEFE(h

o Incident Response Z{4 0] f&
o Health Check @EE &

Trellix Solution Design
Workshop:

o Endpoint

o Email

o XDR

o NDR - IPS,NX

o Data Lost prevention

TrelliX

T—2 Next Steps

Proof of Value:
o Limited deployment of Trellix solutions to
demonstrate results

o Measurable outcomes in your environment

o Clear business case for full implementation

Contact:

dylan.wei@trellix.com

Copyright © 2024 Musaru bra US LLC. | All Rights Reserved - Trellix Confidential
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