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CISA Tabletop E Ise Pack
Cybersecurity Scenarios
7|=7k =A% =/s-fwan.

These CTEPs include cybersecurity-based scenarios that incorporate various cyber threat vectors including ‘ % E I\\|__| ‘I—:lt% ﬁ EKE DR }jm ﬁ é:_\)% (C | SA) %é)%
ransomware, insider threats, phishing, and Industrial Control System (ICS) compromise. There are also sector-specific
cybersecurity scenarios for elections infrastructure, local governments, maritime ports, water, and healthcare. T /% §|J E/] }_ %‘FFH’;EE% Hj] = & | TEE
Physical Security Scenarios Eﬁ’f—f @ﬁi—i—t/,\m
Active shooters, vehicle ramming, improvised explosive devices (IEDs), unmanned aircraft systems (UASs), and many =23 Aath 4— Ach ":Vg N , 7S
more. There are also CTEPs that are geared towards specific industries or facilities to allow for discussion of their . ﬁ /}?@‘ E :F;l‘/[—-r qE‘H:H- h El Eé-\% ~I g |:I % T /[Aé
unique needs. = AL —+ = \4=_

BY 'ﬁxﬂ %Eiu | é/\\ﬁ%s/\ D—_I- E/] == /) | L%E © %jélt EE 5\2%
Cyber-Physical Convergence Scenarios axay
~YRerERy, & #Hf > FEMUIKESH X TR LS
Physical impacts resulting from a cyber threat vector, or cyber impacts resulting from a physical threat vector. While

CTEPs within the cyber and physical sections may touch on these subjects, convergence CTEPs are designed to ii?_ % E/J 'I'ijJ Ej] F % iz/f b “\ W ; ) % J//(*ﬁ
further explore the impacts of convergence and how to enhance one’s resiliency.
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CTEP Documents

Leverage pre-built templates to develop a full understanding of roles and responsibilities for exercise planners,

facilitators / evaluators, and participants. Additionally, the documentation includes templates for the initial invitation
to participants, a slide deck to use for both planning meetings and conduct, a feedback form to distribute to
participants post-exercise, and an After Action Report. In conjunction with selecting one of the above situation
manuals, your exercise planning team will be able to fully develop your own tabletop exercise and update

information sharing processes; emergency response protocols; and recovery plans, policies, and procedures.

(S REER 2R BrlZRIE ¢ https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
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