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About Me i

Expertise

Certificate

e  CISSP - Certified Information Systems Security Professional
e (CSSLP - Certified Secure Software Lifecycle Professional
e [SO 27001:2022—ISMS Auditor/ Lead Auditor
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EXp eri ence e CEH - EC-Council Certified Ethical Hacker
e Java EE 5 Web Component Developer
o EJNNET - HANPAAE HT P e Solutions Developer Web Applications
o RAZHUNT - WRESBAAE LA B e RHCVA - Red Hat Certified Virtualization Administrator

o HHEO EEHANFHIT - R B @R e Big Data Knowledge Today
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Manifesto for Agile Software Development

We are uncovering better ways of developing
software by doing it and helping others do it.
Through this work we have come to value:
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Mike Beedle Jim Highsmith Steve Mellor
Arie van Bennekum Andrew Hunt Ken Schwaber
Alistair Cockburn Ron Jeffries Jeff Sutherland
Ward Cunningham Jon Kern Dave Thomas

Martin Fowler Brian Marick
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DEVELOPMENT

Secure by design

Gather threat and
abuse case models
and security
requirements. Adopt
reusable Secure-by-
default design
patterns

Security code
training

Engineers gain
knowledge and
awareness of
AppSec principles
and

Pre-commit
configuration for
secret scanning

|
|
|
|
|
I
|
|
responsibilities |
|
|
|
| Secure access to
| app. Code & image
| repository
| Implement least
privilege RBAC and n/
w isolaion to code
and private container
repository,
Infrastructure as
code version
controlled

Secure acces to Cl
service

SPRINT

Prevent
unauthorised
manipulation of the
pipeline itself with
RBAC and sepfration
of duties

</ >
/®

Cl Server deploys
to test

Automated
deployment via
infrastructure as Code

O
Composition
Analysis
Analyse Third Party/

Open Source libraries.
Reuse secure code
only and comply with
0SS licensing

@

@)

Code Analysis

SAST: Analyse code
for vulnerailities. IDE
and build server
integrated with
remediation advice

@ itoutposts.com

SPRINT
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DevSecOps security controls

SPRINT

Security Tests

DAST: Perform App
specific
automated
security testing
and dynamic

container analysis. @
Validate controls

are mitigating the
abuse case threat
vectors

Security review
human logic test

Conduct Penetration
testing where it
makes sense. (Might

not be needed for

every sprint)

Image Assurance

Validate image
integrity signatures,
and that assurance
policies are met to
proceed to prod

SECURITY

13

Application
Protection

Protect and monitor
the app and cluster
using RASP/WAF and
container sand-
boxing

Privileged access,
secrets
management &
network isolation

Implement tight
network & access
police, by locking
down clusters/pods/
VMs.

Use secrets
menagement and
automated certificate
handling

&

Deploy to
production

Automated
deployment by
Infrastructure as
Code. laC comliance
and security testing

&

OPERATIONS

Infrastructure &
Data Protection

Apply Infrastructure
hardehing, data
encryption endpoint
protec,tion, DLP and
IPS

N1ddS

I
Vulnerability
scannjing
Ensure continuous
assessment & automated
CIS bepchmarking of
build and deployed
imageb and envitonments

I

I
Contipuous monitoring
& Incedent Responce

Analyde intrusion/breach
alerts and threat intelligence.
Log atfacks, behaviours and
threats, to respond, learn
from, | nd apply to next sprint

|
! Rince & Repeat
|
|

Improve and enforce
governance

g

Cy
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Try with Automation

@ CI/CD Pipeline

l CI+CD

Developer

o B o
AJTQ}’Q

l Commit
* [
!
GitLabl — — — —
4
° Build Success
° Unit-Test

° Code Coverage-check

Build

Naming-rules check
Code-style rules check
Code Quality

Fortify SCA
Dependency-check
License-checking

Deploy
Test
environment
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il Production
environment

I
: Acceptance ;I Deploy
|

Integration testing
Stress Testing
Regression testing
Webinspect / Acunetix
Fuzzy testing
Automatic User testing

1

1

1

1

A/
User i@

Operator
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‘ Automation Test Evolution

JUnit
__q N

Benchma rkDotNet

Powerful .NET library for benchmarking

@POSTMAN

.‘P Open API
2 \’ Specification

@ Swagger

13.0
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Playwright
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Merge branch ‘feature/|||| NG 'dcvelor'

@ Passed Lung created pipeline for commit 4d71d9f7 [3 1day ago, finished 1day ago

For develop

c0 1 jobs ) 22 minutes 22 seconds, queued for 1 seconds

Pipeline Jobs 1

Summary
80 tests 0 failures 0 errors 100% success rate 23.40s
Jobs
Job Duration Failed Errors Skipped Passed Total
maven-unit-test 23.40s 0 0 0 80 80
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Gitlab Pipeline Artifact

@© Wwarning

® 00:27:26
£ 1day ago

@ Passed

® 00:22:22
£ 1day ago

@ Passed

® 00:01:20
£ 2 days ago

® Passed

® 00:05:38
B3 2 days ago

@ Passed

® 00:01:18
B 2 days ago

® Passed

® 00:05:34
£ 2 days ago

Q Passed

#4719 ¥ develop - 21bb756b %

latest

#4698 ¥ develop - 4d71d9f7

#4695 1187 -0 cl196e729

latest merge request

#4694 ¥ feature/897_moveParser - c196e729

#4693 1187 - 20af5959 %

merge request

#4692 ¥ feature/897_moveParser -o- 20af5959

= EBA T R

¢ e &

&

2

0000

Q0000

Q0000

0000
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Download artifacts

ok v

Download artifacts

Q [search artifacts

semgrep-sast:sast
maven-package:archive
kubesec-sast:sast

gemnasium-maven-
dependency_scanning:archive

gemnasium-maven-
dependency_scanning:cyclonedx

gemnasium-maven-
dependency_scanning:dependency,

secret_detection:secret_detection

fortify:archive

13
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TIERIE ten2 p5 I+ 8:11
Low severity vulnerabilities = 61 Critical severity vulnerabilities = 10 High severity vulnerabilities
=31

T{ERFR w05t 8:27
Critical severity vulnerabilities = 10
High severity vulnerabilities = 31
Medium severity vulnerabilities = 10
Low severity vulnerabilities = 61

'\n') # collapsed multi-line command
.me Current
ft Speed
-:=- 525

'904 responseStatus=201 Created token=glcbt-64
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Queued: 2 seconds
Timeout: 1h (from project) (?)
Runner: #19 (7szNcdWi) workstation

Tags: docker

Job artifacts (?

These artifacts are the latest. They will
not be deleted (even if expired) until
newer artifacts are available.

Keep Download Browse

Commit 1e9ff5c9 [3

ERESEATBPIMEPSTNERELR
AT TEMRERSEAB U EME
immAR Bl

Pipeline #3298 @ Warning for featur
e/ci_sca_risk_count [&

reports

Related jobs

- @ parse_fortify_report
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EXPLORER

v PERSONAL-PORFOLIO
v .github

rkflows

ge Selector.md M

tests > TS checkwebsitesectionsandlanguageselector_d2eaa812-0257-44de-bedd-6c4270e6a694.spec.ts > ...
1 import { test } from ‘@playwright/test’;

L

test('Check Website Sections and Language Selector', async ({ page }) => {

ilot-instructions.md

> .vscode

v docs /test-playbook

¥ Check CV Page and Language Selector.md
¥ Check Website Sections and Language S... M

> node_modules
> public

> scripts

> src

> test-results

v tests

TS checkwebsitesectio

> tests-reports
> tools
.gitignore
& Dockerfile
@ eslint.config.js
<> index.html
nginx.conf
{} package-lock.json
{} package.json
TS playwright.config.ts
i) README.md
{} tsconfig.app.json
B8 tsconfig.json
{} tsconfig.node.json
¥ vite.config.ts

TS vitest.config.ts

> OUTLINE
> TIMELINE

await page.goto('https://lung-yu.github.io/');

await page.waitForSelector('section#home');

auaii page waitbgrSelector cectignclillo,

TS checkwebsitesectionsandlanguageselector_d2eaa812-0257-44de-bedd-6c4270e6a694.spec.ts U X Yj}, m .-
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@ Lung-Yu

fix npm playwright test #terminalLastCommand
#iterminalSelection

BJ Terminal Selection ~ BJ Terminal Last Command

¥ Check Website Sections and Language Selector.md:1-26

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS PLAYWRIGHT

npx playwright test

tygr@tygrmac personal-porfolio % npx playwright test

(node:94162) ExperimentalWarning: Type Stripping is an experimental feature
(Use “node —trace-warnings ... to show where the warning was created)

3 3

(node:94169) ExperimentalWarning: Type Stripping is an experimental feature
(Use "node —trace-warnings ... to show where the warning was created)
(node:94167) ExperimentalWarning: Type Stripping is an experimental feature
(Use "node —trace-warnings ... to show where the warning was created)
(node:94168) ExperimentalWarning: Type Stripping is an experimental feature
(Use "node —trace-warnings ... to show where the warning was created)
=12-0257-44de-bedd-6c4270e6a694.spec.ts:3:1 > Check Website Sections
-=12-0257-44de-bedd-6c4270e6a694.spec.ts:3:1 > Check Website Sections
-=12-0257-44de-bedd-6c4270e6a694.spec.ts:3:1 > Check Website Sections

4;tygr@fygrﬁac personal-porfolio % [

_.|_
G
&

might change at any time

might change at any time
might change at any time
might change at any time
Language Selector

Language Selector
Language Selector

(Use ‘node —trace-warnings ...  to show where the warning was created)

(node:94168) ExperimentalWarning: Type Stripping is an experimental feature and might change at any time

(Use ‘node —trace-warnings ... to show where the warning was created)
.12-0257-44de-bedd-6c4270e6a694.spec.ts:3:1 > Check Website Sections and Language Selector
..12-0257-44de-bedd-6c4270e6a694.spec.ts:3:1 > Check Website Sections and Language Selector
«12-0257-44de-bedd-6c4270e6a694.spec.ts:3:1 > Check Website Sections and Language Selector

<, tygr@tygrmac personal-porfolio % [

K29 [ Add Context...

TS checkwebsi tionsandlar _d2eaa812-0: Current

Edit files in your workspace in agent mode

g Agent v  GPT-40 v
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* Penetration Test P— S Ny
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* Website Scanning |
ERmA
. 600
 Source code Scanning
500
. 400
* Fuzzing Test w00
. . 200
* OS Vulnerability Scanning 100
0
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PRODUCT PRODUCT . DAILY SPRIRT
BACKLOG; BACKLOSS © PRODIT SCRUM ' SCRUING
(Sprint Backes) PRODUCT \gpnn weoks P LANNlNG nrt (Sprnt wreers)
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(Sprilt weeks) 14, . (1-3weeks - Q&tg . (Spim Revestive)

R
1=
SPRINT P

RETESSTIC RETESSTIVE) -
Sprint Retesstive RETERESTIVE

Sprim Rurier

(Spifk weeks) Sprith Reterstwve
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Pass clip level

Pass clip level

)\
Test Tools
Security Tests
s X Scanning rgj
Static Pools ( h
Dynamic Pools Regression Test 7 a N
Prod Apps Pools Mointors
Iyl
M Ready il
build server source code analysis Y/ .";‘;
- = \uw i
Test App I Fuzzy Test L N/ Mointors Soc Systems
I 1 Apps
</> </> | r 1 ; )
I
coding style check  Software composition analysis L | 1 - ! M
Tsatioe ' o8 ssatyaes [T
. 3 T 2 N 7 1 iy et J performs monitors
Ei | A | i A S N .
' 2 | ' M i
: 1 : Deploy ] :Trigger : : Deploy
1 artifacts I artifacts

1 1 1 \ 4 I

l 1 V ] [o 1 * 1 ) 10 1
v,
. v
Build Stage Y Test Stage v Prod Stage

22
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Mass Assignment: Insecure Binder

Configuration
Dexwloperr | Dops

55t B «

ATHEARLRBEEN, ASUWBEREERAFEDHER LYY BEARBRE
BB EA0BHEARE HTTP 2RB %, BEERCEBEAYE T LIRS, E2m
REETE AAREEREERME. EREENSERERN PREABIENE 8RS
T HTTP ERSH, Eilt, FE A0 2 (5 4599408 R4 BI85 o 8 4R 58 51 o 60T (o] [

K #Eek SR Rl P &Y
B{E S LEFF A

eIk

T [ e/ IMERR IR RN #1EH#7E (Bind) B9# 14 (Class) AT IR B PR, WA T B He e
B4, #n: DataMember, DataContract, Required, BindRequired, FRilFE SRR AT 22 EMSDN (
https://learn.microsoft.com/zh-tw/dotnet/framework/wcf/feature-details/specifying-data-transfer-
in-service-contracts)

it B AAHTTP-Method 2#45% E[Bind(Include = "Number, Combination")]+8 B BR i,

[HttpPost]
public ActionResult Add([Bind(Include = "name,Title, Combinations")] Student student)
{
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Chromium File Edit View History Bookmarks Profiles Tab Window

R Home Page - shopping

(¢ @ localhost:8080

shopping Home Privacy Account Logout

Welcome

Learn about building Web apps with ASP.NET Core.

© 2025 - shopping - Privacy

alaloI I 10ICk:

-
) 657 /706
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Q 8- SatApr12 8:10AM

S

user = _context.Users.FirstOrDefault(u = Usern:

W TR Z - REAGT
AR —-EEEOR2EN -
SQLEEANM : BA@MT Entity Framework + LM%
WAE SQL EANEM - ARBERNBARTEEN

3. BIEMNN : BAREERRE  EFREBSENERAED
SRR S EL IMSIE xi2e - mRn
BRARRERRE © ENRART

o (B30 “123%)
RN - BHOERTEENS
"-

mam
BERERANRBRPHRRKARES

L L

trollercs SHBAR
= _context.Users.FirstOrDefault(u => u.Usern:

BEFERER SHR - ERENRNANR - AHBSRRE

#hidden 27 Z L1758 % 2 1 5 il
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Project Startup Meeting

{B {8 &

Developer Production

Owner

Project Security

legal

a Scclu‘if‘\*Archifccturc
O Threat .\lo[ding
O Threat Assessment

Manager Professiona[ Professional

SHRELL

Production Environment

N
Product Database

Operator Monitor
1

|
. A — "o el r
. %_ (m] Bugs‘\n[ncmbl[lf}“ Tren g
! — 4 @ n[lﬂ O Report @
| . . .
! Package Repository Security Center Configuration Server
I A
M Version Control |
Z__ _______________ 9. ....... - <® [ l
IDE ! v 1
% I.ll ..|. — el —— S
M Peer Review Build Test Release
O Checker of Coding Style I
Deve[opers O Static Code Scmmingﬂﬂ’ Security |
(m] Sqfh\mr Composition r\nn[ysis :
. i ) |
a (odms Standards S’cage Enwronment : ,
O Secure Code Sample v
O Code Snippet . o .
I — — -T ————— ’ o) ‘ —————————
O Black List ofcode “ | Ceeee=s) “
O Secure Frameworks . : TCSt—PYOdMCt
A AR (| Fuzzy Testing . | , UserAcceptance
: O Web Site Vulnerability Scanning Pengtration Tester | !
Educatlon o T © ! ! Tester
O os Vulnerability Scanning _____ ..... | )
O Penetration Testing =s) (m=e)
O Regression Testing Dynam ic Tester Test-DatabaSC

1
1
\ When Incidence

’
.lll'

IR Teams

@
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Thanks for listening
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