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Who are we?
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Threat Research Director at TXOne Networks Inc.
DPI/IDS/IPS engineer since 2001.

Led the anti-botnet project for MOECC at NTHU (2009-2013) and
organized the Botnet of Taiwan (BoT) workshops (2009-2014).

Speaker at HITCON 2014 CMT, HITCON 2015 CMT, and HITCON 2019.

Senior Threat Researcher at TXOne Networks Inc.
Over a decade of experience in the security industry.

Specialized in ICS vulnerability research and acknowledged in multiple
ICS-CERT advisories
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Introduction to PACS and DICOM




What is PACS Server?

icture /rchiving and . .ommunication -~ ystem (PACS)

* PACS serveris a used to store, retrieve,
manage, and distribute medical images electronically.
o It , providing a more effic

lent and accessible way to handle medical imaging data
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What is DICOM File?

« igital 'maging and - .ommunications in '/'edicine (DICOM)

» DICOM files facilitate the exchange of
between different systems and devices,
in medical imaging.
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Examples of DICOM file
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DICOM File Structure

: DICOM file consists of a Header and a

Data Set:
« Header: The header of a DICOM file includes a 128- | B
byte File Preamble, a 4-byte DICOM prefix . —y HEnREs
("DICM"), and File Meta Elements =
- Data Set: The Data contains the actual medical data S el DATASET
: DICOM files store information as 8 R—
uniquely tagged data elements, including key A :
details like patient ID and modality (e.g., MRI, CT). ———

: Unique ldentifiers (UIDs) such as _ .
SOP/SGFIGS/StUdy InStance UID Unlq Uely |dent|fy https://www.vladsiv.com/dicom-file-format-basics/
images, series, and studies within DICOM files.
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DICOM Data Tags
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How DICOM file are organized

» » »
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Transmission of DICOM file

« Standard for handling, storing, transmitting, and viewing medical
imaging information (e.g. C-STORE, C-FIND, and C-MOVE)

« HTTP and WADO (Web Access to DICOM Objects) for transmitting
DICOM files over the web.

« additional protocols implemented by vendors for DICOM file
transmission (e.g. osirix:// and sante://)
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How DICOM files are transmitted

C-FIND, !

C-MOVE

=3 DICOM protocol
—> HTTP protocol
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DICOM protocol

The DICOM protocol is a standard for handling, storing, transmitting,
and viewing medical imaging information.

Purpose: The DICOM protocol ensures that medical imaging devices and
systems from different manufacturers

seamlessly.

Services: DICOM defines various services like (for storing
images), (for querying information), and (for transferring
images).

Interoperability: By adhering to DICOM standards, healthcare providers can
ensure that imaging data is accessible and usable across different systems
and devices.
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DICOM Protocol (C-STORE)

A-ASSOCIATE request
A-ASSOCIATE response

C-STORE RQ

C-STORE RSP

A-RELEASE request . :
1 - Service Class User
A-RELEASE response * 2 - Service Class Provider

V
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Exposed PACS and DICOM




. SHODAN Explore Downloads

United States

Iran, Islamic Republic of
Brazil

India

China

More

Linode

Information Technology Company (ITC)
Telecommunication Company of Azarbayejan Sharghi
Konica Minolta Business Solutions U.S.A, Inc.

Amazon Technologies Inc.

Exposed PACS servers

Pricing &2

Onsite presentation only
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SHODAN Explore Downloads

United States
India
Germany
Brazil

China

More...

Microsoft Corporation
Amazon Technologies Inc.
Google LLC

DigitalOcean, LLC

Exposed DICOM nodes

Pricing &
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'Exposed Osirix PACS Servers

SHODAN Explore Downloads

India

e Onsite presentation only
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Patient records on the Internet
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DICOM files on the Internet
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Vulnerabilities in PACS and DICOM




Osirix DICOM Viewer /| PACS server

~OSiri%-DICOM Viewer:
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The world famous medical imagegViewef 42 7 @]

- Exclusive for macOS

- Advanced 2D/3D/4D
Visualization

- Full PACS Server
Capabilities

- DICOM Worklist & HL7
Support
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Found Vulnerabilities in Osirix PACS servers
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How Osirix PACS server can be attacked
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MedDream PACS server

- Cross-Platform
Compatibility

- Web-Based Viewer
- Full DICOM Support

- Cloud & Local PACS
Support

- Multi-Modality Support

txOne
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Found Vulnerabilities in MedDream PACS servers

Onsite presentation only

CVE-2025-3481: DICOM C-STORE Stack-based Buffer Overflow Remote Code Execution Vulnerability (CVSSv3: 9.8)

Onsite presentation only

CVE-2025-3482: DICOM C-STORE Stack-based Buffer Overflow Remote Code Execution Vulnerability (CVSSv3: 9.8)

Onsite presentation only

CVE-2025-3483: DICOM C-STORE Stack-based Buffer Overflow Remote Code Execution Vulnerability (CVSSv3: 9.8)

Onsite presentation only

CVE-2025-3484: DICOM C-STORE Stack-based Buffer Overflow Remote Code Execution Vulnerability (CVSSv3: 9.8)
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How MedDream PACS server can be attacked
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Sante PACS server
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- Windows-Based
PACS Server

- Full DICOM Support
- Web-Based Viewer

- Multi-Modality
Support
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How a DICOM file is stored in Sante PACS server
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Found Vulnerabilities in Sante PACS servers

Onsite presentation only

+ CVE-2025-0573: DCM File Parsing Directory Traversal Arbitrary File Write Vulnerability (CVSSva3: 5.3)
* CVE-2025-0572: Web Portal DCM File Parsing Directory Traversal Arbitrary File Write Vulnerability (CVSSv3: 4.3)

Onsite presentation only

+ CVE-2025-0568: DCM File Parsing Memory Corruption Denial-of-Service Vulnerability (CVSSv3: 7.5)
+ CVE-2025-0570: Web Portal DCM File Parsing Memory Corruption Denial-of-Service Vulnerability (CVSSv3: 6.5)

— Onsite presentation only

+ CVE-2025-0569: DCM File Parsing Memory Corruption Denial-of-Service Vulnerability (CVSSv3: 7.5)
* CVE-2025-0571: Web Portal DCM File Parsing Memory Corruption Denial-of-Service Vulnerability (CVSSv3: 6.5)

» CVE-2025-0574: URL path Memory Corruption Denial-of-Service Vulnerability (CVSSv3: 8.2)
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Onsite presentation only
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Mitigations on PACS and DICOM




Use Firewalls and VPNs

* Place PACS servers behind firewalls and require a Virtual Private
Network (VPN) for remote access

Restrict incoming DICOM
communication

Enforce TLS encryption

Use Application Entity (AE) titles
and IP filtering
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Update and Patch Systems

« Keep all PACS servers up to date with the latest security patches
and updates to protect against known vulnerabilities.

—_—
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Access Control

* Ensure that only authorized personnel can access and modify
DICOM files.

Role-Based Access Control (RBAC)
Multi-Factor Authentication (MFA)
Strong Password Policies
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Continuous Monitoring

« Regularly monitor the PACS server for any unusual activity or
potential security breaches.

Audit Logs & User Activity Tracking
Access Control Monitoring
Network Traffic Analysis
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Educate Staff

Train healthcare and IT staff on the importance of PACS security
and the risks associated with exposed servers and DICOM files.

Recognizing phishing attempts and B PACS SECURITY
suspicious activity.

Ensuring secure access to the
system.

Following hospital policies for data
protection and compliance.

Keep the Operation Running e networks




Thank you for listening

Contact:
« Canaan Kao (canaan_kao@txone.com)
* Chizuru Toyama (chizuru_Toyama@txone.com)
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