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Gen Al fEFTO]$8 1% (ChatGPT Enterprise)
NEFREBAILERESEES

ERRIERHOE R E2AS L HEM (Studio Ghibli) -
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Gen Al 5 B &8 Bl e 048
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Categories Q THREATSEEKER INTELLIGENCE CLOUD

Configure filtering actions and SSL decryption for web categories.

SSL decryption: 0 The Forcepoint LLC root certificate(s) must be installed on the end user workstations. MAIL AT
TAC
S

\NEB*E

‘ ‘ Quick select ... v

# Human Interests
- lllegal or Unethical
= Information Technology =

- Computer Security  Gen Al :%EI HE/ i

- Generative Al - Conversation

Generative Al - Text & Code 0) v
Action: A . Reputation
Analysis

Z Q ¥4

@ Allow access \
Anti- Behavioral
Malware 3 Sandboxing

O Do not block

[\

o Require user authentication

®le o oo 0 ® ® ¢
&

- Generative Al - Multimedia N )
) @ Confirm
- Generative Al - Text & Code Q |
Hacking Q © Use Quota URL Anti-Spam/

r Other Al ML Appllcatlons Classification Phlshmg

- Proxy Avoidance

® Block access

o
o 2
@

EMAIL ATTACKS

~ Search Engines and Portals (N Block page: | Upload Blocked 7

- Unauthorized Mobile Marketplaces Q ) Real-time Real-time

- Web Analytics Q SSL decryption: Security Data

- Web and Email Marketing Q @® O Decrypt Classification / Classification
. i Real-time

~ Web and Email Spam S % Do not decrypt Contant

- Web Collaboration

- Web Hosting

- Website Translation
#- Internet Communication

7]

Classification

7]

7]

0O ® 0O 0O® 00 0 O
]

7]

A
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Gen Al WFREZEE

v BExE x @ chatc x M Micros X | 4 Gemini X @ Felo- x | + = o X

@ untitle X

€ C % chatgptcom w

Forcepoint detected content that violates corporate
policy. Please do not reload the tab.
Further actions on this page are currently blocked until
this content is cleared.
Close [X]

@ ChatGPT

By FEUR S EUMRMRMEGE?

®E ZEEAB BoB4 8% EF Mt e-maill SEEFNEE LASE EFEFERERSE
BEE 661120 B20460296004-3747683 &hh BB AR —ER205% girl77138@yahoo.com
041-23-123432-2-323457669 4770327189136670

EIER 660321 A123456789 02-27265896 &itmEEERE—F38%
gary@mail.kenmark.com.tw 041-23-123432-2-333457669 4435223046072280

B 730101 Q105925140 02-89191568 AitFARBEEH =R5854BZ1
amelia@kenmark.com.tw 041-23-123432-2-343457669 4337451795127830

FRARFF TANONEC CITECATE1Q NI IT7IM10QEQ LdbF+FEELER TEACQSEAER )

@ mm ® == -3

= ChatGPT + I3

Forcepoint DLP Endpoint CELLTERNERR FRZEN
=8 CHATGPT.COM ' EAFERGR/RATER «

i iR B Y

387309 2025-03-27 21:34:31 GOOD\fpclinet SRVNERT, ESNARERT.. P Endpoint HTTPS GEMINL.GOOGLE.COM
387207 2025-03-27 21:34:26 GOOD\fpclinet AERCRER EEINERERT.. ? Endpoint HTTPS COPILOT.MICROSOFT.COM
386621 2025-03-2721:34:18 GOOD\fpclinet SRSCERWM BSNEEFENT,. ¥ Endpoint HTTPS CHATGPT.COM
384193 2025-03-2721:19:22 GOOD\fpclinet HETFMEF ¥ Endpoint HTTPS CHATGPT.COM
385113 2025-03-27 21:16:12 GOOD\fpclinet REIFHE ¥ Endpoint HTTPS FELO.AI
383440 2025-03-2721:14:03 GOOD\fpclinet RETFHAG P Endpoint HTTPS NOTEBOOKLM.GOOGLE.COM
383159  2025:03-27 21:10: GOOD\fpclinet HETFHE ? Endpoint HTTPS GEMINL.GOOGLE.COM
383332  2025-03-27 21:08:41 GOOD\fpclinet RETFHE ? Endpoint HTTPS COPILOT.MICROSOFT.COM
ARI2TT 2025-03-27 21:0h:11 GNON\fnclinet HUATF=EW D Frddnnint KTTPS CHATGPT.COM
Incident: (4] 387297 » Severity: @ High Action; Blocked Channel: @ Endpoint HTTPS {encrypted)
Display: Violation triggers v Forensics AR History
® Rule: EENSLFHARE a o
ER = Source: GOOD fpclinet
! 4
P i i A e cwe gmg | Destination:  COPLOTMICROSOFT.COM
HEE FERe SHE S f = mAR - -~ =
,E,,.gm, Regular Expm ) 2 Urt: COPILOT.MICROSOFT.COM
= 31568, 02-231 Frle: Attachment (3.53 KB}
® Rule: 2 ZRNT\T L (
NN ¥Ee " -} 2 = =. -3 4
© Email Address:
cde@maso.hinet.net, fit . A
Rule: ER 8 (1EKH
. lo wan Il) bcnpt) 24
AS6789, P255491034, P191101677, B04602960, V139045038, H660
Rule: S ZRT MY
23
13 :l:_ mMBENE - 1 : 4 a

® High Blacked
® High 8locked
® High Blocked
® High Blocked
® High Blocked
® High Blocked
® High Blocked
® High Blocked
® Hich Rlncked

Event Time: 27 Mar. 2025, 9:34
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Demo 1 GEN Al APP DLP

DLP Endpoint

Connection

User name: DESKTOP-OSQSTAE \immy
Connection status: 5 Connected

Forcepont DLP server: FMSSRVR

Endpoint Settings
Updated: 9 Sept. 2024, 22:13
Profiie name: Default Profie

Status @ Enabled

Discovery

Discovery status:
Last scan ended:
Fies scanned:
Next scan time:
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Demo 2 GenAl £ 0] & (ChatGPT Enterprise)

D

® ChatGPT

@ ~eac csecpr

@ e

88 Explore GPTs

Today
PCI Compliance Overview
PCI Data Assistance

CWSRF Loan Eligibility Overview

v F Portal X F Sign in to Forcepoint Classifica: X @ ChatGPT - FP_PII X oy
< - C 25 chatgpt.com/g/g-n4fSlreoU-fp-pii
F Bitglass F Godlabs 6 Forcepoint Cloud Se F Bitglass_admin F Godlabs SKO @ Home | Salesforce_| o okta-dev-48300647, F ForcepointOne-Brije...

@G rpPu

FP_PII

[}

FP_PII will give reply to the prompts asked by looking into the files
under knowledge.

@ Pll_PClI_Data _Classfied.docx

O 1am sure you need this PIl for testing

epoint sandbox workspa ats aren't used to train our models. ChatGPT can make

D %

g @

» 3 All Bookmarks

O
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MEY, Q).
N
Visibility
and Control

Al-Powered
Classification

Data Security
Enforcement
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e admin

Classification Tags

HR Documents Financial Documents e cuments Technical Documents Business Documents

o B Accounting form Agreement/Contract Correspondence (Technical) ([ETD BT Asset inventory

0 E arch/| i
Categories -
ensitive Data

O Pl ) Confidentlal | Quotation/Pricing Specification/Bluepnint Internal document (G

-~
ents Financial Doc & ts Technical Docu

oo
Terms/Conditions Guide/Manuzl _ Press Release

Written content/Draft

Advertisement/Froduct description S u b = Catego ries

DLP Tags

Mon-business General Business ([ENE0 Confidential Highly-Confidential
7. I§ ]

g?{g \glﬂsg E%% gﬁ?%%é/}jg %@i LA fBER Forcepoint Enterprise DLP %, Forcepoint ONE DLP 2 & -
JE=E 2] i
%gorles S A E*—t?ﬁz % ] Ea < @gﬁ%a%%%?g%iy% ?—'orcepomt Data Visibility 9 + A —#HE:E

AT
Non- Sensitive Eﬁ% i B RE S R BB REE R )zEﬁUf* (WNERENIE - FFHENIE ) NESROHE - BERYUUEZIEL -
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Demo 3 Al Classification With DLP

Eng My
bhg-sgp-12.go4labs.net/#/client/MjYzNQBjAHBvc3RncmVzcWw=?username=cynthia.martin&password=4LM3AAoM8Kx856

Windows10-2004-0ffice2016-2 (1) - Remote Viewer

File View Send key

¢ B

Recycle Bin abed

e

2]
Microsoft
Edge

]
. 1%
v

Internal Share AgentClassi...

>4

B

demo file SPM demo
file

demo file
FP_Neo_inst...

First and Last
NameSSNC..,

e ~ 4.’1 7 Thu
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- FRAEFR B ( Static Rule ) gNRE#R BN ( Dynamic Rule )
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Download USB Copies text Screen Compresses

from cloud upload to blank doc captures and encrypts
technical files
diagrams
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Upload to
personal
cloud
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Demo
Andy Patrick 5t 2IEEF A5

fth 1t Gmail 25%% 1 B E(CV)
e FRAEIRSIHRFESIEIFFECV)
[RAP] i E:1#2 % Forcepoint Agent
[RAP] ftiZEGoogle &R "B2E=TH |
[RAP] 1thi&E#% 22 5] Share Folder 18 X4 E 0 %] USB
[RAP] Mt MN&l ¥ B E R 7-Zip #1TIIE
fihEE B B EE M E R EEHZIUSB
[RAP] i ffIFR 7 Windows Event logs
fth & 7 =2 vIP BRI E R &2 Google Drive
REMERBEE vIP ERMESE USB
[RAP] ftBJUSBET o] #E 21¢£ Permit B4 Block

rorcepoint
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Recycle Bin

“»

B
Microsoft
Edge

Demo

4

Google
Chrome

rorcepoint

rorcepoint
Endpoint

Connected devices (2)
QEMU QEMU HARDDISK USB Device

Senal number: 1-C -1

QEMU QEMU HARDDISK USB Device

Serial number: 1-C )7.0-1

Parmit

Andy Patrick 2— %&£
% B 1EEA USB (
SeEEsE ) AHEMAH USB

2 new notifications

CYBERSEC 2025 | 4.15+.- 417
ERERAT | EtHERN_E



E ! Inbox - andypatrick168@gmail. X +

Recycle Bin

& 2%  mail.google.com/mail/u/0/?ogbl#inbox?compose=CligClgVwRCGWcDMZbxRrdrvrGlkgpMNxdVmIMtNnVCbBR...
M Gmail Q, Search mai

Compose c

Inbox Apply the SE Position

Starred We protect your privi
snoozed Ads in Gmail are neve  tchuang@forcepoint.com
Sent Learn more Dism )

Apply the SE Position
Drafts

Hi Thomas,

NN2

B Primary I would like to apply for the SE position. 'ﬂﬂ?ﬁ/—: Gma” éé;jé 7 /F'_éﬁ_@
Please check my CV.
Thanks, (CV)

Andy Patrick

Get started with Gmail

Customize your
inbox

Import contacts
and mai

Andy Patrick-CV-2024.pdf (109K)

Google Community Te. .

i= D [ . I:E D - C B | -~ |Eriurli T < n?;n3.r"2i;gj D

ESsEAN /72 E VTN ERAR—ER
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Recycle Bin

4

Google
Chrome

Microzoft
Edge

rorcepoint

! Inbox - andypatrick168@gmail X N IvE—THR | £588TE0 X +

& 2% lite.printing.ne.jp/web

aot® 1o/ hhfzhnetprint FUJIFILM

..j'.j?""* ‘ .
N B F | SETOFUVIEE | BEE | E88BE | FAQ | sMuvabt

OYEZTWDOTHBTU !
BTV ALTYOINFIAC—HES, DATA - ENL

(0 =
'R

1. #nTIrILER 2. QR O—K%&ETE 3. avE=THET

fith S 51 58 FH = Im 51 EN AR 75
Bl E[) 7 2

CHIAOEICIFSTRARNS S UEABROIEV., FTEEIEF CHERE. RELTIET L.

@m Pu O €8\ ) A &% oros0 O

ElSRARMN/NEH | EJuUReEnki’R—ER



B 1 Inbox - andypatrick168@gmail. X N JUE-THM | £SE8FE0 x  + Blocked

Forcepoint DLP Endpoint has blocked you from uploading

Recycle Bin - L .
& =o lite.printing.ne.jp/web sensitive information to the remote host lite printing_ne.p.

because it is in violation of corporate policy.

5o awe® 4o/ hhtzhnetprint

Google

Chrome 7p|J > I"':}:]E%EJE' LJT_-< T..EL"

.

AT BERZME L BIENARE -

R T AERE)EV FLELE.
FRIRIRE R 7 7ML OBRE T A XI55 /HER

JxREE L () 7xbEE 20 () =@ oA () EiEE A3

By @
il BS () Z@E B4 () IHE

M 55—k @ @ <rFae-grorurrEcEir O "Was- O

2% BrorihEn @ @ Lrw () F3 (@RI

Q @ %

] , = ENG 1408

[ | D = I:D D - B | N % 07/03/2024 J

- EERMN/NH EJIVIFMER A —ER
rorcepoint



Recycle Bin

Patrick Apps > Apps & features »
Local Account 1.&%"%‘;&*%77 B/% FOfCGpOIﬂt

Agent
Find a setting I _

Microsoft Corporation | 07/03/2024

System English (United Kingdom) Local Experience

Pack
Bluetooth & devices Microsoft Corporation | 07/03/2024 E Uninstall Neo Endpoint —
A valid release code is required to uninstall Meo.

Metwork & internet . L
To obtain a release code, contact your administrator.

Feedback Hub
Personalization Microsoft Corporation 07,/03/2024 )
Enter a valid release code.

Apps
° Forcepoint Neo Endpoint password

23.12.0.86 | Forcepoint LLC | 07/03/2024

Accounts

Mote: using an invalid release code sends an alert to the
Time & language Gat Help management portal.

Microsoft Corporation | 07/03/2024

Gaming

' Uninstall' Close

o oo = Pl T
Accessibility Google Chrome

122.0.6261.112 | Google LLC | 07,03
Privacy & security

Groove Music

Microsoft Corporation

Windows Update

] ; = E EMG 1410

| D o I:D D = | Ol :: | | ™ INTL LT < 07/03/2024 O

. EEEHZXAE | SIFEERE_IE
rorcepoint



Recycle Bin

Patrick Apps > Apps & features

Local Account

Cortana

Microsoft Corporation | 07/03/2024 1-& % 5£ $§7 B/% Force pOInt
Agent

Find a setting

System English (United Kingdom) Local Experience

Microsoft [ - -

Edge Bluetooth & devices [ Uninstall Neo Endpoint -

Metwork & internet Failure to enter a valid release code. This code may be
invalid or expired. Obtain a valid release code and try

Personalization L

Apps
Accounts

Time & language Get Help
Microsoft Corporation | 07/03/2024

Gaming

Accessibility c Google Chrome

122.0.6261.112 | Google LLC | 07/

Privacy & security

Groove Music

Microsoft Corporation | 07/03/2024

Windows Update

] . y E ENG 1410 g

| D [ I:D D = | C B g N = % 07/03/2024 D

. EEETAYN | =IHERE_E
rorcepoint



E w 1 Inbox - andypatrick168@gmail. X A IE-TER | £ESHFED X @ hacking tools - Google Search X ar — O x

Recycle Bin
< c 2% google.com/search?q=hacking +tools&8oq=hacking+tools&gs_lcrp=EgZjaHvbWUyDggAEEUY xgSGIAEGI;
3=
J ool fth#E Google % " #
hacking tools ) 4 . E =
secls : & =2TH,
Chrome
6 Images Videos Products News Building Books Finance
a
Microsoft About 605,000,000 resuits (0.29 seconds)
Edge
Sponsored
SentinelOne

https://www sentinelone.com  §

Singularity Platform
One Platform — Leading Enterprises Use Singularity To Prevent, Detect, and Respond to Cyber
Aftacks.

Sponsored

withsecure.com
hitpsfAwrww withsecure.com

Cyber security tools
Essai gratuit de 30 jours — Armrétez les menaces avancées avec la solution de cybersécurité de
WithSecure™ Elements.

Sponsored

ENG g
. N

. =EEEZAE | EICEERNE_IE
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Wiew LR

% O m B =B W T sort

0 > Network »> 192168125195 > Corp_Share > Apps v C ﬂﬂgiﬁgu /A\\g_' Share
Folder M #& X  w 10 %!

e Mame Date modified Type Size
Deskt ¥P
Chrome il Desktop USB
|, Downloads [E7] 722401-x64 03/03,/2024 17:19 Application 1,557 KB
| . 1 Documents ‘.3 ChromeSetup 03/03/2024 17:34 Application 1,345 KB
3
Microsoft PN Pictures == LJSE (D:)
Edge
2 Music @ New 0 Tl sort = View “as
i Videos
< v = > LISB (%) S i Search USE (D)
> o OneDrive
Mame Date modified Type Size
> [l This PC A Cuick access
'y ChromeSetup 03/03,/2024 17:34 Application 1,345 KB
5w USE (D:) il Desktop
[E7] 722401-x64 03/03/2024 17:19 Application 1,357 KB
+ Downloads
» === USB FLASH (E:)
| Documents
> 3 Network PN Pictures
2 Music
2 items selected O videos

» @ OneDrive

> [l This PC

- L EMG 1420
-= Q [ - |] D | C B | T & % 07/03/2024 D

EESHXANANE | SEILHEEERE BB

rorcepoint
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Recycle Bin

Add to Archive

C:A\Users™\Patrick™

Archive:

q Japan Data. 7z ..
!l;cu: gle Archive format: 7z Update mode: Add and replace files 1& —F i‘j, 7 E 7|- ‘I’ 1% JEH
7-ZipBE B RS EIT I

Chrome
Compression level: 5 - Nomal Path mode: Relative pathnames

Compression method: * LZMAZ Options
[ Create SFX archive

9

Mi ft - ' -
'E;;ZD Dictionary size: * 16 MB

[_] Compress shared files

Word size: Tl [ Delete files after compression

Solid Bloc N * 4GB
Encryption

Japan Data
MNumber of CPU threads:

Reenter password:

Memary usage for Decompressing: 1BMB s

Tor Browser Splt to volumes, bytes: -
|__| Show Password
Encryption method:

[] Encrypt file names

[

Tor Browser
Options

ENG 8 .
INTL T o

EESHXANE SILFAERRE—EB

rorcepoint




E = LISE (D)

Recycle Bin

':'B' Mew |:=|i|

v = 3> USE (D)

o | wwﬁ%ﬁﬁﬁmﬂ &)

Chrome

ST Mame Date modified Type T':E g” USB

iy ChromeSetup 3/03/2024 17:34 Application

2 Desktop

- ) [Ez] 722401 -x64 3/03/2024 17: Application
Microsoft

4 Downloads
Edge -

D Japan Data.7z 770372024 14:3 7Z File
| Documents

PN Pictures

lapan Data . Music

i Videos

& OneDrive

Tor Browser
B This PC

o= USE (D)

Tor Browser == LSE FLASH (E:)

Sl Metwork

3 items

= — : 14:36
.= D = I:E . - C a | @ ol o~ IEI:JT[I:_ T % 07/0372024 ©

. EEEXAY | SIEAERE_IE
rorcepoint
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Recycle Bin

File  Action

Google
Chrome 1 0qs
= A i <] 0 : Micras... = Open

e i
; - Source  bv | | Security g (HER T Windows S+

Micros.. ¥ Create Custo

“ : ; . -I . i " |lIl
= a ) ) Impaort Custom View

Microsoft . .. ) :35:0 =
Edge W

-4 Subscriptions : { . L . o

- £ F e U You can save the contents of this log before clearing it.
Save and Clear Clear Cancel
1 K N'|ICFC|-S... - ..1 JOWE MIT LYEINILS Mo

Japan Data
Attach a Task To this Log...

YView
View

- Event 4799, Microsoft Windows security auditing. x
i Refresh

Tor Browser General | Details I] Help
Event 4799, Microsoft Windows securi...

A security-enabled local group membership was

| Ewvent Properties

@ Subiect:
7] @] Attach Task To This Event..,

Tor Browser
elected Events...

Japan Data.7z

EMG |_? .
INTL &
EESHXANE

rorcepoint




Recycle Bin
y o

232 drive.

rorcepoint

. . Data Security
q DoCK -

Google Taiwan VIP
Chrome Customers Action required Time Remaining
& The operation appears to be in viclation of corporate policy ©
e
.

(@ 22 seconds
Microsoft  Taiwan VIP (@ Home
Edge Customers....

If you feel this operation is justified, please select a reason and click Allow.

If you would like to cancel this operation, please click Block.

'8 wyorive MTEHT=E VIP BR

Select applicable: S0 ona s

»[CO Computers o p
@ Acceptable operation (false positive) X[IZ =] Hﬂt1§£” Google

J ) . . 0
Japan Data 2 Shared with me @ Required for business purposes Drlve
@ Approved by my manager

O Recent @ Personal data
¢ Starred @ Redacted data

Tor Browser o )
lustification (opticnal):

(M Spam
I Trash

¢ Storage

Tor Browser

0 bytes of 15 GB used

.
P
[ Get more storage

h

Japan Data.7z

1] — = : @ EMNG 14:40
. EEAXAE | =JLEARE_EE
rorcepoint



Recycle Bin

q

Google Taiwan VIP
Chrome Customers

i
Taiwan VIP
dge Customers....

Japan Data

Tor Browser

Tor Browser

-

Japan Data.7z

rorcepoint

% My Drive - Google Drive

®

+

& 2% drive.google.com/drive/my-drive

Home
My Drive

Computers

Shared with me
Recent

Starred

Spam
Trash

Storage
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