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= ZB 48 (International Maritime Organization ; IMO)

MSC-FAL.1/Circ.3/Rev.2
Annex, page 4

MSC-FAL.1/Circ.3/Rev.2
7 June 2022

GUIDELINES ON MARITIME CYBER RISK MANAGEMENT

1 The Facilitation Committee, at its forty-first session (4 to 7 April 2017), and the
Maritime Safety Committee, at its ninety-eighth session (7 to 16 June 2017), having considered
the urgent need to raise awareness on cyber risk threats and vulnerabilities, approved the
Guidelines on maritime cyber risk management, as set out in the annex.

2 The Guidelines provide high-level recommendations on maritime cyber risk
management to safeguard shipping from current and emerging cyberthreats and
vulnerabilities. The Guidelines also include functional elements that support effective cyber
risk management.

3 The Maritime Safety Committee, at its 104th session (4 to 8 October 2021), and the
Facilitation Committee, at its forty-sixth session (9 to 13 May 2022), approved an update to the
additional guidance and standards included in paragraph 4.2 of the Guidelines.

4 Member Governments are invited to bring the contents of this circular to the attention
of all stakeholders concemed.

5 This circular and any revisions supersede the interim guidelines contained in
MSC.1/Circ.1526.

IMO has issued MSC-FAL.1-Circ.3-Rev.2 Guidelines on maritime cyber risk management.

36 These functional elements encompass the activiies and desired outcomes of
effective cyber risk management across critical systems affecting maritime operations and
information exchange, and constitute an ongoing process with effective feedback mechanisms.

37 Effective cyber risk management should ensure an appropriate level of awareness of
cyber risks at all levels of an organization. The level of awareness and preparedness should
be appropriate to roles and responsibilities in the cyber risk management system.

4 BEST PRACTICES FOR IMPLEMENTATION OF CYBER RISK MANAGEMENT

4.1 The approach to cyber risk management described herein provides a foundation for
better understanding and managing cyber risks, thus enabling a risk management approach
to address cyberthreats and vulnerabilities. For detailed guidance on cyber risk management,
users of these Guidelines should also refer to Member Governments' and Flag Administrations’
requirements, as well as relevant international and industry standards and best practices.

4.2 Additional guidance and standards may include, but are not limited to:’

A The Guidelines on Cyber Security Onboard Ships produced and supported
by ICS, IUMI, BIMCO, OCIMF, INTERTANKO, INTERCARGO,
InterManager, WSC and SYBAss.

2 Consolidated IACS Recommendation on cyber resilience (Rec 166).

3 ISO/IEC 27001 standard on Information technology — Security techniques —
Information security management systems — Requirements. Published jointly
by the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC).

4 United States National Institute of Standards and Technology's Framework
for Improving Critical Infrastructure Cybersecurity (the NIST Framework).

ISO/IEC 27001 EflZ = EIRIEXE

36
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Strengthening prevention and detection
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Future and Risk
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Cybersecurity Challenges in Maritime Operations
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https://www.slideshare.net/valentinbanaco/maritime-cyber-security-education
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Cybersecurity Challenges in Maritime Operations on R/V LEGEND
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Cybersecurity Challenges in Marltlme Operations on R/V LEGEND
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