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23ANDME AGREES TO $30M SETTLEMENT AFTER DATA
BREACH
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Joseph James DeAngelo
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You may not be the one leaking data,
but you're still at risk.
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University of Michigan

The Sanger in the UK

Taiwan Biobank
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Privacy Risks from Genomic Data-Sharing Beacons ¢#wwoteeton s,

Table 1. Estimated Number of SNP Queries Required for Re-identification in Real Beacons with a 5% False-Positive Rate and 95% Power

SNPs Required for Re-identification

Identical First-Degree Second-Degree

Beacon Name Number of Samples Genomes Relatives Relatives

1000 Genomes Project 1,092 3,649 34 467 157,861
1000 Genomes Project phase 3 2,535 8,469 79 976 366,276
AMPLab 2,535 8,469 79,976 366,276
Broad Institute 60,706 202,770 1,914,581 8,768,007
Cafe CardioKit 1,070 3,575 33,773 154,684
ICGC 12,807 42,779 403,936 1,849,878
Enown VARiants 72,000 240 494 2270772 10,399 218
Known VARiants (genomes only) 8,400 28,059 264 947 1,213,368
NCBI 14,466 48,320 456,258 2,089,490
PGP 1/4 582 3,515 25,273
IBD 5,070 16,936 159,926 732,410
Native American + Egyptian 100 335 3,181 14,586
UK10K 6,322 21,118 199,411 913,239
SFARI 10,400 34,739 328,024 1,502,231

= SRR https://pubmed.ncbi.nlm.nih.gov/26522470/
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