
Hello你的MFA被繞過了
-從真實IR案例反思雲端最佳實踐

INCIDENT RESPONSE FORUM

Tim Yeh (葉俊霆)
AWS Taiwan 

威脅研究員 / AWS資安架構師 Security Solution Architect



2

前言:

2024

https://hktw-resources.awscloud.com/event-material-series

免費AWS中⽂資安演講的資源

https://hktw-resources.awscloud.com/event-material-series
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Incident Response simulation

Review your controls/detections

Review your IR playbooks/runbooks

Capture, schedule, prioritize, and 
track improvements & metrics

Run Security Incident Response 
Simulations

NIST 800-61 Incident Response Life Cycle

利用已知的雲端事件來模擬事情回應機制是否健全
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寫在前面

用雲端不安全

正確資安意識用雲，更能得
到快速零信任資安的好處
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這波攻擊，CrazyHunter 主要透過各種手
段，最終控制地端 AD Server，派送勒索
軟體並刪除所有備份（演練: 備份是否可
能被遠端駭客刪除）。

實際有客戶使用雲端服務，雲端並未受駭
並在地端服務中斷期間，一週內快速搬遷
上雲 6 個服務(DR 演練是否包含上雲？)。



6

回到這次的事件

發現不對勁：資料庫異常緩慢，從 RDS 介面看到 High CPU 及連線
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其實這個客戶發生過 IAM Key 外洩事件

常見的謬誤：重灌就好啦、IAM user Key 都砍掉重建啦

è沒有 IR 找到 Root Cause，駭客還會從原本的漏洞打回來！
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來看一下架構圖 : 哪裡需要改進？

• ⼀個AWS Account

• 使⽤ IAM Role ⽽
非 IAM Key

• ⼈員登入有使⽤
Software MFA 
(Authenticator)

• 有開 CloudTrail

• 使⽤ EC2 , ECS , 
RDS 為主

• 資料庫連線透過
Secret Manager
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About IAM Role Policy Originally
EC2 Fullaccess
ECS Fullaccess
Secrectmanager Fullaccess

AmazonSSMManagedInstanceCore : 
ssm: *
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User 從 DB connection 資訊追查到 EC2

連進去看了以後發現：

⼤事不妙，DB 被打包偷到 China IP 去了!
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Quick Wins : AWS 成熟度模型可以快速先做的事情
Security Hub 
(Detect misconfiguration)
GuardDuty 
(雲原生威脅偵測)
CloudTrail 
(雲平台 log)
Trusted Advisor
AWS WAF
IAM Analyzer

All Enable MFA
Avoid Use Root
S3 Block Public

https://maturitymodel.security.aws.dev/ 13

https://maturitymodel.security.aws.dev/
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社群場也講一下：開源或免費替代品

Security Hub è Prowler : https://github.com/prowler-cloud/prowler

CloudTrail è
https://github.com/timyehamazon/sansfor509/blob/main/AWS/awsCloudTrail
DownloadOK.py
這邊有 script 可以免費抓下來近 90 天，缺點是每 90 天要抓一次到自己保存的地
點，有維護成本不比原本保留在 S3 方便

GuardDuty è沒有好的免費替代方案，可能自己裝免費 SIEM (OpenSearch / 
Wazuh + Sigma Rule + CloudTrail ) 是個方法

https://github.com/prowler-cloud/prowler
https://github.com/timyehamazon/sansfor509/blob/main/AWS/awsCloudTrailDownloadOK.py
https://github.com/timyehamazon/sansfor509/blob/main/AWS/awsCloudTrailDownloadOK.py
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Amazon GuardDuty－運作機制說明

VPC flow logs

DNS Logs

CloudTrail  
Events

發現
Findings

資料來源
Data Sources

威脅判定
Threat 

intelligence

異常偵測
(機器學習)

Anomaly 
Detection

(ML)

AWS Security Hub

• Remediate
• Partner Solutions 
• Send to SIEM

CloudWatch Event 

偵測類型 (範例)
Finding Types (Examples)

Bitcoin Mining

C&C (Command & Control)
Activity

Unusual User behavior
• Launch instance
• Change Network Permissions

Amazon GuardDuty
威脅偵測方式
Threat Detection Types

HIGH

MEDIUM

LOWUnusual traffic patterns
• Unusual ports and volume

Amazon Detective

S3 Data Plane 
Events

Kubernetes
Clusters
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Login Events
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快速利⽤ Malware Scan 單次掃描 : 可能有後⾨就全掃⼀次吧！
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掃完的結果：全中 CobaltStrike QQ : 下⼀步？

GuardDuty
Malware Scan 
Result : 
Security risk(s) 
detected 
including 
Gen:Variant.Tro
jan.Linux.Cobal
tStrike.1 on 
EC2 instance i-
0xxxxxxxxxx0



Incident response process

NIST 800-61 Incident Response Life Cycle

Image: © NIST https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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下一步？多線同時進行
- Recovery : 重建 EC2(VM) : Infrastructure as Code (CloudFormation)
https://maturitymodel.security.aws.dev/en/3.-efficient/infrastructure-as-code/

- Analysis : 
Incident Response on EC2 image : how to do it? (最好找專業的 IR 顧問)

需要確定 Root Cause 以及駭客做了什麼 in the EC2 VM

- Containment : Reset all password and AKSK / IAM Role

- Detection : Continus Monitroing EC2 : 
Need something like EDR solution! – All backdoor got deleted 
à What will hacker do next? How to know?

https://maturitymodel.security.aws.dev/en/3.-efficient/infrastructure-as-code/
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Analysis Part : 
咦，怎麼都找不到證據，好像很乾淨？

• 直接連進去看？ (乾淨的環境與隔離呢？？？？)

• 別忘了，裡面可是有 CobaltStrike 的！！

• 喵的一聲的結果是….
這台正在看的證據都被駭客刪光光了…. > <
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Analysis Part : Security Group 

預設的
Security Group
的陷阱 !!!!!

Outbound
應該全關!!
別忘了反連後⾨
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Analysis Part : 
結合 EC2 Forensic 證據及 CloudTrail log
• 確定駭客⼿法：駭客利⽤打下來的 AKSK 及 IAM Role 擁有 SSM 權限的部分，
控制 EC2 Instance 內部 ( curl 可取得 metadata server / IAM Role 權限 )

• 利⽤ modifyinstanceattribute API 上傳 UserData ⼀次種植所有 Instance 
CobaltStrike 後⾨！！
aws ec2 modify-instance-attribute --attribute userData --value file://ud.txt --instance-
id <instance-id> --region <region>
https://medium.com/kernel-space/the-dangers-of-modifyinstanceattribute-d4290ca7a457

https://medium.com/kernel-space/the-dangers-of-modifyinstanceattribute-d4290ca7a457
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Detect and Analysis

• 其實真正有問題那台 (Root Cause) ，有 autoscaling 直接被調整成 0 關掉了…
沒保留 image 也沒導出 web log / system log … > <

• ALB 跟 VPC log 事前沒開，出事以後才開起來…

• 立刻裝監控(EDR)，有動作就抓得到

• 立刻開起來 AWS 雲原⽣類似 EDR 的功能： GuardDuty Runtime Monitoring
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原來是：Wordpress plugin force-regenerate-thumbnails 0day

Detail A process has executed a 
newly created binary.

Machine EC2-Blog
DIR /var/www/html/wp-

content/plugins/force-
regenerate-thumbnails

Execute /usr/bin/curl
User www-data

GuardDuty RunTime Monitoring 
偵測結果 : 駭客果然想用原本漏洞打回

https://github.com/pedroelsner/force-regenerate-thumbnails
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完整鑑識CloudTrail後意外發現：MFA繞過？

完整鑑識，防止有其他後門可能
從 CloudTrail 查到有 MFA 被繞過被駭客利用跡象?

客戶 : Mac
習慣 IP : 台灣登入

admin.user2 IAMUser AIDAXXXXXXXXXXXXXXXXX 2024-09-0xT07:55:34Z signin.amazonaws.com CheckMfa ap-
southeast-1 61.221.92.98 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/128.0.0.0 Safari/537.36 a1dbf2e7-d9d4-42c5-ae5e-55c5f526549b FALSE AwsConsoleSignIn
{type=IAMUser, principalid=AIDAxxxxxxxxxUZ654, arn=null, accountid=XXXXXXXXXXXX, invokedby=null, 
accesskeyid=, username=admin.user2, sessioncontext=null}
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思考：關於 MFA 的攻擊面
• MFA 特殊攻擊⾯ : 適⽤於有特殊認證機制的雲平台

ex : BrowserCore.exe -> MicrosoftAccountTokenProvider.dll 
可以從(OS)系統⾯獲取 SSO
（Tool like : ROADtoken / RequestAADRefreshToken )

https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf

• MFA 通⽤攻擊⾯：適⽤於所有⼀般⽀援 authenticator 或 FIDO
1. Software MFA bypass by keylogger (LastPass 2023 incident)
2. Pass-the-Cookie (ByBit 2025 incident)
3. Cookie phishing by reverse proxy ( Modlishka / evilginx3⼯具 )

https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf
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• MFA 通⽤攻擊⾯：適⽤於所有⼀般⽀援 authenticator 或 FIDO
1. Software MFA bypass by keylogger (LastPass 2023 incident)

https://support.lastpass.com/help/incident-2-additional-details-of-the-attack

https://support.lastpass.com/help/incident-2-additional-details-of-the-attack
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• MFA 通⽤攻擊⾯：適⽤於所有⼀般⽀援 authenticator 或 FIDO
1. Software MFA bypass by keylogger (LastPass 2023 incident)

實際實驗⽬前已經無法這樣，
被⽤過的 6 digits token 即使
30秒過期內⼀樣無法登入了

⽽且 CloudTrail 這樣也會看
到兩次很近的登入，並沒有發
現這樣的狀況
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• MFA 通⽤攻擊⾯：適⽤於所有⼀般⽀援 authenticator 或 FIDO
2. Pass-the-Cookie (ByBit 2025 incident)

https://x.com/safe/status/1897663514975649938?t=RMoMC5FBCnIfejE4G5FB3Q&s=09

https://blog.netwrix.com/2022/11/29/bypassing-mfa-with-pass-the-cookie-attack/

這個攻擊前提是電腦已受駭，被植入⽊⾺
è IR下⼀步：對電腦做鑑識

https://x.com/safe/status/1897663514975649938?t=RMoMC5FBCnIfejE4G5FB3Q&s=09
https://blog.netwrix.com/2022/11/29/bypassing-mfa-with-pass-the-cookie-attack/
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• MFA 通⽤攻擊⾯：適⽤於所有⼀般⽀援 authenticator 或 FIDO
3. Cookie phishing by reverse proxy ( Modlishka / evilginx3 )

https://cyberdom.blog/pass-the-cookie-crumble-the-cloud-2/

https://cilynx.com/how-to/evilginx2-vs-2fa-phishing/1908/

這個攻擊不需植入⽊⾺，但需要假網站釣Cookieè IR下⼀步：調查 History

https://cyberdom.blog/pass-the-cookie-crumble-the-cloud-2/
https://cilynx.com/how-to/evilginx2-vs-2fa-phishing/1908/
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MFA 的部分

總之，請 User MFA 全部換掉一輪，最好使用 FIDO2 
Hardware Token，可以避免被 Keylogger 及 Reverse-
Proxy 釣魚！！

https://www.aon.com/cyber-solutions/aon_cyber_labs/bypassing-mfa-a-forensic-look-at-evilginx2-phishing-kit/

https://www.aon.com/cyber-solutions/aon_cyber_labs/bypassing-mfa-a-forensic-look-at-evilginx2-phishing-kit/
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極低成本的 Zero Trust Principal 防駭偵測

• 從 MFA 原理 : 
Something you know : Password. è Fake AKSK Alert ; browser fingerprint
Something you have : hardware ID
Something you are : Fingerprint / FaceID
Somewhere you are : IP address / region

• 我們可以加上⼀條 browser 指紋應⽤在⾼權限登入帳號，如果非規定的瀏覽器指紋
就 Alert ( Eg: CloudWatch Alert 有 10 組免費，可以監控 CloudTrail )

• ⽤另⼀個 AWS Account 產⽣無任何權限的 AKSK 放在環境之中，被⼈偷取利⽤後
立刻告警 ( ⼀樣可利⽤ CloudWatch + CloudTrail，會是幾乎不⽤錢的 Alert )

Ps. 預計之後提供 Cloudformation ⼀鍵部署
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還原實際駭客的攻擊流程 : 

1

2

3 3

3 3

3

3

3

4

4

5
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DMZ : Blog

Better Architecture : 地端切網段、雲端切帳號

Prod Testing

IAM Role不可共⽤!! 下⼀步是多帳號怎麼管理 ( AWS 免費的 Control Tower / SRA 架構 )

Bonus : 放誘餌、Deploy what you only know
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總結：
• 雲端最小權限設計不易，需以 Threat Modeling 
角度確認可能發生的威脅

• 雲端 IR 該做的備份、隔離一樣要做好

• 雲端邊界管理比地端容易：直接拆帳號!

• MFA 非常重要，但也等級之分，高權限儘量使
用 FIDO2，被繞過則可考慮往攻擊面進行鑑識

• 從駭客攻擊案例更能知道推薦安全架構的原因
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AWS User Group Taiwan 

加入 AWS 開發者專屬社群，與各路好手及 AWS 用戶交流
AWS 相關知識、資訊與專案開發經驗。

我們不定期於台北、台中、高雄舉辦小聚，讓您有機會與技術
愛好者面對面切磋技能及分享經驗。

AWS User Group Taiwan 
YouTube Channel

AWS Educate 
Ambassador

Thank you!

Tim Yeh (葉俊霆) 
https://tw.linkedin.com/in/litleaf

https://tw.linkedin.com/in/litleaf


Thank you!
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https://tw.linkedin.com/in/litleaf

