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Quick Wins : 1 week might apply <
- Secu

+ GuardDuty
« CloudTrail
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« All Enable MFA

Tim Yeh GERE) Joseph Chiu (B8 & 53)
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AWS Taiwan R

2024

z SREE AR ? BE
GenAl ¥
% /& log £% >

- AWS WAFlo

- ALBlogs

- lSlogs

- RDS logs

- Windows Event logs

05 Utilizing Generative Al and
Sigma Rules to Speed Up Cloud
Incident Response and Cloud-
Native SIEM
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Incident Response simulation

AN

NAEMNERSAFAERHSFEEER 2EEE

Review your

Review your

Capture, schedule, prioritize, and

track

Run

Others'
incidents

Run
incident

Simulate
incident

Prepare
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Post-
incident
activity

NIST 800-61 Incident Response Life Cycle
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Aurora and RDS workshop-db @

Dashboard

Databases Summary

Query Editor DB identifier Status Role Engine Recommendations

o workshop-db @ Available Instance MySQL Community
performance insights

cPy Class Current activity Region & AZ

Snapshots
I 13.84% db.t3.micro 110 Connections us-east-1b

Exports in Amazon S3
Automated backups

Reserved instances Connectivity & security Monitoring Logs & events Configuration Zero-ETL integrations Maintenance & backups Data migrations - new Tags
Proxies.

(@ Database Insights is now available
Subnet groups Database Insights combines database metrics and logs into a unified view in CloudWatch to speed up database troubleshooting. To access the Database Insights, select Modify to modify your database

and enable Database Insights.
Parameter groups

Option groups

Custom engine versions CloudWatch (25) Period [Sminutes v ) (Add instance to (nmpare) ( Monitoring
Zero-ETL integrations New

Q search by metric 12 3 >
y

Events O Alarm recommendations O igate with Al - new (1h 12h 19 3d w  custom B | UTCtimezone v | ® Explore related

Event subscriptions

BinLogDiskUsage BurstBalance @ CPUCreditBalance

Recommendations | Percent Count

100.00

Certificate update
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IAM user Key & ik ie & 2 M
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Shared
IAM Role

C2API 2

Amazon RDS

4/@

Shared
IAM Role

ECS 2

EC2API1

Shared
IAM Role

Shared
IAM Role

ECS1

EC2 blog

Shared
IAM Role

\/'\
/ \w\

EC2
Testing 1
Shared

IAM Role

EC2
Testing 3
Shared

IAM Role
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—ABAWS Account

{#F3 1AM Role
JE IAM Key

ABEABEH
Software MFA
(Authenticator)

B R CloudTrall

{EH/ EC2 , ECS,
RDS &%

B EERER
Secret Manager
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JSON policy document

EC2 Fullaccess <

"Version" "2012-10-17
"Statement" :

ECS Fullaccess

"Action" : [
DescribeAssociation”,

Secrectmanager Fullaccess

"ssm:GetDocument",
"ssm:DescribeDocument",
"ssm:GetManifest",
"ssm:GetParameter",
"ssm:GetParameters",
A = ssm:ListAssociations",
mazon anage N Sta ncecvuore "ssm:ListInstanceAssociations”,
- "ssm:PutInventory",
"ssm:PutComplianceItems",
"ssm:PutConfigurePackageResult",
"ssm:UpdateAssociationStatus”,
"ssm:UpdateInstanceAssociationStatus”,
"ssm:UpdateInstanceInformation"

1,
"Resource” : "*"
1,
{
"Effect” : "Allow",
"Action" : [
"ssmmessages :CreateControlChannel”,
"ssmmessages : CreateDataChannel”,
"ssmmessages :OpenControlChannel”,
"ssmmessages : OpenDataChannel”

1

: "Allow",

r
"ec2messages : AcknowledgeMessage”,
"ecZmessages:DeleteMessage",
"ec2messages:FailMessage",
"ec2messages : GetEndpoint",
"ec2messages : GetMessages",
"ec2messages: SendReply"

Resource” : "*"

CYBERSEC 2025 E#ERA® | 9
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User %£ DB connection = nﬂ

BHEXRE FLIREIR

REAY > DB #3182 4mZl China IP &£ 71!
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DB {F1&# & 7 » A High CPU BJ&E]
Query DB » :Z/EEEHE ?

A EBIREEMLF C: BB R —iR

B: 54 FIESES D: (REARETE j:;i;%%ﬁ Instance

CYBERSEC 2025 E#ERA® | 11
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DB {F1&# & 7 » A High CPU BJ&E]
Query DB » :Z/EEEHE ?

A EBIREEMLF C: BB R —iR

B: 54 FIESES D: (REEFE1E - AREE Instance

« AR IR «
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Quick Wins : AWS B4 [E 5 B o] DU R EE ST BV B [E

Security governance

Security assurance

Security Hub
(Detect misconfiguration)

Identity and access

GuardDuty

management

EIRERBEH)
CloudTrail

Threat detection

25 log)

Vulnerability
management

Infrastructure

protection

Data protection

Trusted Advisor
AWS WAF
|IAM Analyzer

All Enable MFA

Application security

Incident response

Avoid Use Root

S3 Block Public
https://maturitymodel.security.aws.dev/



https://maturitymodel.security.aws.dev/

tEFEtE—F RRSREER M

Security Hub =» Prowler : https://qgithub.com/prowler-cloud/prowler

CloudTrail =
https://qgithub.com/timyehamazon/sansfor509/blob/main/AWS/awsCloudTrail
DownloadOK.py

B2 script LR BN MR 90 X - fREAZEE 90 REI—RKEB CIRFRIM

wn - BREENAANCIRAREE S3 HE

GuardDuty = RBHHNREEZENHE - dJgEBCKRREE SIEM (OpenSearch /
Wazuh + Sigma Rule + CloudTrail ) 21&75 %



https://github.com/prowler-cloud/prowler
https://github.com/timyehamazon/sansfor509/blob/main/AWS/awsCloudTrailDownloadOK.py
https://github.com/timyehamazon/sansfor509/blob/main/AWS/awsCloudTrailDownloadOK.py

Amazon GuardDuty - & {Fi IR AR

Amazon GuardDuty

ERRIR

Data Sources

VPC flow logs

DNS Logs

CloudTrail
Events

+ Amazon
S5 Aurora

Login Events

EEERA

Threat Detection Types

HRIXEEY (SE6)

Finding Types (Examples)

BB FIE
Threat
intelligence

Bitcoin Mining

C&C (Command & Control)
Activity

E2EH
(=)
Anomaly

Detection
(ML)

Unusual User behavior
Launch instance
Change Network Permissions

Unusual traffic patterns
Unusual ports and volume

% S3 Data Plane
Events

Kubernetes
Clusters

3R

Findings

MEDIUM

AWS Security Hub
—— Amazon Detective

— CloudWatch Event

« Remediate
 Partner Solutions
e Send to SIEM
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GuardDuty GuardDuty > Malware Protection fo EC2

Malware Protection for EC2

Summary

Findings
GuardDuty-initiated malware scan info

GuardDuty automatically initiates a malware scan after generating a finding indicative of malware in an EC2 instance or a container workload.

EC2 malware scans

Protection plans Status

© GuardDuty-initiated malware scan is enabled
S3 Protection

EKS Protection

Extended Threat Detection

Runtime Monitoring » Inclusion/Exclusion tags

Malware Protection for EC2

Malware Protection for S3
On-demand malware scan info

Initiate an on-demand malware scan on your Amazon EC2 instance. On-demand scan doesn’t require you to configure GuardDuty-initiated malware scan.

RDS Protection

Lambda Protection

EC2 instance ARN

Accounts | arn:aws:ec2:us-east-1:555555555555:instance/i-1 234567890abcdefd

Usage EC2 instance ARN example: arn:aws:ec2:us-east-1:555555555555:instance/i-1234567890abcdef0

Settings On-demand malware scan is not included in the GuardDuty 30-day free trial period. Usage cost for scanning the Amazon EBS volume will apply. Learn more [4

What's New

Partners [2 General settings info

CYBERSEC 2025 ESERA® | 16
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IBE4E R - 210 CobaltStrike QQ : T—4% ? ERARAE

AWS Cloud

Tokyo Region (ap-northeast-1)

- B GuardDuty
.ﬁ&*‘;‘:‘.’e T b B Malware Scan

= = B Result:
B Security risk(s)

.mb .m.eh

CIICD ECS 4 ' 1 EC2 EC2

Server Testing 1 Testing 2 Testing 3
Shared Shared Shared d eteCted

IAM Role IAM Role IAM Role

{3? 2 B /ANl including
n B Gen:Variant.Tro

ECZ API 1 EC2 blog ; ' !
Amazon RDS Ima:o‘fe Ima;i?e jan . Li NUX. CO bal
o | tStrike.1 on

= : ll EC2instance i-
. _- i OXxO0OXxxxxx0
/\w\

Secret Manager CIoudT rail
SEC 2025 EEERAE | 17
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Incident response process AR ENREAR

Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

NIST 800-61 Incident Response Life Cycle

Image: © NIST

CYBERSEC 2025 EMERAS |



https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
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- Recovery : i EC2(VM) : Infrastructure as Code (CloudFormation)
https://maturitymodel.security.aws.dev/en/3.-efficient/infrastructure-as-code/

- Containment : Reset all password and AKSK / IAM Role

- Analysis :
Incident Response on EC2 image : how to do it? (RIFIHREZR IR EERY)

EERETE Root Cause UK EZEM T 11 in the EC2 VM

- Detection : Continus Monitroing EC2 :

Need something like EDR solution! — All backdoor got deleted
- What will hacker do next? How to know?

CYBERSEC 2025 E#ERA® | 19
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Analysis Part :

SRp S AU ST

- BHiIEEEXE? (ZENIREA[RBIIE? 2?2 ?)
- AT - Ao 25 CobaltStrike B9 ! !

o [H—2 mﬁ%m
B R M B LSEEEMWF%W% |51 ....><
Rkt 75 B B R

i B @RS T — 5 CYBERSEC 2025 EBRELA® | 20
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sis Part : Security Grou

sg-03ec9750868a96866 - launch-wizard-10

Dashboard

EC2 Global View [2
Events Security group name Security group ID Description VPCID

IO launch-wizard-10 [0 sg-03ec9750868a96866 [0 launch-wizard-10 created 2023-08- [0 vpc-0b9bba4610751dc81 [2
Instances 29T03:08:10.411Z

Details

Instances
Owner Inbound rules count Outbound rules count

Instance Types [0 194265559415 1 Permission entry 1 Permission entry
Launch Templates
Spot Requests

Savings Plans Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Reserved Instances

Dedicated Hosts

Capacity Reservations Inbound rules (1) @ Manage tags m
FEERAY

Images [ Q Search
AMIs

O | Name v | Security group ruleID ¥ | IP version v | Protocol Port range v | Source S
s ecurity Grou
(]} sgr-0503a843cf225aba0 IPv4 TCP 22 172.31.0.0/16

FIBERBA !

Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Outbound rules (1) @ Manage tags
[Q Search J 1 Outbound

O Name v | Security group rule ID ¥ | IP version v | Type v | Protocol v | Port range v | Destination % F% ' '
ILJ\ D/(
O sgr-04f7516e24b1c4c66 IPv4 All traffic All All 0.0.0.0/0 /

CYBERSEC 2025 E#ERA® | 21
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Ana lySiS Part : | \ \ ENARAR
455 EC2 Forensic 5512 & CloudTrail log

- WBTEEREFE  ZET BT TR AKSK K IAM Role #H SSM #ERIIERD »
& EC2 Instance AEP ( curl FTEX{S metadata server / 1AM Role #[R )

KA modifyinstanceattribute APl 18 UserData —XfE18FfA Instance
CobaltStrike 1&F5 ! !

aws ec2 modify-instance-attribute --attribute userData --value file://ud.txt --instance-
id <instance-id> --region <region>
https://medium.com/kernel-space/the-dangers-of-modifyinstanceattribute-d4290ca7a457

The Dangers of
ModifyinstanceAttribute

Instance(s) takeover and Credential Exfiltration using
ModifylnstanceAttribute

/—% Harsha Koushik - Follow
'Z,E:. Published in Kernel Space - 5minread - Apr 29,2024

CYBERSEC 2025 EMERAE | 2
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Detect and Analysis

HEBIFAREIS (Root Cause) » A autoscaling EIE#RZEER O IR T ...
SR EE image ;2 & H web log / system log ... > <

ALB iR VPC log SER1RF » MBMUERZT XK. ..
I %25 B5 12 (EDR) - BEMEFMINEFE
T ZIBIEEAR AWS EFE4 A EDR BYIHAE : GuardDuty Runtime Monitoring

CYBERSEC 2025 E#ERA® | 23




3R =2 : Wordpress plugin force-regenerate-thumbnails Oday

GuardDuty RunTime Monitoring
Vulnerability disclosure program o (ERIEER  BR RIS RRARIETE

Detail

This is the official vulnerability disclosure program for Force Regenerate Thumbnails. If you're a security researcher and believe

that you have found a security vulnerability within our software, please send us details through the "report" form on this page. A p ro C e SS h a S exe c u te d a
Please include as detailed information as possible, so we could verify the issue and get back to you as soon as possible with either n ery C reated b i n a ry
L]

additional questions or with a potential fix. All valid security vulnerabilities will receive a CVE and may also earn you rewards from

Patchstack Alliance bug bounty program. Machine E C 2 Bl
- O g

PR 1 Jvar/www/html/wp-
Plugin developer? Start a Managed Vulnerability Disclosure Program. CO nte nt/ p l u g i n S/fo rce_

regenerate-thumbnails
Patchstack Zeroday payouts Seefulltorms > Execute / usr / bin / curl

tchstack pays a fixed bounty for high value vulnerabilities. User

www-data

$2,600 Unauthenticated access leading to a full site compromise

$1’300 Subscriber or Customer level access leading to a full site compromise



https://github.com/pedroelsner/force-regenerate-thumbnails

CYBERSEC 2025

soEgeE | o udTrail (B = 9p 3538 - Ml—*A,.w

ﬁﬂfﬁﬁ”ﬂz fhlEAEMEPIOIBE
£ CloudTrail &%l & MFA & 08 W= H Bihe?

DescribeLogStreams
DescribeLogStreams
CheckMfa

R" . DescribeLogStreams
acC
DescribeLogStreams

_.I_.I;

PANN =B A% DescribeLogStreams

rE I P l:l /E_', = DescribeLogStreams

ap-northeast-2
ap-northeast-2
ap-southeast-1
ap-northeast-2
ap-northeast-2
ap-northeast-2
ap-northeast-2

0
0
61 221.92.98

<+ ~mmannng

aws-sdk-js/3.525.0 ua/2.0 os/darwin#23.3.0 lang/js md/nodejs#20.11.0 api/cloudwatch-logs#3.525.0
aws-sdk-js/3.525.0 ua/2.0 os/darwin#23.3.0 lang/js md/nodejs#20.11.0 api/cloudwatch-logs#3.525.0
Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.0.0 Safari/537.36
aws-sdk-js/3.525.0 ua/2.0 os/darwin#23.3.0 lang/js md/nodejs#20.11.0 api/cloudwatch-logs#3.525.0
aws-sdk-js/3.525.0 ua/2.0 os/darwin#23.3.0 lang/js md/nodejs#20.11.0 api/cloudwatch-logs#3.525.0
aws- SdkjS/3 525.0 ua/2.0 os/darwm#23 3.0 Iang/Js md/nodejs#ZO 11.0 apn/cloudwatch Iogs#3 525.0

admin.user2 IAMUser AIDAXXXXXXXXXXXXXXXXX 2024-09-0xT07:55:34Z signin.amazonaws.com CheckMfa ap-
southeast-1 61.221.92.98 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/128.0.0.0 Safari/537.36 aldbf2e7-d9d4-42c5-ae5e-55¢5f526549b FALSE AwsConsoleSignin
{type=IAMUser, principalid=AIDAxxxxxxxxxUZ654, arn=null, accountid=XXXXXXXXXXXX, invokedby=null,
accesskeyid=, username=admin.user2, sessioncontext=null}

CYBERSEC 2025 E#ERA® | 25
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BE AR MFANKEER

. MFA HHREE : BRNEEHREMHNETS

ex : BrowserCore.exe -> MicrosoftAccountTokenProvider.dll

] ATE(OS) 24t E#EEX SSO
(Tool like : ROADtoken / RequestAADRefreshToken)

https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf

MFA BREINETR - BRANRMAE—A%SZ#E authenticator 2} FIDO
1. Software MFA bypass by keylogger (LastPass 2023 incident)

2. Pass-the-Cookie (ByBit 2025 incident)
3. Cookie phishing by reverse proxy ( Modlishka / evilginx3

TH)

CYBERSEC 2025 EMEXA® | 2



https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf

\

CYBERSEC 2025
+ MFA BFIEEE : EFIMNFIA—ARSZIE authenticator FIDO  \ BEREAR
1. Software MFA bypass by keylogger (LastPass 2023 incident)

adWs

N =y
LastPass 8 T XM EIN MBS S AT MR RAEBE ~

LastPasstgit! » BEEE—RREMRINARELastPassHIEIRf#FIRER - AT IRGAWSTFINE MK LastPass i i H
ELNREER > BAREZSRBREGRE - MIIARZAS -2 HAEZSRIDevOps TIZATA B Multi-factor authentication

X/ #iE | 2023-03-01 8% )
Home > News > Security Your account is secured using multi-factor
authentication (MFA). To finish signing in, tum on

Hacker Breached LastPass by Installing or viow your NFAdevice nd fype he
Keylogger on Employee’'s Home Computer - cods balon

The hacker also exploited a vulnerability in a 'third-party media software package' to help launch
malware on the employee's computer.

Emall address:

amazon.com
fan@astpass.com

- -LLast Pa

fan@lastpass.com

MFA code
Q By Michael Kan Updated February 28,2023 (3B % &

| 695768 s

L R
- kLaStPaSS.oo\ o

incident-2-additional-details-of-the-attack CYBERSEC 2025 ESERA® | 27



https://support.lastpass.com/help/incident-2-additional-details-of-the-attack

CYBERSEC 2025

- MFABRINEH : ERARMAE—M<E authentlcator =) FIDO ERRRAR
1. Software MFA bypass by keylogger (LastPass 2023 incident)

ERERBRESEAEE
%EZ%LE’J 6 digits token E[{&
SOV BHAA—IREIZEAT

mH CloudTrail 543 ﬂAE
FIMRBENEA » R BFE
IRERAART

CYBERSEC 2025 E#ERA® | 23
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+ MFABRKEE : BANFAE—ARIE authenticator 8 FID EREEAR
2. Pass-the-Cookie (ByBit 2025 incident)

i

Bybit{Bi&%E F RAMBEHERE » i£EESafefiEHBHBHENE

[H7E
Summary IBARE

The FBI has attributed the February 21 heist to TraderTraitor, a
threat group linked to the Democratic People’s Republic of Korea
(DPRK). Mandiant tracks TraderTraitor as UNC4899 and notes that
they are responsible for numerous crypto heists. The preliminary
Mandiant report confirms this attribution.

The attack involved the compromise of a Safe{Wallet} developer’s Eﬂil I % E‘-Il] TIEE ZEE IEE: H EJ § I%Z 4 %& *E A 7k I%
laptop (“Developer1”) and the hijacking of AWS session tokens to 9 I R _F - _/|_-|/: . %’\j. .EE 1ﬁa ﬁ% EE \

bypass multi-factor authentication (“MFA”) controls. This
developer was one of the very few personnel that had higher access
in order to perform their duties.

The investigation is still ongoing to understand attacker activity
following the compromise of the workstation that was used to
obtain commit access to Safe{Wallet} servers.

The Safe{Wallet} team has implemented security enhancements

. . .. https://x.com/safe/status/1897663514975649938?t=RMoMC5FBCnlfejE4AG5FB3Q&s=09
to reinforce infrastructure far beyond pre-incident levels.

https://blog.netwrix.com/2022/11/29/bypassing-mfa-with-pass-the-cookie-attack/

CYBERSEC 2025 E#ERA® | 29

Safe’s Smart Contracts remain unaffected by this incident.



https://x.com/safe/status/1897663514975649938?t=RMoMC5FBCnIfejE4G5FB3Q&s=09
https://blog.netwrix.com/2022/11/29/bypassing-mfa-with-pass-the-cookie-attack/

" L | CYBERSEC 2025
- MFABRKZER : ERNRME—IZE authentlcator -3z FIDO § EERRAR
3. Cookie phishing by reverse proxy ( Modlishka / evilginx3 ) \'

M’G okta

Legitimate
Service

EHNEAFTEANRE  EFZEREILEICookie> IRN—D : FEE History

https://cilynx.com/how-to/evilginx2-vs-2fa-phishing/1908/

/pass-the-cookie-crumble-the-cloud-2/

CYBERSEC 2025 E#ERA® | 30



https://cyberdom.blog/pass-the-cookie-crumble-the-cloud-2/
https://cilynx.com/how-to/evilginx2-vs-2fa-phishing/1908/

CYBERSEC 2025

M F A E /\:’ ﬁB AN \! ‘\_\\ SHERXE
=108 \

A2 - a5 User MFA £ &35 —8f - S UF A FIDO2

Hardware Token - B 52 # Keylogger & Reverse-
Proxy $J8& | !

https://www.aon.com/cyber-solutions/aon cyber labs/bypassing-mfa-a-forensic-look-at-evilginx2-phishing-kit/

CYBERSEC 2025 EMERA® | 31



https://www.aon.com/cyber-solutions/aon_cyber_labs/bypassing-mfa-a-forensic-look-at-evilginx2-phishing-kit/
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MRS B 2BV Zero Trust Pr|nC|pal IZE%‘ A =B

% MFA [RIE .
Somethlng you know : Password. = Fake AKSK Alert ; browser fingerprint
Something you have : hardware ID
Something you are : Fingerprint / FacelD
Somewhere you are : IP address / region

BAP AT BANN E—1% browser 15X ERESERE AR » ARIFFHTERTEI EZETEA
mi Alert ( Eg: CloudWatch Alert & 10 #H% & > RILAES$E CloudTrail )

A5 —1E AWS Account E4 BT aIEFRRY AKSK BIEIRIE 2 » # AmENFI A2
T ZIEZ (—#& 7 F)F CloudWatch + CloudTrail » @22 FARAAER Alert)

Ps. 85t 2 1212 Cloudformation —#2Z( & CYBERSEC 2025 BMERAE | 32
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B % £ £

Shared Shared Shared
IAM Role IAM Role IAM Role

3 3

C2API 2

<§>

3

;-1

iy

EC2API1

Shared
IAM Role

Amazon RDS

EC2 blog

Shared 2

IAM Role

3

EC2
Testing 1 Testing 2 Testing 3

Shared Shared Shared
IAM Role IAM Role IAM Role

3L 3

\/'\
/ \w\

Secret Manager
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Better Architecture : iﬂﬂﬁ”ﬁtﬂnﬂﬁx Eﬁﬂﬁﬁtﬂ MR 50

Bonus : iX:&8E - Deploy what you only know
Prod Testing

DMZ : Blog

B B ! !0? l!

SecurityHub GuardDuty

IAM Role RB] H ! T—% 2 2085/ 013 (AWS %29 Control Tower / SRA 2 m*%YBERSEC 2025 BAREAW | 34



FﬁﬂﬁﬁE_/J\ EBEE&H

\

T~z BLA Threat Modeling

s }_\_Eﬁ nlsl?\__[ﬁ_ll: <

THIEL

i IR 21D ~ FRBE— R = YF

Eiopetas Eﬂtbi

InE 2 : +T§?ﬁ¢§%}%'

MFA JE=S

P ——

CYBERSEC 2025

SHERXE

B ZEak 27 =R %1%
: FIDOZ LEUE%FL—IQE’“ ] 1T $5n A

-

FE B EEZ 2R IEHY/R

A

CYBERSEC 2025 EMERA® | 35




Thank you!

/ AWS

N\ \ USER GROUP
tarwan

Tim Yeh (EEE
https://tw.linkedin.com/in/litleaf

served. Amazon Confidential and Trademark.

A AWS REEEEE - BERBHEFR AWS HFERR
AWS THEAZNGE - B BRI -

HMAEHEREI - aF - BESEH/NR - BEEEEERKI
BEEEmEEUERER S ZER -

@)

AWS User Group Taiwan  AWS User Group Taiwan  AWS Educate
YouTube Channel Ambassador

36



https://tw.linkedin.com/in/litleaf

CYBERSEC 2025
SHERXE

Thank you!

Tim Yeh (EEE)
https://tw.linkedin.com/in/litleaf

CYBERSEC 2025 E#ERA® | 37



https://tw.linkedin.com/in/litleaf

