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Providers

e Require a combination of hardware and software

(intel®> AMDZU AI'm

e Delivered with cloud providers or server manufacturers
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AMD{1 SEV-SNP

Secure Encrypted Virtualization — Secure Nested Paging
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Trusted Execution Base

Guest OS
<- Strong Isolation

with AMD SEV-SNP

Host OS [ Hypervisor

Hardware
<- Remote Attestation
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Remote Attestation

Request Provide _
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Trusted Execution Base

Guest OS
<- Strong Isolation

with AMD SEV-SNP

Host OS [ Hypervisor

Hardware
<- Remote Attestation
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Strong Isolation with AMD SEV-SNP

e VM Memory Encryption
e VM Register Encryption
e Reverse Map Table

e Page Validation

e Virtual Machine Privilege Levels (VMPLs)
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Reverse Page Table

Native tablewalk RMP
Virtual Address —— Physical Address —— If not hypervisor
page => #PF
Nested tablewalk
RMP
gVA — gPA — Physical Address — Check gPA

If gPA/ASID in RMP
doesn’'t match => #NPF
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Page Validation

Hypervisor Page

e R/W by Hypervisor
e Not useable by guest with C=1

RMPUPDATE RMPUPDATE

Guest-Valid Guest-Invalid

e RO(encrypted) by Hypervisor <:> e RO(encrypted) by Hypervisor
e R/W by guest with C=1 e Not useable by guest with C=1

PVALIDATE
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Page Re-Mapping Attack

2. Hardware sets

1. Guest does RMP[X].validated

PVALIDATE

4. Hypervisor
changes
mapping in NPT

5. Hardware sees
RPM[Y].validated=0

Guest Physical System Physical ~ % V€ &xception

Address Space Address Space
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3. Hypervisor
dllocates Y at same
GPA. RMPUPDATE sets
RMP[Y].Validated = 0



Virtual Machine Privilege Levels (VMPLs)
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Threat Model

SINAYY I
Others SNP VMS Legacy VMs

Cloud Management Software

Eternal PCI Devices
(e.g.NIC, HDD)

Hypervisor

Device Drivers

CPU BIOS [ UEFI B = Untrusted

B = Trusted
AMD Hardware
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Threat Model

Hardware-based trusted execution
e Remote attestation <- Initial state security guarantees

e Strong isolation <- Runtime security guarantees
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Potential Threats

CWESUSE
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Category Attack Vector With SEV-SNP Without SEV-SNP

VM Memory Memory Encryption ) ¢
Confidentiality VM Register State Enry;iegrllster ) ¢

DMA Protection IOMMU + RMP ) ¢

Relay Protection RMP X

Data Corruption RMP ) ¢
Integrity

Memory Aliasing RMP ) ¢

Memory Re-Mapping Page Validation ) ¢

DOS from Guest VMPLs X
Availability

DOS from Host ) ¢ X
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CVEs

ID /[ Name Affected Severity Summary Status
CVE-2024-56161 Zen1-5 High Weak hash in microcode "4 Patched
signature — malicious code
injection
CVE-2023-31346 Milan, Medium Access to stale data, guest "4 Patched
Genoa integrity risks
CVE-2024-21978 Milan, Med-High | Firmware flaws affecting ("4 Patched
Genoa SEV-SNP trust
CVE-2024-25742 SEV-SNP High Malicious #VC interrupts — {4 Patched
(WeSee) VMs data leak/code injection
CVE-2024-25744 SEV-SNP High Async interrupts — guest state "4 Patched
(Heckler) VMs manipulation
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