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Taiwan Power/Energy Market Overview
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Key Factors of Power Network Resilience
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Communication
~... . Network Resilience for
= Power Substation



IEC 61850 Ed. 2.0

Communication networks and systems for power utility automation

-1 Introduction & overview
General
-2 Glossary
-3 General requirement
Requirements -4 System & project management
-5 Communication requirements for functions and device models
Configuration -6 Configuration description language for communication in electrical substations related to IEDs
-7-1 Basic communication structure for substation and feeder equipment — Principles and models
Data models -7-2 Basic information and communication structure — Abstract communication service interface
-7-3 Basic communication structure — Common data classes
-7-4 Basic communication structure — Compatible logical node classes and data classes
-8-1 Specific communication service mapping (SCSM) — Mappings to MMS and to ISO/IEC 8802-3
orotocols -9-1 Specific communication service mapping (SCSM) — Sampled values over serial unidirectional multidrop point to point link
-9-2 Specific communication service mapping (SCSM) — Sampled values over ISO/IEC 8802-3
-9-3 Precision time protocol profile for power utility automation
Testing -10 Conformance testing
6 Confidential MOX/N\



IEC 61850 Substation Architecture

3 Levels & 2 Communication Buses

Station Level Equipment

Station Bus
N f—

Bay Control Bay Protection

Process Bus

Current/Voltage S—
Circuit Breaker

7 Confidential

Power SCADA
Management & Monitoring

IED
Protection & Control

Merging Unit or Control Unit
Data acquisition and
Circuit breaking



IEC 61850 Communication Protocol

Station Level Equipment

_ Status monitoring and management

Ll BRente [ B Eeteeten [ ——GOOSE:

Status update and send control command

Bay Level

SMV:

o [eiumentTmnsiormer o Grewifesker - powerline current and voltage value report

Process Level
PTP:
Time synchronization to properly detect

error sequence

MMS: Manufacturing Messaging Specification
GOOSE: Generic Object Oriented Substation Event
SMV: Sampled Values

PTP: Precision Time Protocol

8 Confidential MOX/\
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Timing Requirement in Substation Networks

Communicating

Partners

Service

Application Recovery

Tolerated Delay

Required
Communication

Recovery Time

-’
4

SCADA 1o IED, Client- IEC 61850-8-1 800ms 400ms
server
IED to IED interlocking  IEC 61850-8-1 12ms (with Tmin setto  4ms
4ms) :
IED to IED, reserve IEC 61850-8-1 12ms (with Tmin setto  4ms Station bus
blocking 4ms)
Protection trip IEC 61850-8-1 8ms 4ms
excluding Bus Bar
protection .
| Bus Bar protection IEC 61850-9-2 on <1ms Bumpless ‘a
f station bus (Oms) Process bus
5 Sampled Values IEC 61850-9-2 on Less then two Bumpless !
L (SMV) process bus consecutive samples (Oms) /

9 Confidential

Ref. IEC 61850-5



IEC 62439 Standard Redundancy in Industrial Ethernet

IEC 62439-1 defines the terms

specifies how to calculate the reliability and availability

specifies how to calculate the recovery time of RSTP (IEEE 802.2d)
IEC 62439-2 MRP (Media Redundancy Protocol), the Profinet ring protocol
IEC 62439-3 Two seamless protocols (no recovery time)

PRP (Parallel Redundancy Protocol)
HSR (High-availability, Seamless Redundancy)

IEC 62439-4 CRP (coupled redundancy protocol) HABPRPEIHSRZIEZEMHIE
IEC 62439-5 BRP, similar to CRP
IEC 62439-6 DRP (Distributed Redundancy Protocol), similar to

MRP and including a clock synchronization

IEC 62439-7 RRP (in preparation) another ring redundancy protocol

10 Confidential



LANB LAN

PRP Operation e et

) ) ] ) Redundancy Single Attached General
To transmit or receive two independent active paths to/from Box Node (SAN) Ethernet Switch
different LANs simultaneously in a zero-recovery time network
Source
SAN SAN — PRP LAN A: Red Line
| | — PRP LAN B: Green Line

— SAN Inter Link: Blue Line

Inter Link

—t switch j

ame

switch I switch
LAN A

LAN A LANB “pn
RedB
RedBox PRP “A frame e °X

LAN B

Inter Link

Well received without
1 & any packet loss &
system downtime.

Inter Link

= O
SAN SAN .
Zero Recovery Time
Destination
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LAN B LAN A

O

HSR Operation 2

Redundancy Single Attached Node
Box (SAN)

"

Every frame is duplicated and then transmitted in both directions of the

HSR ring to deliver zero recovery time Source
Y HSR Ring: Orange Line

— SAN Inter Link: Blue Line

1

Original frames will

Inter Link Inter Link Inter Link Inter Link
kojrelgdll;loapl pReed dgyO:(hteO RedBox RedBox RedBox RedBox
revent |00 in LAN A LAN B LAN A LAN B LAN A LAN B LAN A LAN B
P ping LDrop ”0‘ LODrop ”‘
S e frame HSR ”B" fame = @ = @
Il Part of System - HSR Ring Il@
:Malfunctlon!!—; —> g -

T F O F %9 re 1

LAN B | LANA LAN B | | LAN A LAN B | LAN A LAN B LAN A

RedBox RedBox RedBox RedBox
Inter Link Inter Link Inter Link Inter Link
L

SAN

Well received without
any packet loss &
system downtime.

Destination
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Power Substation Cybersecurity
Challenges & Requirements

e Challenge
o Asset management (EEZEIE)
o Application recovery tolerated
delay (FEG{IEEZEK)
e Requirement
o Visualize communication status
o Detect & response cyberattacks

13 Confidential



Global Cybersecurity Initiatives Geared Towards
Critical Infrastructure

3 )
: B NERC Reliability Standard
m NIST Cybersecurity
Framework (CSF) 2.0

\_ W,
r e )

AL ® NIS2 Directive

L ® CRA

. m |EC 62351

\_ J

m Cybersecurity Management
Guidelines Ver. 3.0

®  Guideline for Establishing Safety
Principles for Ensuring Cybersecurity
of Critical Infrastructure

\ _

- : :
T Dubai Cyber Security Strategy




Security Requirements and Focus in Substation

Purdue Model Security Focus
)
(2]
o
)
S Level 4-5
g Enterprise
@
Level 3.5
DMz

Level 3
Supervision: SCADA, HMI

|2A97 uoneIsgnNs

Level 0-2 Process and Control
IED, Relay
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Attack Vectors

Monitoring System

Local SCADA Substation

r
e

s

NV JuswWs

MU

MU

aliil

alii
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*Phishing & Social Engineering —

*Attackers trick users into revealing sensitive information through
fake emails, messages, or phone calls.

*Denial-of-Service (DoS) Attacks —

*Overloading systems with excessive traffic to make them
unavailable.

*Malware (Viruses, Ransomware, Trojans, etc.) —
*Malicious software infects systems to steal data, encrypt files, or
disrupt operations.

*Unpatched Software & Vulnerabilities —

*Exploiting outdated software with known security flaws to gain
unauthorized access.

*Weak or Stolen Credentials —

*Using brute-force attacks, credential stuffing, or leaked
passwords to access accounts.

*Insider Threats —




1 That employs multiple layers of security
Defen Se In Depth controls to protect data and systems from
threats. The idea is that if one layer fails, the

Strategy others will still provide protection.

Policies, Procedures, and Awareness:
Security Policies, personnel training

Network Segmentation:
IP subnet, VLAN

Network Access Control:
Firewall policy, switch ACL

User Identify and Authentication:
RBAC, AAA

Network Threat Defense:
IPS, DoS protection

Threat Detection and Incident Response:
IDS, CS dashboard, patch

System Monitoring and Management:
Network management, asset management

Substation Application Protection:
GOOSE, SV, MMS, PTP

Substation Critical Asset Protection:
IED, MU, GMC, BCU

17 Confidential



Network Segmentation

Enterprise ]

p—

I Local scADA

\ oo
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_'.:Network segmentation is the practice of dividing a

( Monitoring System M network into smaller, isolated sections to enhance
= : security, improve performance, and reduce attack

risks

Boundary Firewall L3 segmentation

IP Interface
Providing routing and traffic filtering functions to create
secure segmentation between different networks

DMZ

Building a DMZ that only allows limited access from
external networks and restricts unauthorized users
from accessing the entire networks.

NAT

By NAT, it can establish a private local zone to
hide internal network information from external probing.

LAN Switch L2 segmentation
VLAN

To isolate broadcast domain. It can restrict the traffic to be
transmitted in the specific micro segmentation and minimize
the accidental scale.

MOXAN




Network Access Control

Monitoring System ' Network Access Control ensures that data
=) communication within a substation network is

controlled, monitored, and limited to reduce
WAN [ > cybersecurity risks.

Boundary Firewall

Policy Rules

By IP addresses and ports, only allow permitted traffic
flows on the network.

Local SCADA

C——
X—| (N
Station B

é%h@

IED lcocooo| IED LAN Switch
()
= ACL
= e
Pung —_— = By IP or MAC addresses, only allow users to access
data and networks based on the rules.
MU = MU =
O O
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-@ Network Threat Defense enhances security by detectin
Network Threat Defense E.guusiistitas ty by detecting

Monitoring System

Enterprise
WAN

Local SCADA

- .
Station Bus

éi (=) §§ 00

i coooo|IED fcoooo| IED

el
NV uswabeue
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and preventing cyber threats in real-time, protecting

sensitive data, ensuring business continuity, reducing
attack surfaces.

Key Methods of Threat Defense

DoS Protection

By detecting abnormal packet formats or unusual traffic flows, allowing your device to drop
packets

Protocol Filters w/ DPI

By DPI, check the context of each packet payload to only allow the approved content
(value & action) transmission on the network.

IPS

Protecting against cyberthreats by performing pattern-based detection and blocking known attacks.
Traffic Storm Protection

Preventing the network from flooding caused by a broadcast, multicast, or unicast traffic storm on a
physical network layer

Rate Limiting

Control ingress or egress traffic rate to protect the critical equipment

Critical Packet Inspection

By real-time monitoring substation critical protocols, such as GOOSE, SV, PTP, detecting the
abnormal behavior.

MOXA




Enhance Network Security With Industrial Firewall

Monitoring System

== - LAN Firewall Solutions
Enterprise
-_ EDF-G1002-BP Series
:q

Industrial LAN Firewalls

I Local scADA

Boundary Firewall Solutions
B =] station Bus 3 | EDR-G9010/G9004/8010 Series

Industrial Secure Routers
B = = 4
§ Ogo ———————— g Ogon - e o

.g.,.
S
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Substation Application Protection

Security Attacks on GOOSE

« GOOSE is multicast packets, it's easy to sniff messages
»  Not practical to implement firewall between IED

Protection IED Control IED

22 Confidential

GOOSE Check

GOOSE Check

¥ Enable

Add Static GOOSE Addre:
AFP ID
GOOSE Address

Monitoring Table

Apply

Apply

Upd e Interval: every

GOOSE Address IED Name Ingress
Port Co nter

cd:01:00:00

BC_CONTCTRL

ealth Static

1
2 1 01:0c:cd:01:00:01 BC_CONTCTRL 85 Health Dynamic
3 1 01:0c:cd:01:00:02 BC_CONTCTRL 1 1-2 85 imeout | Dynamic
4 1 01:0c:cd:01:00:03 BC_CONTCTRL 1 12 85 Health Dynamic
5 1 01:0c:cd:01:00:04 BC_CONTCTRL 1 12 85 Health Stat
6 1 01:0c:cd:01:00:05 BC_CONTCTRL 1 1-2 85 Health Dynamic
7 1 01:0c:cd:01:00:06 BC_CONTCTRL 1 1-2 85 Tampered || Stati
8 1 01:0c:cd:01:00:07 BC_27_1CTRL 1 1-2 85 Health Dynamic
T T
Advanced Function
GOOSE Lock

Tamper Response

GOOSE Check involves
Ethernet switches in the
substation network to
detect the GOOSE packets
and continuously monitor
their behavior.

Timeout and tamper events
warnings can be sent via
SNMP trap or MMS report

*  GOOSE whitelisting:

Lock GOOSE configuration to
allow valid GOOSE stream in
the network



System Monitoring & Management

Monitoring System

I

Local SCADA

éi (=)

g [elelolola)

MU
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Visibility empowers you to secure and control your
industrial control systems, and asset management helps
organizations identify, track, protect, and manage all IT

and OT assets to reduce security risks and ensure
compliance.

Network Monitoring

Topology Monitoring
By collecting data from devices, it helps administrators visualize network
topology and detect its changes quickly.

Traffic Analysis

By collecting data from devices, it helps administrators monitor
traffic loading on each node & route, and understand the heath
status of the network.

Asset Management

Configuration Management

It helps administrators consistently maintain a product's
functional and physical attributes throughout its operational life.
Device Policy Audit

It helps administrators audit all devices and ensures all devices
comply with company policies.




Netwo

rk Visibility and Management

MXview o

Visualize GOOSE Flow and Detect Malicious GOOSE Messages

All > MOXA-RDJSUMDEMZ > Root

\\ Maintenance ~ \\ Tools # Change Group B ©pocument C Refresh Q@ Locator GD Add Link B PRP/HSR Tags B Dpelete
Q
Display Options > Publisher
GOOSE Publisher 9“”“":'
Choose a GOOSE message e 168.127.133 GOOSE Publisher ~
PRP/HSR im - 8585/ 01-0c-cD-01-00.01
PRP/Coupling LAN A L 192 16227 T . Subscriber gcb02
LAN A <1> ?“Ilﬂsuggl;?hi-rCD-DhOO-CZ
PRP/Coupling LAN B 33'&33, 01-0C-CD-01-00-C3
@ vnruns B rgeeoeroocs
HSR <1> s gcb0s
b No subseriber 01 00C8
: Z;z;z::::::z t:: ; 127.134 3 192.168.127.151 :9)4333201 VOBCVCDVOIVOOVCG
®@HSRRing 5 bk N 2~ o« s ______,‘ sie
an T
Package based GOOSE display and support
" trace route
5 ............................................................... ~ GOOSE message ﬂOW dISplay by arrow and mark
H B2 p1 - 5 H
©  PRP/HSR topology view Publisher and Subscriber on the IED. :
i and Color based PRP . * GOOSE Timeout and GOOSE Tampered events
©  LAN A. LAN B and HSR 1. The yellow exclamation mark: GOOSE Timeout
TR ’ . 2. The red exclamation mark: GOOSE Tampered
el 51 525 WM I L lliiiiiieeeeesesssssesssssssssssssesssssssinnnn.n____—__————————————TroaTrri e et renrrennrernrennns
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Timely Incidents Response and Security Patch

Monitoring System

Enterprise
WAN

Ensuring that substation system can detect, respond to,
and recover from cybersecurity incidents in a timely

manner.

— Response and Patch

o IDS R Security incidence Detection & Logging

— Adopting proper approach like IDS (Intrusion Detection System) to do
Station Bus constantly threat monitoring and logging.

éi (=) §§ 00

i coooo|IED fcoooo| IED

Cyberthreats Responding

A well-planned cyber threat response minimizes damage, reduces
downtime, and strengthens cybersecurity resilience.

el
NV Juswabeue

—- -
= Security Patch
Regularly updating and applying security patches, bug fixes, and
software updates to operating systems, applications, and network
MU MU

alii

devices to protect against vulnerabilities and cyberthreats.

aliil
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Network Visibility and Management

MXview ONE

Cybersecurity Policies Require Annual Inventory Checks Errors.

Inventory Management

Create Baseline and enable

MXvieow ONE PP
Assetsand Waranty Rogue Device Detection
Neck Wircssy Stotn Chrock Wearrary Marusaby
=== = MXview ONE
o s Rogue Device Detection
0 - - SRR G SR S rodll T
= 7 Rogue Device Settings Device Baseline Current Rogue Device Rogue Device History
o 7n
- 2 Device Baseline Rogue Device Detection
= s Creation Time: 2024-06-06 PM 01:05.00
- 7w

= MXview ONE

Rogue Device Detection

Display devices’ warranty info o
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Backup & Restore

Configuration Center

Backup Restore Records
Device List
IP Address Alias Name

B sui010 10.81.10.10-EDS-510E

B wsuom 10.81.10.11-EDS-510E

B s 10.81.10.12-EDS-510E

B 10811013 10.81.10.13-EDS-510E

Backup & restore
device configurations

System DB backup &
restore

MOXAN
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Bridge the Network Security Gap

L0 Asset Owner Produr:t Supplier Integration Service Supplier m Maintenance Service Provider A | Accountable | R | Responsible | C | Contributor

Sel:urity Program Thruughuut the Autnmatinn Solution Lifecycle

S | ¥ I ¥ ¥ ! | ,
|-' Specification o Design | Implementation H—| VEfiion& Li . gperation ; » Mamtenance | Decommissioning

H E
II - LAl Rl 0 YIS | | o Y 3 I | EX e E3 | K9 I
iR "B B L= BZIIERBFHNEZA EREESBENEETE
- THARERE

Solution: . BTELMH solution: —
ISA 62443{F A\ SR5&:R52 AEENEE + [RRE N Bl iR TS
Solution:

EmAE AR
R AR SRR ET BR#S

o ERTEFH
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Ref. Guide to Security Lifecycles in the ISA/IEC 62443 Series of Standards
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SEEE ZHPEE S

rJE \n **ﬁ.
Network System Diagram

B RFEAE
B {77 B E F B filo 5 Sk B AR S A BR 2248
miZ R IR EERAT S ke
WS B R 21 |
mIP/ VLANIEZ
mEREEE LIRS S s W FacNetworkd

H|2 & L3FEEAERAES o e, it
AR BN IR E R IR R AR E |

m/\BIPoCEERE
Em[Optional] ER{E£F 4k IR 7%
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A 7 28 51 5% 1 4 Bl Al 75 BBER RS

B 1 BREA R BEEAR
A= R,

- PrTTI e Network healthy summary

BY]{ Assessment Service

e Network status
o Topology status
o Network asset management ({8 EEEIE)
o Average availability update
o Average throughput update
o Over threshold packet error rate update
o Warning events summary

N o Patch management & suggestions

N by: Yong . ( ?ﬁ T EE @ L ==
e Deuvice life cycle update (E2ERENR)
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Summary

ﬁ Secure IEC 61850-3 Devices MXsecurity
. - - - . C b -t E_ s w i () i
Bv Switch & Firewall with Rich Security Features Dﬁsﬁ[foe;’rﬂ“ 4 I_ - . ﬁ‘;‘;ggﬁf;tf;‘%fmem
" | MR «  Path Management
Monitoring and Management Software - :

[7 Cvb ity A Traini MXviewOne
= ersecuri wareness lrainin . i
o Yy Yy 0 Network R~ - B(I\e/lvgce Management
Monitoring and £ —® @@t@{ "+« GOOSE flow
Management . f{@@ : visualization
NGFW Secure Router

Firewall «  Boundary Firewall
8 . LAN Firewall
PT-G7000
RKS-G4000 EDS-G4000 . RBAC
. GOOSE/MMS
a «  Traffic mirroring
. ACL

g T
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Thank You

For further information, visit www.moxa.com.
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© Moxa Inc. All rights reserved.
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