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Nothing changed.

The deal is subject to regulatory review, so we are not yet part of Google.

+ o

WIZ Google

Wiz will continue to remain multi-cloud

and work across AWS, Azure, Google, Oracle and more, as well as on-premises environments.
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Shared responsibilities and shared fate on Google Cloud
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Cloud provider responsibility . Customer responsibility
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Shared responsibilities and shared fate on Google Cloud
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The time to scale your cloud security model is now

l Misses critical risks ]

Rapid innovation

| Blind spots

Growing cloud teams

l Distrust across dev and security teams ]

More and more technologies

l Slows your cloud journey ]

Cloud security need

Expanding cloud footprint

B V= D] e ool ol e AR A Alavte wvamiial Aamalkieatas AbLhaatae s
e aping the lights on: bas e alerts, manual analysis, chasing =)
D

-Limited time to actually reduce risk and focus on strategy

We can't keep doing the same thing.
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Cloud Risks, Threats, and Challenges

Risks

1.Data breaches(#2018 #Uber #data_breach #misconfiguration)

2.Inadequate identity access management(#2017 #Equifax #data_breach #IAM_controls)
3.Insecure APIs(#2018 #Facebook #Cambridge #presidential_election)

4.Insufficient cloud configuration management(#2019 #Capital_One #WAF #data_breach)
5.Shared infrastructure vulnerabilities(#2018 #GCP #configuration_change)

6.Shadow IT(#2019 #healthcare_org #file_sharing_service #data_breach)

7.Human error(#2025 #DeepSeek #data_breach #misconfiguration)

wIZ
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Cloud Risks, Threats, and Challenges

#2016 #Uber #data_breach #misconfiguration
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Cloud Risks, Threats, and Challenges

#2018 #Facebook #Cambridge #presidential_election
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Cloud Risks, Threats, and Challenges

#2025 #DeepSeek #data_breach #misconfiguration
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Cloud Risks, Threats, and Challenges

Threats

1.Account hijacking(#2019 #Capital_One #IAM_token #data_breach)
2.Denial of service attacks(#2020 #AWS #DDoS #2.3Tb/s)
3.Insider threats(#2023 #Tesla #employees #data_breach)

4.Cloud malware injection(#2017 #Coinhive #mining)

wIZ
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Cloud Risks, Threats, and Challenges

#2023 HTesla #employees #data_breach
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Cloud Risks, Threats, and Challenges

Challenges

1.Complex regulatory compliance(#2020 # British_Airways #GDPR #£20_million)
2.Lack of visibility(#2017 #Target #data_breach )

3.Lack of cloud security professionals(#2023 #T-Mobile #data_breach )

4.Data governance (#2019 #Facebook #Third_Party #S3_Bucket)

5.Managing a rapidly evolving attack surface(#2022 #Microsoft #Blob_Storage #2.4TB)

6.Multi-cloud security
Benefits of a multi-cloud strategy
* Increased flexibility
* Reduced vendor lock-in
* Improved uptime through geo-redundancy
e Better compliance with regulations.
wizZ



One unified platform for your cloud security journey

% " ‘,@ (’&B

Dev DevOps/IT GRC Vulnerability Cloud Security SOC
Management

-
ML

Cloud Native Application Protection Platform

CSPM (Configurations) Vulnerability Management Container & Kubernetes Security External Network Exposure
CIEM (Entitlements) CWPP (Workloads and Hosts) Cloud Detection & Response
¥

DSPM (Sensitive Data) laC Scanning & CI/CD Integration Compliance Reporting Software Supply Chain & SCA

T

Code Cl/CD Registries =~ aws ﬁ D (@) @ S PaaS Containers VMs Serverless

Malware Scanning

ﬁ AISHIELD
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One platform for the modern cloud security operating model

R A

Dev DevOps/IT GRC Cloud Security Vuln Mgmt SOC IR
Wiz Platform
Wiz Code Wiz Cloud Wiz Defend
Secure Cloud Development Manage Security Posture Respond to Cloud Threats
Secure every stage of your SDLC to gain Agentless visibility & risk Cloud events and lightweight eBPF-based
visibility & prevent risks in code, pipeline, prioritization that proactively sensor to protect from unfolding threats as a

registries and images ° reduces the attack surface ° last line of defense
— > 7

=

Root cause analysis for risks and threats (Cloud to Code)

Build securely by design and detect drift (Code to Cloud)

wIZ
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One platform for the modern cloud security operating model

A £

Dev DevOps/IT

CNAPP Detailed View

Wiz Code
Artifact Scanning

 Traditional SAST/DAST
« API Scanning

+ Software Composition
Analysis

* Development Pipeline
Security Posture

* Exposure Scanning

+ CVEs

» Secrets

» Sensitive Data
* Malware

* Unknown Vulnerabilities

Attack Path Analysis

GRC Cloud Security Vuln Mgmt

Wiz Cloud

Sec

Cloud Configuration

Infrastructure as Code Scanning

Network Configuration and Security Policy
Cloud Infrastructure Entitlemnent Management
Cloud Security Posture Management
Kubernetes Security Posture Management

Data Security Posture Management

SOC IR

Wiz Defend
Runtime Protection

Web Application and API
Protection

Application Observability
Cloud Workload Visibility
Network Observability
Exposure Scanning

+ CVEs

+ Secrets

+ Sensitive Data

* Malware

* Unknown Vulnerabilities

« Attack Path Analysis
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The cloud
security
operating
platform

Scan your cloud
without agents and
build the graph

+ Serverless

+ Containers

e VMs
 PaaS

(] AISHIELD




T h e C I O u d wiz Allprojects +  Dashboard  Inventory  Issues  Explorer  Policies  Compliance  Reports  Projects
security <3

Operatlng Internet
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|dentify risks

* Misconfigurations
* Vulnerabilities

* Malware

* Sensitive data

* External exposure
* Excessive permissions @ .—‘
* Exposed secrets ®

; ; Service Control
e Lateral movement Subnet Network Interface Virtual Machine Role

£ Policy
* Alrisks
* Novel vulnerabilities =
and attacks
* Business impact

Internet Gateway

th Virtual Network

©

) Datastore
Security Group for Al

Training
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@ demo-postgres-server

AWS ECZ2 Ins

[ Aws E~] 0 Past Activities

Overview

Forensics

Vulnerability

Identity

Kubernetes

Comments

nce

{} 3SON [ Addnote

Overview

Insights Summary

8t 2 high configuration findings Xt M ocritical & 78 high vulnerabilites ) Unpatched 0S

3\ Validated Public Network Exposure

Properties

Tags

Name | demo-postgres-server

Name demo-postgres-server

Subscription  WizDemo-1 9841846218745

Cloud Platform @5 Amazon Web Services eu-central-1

External ID  i-062a088bé&1cedc373

Operating System f:\ Linux

Ephemeral No
Container Host No
Has Data Finding No
Wiz Sensor Unsupported
Memory (GB) 4
Architecture x86_64

First seen: Sep 28, 2023, 5:39 AM Last changed: Apr 10, 2025,

Network Insights

Internet exposure Yes

Accessible from other subscriptions No
Accessible from VPN No
Addresses Open To Internet 294967295
Ports Open To Other Vnets

Validated Open Ports 22

Identity Insights

Has High leges No

Has Access To Sensitive Data

Technologies

oly Download SBOM

4D Support

Running EOL Technologies

Provider D arn:aws:ec2:eu-central-1:984186218765:instance/i-062a08..
Project 5 Projects

Status ® Active

Native Type EC2 Instance
Creation Date May 1, 2023 at 4:31PM
Managed No

Updated At April 10, 2025 at 8:22 PM
Region Location @ Germany

Is AWS Marketplace Resource Yes

vCPUs 2

Instance Type  t2.medium

Last seen: Apr 14, 2025, 8:35 AM

Wide internet exposure

Accessible from other VNets Yes
Addresses Open For SSH 4,294,967,295
Addresses Open To Other Vnets 65,536

Ports Open To Internet 1

Has Admin Privileges

< View All

PostgreSQL Linux
119 310.0-140.881el7
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FIND

VIEW
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Finding X 4+ ® X 10.000+results 38 | []| MO & :

THAT

THAT

L

Is caused by Vulnerability - X WHERE Severity equals Critical or High w + ® X

Alerted on Container or Virtual Machine + | X WHERE Internet exposure equals True

Has High Privileges equals True v + ® X

3 Table

&, Graph
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[ Q_ |search properties and relations
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Popular
Operators
Properties

Al
Application
Compute
Configuration
Data

Identity
Kubernetes
Management
Network
Secrets

Vulnerability

S0 ®EE

@ OR Expression
Al Sensitive Data Insights Operator

Accessible from VPN The OR operator is used to combine multiple
expressions in a query. It allows you to retrieve

Accessible from external custom IP ranges entities that match any of the expressions.

Accessible from internal custom IP ranges
Accessible from other VNets

Accessible from other subscriptions
Added Capabilities

Addresses Open For HTTP

Addresses Open For HTTPS

Addresses Open For Non Standard Ports
Addresses Open For RDP

Addresses Open For SSH

| ®
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The cloud
security
operating
platform

Determine ownership

WIZ

©

All projects ~ Dashboard Inventory Issues Explorer Policies Compliance

9
Internet

Internet Gateway

Exposed Secret

Critical

A Vulnerability
Virtual Network

Subnet Network Interface Virtual Machine

Misconfig Security Group

© O

Malware Excessive
Access

Datastore
for Al Pl
Training

Reports Projects

Service Control
Policy



The cloud
security
operating
platform

Automate workflows
to speed remediation

wIZ

e

All projects

Dashboard

Inventory

Database

-

TeamB
Vulnerability
Role Virtual Machine

)

Admin User

Issues Explorer Policies Compliance Reports

Team A
Security Group Misconfig Excessive
Access
Subnet Network Interface Container Role
<
’ ‘ Malware Database )

.
Internet

.

TeamC
Internet Gateway
‘ Exposed Secret @ ‘
Critical Malware Excessive
Vulnerability / Access
Virtual Network A o s
N7 7
Subnet Network Interface Virtual Machine Role Org Sevvﬁzlxvmm
—
Misconfig Security Group Database Database Pl

Projects




The cloud
security
operating
platform

Build securely by
design

All projects -~

Issues by severity
Jul 17th 2023 - Aug 7th 2023

Publicly exposed VM with high privileges and_.

¥y Publicly exposed VM/serveriess with a high/critical-

Publicly exposed container with high privileges Is...

SSH Brute Force attempts on an admin publicly.

Service account with a lateral movement finding to..

Opened and Resolved Issues
Critical and high, last 30 days

w000
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I h e C I O u d WIz‘ All projects ~ Dashboard Inventory Issues Explorer Policies Compliance Reports Projects
It

y Isolate the container

O p e r a t I n g Kill the process

Internet running the cryptominer
e A
A
Respond to

unfolding cloud Critical | Container )  Exposed Secret

h . Vulnerability
attacks in real-time
Remove sensitive
é data access

|
Role

o

Database PIll



The Cloud Security Flywheel

A cloud security operating model that breaks the siloes between your
cloud builders and defenders for defense-in-depth

Comprehensive risk
assessment and attack path

analysis
Cloud API Kubernetes
scans API scans \
Volume scans Rscg;;tsry —_ Wiz Security
o Graph
o
Serverless o
Same scanners, same policy - Datascans —» 7 T
framework across the SDLC LA 5
D+ °
o
Build securely by design with ' —D— ° ° ° °
Guardrails ¢
°©
Cloud Audit Logs —» ° °0.°
Protect the supply chain o2 o 728
? e
°
Kubernetes Logs ——»

Wiz Runtime Sensor

Enrich events with
cloud context for threat
detection

3 party (EDRs,
GuardDuty, Defender)

Q Wiz Cloud

Complete visibility + inventory
High-fidelity risk alerts
Remediation flows

Contextual remediation guidance

Democratization to
Business Units’ teams

Fo

Dev Team A
>
C
—+

5 P

SN S
(=]
o

> Dev Team B

Al Team C

\p . Wiz Defend

SN

High-fidelity threat alerts
Response flows
Investigation flows

Forensics+ evidence collection

'
Al

INTEZER

Cyber Defense
Team

(R
D
>
=
S
&
=
D
o
2
m
<
S~
(%)
o
P
el

WIZ

ﬁ AISHIELD



ﬁ AISHIELD

REBEZEWIZRY - Il RIREFMBEIGRAWIZ

MR LR (W HE T BIHFRIETRSIEESR

E& LR  mRIRIEARERTT E IR

(Inspector, Security Hub, Macie, Config, GuardDuty, Audit Manager, IAM Access Analyzer)
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