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Nothing changed.
The deal is subject to regulatory review, so we are not yet part of Google.

Wiz will continue to remain multi-cloud
and work across AWS, Azure, Google, Oracle and more, as well as on-premises environments.



Shared responsibilities and shared fate on Google Cloud
幻想中的雲端安全



Shared responsibilities and shared fate on Google Cloud

地端的防護雲端也要有

實際上的雲端安全

資安人員該如何應對



We can’t keep doing the same thing.

The time to scale your cloud security model is now



Cloud Risks, Threats, and Challenges

Risks

1.Data breaches(#2018 #Uber #data_breach #misconfiguration)

2.Inadequate identity access management(#2017 #Equifax  #data_breach #IAM_controls)

3.Insecure APIs(#2018 #Facebook #Cambridge #presidential_election)

4.Insufficient cloud configuration management(#2019 #Capital_One #WAF #data_breach)

5.Shared infrastructure vulnerabilities(#2018 #GCP #configuration_change)

6.Shadow IT(#2019 #healthcare_org #file_sharing_service #data_breach)

7.Human error(#2025 #DeepSeek #data_breach #misconfiguration)



Cloud Risks, Threats, and Challenges

#2016 #Uber #data_breach #misconfiguration



Cloud Risks, Threats, and Challenges

#2018 #Facebook #Cambridge #presidential_election



Cloud Risks, Threats, and Challenges

#2025 #DeepSeek #data_breach #misconfiguration



Cloud Risks, Threats, and Challenges

Threats

1.Account hijacking(#2019 #Capital_One #IAM_token #data_breach)

2.Denial of service attacks(#2020 #AWS  #DDoS #2.3Tb/s)

3.Insider threats(#2023 #Tesla #employees #data_breach)

4.Cloud malware injection(#2017 #Coinhive #mining)



Cloud Risks, Threats, and Challenges

#2023 #Tesla #employees #data_breach 



Cloud Risks, Threats, and Challenges

Challenges

1.Complex regulatory compliance(#2020 # British_Airways #GDPR #£20_million)

2.Lack of visibility(#2017 #Target #data_breach )

3.Lack of cloud security professionals(#2023 #T-Mobile #data_breach )

4.Data governance (#2019 #Facebook #Third_Party #S3_Bucket)

5.Managing a rapidly evolving attack surface(#2022 #Microsoft #Blob_Storage #2.4TB)

6.Multi-cloud security
    Benefits of a multi-cloud strategy

• Increased flexibility
• Reduced vendor lock-in
• Improved uptime through geo-redundancy
• Better compliance with regulations.



Cloud Native Application Protection Platform

One unified platform for your cloud security journey

SOCCloud SecurityVulnerability
Management

GRCDevOps/ITDev

PaaS Containers ServerlessVMsCode CI/CD Registries

Container & Kubernetes SecurityVulnerability ManagementCSPM (Configurations)

Compliance ReportingIaC Scanning & CI/CD IntegrationDSPM (Sensitive Data)

Cloud Detection & ResponseCWPP (Workloads and Hosts)CIEM (Entitlements)

M&A IntegrationCode SecurityAI-SPM (AI Apps)

External Network Exposure

Software Supply Chain & SCA

Secrets Scanning

Malware Scanning



One platform for the modern cloud security operating model

Agentless visibility & risk

prioritization that proactively

reduces the attack surface

Wiz Cloud
Manage Security Posture

Wiz Defend
Respond to Cloud Threats

Cloud events and lightweight eBPF-based 

sensor to protect from unfolding threats as a 

last line of defense

Secure every stage of your SDLC to gain 

visibility & prevent risks in code, pipeline, 

registries and images

Wiz Code
Secure Cloud Development

SOCVuln MgmtCloud SecurityGRCDevOps/ITDev IR

Wiz Platform

Wiz Security Graph Wiz Integration Platform
Root cause analysis for risks and threats (Cloud to Code) Build securely by design and detect drift (Code to Cloud)



One platform for the modern cloud security operating model

SOCVuln MgmtCloud SecurityGRCDevOps/ITDev IR

Wiz CloudWiz Code Wiz Defend



The cloud 
security 
operating 
platform
Scan your cloud 
without agents and 
build the graph

• Serverless
• Containers
• VMs
• PaaS



The cloud 
security 
operating 
platform
Identify risks

• Misconfigurations
• Vulnerabilities
• Malware
• Sensitive data
• External exposure
• Excessive permissions
• Exposed secrets
• Lateral movement
• AI risks
• Novel vulnerabilities 

and attacks
• Business impact



The cloud 
security 
operating 
platform
Prioritize attack 
paths













The cloud 
security 
operating 
platform
Determine ownership



The cloud 
security 
operating 
platform
Automate workflows 
to speed remediation



Build securely by 
design
Build securely by 
design

The cloud 
security 
operating 
platform



Respond to 
unfolding cloud 
attacks in real-time

The cloud 
security 
operating 
platform



Wiz Code

Same scanners, same policy 
framework across the SDLC

Build securely by design with 
Guardrails

Protect the supply chain

Wiz Cloud

Complete visibility + inventory

High-fidelity risk alerts

Remediation flows

Contextual remediation guidance

The Cloud Security Flywheel
A cloud security operating model that breaks the siloes between your 
cloud builders and defenders for defense-in-depth

Serverless 
scans

Registry 
scansVolume scans

Kubernetes 
API scans

Cloud API 
scans

Data scans

Comprehensive risk 
assessment and attack path 

analysis

Wiz Defend

High-fidelity threat alerts

Response flows

Investigation flows

Forensics+ evidence collection
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Dev Team B

AI Team C
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Team

Wiz Security 
Graph

Cloud Audit Logs

Kubernetes Logs

Wiz Runtime Sensor

3rd Party (EDRs, 
GuardDuty, Defender)

Enrich events with 
cloud context for threat 

detection

Root cause analysis and enforcement in code

Root cause analysis and enforcement in code

Continuous hardening in the SDLC

Cloud Context

Democratization to 
Business Units’ teams



你遲早要WIZ的，何不現在就開始用WIZ

剛準備上雲：從初期建立良好的雲端治理框架

已經上雲的：檢視你現有的解決方案並增強
(Inspector, Security Hub, Macie, Config, GuardDuty, Audit Manager, IAM Access Analyzer)

左移科技提前防堵風險

化解資安與開發衝突，提升效率與安全品質



請參與艾盾資科品牌日 下一場議程

了解更多與 WIZ 的加值整合
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