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Demo
FortiAl ZBBERESHEES, AIFFETESTSEHE

(™ raz-soc
@ Dashboards v © Last 4 Hoursv  2024-11-07 13:36:00 - 2024-11-07 17:36:00 FortiAl

Status

Email Metrics O

Hi, how can | help you?

&8 Device Manag What happened today in my network

B FortiView What happened today in my network

Summarizing the latest event and alerts from Today.

[ Log View

B Fabric View summarizing the latest event and alerts from Today.

@ nwnssed FOrUAl IBSKERMMNSHEEERESE

-
© FortiAl

B Reports

° System Settings

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

FortiGate
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FortiAl FHEiEE

(™ raz-soc
@ Dashboards

Status
Email Metrics
= Device Manager
B FortiView
[ Log View
B3 Fabric View
B incidents & Events
© FortiAl
B Reports

€ System Settings

FIEARTINET

Event Summary for Today (QE;{#?HE)

Event Group: Default-Risky-Destination-Detection-By-Threat

¢ Event Date: 2024-11-07
¢ Summary: Multiple high-severity risky destinations detected
e Key Details:
» Attack Type: Risky Destination Detection
* Vuinerable Component: Network security
o Severity: High
Target Information
* Endpoint IP: 192.168.0.2 (client001)
« Endpoint Name: client001 -

Alert Detalls
¢ Handler: Default-Risky-Destination-Detection-By-Threat
« Rule: Unspecified
* Impact Explanation: Connection attempts to known risky
destinations

Root Cause: Unspecified

FortiAl

Hi, how can | help you?

What happened today in my network

Event Summary for Today

B 2024/11/07 EFFMR, BiEH A
PRESHERESEFERNINRERERE.
RBixES IP = 192.168.0.2 / Client001

Event Group: Default-Risky-Destination-Detection-By-Threat

* Event Date: 2024-11-07
* Summary: Multiple high-severity risky destinations detected
* Key Detalls:
= Attack Type: Risky Destination Detection
* Vulnerable Component: Network security
= Severity: High
» Target Information
= Endpoint IP; 192,168.0.2 (client001)
« Endpoint Mame: client001
Alert Details:
* Handler: Default-Risky-Destination-Detection-By-Threat
* Rule: Unspecified
= Impact Explanation: Connection attempts to known risky
destinations
+ Root Cause: Unspecified

Event Group: Default-Compromised-Host-Detection-10C-By-Threat

= Event Date: 2024-11-07
* Summary: A critical compromised host detected
* Key Details

= Attack Type: Compromised Host

* Vulnerable Component: Endpoint

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

What happened today in my network
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FortiAl ZBBERESHEES, AIFFETESTSEHE

(™ raz-soc
@ Dashboards © Last 4 Hours™  2024-11-07 13:36:00 - 2024-11-07 17:36:00 FortiAl

Status

Email Metrics 0 Do we have an incident for client001

Getting incidents..

&8 Device Manager

B FortiView critical

[ Log View

B3 Fabric View

B incidents & Events endpoart
. : client001 enial of Service (D

© FortiAl 1

B Reports

° System Settings

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

FortiGate
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FortiAl ZBEARESHEIES, AISFFETETSEHE

(™ raz-soc
@ Dashboards FortiAl

Status

Email Metrics Incident Details for clientO01 Do we have an incident for client001

&8 Device Manager Incident 1D: INODOQOOD4

B FortiView « Name: FortiAl-Demo: Web request to Maliclous Websites detected Incident Details for clientO01

M Log View * Endpoint: clientO01 Incident 1D: INODOOO004

W ETON ial ice )
B3 Fabric View * Category: Denial of Service (DoS) « Name: FortiAl-Demo: Web request to Malicious Websites detected

o Severity: High Endpoint: clientO01
» Status: Draft Category: Denial of Service (DoS)

© FortiAl o Description: (Not provided) Severity: High
Status: Draft

Description: (Not provided)

B incidents & Events

B Reports * Reporter: Auto-Raised

€ System Settings Reporter: Auto-Raised

FortiAl $#fR client001 {HEIE (412 :
¥R client001 BFAV/MIES L (Malicious Website) MEZRSHMH

Events

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

FortiGate
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(™ raz-soc
@ Dashboards

Status
Email Metrics
&8 Device Manager
B FortiView
[ Log View
B3 Fabric View
B incidents & Events
© FortiAl
B Reports

° System Settings

FIEARTINET

Demo
FortiAl ZBBERESHEES, AIFFETESTSEHE

~ © Last 4 HoursY  2024-11-07 13:36:00 - 2024-11-07 17:36:00

0

critical

»ndpoint

client001 enial of .?rvlr.e(

FortiGate

FortiAl

.l

Do we have an incident for client001

Incident Details for clientO01

Incident 1D: INOOCOO004

* Name: FortiAl-Demo: Web request to Malicious Websites detected
* Endpoint: clientO01
« Category: Denial of Service (DoS)

Severity: High

Status: Draft

Description: (Not provided)

Reporter: Auto-Raised

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

Can you show me the web hiter logs for srap 192 168.0.2 for today !

SZEBSIE 192.168.0.2 (Lient001) 5%
‘ B9 web filter H{AEMEE

<




Demo
FortiAl ZBEARESHEIES, AISFFETETSEHE

(™ raz-soc
@@ Dashboards hreat Hunting FortiAl

- Device Manager e [ -
= 8

B Fortiview FortiGate

Da we have an incident for client001

M Log View Traffic Security: Web Filter ~ Event ~

All Devices~ @ Custom...~ 00:00:00 - 23:59:59 Incident Details for client001

Log Settings .
srcip=192.168.0.2 Incident 1D: INOOOOOO04

KN Fabric View & Date/Tim: | Device ID Sounce Destination IP Service Host * Mame: FortiAl-Demo: Web request to Malicious Websites detected
. Endpoint: client001

A incidents & Events 2024-11-07 1 FGVMO1TM2400; 192.168.0.2 Wi 104.18.29.80 HTTPS coin i e

Category: Denial of Service (DoS)

i© FortiAl 2024-11-07 1 FGYMO1TM2400; 192.168.0.2 Wi 104.18.28.80 HTTPS coinl Severity: High

2024-11-07 1 FGVMO1TM2400: 192.168.0.2 W 208.94.116.24¢ HTTP makhy Status: Draft

B Reports 2024-11-07 1 FGVMO1TM2400; 192.168.0.2 == 208.94.116.24¢ HTTP mal Description: (Not provided)
Reporter: Auto-Raised

& System Settings

The web filter logs for the source IP _ for today have been Can you show me the web filter logs for srcip 192.168.0.2 for today?
displayed. You can review the logs in the web filter log view section. If
you need any further analysis or another operation, please let me know. The web fitee logs for the source 1P (SN for today have been

displayed. You can review the logs in the web filter log view section. If

you need any further analysis or another operation, please let me know.

FortiAl 5148 192.168.0.2 (client001) XA Web filter 54
iS58, IBOJLUTE Web filter event Ef 9 &EEH:E.
NRSEB(EME—SHD IR EMIRE, BSERE.

ZEATINET == Total logs for analysis: 45 days 2 hours

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl




Dashboards

Device Manager

FortiView

Log View

Log Settings

Fabric View

Incidents & Events

) Fortial

Reports

System Settings

Demo
FortiAl EBEAE=EHEY, BEv LB IER

Traffic Securit eb Filte Event ~

All Devices~ @ Custom...~ 00:00:00 - 23:59:59

srcip=192.168.0.2

& Date/Timu  Device ID Source Destination |P [Service Host

2024-11-07 1 FGVMO1TMZ400: 192.168.0.2 Wi 104.18.29.80 HTTPS coinh

2024-11-07 1 FGYMO1TMZ400; 192.168.0.2 Wi 104.18.28.80 HTTPS coinh

2024-11-07 1 FGVMO1TM2400: 192.168.0.2 W 208.94.116.24¢ HTTP mahw

2024-11-07 1 FGVMO1TM2400: 192146802 = 208.94.116.24¢ HTTP malw

41 104.18.29.80 4 IP (3 |«

FortiAl

Da we have an incident for client001

Incident Details for client001

Incident ID: INOOOOOO04

Mame: Fortial-Dema: Web request to Malicious Websites detected
Endpoint: client001

Category: Denial of Service (DoS)

Severity: High

Status: Draft

Description: (Mot provided)

Reporter: Auto-Raised

Can you show me the web filter logs for srcip 192.168.0.2 for today?

The web filter logs for the source IP_ for today have been

displayed. You can review the logs in the web filter log view section. If
you need any further analysis or another operation, please let me know.

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

Give me the reputation for the ip 104.18.29.80

£& Total logs for analysis: 45 days 2 hours
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Demo
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AR/

BEEE

Reputation Check for IP (EEEEED

* Positive Detections: 1
* Total Scans: 94
Ratio: 1.06%

e Detection

, FEEERHEE AR

FortiAl

Getting reputation of 104.18.29.80...

Give me the reputation for the ip 104.18.29.80

Reputation Check for IP SEEEEEED
e

¢ Detected Engines
¢ Criminal IP
Last Scan Date: 2024-11-07 07:03:09

Based on the reputation check, the IP _ has a low

detection ratio but is detected as malicious by the "Criminal IP" engine.

Concern

* The IP has been flagged for potential criminal activity

Mitigation Recommendations

1. Monitor Traffic
* Enhance monitoring on traffic to and from this IP address
2. BlockIP
* Consider blocking this IP on your firewall if it's not a legitimate
business partner or necessary for operations
3. Alerting
* Set up alerts for any communication attempts to this IP address.
Educate Users:
* Inform users about potential threats and advise them to avoid
accessing suspicious sites or downloading unknown files.

* Positive Detections: 1
* Total Scans: 94
* Detection Ratio: 1.06%
* Detected Engines

e Criminal IP

* Last Scan Date: 2024-11-07 07:03:09

Based on the reputation check, the IP has a low
detection ratio but is detected as malicious by the “Criminal IP" engine

Concern

« The IP has been flagged for potential criminal activity.

Mitigation Recommendations

1. Monitor Traffic
* Enhance monitoring on traffic to and from this IP address
2. Block IP
« Consider blocking this IP on your firewall if it's not a legitimate
business partner or necessary for operations
3. Alerting
* Set up alerts for any communication attempts to this IP address.
Educate Users
« Inform users about potential threats and advise them to avoid
accessing suspicious sites or downloading unknown files

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

Give me the reputation for the ip 104.18.29.80




Demo

FortiAl ZEiBBAESEAIES, EHimEalhsE B

Dashboards
Device Manager

FortiView

Log View Traffic Securit eb Filter Event ~

All Devices~ @ Custom...~ 00:00:00 - 23:59:59

Log Settings
srcip=192.168.0.2

Fabric View
# Date/Timu  Device ID Source Destination IP Service
Incidents & Events 2024-11-07 1 FGWMO1TM2400: 192.168.0.2 Wi 104,18.29.80 HTTPS
| Fortial 2024-11-07 1 FGYMO1TMZ400: 192.168.0.2 Wi 104.18.28.80 HTTPS
2024-11-07 1 FGVMO1TM24000 192.168.0.2 =i 208.94.116.24¢ HTTP

Reports 2024-11-07 1 FGVMO1TM2400: 192 148,02 = 208.94.116.24¢4 HTTP

System Settings

Host

coinh
coinh
makw

malw

aBig 192.168.0.2 (client001) IRBAMITIRRE, WIEZE
HERERRINGE IR R E R EE T AR 2R

FortiAl

Getting reputation of 104.18.29.80...

Give me the reputation for the ip 104.18.29.80

Reputation Check for IP SEEEEEED
Positive Detections: 1
Total Scans: 94
Detection Ratio: 1.06%
Detected Engines
e Criminal IP

Last Scan Date: 2024-11-07 07:03:09

Based on the reputation check, the | CEEESEIEENED hos » low
detection ratio but is detected as malicious by the “Criminal IP" engine

Concern

« The IP has been flagged for potential criminal activity.

Mitigation Recommendations

1. Monitor Traffic
* Enhance monitoring on traffic to and from this IP address
Block IP:
« Consider blocking this IP on your firewall if it's not a legitimate
business partner or necessary for operations
Alerting
* Set up alerts for any communication attempts to this IP address.
Educate Users
« Inform users about potential threats and advise them to avoid
accessing suspicious sites or downloading unknown files

What's new in FortiAnalyzer 7.6 = What can | do with FortiAl

Could you quarantine 192.168.0.2 and add a comment to the incident "this endpoint needs

remediation"

FIEATINET £= Total logs for analysis: 45 days 2 hours 50
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\:\ ZERQ TRUST TELEMETRY

Demo
LB SR

\

FortiClient -~ Zero Trust Fabric Agent k

@ FortiClient - Connected

Zero Trust Fabric Agent

- entrally Managed by EMS
B A -
= Status: @ Connected |[i . =

FortiAl iZBR £ 454
(Fabric Connector) [i&E) FortiClient
EMS #&§:%insa B ENITHRRREESR.




Demo
S O B

FortiClient — Zero Trust Fabric Agent

AN Quarantine

Quarantined by fortinet

Contact your network administrator for details

B Enter a one-time access code

1952228198




FortiAl :ZBBEAES EFES, BEIEKE

Dashboards

Device Manager

FortiView

Log View

Fabric View

Incidents & Events

Event Monitor
Event Handlers
Indicators
Outbreak Alerts
Automation

Log Parsers

} FortiAl

Reports

System Settings

Incident Analysis

Demo
g

FortiAl-Demo: Web request to Malicious Websi rg‘#iﬁ%¢uuﬁi l‘ubﬁﬁ%ﬁ%%g%gﬁ?i*%ﬁ%n

Incident Number

Incident Name

Incident Date / Time
Incident Update Date / Time
Incident Category

MITRE Tech ID

Sewverity
Status

Affected Endpoint

te Playboo

FortiAl-Demo: Web request to Malicious Website

Denial of Service (DoS)

T1021.004 SSH
T1071.001 Web Protocols
T1071.004 DNS

T1102 Web Service

Click to select

High

New

From 2024-11-07 17:35:09 To 2024-11-07 17:34:57 (Total 1 Event)

» Run Repor

& Quaran

s detected

4 entries selected

Affected Endpoint/User

Last Seen
Topology

Addresses

Operating System

Endpoint

client001

fortinet

2024-11-07 17:35:09
1

MAC
02:09:01:00:02:01
IP: 192.168.0.2
Debian

F FortiAl

This endpoint needs remed

on.

IP Address

192.168.0.2

MAC Address

02:09:01:00:02:01




Demo
FortiAl ZBBEAES EFES, BEIEMREHEE

<h Incident Analysis FortiAl
@ Dashboards

& Device Manager " FortiAl-Demo: Web request to Malicious Websites detected INOOOO0004 Please generate a summary report of my investigation.

B FortiView

[ Log View
B Fabric View Incident Summary Report

Incident Number
P incidents & Events Incident Details
Incident Name FortiAl-Demo: Web request to Malicious Websites detected

Incident Date / Time ident ID: INOOOO0004

Name: FortiAl-Demo: Web request to Malicious Websit
Endpoint: client001
Incident Category Denial of Service (DoS) Category: Denial of Service (DoS)

Indicators i i
MITRE Tech ID Severity: High

Outbreak Alerts Status: Draft
T1021.004 SSH Description: (Not provided)
Reporter: Auto-Raised

Event Monitor Incident Update Date / Time

Event Handlers

Automation

Log Parsers T1071.001 Web Protocols

T1071.004 DNS { ) Events Summary for Today
Endpc

© FortiAl
T1102 Web Service

B Reports client(
Click to select 4 entries selected

Event Group: Default-Risky-Destination-Dete

* Event Date: 2024-11-07
£ System Settings Severity High * Summary: Multiple high-severity risky destinations det¢
Status New */ Key Detalis:
* Attack Type: Risky Destination Detection
Affected Endpoint * Vulnerable Component: Network security
o Severity: High
From 2024-11-07 1 202 07 17:3 7 (Total 1 Event) SEuReL SeoRson

' ) e Endpoint IP: 192.168.0.2 (client001)
* Endpoint Name: client0O01

%‘%Emﬁ;x Client001 E{#ﬁﬁﬁﬂg;ﬁg#ﬁ% | Please generate a summary report of my investigation

FiIEATINET




Demo

FortiAl ZBBBEXAES HEEE, BaEENEMHEE

@ Dashboards Incident Analysis

&8 Device Manager 21" FortiAl-Demo: Web request to Malicious Websites detected INOOO0O0004

B FortiView
[ Log View

B Fabric View

Incident Number
B8 incidents & Events
Incident Name FortiAl-Demo: Web request to Malicious Websites detected

Incident Date / Time
ESehE A o Incident Update Date / Time
Event Handlers
Incident Category Denial of Service (DoS)
Indicators
MITRE Tech ID
Outbreak Alerts

T71021.004 SSH
—

The summary report of your investigation has been successfully
generated. If you need to download or review the report, you can find it
in the incident management or reporting section. If you need any
further assistance, please let me know.

SR RERERECAIEL, BalIEETHBALE
FHERNEHSEEEETE.

Hﬂiﬁﬁﬁﬁéiﬁﬁﬁ—&ﬂggﬂb, RA 1 BT PR

FiIEATINET

FortiAl

Please generate a summary report of my investigation.

Analysis & Recommendations

* Remediation
* Recommendation: Perform comprehensive endpoin
network monitoring.

* Action Plan
« Isolate the affected endpoints.
« Conduct a thorough malware and threat scan.
« Update all security patches and software.
* Implement stricter network traffic monitoring pc
* Educate employees on recognizing and avoiding

* Lessons Learned: Continuous monitoring and rapid resy
mitigating security threats. Implementing advanced thr
mechanisms and ensuring frequent security updates ca
reduce vulnerabilities.

Additional Comments

* Note Added: This endpoint needs remediation.

The summary report of your investigation has been successfully
generated. If you need to download or review the report, you can find it
in the incident management or reporting section. If you need any
further assistance, please let me know.

Please generate a summary report of my investigation




rRiEFREURISTAZR £ (Data Privacy)

ZRERIEHRTIZE
m — E v 10T devices

. . — = MAC, vendors and hostnames
NERIISDEIR o j SRENERSNE v FortiGate device name
v' The "root" keyword

v" VDOM names

v' |IPv4 and IPv6 addresses
v" MAC addresses
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AR AE RIS X#3i\H
> FortiManager IhgEfR&EK, > FortiManager IHgEfR5&K,
EEET S 2R ERE. B2 RIRTOFRE.
> EREREEEERE > I REERRBEREE,
FortiGate FCERE. REHEFRERT 20% J6Ee.
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FortiAl #1X FortiManager £ VPN #2892

E] FMGVvMe4

@ Dashboard

Device Manager

Scripts
Provisioning Templates
Firmware Templates

Manitors

Policy & Objects

: SD-WAN Manager

-
o]
L

VPN Manager

AP Manager

FortiSwitch Manager

Extender Manager

Fabric View

FortiAl

FortiGuard

System Settings

m Add Device ~ 3B Device Group v #, Install Wizard

4 Br-1

4 FGT-Al-I6T-Vulnerab.
4 FGT-Al-loT-Vulnerab.

4 FGT-Al-IoT-Vulnerab,

4 FGT-Al-Script-Demo
4 HUB-1

@ For-laT-Vulnerability (3)
4 FGT-Al-loT-Vulnerab.
4 FGT-Al-loT-Vulnerab.
4 FGT-Al-loT-Vulnerab.
@ For-Script (1

4 FGT-Al-Script-Demo

& For-VPN (0)

Q

@ Managed FortiGate (6)

O
O

=N
O

O
O
O

Device Name 5

4 Br-1

# HUB-1 &y

4 FGT-Al-Script-Demo

4 FGT-Al-loT-Vulnerability-3
4 FGT-Al-loT-Vulnerability-2

4 FGT-Al-loT-Vulnerability-1

Conr

B Connec

&
Config Status <
v Auto-update
v/ Auto-update
v Synchronized
v Synchronized
v Synchronized

v Auto-update

ectivity

tion Up

Host Name 5
FortiGate-VM64
FortiGate-VMé64
FGT-Al-Script-Demo
FGT-Al-loT-Vulnerability-3
FGT-Al-loT-Vulnerability-2

FGT-Al-loT-Vulnerability-1

. FortiAl Assistant

Hi admin. To proceed, please select an assistant.

Demo

Hi admin, | am your VPN configuration assistant. | can help you write
scripts to provision VPN topologies and check VPN tunnel status:

1. VPN Configuration Setup:

S[Ee-to—site VPN: provides secure, scalable, and high-performance
connectivity between multiple locations, ensuring data privacy and
seamless resource sharing across different network environments.
Dialup VPN: offers secure, flexible remote access for individual users,
enabling encrypted connections to corporate networks from any
location, ensuring data privacy and seamless access to resources.

. VPN Tunnel Monitoring:

Check VPN Tunnel Status: | can help to check the current status of
VPN tunnels

Diagnose VPN Tunnel: | can help to diagnose the possible issues for a
downed VPN tunnel

Script Assistant || VPN Assistant ol Device Analysis




FortiAl #1X FortiManager £ VPN #2892

g FMG-VMé4 = mAddDevice ~ B DeviceGroup v ¥, Install Wizard

Create a site-to-site VPN configuration, | would like to upload my own
topology diagram

Upload LIl Select Devices \
TOPOLOGY

Add files by drag & drop h

Please upload your network topology diagram or select devices to

provide more information and continue

Demo

FortiAl Assistant

Create a site-to-site VPN configuration, | would like to upload my own
topology diagram

(VEIGEL LTI Select Devices

Add files by drag & drop here o

Please upload your network topology diagram or select devices to

provide more information and continue.

1 Extender Manager

a Fabric View
© FortiAl
@ FortiGuard

. System Settings

II:I-I:L'-“': o | ‘\-i'_l;"-'_l: |"'\-|i|_ e I'y'll:' M cor rll:',.Jr aton U:'.,'u’! 0] [ “\CI * LD L oA my OwWn I!:I,':":.I QgY ||i,—'j;:r.-]l1'| FC“‘MPH site-to-site VPN configuration, [[wut.l(: ike to upload my own topology diagram|




Demo
FortiAl #1X FortiManager £ VPN #2892

(WLGELR LR Select Devices ol A

(VLILELRGRLITE Select Devices
ort4 Sl _7_ - ortd portd s portd |

P T 4 ! P HUB-1 Br1 l1a112/28 ¥ : 14.1.1.4/24 |HUB1

14.1.1.2/24 :‘;— o erm A :‘_:‘ = 14.1.1.4/24 p—— PO 1 11/2 20.1.2.1/24 Rare
- : ports

Br-1

ports T
20.1.1.1/24 20.1.2.1/24

[
pcl 120.1.1.2 20.1.2.2 | pc2

t,: Processing image.. @

Please upload your network topology diagram or select devices to

provide more information and continue,

pcl 120.1.1.2 20.1.2.2 | pc2

2.2 Processing image... (:)

ot

WL
Fabric Vie WA
! ic View Bl\\L [ :
© FortiAl ngk@q&

N k———

@ FortiGuard

f“"+ 3

& System Settings \O L1 o/as $l‘i‘§ TOpOIOgy mii

Li'\vn
4. Lw




Demo
FortiAl #1X FortiManager £ VPN #2892

E] FMG-VMé64 = mAddDevice ~ P DeviceGroup v ¥, Install Wizard ADOM:root >_. @~ O °admin -

| FortiAl Assistant
~

Summary 5L’|L‘LtD‘JViCL‘>

——
portd : \ portd

14.1.1.2/24 5 Z 14.1.1.4/24 1St

Br-1
port

"o "all " a a S s ports
Br-1" has one WAN interface with an IP address of 14.1.1.2/24 R 201.2.1/28
drt4. It also has one LAN interface with an IP address of

1.1/24 on portS5. The LAN interface is associated with a subnet pel 20112 20122/ pe2

t,: Processing image.. @

ing an IP address of 20.1.1.2.

Please upload your network topology diagram or select devices to

provide more information and continue.
HUB-1" has one WAN interface with an IP address of
1.1.4/24 on port4. It also has one LAN interface with an IP )

- Site "Br-1" has one WAN interface with an IP address of 14.1.1.2/24

addrgss of 20.1.2.1/24 on port5. The LAN interface is associated with N D 4 A

1/24 on port5. The LAN interface is associated with a subnet

Summary

qa N "N having an IP address of 20.1.1.2.

a subhet having an IP address of 20.1.2.2.

V Site "HUB-1" has one WAN interface with an IP address of

14.1.1.4/24 on port4. It also has one LAN interface with an IP

addr 20.1.2.1/24 on port5. The LAN interface is associated with

Is this information correct? Confirming will continue to send this 2 subnet having an IP address of 20.1.2.2
information to FortiAl 3 Is this information correct? Confirming will continue to send this

information to FortiAl.

m R". S " ' [




FortiAl #1X FortiManager £ VPN #2892

E] FMGVvMe4

= mAddDevice ~ P DeviceGroup v ¥, Install Wizard

The penerated scripts conhgure a site-to-site VPN between the two

FortiGate devices.

Provisioning Templates
Firmware Templates

Manitors

Policy & Objects
: SD-WAN Manager

VPN Manager
AP Manager
FortiSwitch Manager
Extender Manager
Fabric View

© FortiAl

@ FortiGuard

. System Settings

4 FGT-Al-loT-Vulne

4 FGT-Al-Script-Demo

4 HUB-1
@ For-laT-Vulnerability (3)

4 FGT-Al-loT-Vulnerab.
4 FGT-Al-loT-Vulnerab.
4 FGT-Al-loT-Vulnerab.

@ For-Script (1
4 FGT-Al-Script-Demo
& For-VPN (0)

O
O

Device Name 5

4 Br-1

‘ O | #Hus1 &y

O
O
O
O

4 FGT-Al-Script-Demo
4 FGT-Al-loT-Vulnerability-3
4 FGT-Al-loT-Vulnerability-2

4 FGT-Al-loT-Vulnerability-1

llJ T
Config Status <
v Auto-update
v/ Auto-update
v Synchronized
v Synchronized
v Synchronized

v Auto-update

Host Name 5
FortiGate-VM64
FortiGate-VMé64
FGT-Al-Script-Demo
FGT-Al-loT-Vulnerability-3
FGT-Al-loT-Vulnerability-2

FGT-Al-loT-Vulnerability-1

Demo

FortiAl Assistant

The generated scripts configure a site-to-site VPN between the two
FortiGate devices.

For each FortiGate:

Firewall Address Configuration: Sets up the local and remote subnets
with routing enabled
IPSec Phase 1 Configuration: Defines the parameters for the VPN
tunnel initiation, including the WAN interface, encryption proposals,
and the remote gateway address.
IPSec Phase 2 Configuration: Specifies the parameters for the data
encryption within the tunnel established in Phase 1, including the
encryption proposals, and the source and destination address types
and names.
Static Route Configuration: Adds a static route to the VPN tunnel
nterface for the remote subnet

5. Firewall Policy Configuration: Creates inbound and outbound
policies to allow traffic between the local and remote subnets
through the VPN tunnel

Ensure to replace <PLACEHOLDER_FOR_YOUR_PRESHARED_KEY> with a strong

pre-shared key for enhanced security.




Demo

FortiAl #1X FortiManager £ VPN #2892

HUB-1_VPN_SCRIPT

Br-1_VPN_SCRIPT

config firewall address it "to_Br-1_loc
edit “to_HUB-1_local set allow-routing enable
set allow-routing enable set subnet 20.1.2.1/24

set subnet 20.1.1.1/24

next

edit "to_HUB-1_remote”
set allow-routing enable Pt set subnet 20.1.1.1/24

set subnet 20.1.2.1/24 G next

next end

config vpn ipsec phasel-interface

* . » » A
contig vpn ipsec phasel-interface A edit "to Br-1"
ey ® " A
edit “to_HUB-1 - set interface port4d
set interface portd set peertype any

peertype any

aes128-shal aes

set proposal aes128-sha256 aes256-<ha256 aes128-shal aes set comments “VPN: to_Br-1 [Generated by FortiAI]”
set comments “VPN: to _HUB-1 [Generated by FortiAI]" set remote-gw 14.1.1.2
set remote-gw 14,1.1.4 set psksecret <PLACEHOLDER_FOR_YOUR_PRESHARED KEY>

psksecrat <PLACEHOLDER_FOR_YOUR_PRESHARED_KEY>




Demo
FortiAl #1X FortiManager £ VPN #2892

E) FMGvme4 = aoMmot >. @+ ) @i~

Search

@ Dashboard 4 Create New v ||’._»j|‘.|! D ‘:.| ® Run Script | | 3] Import €

O] Name % Type 5 Target 5 Comments 5 Members Last Modified 5
© Script (3)

Device & Groups
+ r-1_VPN_SCRIPT CLI Device Database Script generated by FortiAl 2024-08-06 08:32:27 PDT )

O  Create Firewall Address cLl Device Database This script creates a firewall address for t... 2024-07-16 12:11:15 PDT
Provisioning Templates

am Device Manager

HUB-1_VPN_SCRIPT CLI Device Database Script generated by FortiAl 2024-08-06 08:32:47 PDT
I
-
& Script Group (0)

Firmware Templates

Monitors

| Policy & Objects
B SD-WAN Manager

s VPN Manager
AP Manager
FortiSwitch Manager
Extender Manager
Fabric View

} FortiAl

U FortiGuard

) System Settings




Demo
FortiAl #1X FortiManager £ VPN #2892

E) FMGvme4 aoMmot >. @+ ) @i~

@ Dashboard + Create Newv ||—-_'.i|"|! T Delete |

— ) O] Name % Target = Comments 5 Members £ Last Modified
om Device Manager

Device & Groups
Br-1_VPN_SCRIPT Device Database Script generated by FortiAl 2024-08-06 08:32:27 PDT

O  Create Firewall Address Device Database This script creates a firewall address for t... 2024-07-16 12:11:15 PDT
Provisioning Templates
i O HUB-1_VPN_SCRIPT . Device Database Script generated by FortiAl 2024-08-06 08:32:47 PDT
Firmware Templates
Monitors

B Policy & Objects
B SD-WAN Manager
& VPN Manager . .
. Install VPN Configuration to
anager

ER FortiSwitch Manager

B Extender Manager

B Fabric View

© Fortil
U FortiGuard

) System Settings




Demo
B FortiManager £ VPN HP&EHFFRAVE R AE

FortiAl 5

B FMGVM64-KVM mAddDevice v SBDevice Group v ¥, Install Wizard ADOM:CopA >_ @~ L1~ 3 &M admin~

Dashboard A Waming: Image is not FortiAl Assistant

Device Manager . . .
I " Hi admin. To proceed, please select an assistant.
All Devices

Policy & Objects

: SD-WAN Manager

VIoTTrear
o

) " ®
Mlnnenapolls Ottawa £ MAINE

WISCONSIN 1) ;
Templates . T
MICHIGAN 1} Toronmo

NEW.
Overlay Orchestration HAMPSHIRE
NEW, YORK

Rules = - MASSACHUSENTS

NEBRASKA Omaha
VPN Mar Y

AP Manager ited States

KANSAS
FortiSwitch Manager

Extender Manager
OKLAHOMA

FortiView
Log View

Fabric View s "

LOUISIANA acksgnvi e

San Antonio LOusR ¢
] 5

Incidents & Events o New Orleans

Orlando
o

COAHUILA oTampa
FortiAl FL:F‘I’DA

wEEVO LEON

Reports Script Assistant
FortiGuard

£ System Settings

FiZRTINET




Demo

FortiAl 513& FortiManager 7 VPN & BFPRIVE [RBE

B FMGVM64-KVM = @ Add Device @ Device Group v 3, Install Wizard ADOM:CopA >_ @~ L1~ 3 &M admin~

Dashboard A Waming: Image is not FortiAl Assistant

Devices
Device Manager
o ‘ [ Ed 1| anp Hi admin, | am your VPN configuration assistant. | can help you write
o ait A evices
e | scripts to provision VPN topology and check VPN tunnel status:
Policy & Objects

’ VPN Configuration Setup:
i SD-WAN Manager @ Show Down Tunnels Only | CorpA

Mi ’ oY Site-to-site VPN: provides secure, scalable, and high-performance
mnegapolls

SOUTH .
Templates DAKOTA - VERMONT,
MICHIGAN 1} Toronmo :
Orchestration / < HAMPSHIRE Dialup VPN: o cure. flexible remote access for individual users
NEW YORK

@ o ¢
Ottawa MAINE y connectivity between multiple locations, ensuring data privacy and

seamless resource sharing across different network environments

s —— enabling encry, onnections to corporate networks from any
ocation, ensuring data [!li/:l\,y and seamiess access to resources.

NEBRASKA Omaha

VPN Manager ]

VPN Tunnel Monitoring

AP Manager ited States

Check and Diagnose VPN Tunnel: | can help to check and diagnose
KANSAS AV E S L R TS SN A
FortiSwitch Manager ULELY the possible issues for a downed VPN tunnel

Extender Manager
OKLAHOMA

FortiView
CAROLINA
Log View

Fabric View > :

LOUISIANA acksgnvi e

San Antonio EOUSIET o
o

Incidents & Events o New Orleans

Orlando
o

COAHUILA oTampa
FortiAl FLORIDA

WEEVO LEON

Reports Script Assistant || VPN A laT Device An

; i - e = i
Check the status of VPN tunrfels Check th status o VPN i

FortiGuard ]

p

y

System Settings / % . .
_ 4
/ / . 3171024




FortiAl 5

B FMG-vMs4-kvM

Dashboard

Device Manager

Policy & Objects

SD-WAN Manager

Templates
Overlay Orchestration

Rules

Se VPN Manager
——

m Add Device ~ 3B Device Group v

@ Show Down Tunnels Only | CorpA

A Waming: Image is not {

Minne)apolis
C

SOUTH
DAKOTA

NEBRASKA Omaha
g

| Toronto
)] o,

TWIoTTorear
o

® a
Ottawa L MAINE
VERMONT
> NEW.
\ HAMPSHIRE
NEW, YORK

MASSACHUSETNLTS

These VPN tunnels are down:

* Cloud-VPN1
* HUB1-VPN1
* HUB2-VPN1

Would you like to run a diagnose?

@ FortiGuard

“ System Settings

FiZRTINET

Demo
& FortiManager £ VPN H & HFERIVE R EE

FortiAl Assistant

Check the status of VPN tunnels

Thank you, you have selected the device Br2 to diagnose.

IPsec VPN Tunnel Status

Phase 1 Phase 1 Phase 2
Name Status Name

Cloud-VPN1 dowr Cloud-VPN1

HUB1
VPN1
HUB1
VPN2

HUB2

VPN1

These VPN tunnels are down:

* HUB1-VPN1
* HUB2-VPN1

Would you like to run a diagnose?

[l Some SLA Breac
B All SLA Met




Demo

FortiAl 512 FortiManager £ VPN & fEHEBRIVE R BE

B FMGVM64-KVM = mAddDevice v 3B Device Group v ¥, Install Wizard ADOM:CopA >_ @~ L1~ 3 &M admin~

Dashboard A Waming: Image is not FortiAl Assistant

Device Manager Yes, please run a diagnose

Policy & Objects Al Assistant is processing the request...

SD-WAN Manager @ Show Down Tunnels Only | CorpA

TWIoTTorear
o

Minneapolis ® o
b Ottawa MAINE
SOUTH VISCONSIN

- e | VG i Br2 - Cloud-VPN1 Cloud-Gateway - VPN2_0
MICHIGAN 1} '|'Oronlc»o g

. - NEW,
Overlay Orchestration / HAMPSHIRE

status.admin: up

Br2 - ClOUd’va1 ! >. = : dow itafuf.fpe:a:imsl; up )

n-idle retry-count 18 inte

: on-demand retry-count 3 in

xauth: none

interface: portl

auto-

Cloud-VPN1 proto @

policy: yes

FiZRTINET




FortiAl 5

B FMG-vMs4-kvM
Dashboard
Device Manager

Policy & Objects

v 3B Device Group v

% SD-WAN Manager

Templates

Overlay Orchestration

@ Show Down Tunnels Only | CorpA

Demo
& FortiManager £ VPN H & HFERIVE R EE

&, Install Wizard

A Waming: Image is not {

Minne)apolis
SOUTH ¥ WISCONSIN
DAKOTA

TWIOTTrear
™~ ® D
\ Ottawa MAINE
VERMONT,

| Toronto

} o

MICHIGAN NEW.
HAMPSHIRE

NEW Y(‘“

Diagnbsis Results:

The operational status of the VPN tunnel Is down. This could

indicate the administrative status of the underlying interface i

down.

The operational status of the VPN tunnel is down. This could

indicate the administrative status of the underlying interface is

down

The operational status of the VPN tunnel is down. This could

indicate the administrative status of the underlying interface is

down

ADOM:CopA >_ @~ L1~ 3 &M admin~

FortiAl Assistant

status.operational: down status.operational: up
type: static type: dynamic
local: @.0.0.0 local: 1@
remote: 10.198.7.2 mode: main
mode: main dpd: on-idle retry-

dpd: on-demand retry-count 3 auth: psk

dhgrp:

xauth

: none interfa

interface: portl
y-sender: disable
-receiver:

HUB2-VPN1 proto @ src ©.0.0.8/0.

policy: yes VPN1 proto

policy: yes

Diagnbsis Results:

* The operational status of the VPN tunnel is down. This could
indicate the administrative status of the underlying interface is
down.

* The operational status of the VPN tunnel is down. This could
indicate the administrative status of the underlying interface is
down.

* The operational status of the VPN tunnel is down. This could
indicate the administrative status of the underlying interface is
down

Would you like to continue with applying the fixes?

Would you like to continue with applying the fixes?




FortiAl 5

E)] FMG-vMs4-kvM

| have tried to fix the errors and the changes are summarized below. You
can review and perform an install to the devices. Then check the VPN
status again.

* Br2/

system/interface/portl: enabled the administrative status

Demo

& FortiManager £ VPN H & HFERIVE R EE

= mAddDevice ~ gBDeviceGroup v ¥ Install Wizard ADOM:CopA >_ @~ L1~ ) @admin v
FortiAl Assistant
Yes, please apply the fixes

Yes, please apply the fixes

| have tried to fix the errors and the char are summarized below. You
can review and perform an install to the devices. Then check the VPN
status again

* Br2/system/interface/portl: enabled the administrative status
* Br2/system/interface/port1: enabled the administrative status

* Br2/system/interface/port1: enabled the administrative status.

* Br2/system/interface/portl: enabled the administrative status

* Br2/system/interface/portl: enabled the administrative status.

Would you like to install these changes to the devices?

B Extender Manager ‘ Nash\ille

Would you like to install these changes to the devi

Please install

Please install

The Install Wizard is opened, please review and proceed within the
Install Wizard.

The Install Wizard is opened, please review and proceed within the
Install Wizard.

BadiA-h s -

WEEVO LEON

B Reports

£ System Settings

Fi:RTINET

@ FortiGuard W All Interfaces Do 7 M All SLA Breached

[ Some Interfaces M Some SLA Breac
B All Interfaces Up W All SLA Met

4

0/1024



@ FortiAl with FortiManager Demo

FortiAl 212 FortiManager 7 VPN #FEHERR 18 R A o

Install Wizard - Select Devices to Install (2/4) 0%5

o Please select one or more devices to install (Use checkbox or Ctrl or Shift key for multiple selections)

Search..,

Platform &

192.168.100.104 FortiGate-VM64-KVM
192.168.100.105 FortiGate-VMé4-KVM

[ | RCN o o o A

192.168.100.101 FortiGate-VM64-KVM

192.168.100.102 FortiGate-VMé64-KVM

&

Install fixed Configuration to Br2 FortiGate
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What is FortiSOAR

Security Orchestration, Automation & Response

Zxiad, BENMCEIESRSE (SOAR)

SOAR BHEMUIGIFES, BE39ilEl:

- Connects (iE4E)
- ERFIESECERER - 2B RIE

- Executes (¥117)

- EBERE BB EERIERR
(playbook) M 1T HEB ENCIFEATE

- Supports (3ZiE)
- TIELFIEE (SecOps) R A ENBIEHR
- Extends (IEE)

- R EEEEFERERRERBES T
I(NOC) R (R B EL TN RERY 22 4

A leader in the KuppingerCole 2024
& 2023 SOAR Leadership Compass

LEADERSHIP

0
[e]
=
>
wn
wn

SOAR Platform (B#MERIEFES)

AEWE | BBEHrE | ABREE
£ ExEE &8

REBER
ERIAERE

Rk EEEH
B R=S

ITIOT ELRBEHIRE BEBBRER ENERAEI ZEERRR
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SOAR BENMtIMEFFEEEEEERIHE (R15217%E)

How to Investigating ? Response Plans ? Playbook Generation ?

BEPIRTEUMMET Y | eEwmssmemEs: ?




BRI AL BEMGRISESI BRI EF

BELB AT TETF ? (4Ol EMRIHIRT ? EENLITTE Playbook 4R ?
RSB A R R RSN - EELEI RIS UTRRE ? - RSB REBE R R
SR R E RS .  REHERBEEEEN S IP/Domain - 8&% Line BHISEE -
. EHBEREFEIEE - GESR (UREEEATS  BRARER %) ' ﬁﬁ%ﬁ%j‘immﬁf@ )
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EREER - ZLRBDITEEMLIERRE

Al g SOC & (FortiSOAR) - BEMUIBIERFIERFEER
SOC EXHHHMEEERIE : EF1TRH 10C BB ST

10 ~ 70 Minutes

Human

Solutions

Identify Alert Extract I0C
Type, (Attacker IP,

TOTAL TIME
Start to Finish

block policy

Prioritize Domain etc)

MTTR(Mean Time To Response) & E 41 OIEEIRR

Mean Time To Response
Human B A FortiSOAR B &}
{EtafE£24% - KialE
@  SOC BBHILHE
FortiSOAR J I I | | ] | | EBABIEFEKRR
1 10 20 30 40 50 60 70

== Time(Minutes) © Fortinet Inc. All Rights Reserved. 46



EREER - ZLRBDITEEMLIERRE

SOC & (FortiSOAR) - hEEZ R, IHRHRERRFERS

Minimal =~ |ncident-1 | Test Incident Y FortiAl mevew ©

Last Modified 10/25/2024 08:47 PM by Playbook Under Investigation In . .
UG o & FortiSOAR Al Assistant

B E R SRS MRERETET ? iEiB FortiAl fBEERSH, USSHHEESHRYERS

Below information, with sensitive details masked as much as possible, will be shared with the connected Al solution. Review,
edit as needed, and confirm sharing. @
Name Outbound connection from {IP-1} to {IP-2} on port 31337

Hi there! How can | help you today?

AR

FH_RULE_MALICIOUS_OUIBOUND_CONNECIION

Incident Incident
Incident Incident SR Reporting First Last Incident sub Attack Incident
Source Target b £ Device Occurred Occurred Category Technique Details
Description P Category

2023-12- 2023-12-
928 923 Command T1043 -

08 08
{IP-1} {IP-2} {IP-1} {Ip-1} Security and Commonly ipProto:6 Alert Summary

?:;0,::.‘30 E::Zfo Control  Used Port An outbound connection was detected from a source IP address, denoted as 192.168.60.132, to a destination IP
address, 103.224.212.222, over port 31337. This port is recognized for its use in command and control (C2)
activities associated with malicious operations. The alert has been generated based on a rule identifying potentially

Status Investigating harmful outbound connections, specifically tagged as PH_RULE_MALICIOUS_OUTBOUND_CONNECTION.
Details of the incident provided include the source IP (192.168.60.132), target IP (103.224.212.222), the reporting
Severity High IP (which is the same as the source IP - 192.168.60.132), and the device from which the report originated (also
192.168.60.132). The initial occurrence of the incident was logged on December 8, 2023, at 09:02:30 UTC, with the
: last occurrence noted on the same day at 09:27:30 UTC.
I Submit & Get Al's Response [4 Edit x Cancel The incident falls under the security category with a sub-category designation of 'Command and Control. The attack

Type Beaconing

technique associated with this activity is identified by Technique ID T1043, indicating the use of a commonly used
Graph Elements port for potential malicious communication.
) The type of activity detected is labeled as 'Beaconing,’ a term often used to describe a pattern of communication
@ Alerts where a compromised system sends regular signals to an attacker-controlled server to indicate its readiness for
— instructions or data exfiltration.
@ Incidents e est Incident The incident is assigned a high severity rating and is currently in an investigating status. Despite the suspicious
nature of the activity, no indicators were found during the time of the report that would classify the IP addresses

involved as malicious or suspicious based on their reputation.

2 Add as a comment

% Indicators

© Fortinet Inc. All Rights Reserved.




fEAEER - RE2RED EEMH’E%??EE
SOC & (FortiSOAR) - BARSI, LETESNESEARETEES

Minimal ~ Incident-1 | Test Incident ) FortiAl rrevew

Last Modified 10/25/2024 08:47 PM by Playbook | #® Under Investigation In FortiSOAR AIAssistant

r s . Azt 3 i== ==
e SRS R HEESITES ? B FortiAl SRS, gy  FRRRERERR
Below information, with sensitive details masked as much as possible, will be shared with the connected Al solution. Review, ﬁﬁngﬁnﬁiiﬁ¥ IE% ’ | Generate Response Recommendations

edit as needed, and confirm sharing.
Name Outbound connection from {IP-1} to {IP-2} on port 31337

FH_RULE_MALICIOUS_OUIBOUND_COUONNECIION t T
O Response Recommendations

n: n nc: 0 n rs n en al nciden’ i H
cide LU SR ep g F s c Sub- c Immediately Isolate Affected Systems:

Description Source: Target Device  Occurred Occurred Category Category Technique Detalls o Disconnect the identified systems from all networks. This can prevent the spread of the malware to
other networked devices.
2023-12- 2023-12-

08 o8 Command T1043 - Identify the Compromised IP Address:
(ip-1  (Ip-2}  (IP-1} (1p-1} 09:02:30  09:27:30 Stcurity and Commonly ipProto:6 o Investigate the identified malicious IP address from the indicators list and block it on firewalls, proxy
+0n-0n +nn-nn Control Used Rort servers, and other network defense measures.
Type Beaconlng Apply Relevant Patches and Updates:
o Ensure that all systems are patched, and security updates are applied to prevent exploitation of known
Status Investigating vulnerabilities that could be utilised by the DragonFly malware.
Conduct a Full System Scan:
Severity High o Utilize updated antivirus and anti-malware software to scan the affected system for all traces of the
malware.
Change Credentials:
I Submit & Get Al's Response [# Edit x Cancel o Following contamination, ensure that all system passwords are changed, especially if they may have
been compromised.
Forensic Analysis:

Graph Elements L. L . e X
o Perform a forensic investigation to understand the malware's ingress point, its behavior, and to

@ Alerts i M identify any data it may have compromised.
Backup Important Data:
@ Incidents Test Alert — — o Ensure that critical data is backed up and stored securely, separate from network connections that
could be vulnerable to malware.

* Indicators

© Fortinet Inc. All Rights Reserved.




[EFEER - Z2RB R IrBEMLIERERTE
SOC & (FortiSOAR) - iZif SEAA S E SRS RSN R S Bh s

minimal ~ |ncident-1 | Test Incident U O FortiAl "reew

Last Modified 10/25/2024 08:47 PM by Playbook | #® Under Investigation In FortiSOAR AIAssistant

HSHRBEREM, FortiAl EEMTERBEIH g RS AR FRR R =

Below information, with sensitive details masked as much as possible, will be shared with the connected Al solution. Review, " .. Escalate this incident to warroom and add indicator 1.1.1.1

edit as needed, and confirm sharing.
Name Outbound connection from {IP-1} to {IP-2} on port 31337

e I ULECMIALICIDUS OUTRDOON DI CONINEC TN 7~ Looks like the current incident is still open. To escalate this incident to the war room, you should consider the

following steps:
Incident Incident
Incident Incident Reporting First Last Incldent Attack Incident 1. Indicate Urgency: Ensure clear communication about why this incident requires war room attention,

Reporting Sub-
T: i Techni il
Source arget P Device Occurred Occurred Category Category echnique Details especially considering its status is open.

2023-12- 2023-12- 2. Add Indicator: Include the indicator 1.1.1.1 as part of the incident details, highlighting its significance to the

08 08 Commancjii1043 5 ongoing investigation.
{IP-1} {IP-2} {IP-1} {Ip-1} Security and Commonly ipProto:6

09:02:30 09:27:30
+n0.00 +n0-00 Control Used Port If you wish, | can assist you in drafting an escalation message or help with any specific actions!

Description

Type Beaconing

Status Investigating

3 FortiAl WIS, WRRMEBNESEEY
TR R SRR

The war room for the incident has been successfully set up. You can access it
However, there was an issue while trying to link the indicator 1.1.1.1. The system returned an error, indicating that

K Submit & Get Al's Response = (£ Edit x Cancel

If you need further assistance with this or any other action, feel free to ask!

r = #
Graph Elements @ the indicator could not be found. Please check if the indicator exists or if there are any formatting issues.

@ Alerts
@ Incidents

* Indicators

© Fortinet Inc. All Rights Reserved.
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Indicater: 1.1.1.1
& FortiAl mrevew

No Reputation Available | |ndicator-1 | 1.1.1.1
FortiSOAR Al Assistant

Last Madified 10/25/2024 09:16 PM by CS Admin

AR B Tk B FH AR T R RUER B =

Escalate this incident to warroom and add indicator 1.1.1.1

Setup War Room

Provide inputs required to Setup War Room

Looks like the current incident is still open. To escalate this incident to the war room, you should consider the
Status following steps:
1. Indicate Urgency: Ensure clear communication about why this incident requires war room attention,
especially considering its status is open.
2. Add Indicator: Include the indicator 1.1.1.1 as part of the incident details, highlighting its significance to the

War Room Title ongoing investigation.

RREFEHHEE, FERS IR RE R

War Room Description

If you wish, | can assist you in drafting an escalation message or help with any specific actions!

SH 12:30:35 BREAXESHFIREE 10C EE,
mERE. SXothil. RBHRE RS R

Setup

View Detailed Playbook Execution Flow =

as FortiAl {855 AEF, WFREMNEIEERER
SrEmEFIE ) = EnsEa:

The war room for the incident has been successfully set up. You can access it

However, there was an issue while trying to link the indicator 1.1.1.1. The system returned an error, indicating that
the indicator could not be found. Please check if the indicator exists or if there are any formatting issues.
If you need further assistance with this or any other action, feel free to ask!

© Fortinet Inc. All Rights Reserved.
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© o nepmmon oma_ K O™ [ - O i 8

} ! |

‘ @ Compute AV OTX Sum.__ B @, Compute IP Stack Sum__ & @ Compute MxToolbox 5.

DECISION Na
Reputation
Saf
Malicious I
@ Set Good L @ Set No Reputation

i |

@ Set Maliclous _ @ Update Record Status @ Update Mo Reputation

@ Compute VT Summary

:

@ Update Record Status .. ‘

Is Referenced

SION Upon
L Create

Referenced

@ sy Lo (@) Updtm Recond

4Rk 10C RBINERENMGIZEMBIE(ERTRIE

© FortiAl s — ek - BEREE VirusTotal 52

FortiSOAR Al Assistant . __ , ,_ e e 5
A EEBEERAA IP £ Domain

6 Here's a suggested playbook outline for review. You can edit this as suitable and proceed to generate the
playbook template.

o FortiAl kB3R, BIENERBENMCIEREIF

Step 2 (2}
name : Authenticate with VirusTotal API
type : action

Step 3 (2]
name : Submit IOC for reputation check with VirusTotal
type : action

Step 4 (2]
name : Retrieve results from VirusTotal
type : action

Step 5 (2]
name : Authenticate with WhoisRDAP API
type : action

Step 6 (2]
name : Perform WHOIS query using the |10C
type : action

Step 7 (2}

above instruction on
designer page.
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| e

m— T
IP/Domain/Geo (S2:FREER *

o Get Domain Reputatio... ) ]

»>
-
u

FortiGate 1500D 15F EXternal NGFW_M ~ HAMaster Q- &~ > [1 @~ O~ & Ka

O G_e_c:u?ute.l)?mh L/ - o Get Domaln Reputatio... & A

euEEEEEE M
annmnnnns?®

L plemmediuion - Rem Favorites > Edit Web Filter Profile
S sEEEEEENEEEEEEEEEEEEEEEEEEEN --------.--------------1--------------------'r--------’ & Dashboard 5
© cmpueavonXsm B (@) ComputewwSncksum B (@) Compuee Mdoothoxs.. ., Name wf_fortisoar_demo
UTILITIES UTILITIES UL »x Security Fabric ¥
Comments | JHKIM Demo
eEEEEEEEEREEEEEEEEEE, & Network 5 11/255

wun ::....;-;:I;i........:.f.

Featureset RELNEEEEGN Proxy-based

(B FortiGuard category based filter

@ Compute VT Summary

& System >
B Policy & Objects b

EEmpEEs
LERR L LR N

eNEEEEEN

4

& Security Profiles v

@ s,m'l__@ —
| |

__ @ Update Record Status @ Update Mo Reputation

AntiVirus (B Allow users to override blocked categories

Web Filter & Static URL Filter

. @ Set Maliclous o,

DNS Filter Block invalid URLs (B

R ) Application Control URL Filter
Updlle Ite(_nld Smms E Enrld'unenl Summa; J | i P ti
@ : @ vy ntrusion Prevention & Edit | Delete Q
2t ITIII 9I\32M«¥ ﬁ%ig File Filter
ﬁaﬁ#ﬂg&pﬂ; E Email i URL Type Action Status
= Referenced mail Filter
— VolP test.com Simple @ Black Fnahle

i’l BH;*EIM’E ICAP statexadver3552mn12.club Simple @ Block Enable
—® Umlfnecm

“IIIIIIIIIII
’------‘

: oA Web Application 2
Cannnn Firewall
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