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Control

« drilling automation
« discrete control
* process control

Operation

* SCADA
* DCS

Upstream

* exploratory wells
« fracking gas platforms
» crude oil storages

* industrial wellheads

» manifolds

* subsea production

Midstream

* pipelines
» LNG and oil tanker ships

* rail tank cars
« fluid compressors

« storage
facilities

Downstream

« oil refineries

* storage tanks

* loading racks

* gas processing plants
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Downstream
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» storage tanks

+ loading racks
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+ LNG and oil tanker ships - fluid compressors  facilities
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» storage tanks
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Upstream
process example >
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How Kaspersky can help Sl . | «)
- Top drive = ® Cloud
_.ﬁ :ﬁ?jstfset:?akly driIIing < services

CyberSecurity motor —
I ®)Drilling rig
® Roboti control room
¢ hand
' ' SCADA Remote

Ecosystem of supporting services office
— Kaspersky Kaspersky BlOWOtUt T
"Ql ICS Security Managed Detection preventer S\vW | © |

Assessment and Response i Ri g a
Drill Collar ® sensors ; .
NR
Bit ® Digital twin model
@

(> Click to learn more
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How Kaspersky can help ﬁ@;;%jj—;gg%,rét
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3

. - Busi
Ecosystem of supporting services pact
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rol ICS Security Managed Detection
Assessment and Response

- R ICS BRI REELZE - EEIFEEER

nEEET=E - BEMEREEIFE Personnel
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(> Click on product to learn more
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How Kaspersky can

Kaspersky
Industrial
CyberSecurity

Kaspersky
Extended Detection
and Response

Ecosystem of supporting
services

Kaspersky
Threat Intelligence

(> Click to learn more

C @ IT/OT Ri&E

~
Enterprise network@ MPLS ~ 5G  SAT
Business network ] Cf] Cfj
‘ J
Industrial DMZ
| N\
. == Servers,
Operation EE' SCADA %5 historians
o0 Workstations
Control (7 and control rooms
Controllers Y} PLC
) loT sensors
Devices @) @ () and.
equipment
Y
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How Kaspersky can help

Kaspersky Kaspersky
Industrial Extended Detection
CyberSecurity and Response
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Ecosystem of supporting services

Kaspersky
Threat Intelligence
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(> Click on product to learn more
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Unsecured legacy
infrastructure with
outdated
technology

BRI R

Deployment
time
3
2
Business ‘ Product
impact N cost
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How Kaspersky
can help

Kaspersky
SD-WAN

l___I Kaspersky
J | Thin Client

(> Click to learn more

services

< @) 1loT & Cloud @) #22( & 5G

1

Third-party SCADA
contractors &> Remote
. N employees H
|;E| o Industrial
(7 control rooms
Assets and

equipment in
industrial areas

A

Drilling
sites
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Oil
wells

Refineries

Pipelines
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How Kaspersky can help

Kaspersky
SD-WAN

SD-WAN

Rapid deployment of
distributed network

« Easy scalability
« Convenient management
« Centralized security

I___I Kaspersky
J | Thin Client

« Cyber immune thin clients

for secure remote access

« Centralized management for

simple administration of the
thin client infrastructure

B ERINERAAZEL T - ERIGHAERFERBETHE - R5E OT 2

e s TR 8 [ e

(> Click on product to learn more
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Deployment
time
3
2
Business Product
Impact //,1 \\ cost
¢
Personnel Personnel
quantity competences
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How Kaspersky can help

~ Kaspersky Kaspersky
Ay | Incustrial Extended Detection
CyberSecurity and Response

Ecosystem of supporting services

Kaspersky

5 Kaspersk
Security ICSF(,:ERTY
Awareness

O surveyed globally in 2020 wanted to
leave the energy sector in the next five
O years

Of WO rke rs L Spring 2022 outlook

(> Click to learn more
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How Kaspersky can help

Kaspersky
Industrial
CyberSecurity
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Kaspersky
Extended Detection
and Response
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Ecosystem of supporting services

Kaspersky
Security
Awareness
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(> Click on product to learn more

Kaspersky
ICS CERT

B |CS EXMEE

« Digital forensics and incident
response

« Exploring vulnerabilities
« Cross-functional training programs

BRI R

Deployment
time

Business Product

impact cost
Personnel Personnel
quantity competences
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5.CIP 5%

Cybersecurity regulations for the energy, and in particular oil and gas sector, address emerging threats, vulnerabilities and set the industry
benchmark for securing OT systems. Countries across the globe imply particular standards and directives which commonly include:

‘o

Risk management and assessment ] [

Policies and
procedures

] [ Systems security ] [

reporting

Incident response and

] [ Workforce ]
training

L @

(lw

v

ISA/IEC 62433
ISO /IEC 27001
ISA99

NIS2 Directive

ENISA Guidelines on
Cybersecurity for OT and ICS
EU Cybersecurity Strategy
EU Cybersecurity Act

EU Cyber Resilience Act

NIST CSF

NIST SP 800-82

TSA Pipeline Security Directive
API Standard 1164

DOE Cybersecurity Capability
Maturity Model

Government Cyber Security
Strategy

NCSC' s Cyber Assessment
Framework

® ® = O

IT Security Act 2.0

BSI KritisV

BSI'ICS Security Compendium
DVGW

VDMA 66418

National Cybersecurity
Strategy

ANSSI Cybersecurity
Framework for ICS

Critical Information
Infrastructure Protection Law

The Netherlands Cybersecurity
Strategy (NLCS)

Network and Information
Systems Security Act (WBNI)
NSCS Guide to Cyber Security
Measures

The National Security
Framework

CNPI Royal Decree 704/2011
CCN-STIC Security Guides

©@ © @ F

¢

Swedish Cybersecurity Act
Swedish Protective Security Act
MSB Guidance

National Cybersecurity
Strategy

Romanian Cybersecurity Law
No. 362/2018

National Energy Regulatory
Authority Regulations

National Cybersecurity
Strategy and Action Plan

BTK CIPR

EPDK Cybersecurity Regulation

Estratégia Nacional de
Ciberseguranca

PNSI Framework

ANP Regulations

NCIIPC Guidelines
Information Technology (IT)
Act, 2000

® ® © O

GB/T 44462.1-2024
GB/T 22239-2019
GB/T 32919-2016
GB/T 25070-2019

BSSN National Cybersecurity
Strategy

BSSN Regulation No. 4/2021
Presidential Regulation No.
82/2022

UAE Information Assurance
Standards

UAE Cybersecurity Council
Framework

UAE loT Security Standard
UAE CIIP Policy

NCA OTCC-1:2022
NCA ECC-2-2024
NCA CGloT-1:2024

Contact us to know more about

your regional standards and

regulations

v
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https://www.kaspersky.com/enterprise-security/contact

5. CIP 7814

How Kaspersky can help

Kaspersky provides services and
solutions following policy “defense in
depth” which is recommended by
industrial security solution providers as
well as regulatory bodies in different
countries

Kaspersky
Industrial
CyberSecurity

The products are designed to make oil and gas
companies compliant with IEC 62443, NIS2, NERC
CIP, SOC 2 Type2, ISO / IEC 27001

AICPA)
IEC (
i

323 HH A 1R

Sclé-}ﬁiggg YOKOGAWA ¢
SIEMENS Honeywell

EMERSON Baker Hughes S3

Kaspersky Security Awareness
and Expert Trainings
Solution designed to empower employees with

essential cybersafety skills thereby complying with
the requirements of the NIS 2 Directive

Bar
>130

systems
from 50+
vendors

(> Click to learn
more

Read more
about NIS 2
Directive and
our products
compliance

v
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https://content.kaspersky-labs.com/fm/site-editor/7f/7fbee702c6535940bf2913afce94df55/source/kasperskynis2solutionmap.pdf
https://www.kaspersky.com/enterprise-security/industrial-cybersecurity/certification
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Industrial Endpoint Network
CyberSecurity protection, traffic analysis,
detection and detection and
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Kaspersky Industrial CyberSecurity
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Asset inventory Deep packet PLC integrity Industrial-grade Kaspersky ICS CERT Non-invasive, Open API, and
& management, inspection and checker and risk- network and host- intelligence and effective ICS integration to
compliance audit machine-learning oriented based intrusion vulnerabilities protection with Kaspersky Single
and risk management for anomaly vulnerability detection database light footprint Management
detection detection Platform
( IsszwswaIzen ) ( RS ) ( st )

OEM agreements and certifications with:

TUVY

FROST ¢&
SULLIVAN VDC|R€S€8F

=\ a SIEMENS  Honeywell Cver L8
industrial intemet 62443-4-1 SOC 2 ISO/IEC 0 certified systems
CONSORTIUM Type 2 27001 EMERSON. BakerHughes S8  from 50+ vendors

M
@)

Schneider  yokogawa ¢  BsR
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Kaspersky
Security Center

~ Web interface
S
Kaspersky
Industrial CyberSecurity —’
for Networks
Server
— ) —
m my - -
Sensor, Sensor, Sensor,
monitoring point monitoring point monitoring point
SPAN port SPAN port SPAN port
CY T L Trew L)

Industrial network

SCADA

e =

ICS operator
workstation

=
—

Engineering
workstation

=

_8

Historian
server

|
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Kaspersky
Industrial
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Kaspersky
Endpoint Agent
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Network interactions map B rermgeviess By Contouregoun: #1825 28 &1 197 E B it
RSB R R E
BRKENRER A BTS
ATIENE - BB RIBEIER
B 41K B RS B 0 {1 P 28 A

ENERGOSTEWD-K5C12

°
SCADA_SERVER ENERGOSTEND-KSC12
192.168.0.255 10.65.92.144

2] -
SicamPAS

ENGINEER-PC

169.254.125.93

nmanaged switch 001

Uz

ED_EMDEG_Z

SIPROTEC
17217.0.13

SRR ET
RIS B RR BRIR B 7 : i
EEDRHNERESE kiiizs iy e
BERERETE R ARERT

IED_6MD66_2 AA1I1Q02A1
172.17.0.22 172.17.0.12




KICS for Networks. OT J&ia « & kaEh 31
A== AN X P
T F B BB ) || [faz B G RE?
20 IR 1= B4 = S
2RSS 7 BB ° Hﬁ@ﬁiﬁggﬁg%
min VaEX
® ZFBE - RIIKER  ALENEFIAEBHIHARE
285t
ﬂ%@éﬁ}%éi‘éﬁ s AESEAR D TV AR BY 0 BENIFEZG RIS EERE
A5 o EAREMTINE
TETHERARTS Situational swareness &

Received 2 events regarding potential malicious activity based on EPP application data
Detected 4 vulnerabilities

Detected 11 interactions over unwanted protocols

Detected 6 devices using outdated OS

Detected 1 multihomed device

Detected 1 mobile device
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+  Selectrules Select rutes

?zgky\cs CERT vulnerabilities database for SCADA © Kaspersky ICS CERT vulnerabilities database for SCADA
 General security settings for Windows XP/7/8.1/10/11

(<]

Rule 7 Severiies ¥ Class ¥  General security settings for Window Server 2012/2012
R2/2016/2019/2022

Siemens SIMATIC WinCC. Information exposure due to cleartext t... Vulnerability

Siemens SIMATIC WinCC. Privilege escalation due to improper ac... Vulnerability ° General Secu rity Settlngs for Debian

Siemens SIMATIC WinCC OA. Denial of service in WIBU CodeMet... Vulnerability

+ General security settings for Red Hat Enterprise Linux, CentOS, Oracle
Linux

Schneider Electric Unity Pro. Remote Code Execution Vulnerability

Schneider Electric EcoStruxure Control Expert (Unity Pro). Remot... Vulnerability

+ General security settings for Ubuntu

Siemens SIMATIC WinCC. Denial of service by sending specially c... Vulnerability

Schneider Electric Unity Pro. Remote Code Execution Vulnerability

+ General security settings for SUSE Linux Enterprise, openSUSE

Schneider Electric Unity Pro. Remote Code Execution Vulnerability

« Security Level -1 for Cisco routers and switches

Schneider Electric Unity Pro. Remote Code Execution Vulnerability

Schneider Electric Unity Pro. Remote Code Execution Vulnerability ° Secu rity Level _2 for CISCO ro uters a nd SWItCheS
Schneider Electric Unity Pro. Remote Code Execution Vulnerability

+ General security settings for FortiGate

Siemens SIMATIC WinCC. Arbitrary code execution with 'SYSTEM'_.. Vulnerability

Siemens SIMATIC WinCC. Arbitrary code execution with 'SYSTEM'... Vulnerability

MR HEE EmEMSE B HEE R

Siemens SIMATIC WinCC. Weak authentication Vulnerability




KICS for Networks.Z £ 1% a5 77 Bl

Audit Tasks

PSp— Task manager permits flexible control of task settings,
including single or group tasks for scheduled or

General security settings for Windows XP Severity High

manual execution with traceable change history

Compatibility with 3¢ party OVAL-based rules makes
R oo it possible to use configuration checkups against
ot oo preferable custom rules

= Select rules STlCLLTUleS Domain member: Maximum machine account password age

(<]

o

Domain member: Digitally «

(<]

Domain member: Digitally !

Domain member: Disable n

o

Kaspersky ICS CERT vulnerabilities check

(<]

Domain member: Maximur

Domain member: Require ¢ p Edit @ Copy > Run ﬂ Delete

<]

<]

Interactive logon: Do not d . I, -
Settings Rules 934 /934  Devices 2 Runs 3

o

Interactive logon: Do not re

(<]

Interactive l Number | = . .
Interactive logon: Number Run | Device ¥ Status Start ¥ End V¥ Duration

(<]

Interactive logon: Prompt u
E| Jobrun3 @ Completed 2023-08-21 17:25: 2023-08-21 17: 00:02:17

(<]

Interactive logon: Require [

Scan 2 Cl kics-winxpsp3 @ Completed 2023-88- 1258 2023-88- H 00:02:17

<]

Interactive logon: Smart ca

Scan1 S KICS-WINSRV2016 @ Completed 2023-88- 853 2023-88- 8 00:01:47

<]

Microsoft network client: D

Mesmimsienr i | [=] Jobrun2 Canceled 2023-88- 124 2023-88- 1258 00:00:51

o

<]

Microsoft network client: St Scan1 B KICS-WINSRV2016 Canceled 2023-08- 124: 2023-08- PSR 00:00:51

[=] Jobrun1 Partially successful 2023-08-17 14:00: 2023-08-17 15:01: 01:00:33

Scan 2 S KICS-WINSRV2016 @ Completed 2023-88-17 14:00: 2023-08-17 14:03: 00:02:48

Scan1 Cl kics-winxpsp3 H Error 2023-88-17 14:00: 2023-88-17 15:01: 01:00:33




Network Traffic Analysis: #FEHRER

Network sessions

? Show related v

© Default filter

Side1 ¥ ¥

192.168.0.103

192.168.0.50

192.168.0.5

192.168.0.5

192.164.54.18

178.115129.212

172.22.14.96

17222143

17222143

17222143

17222143

17222143

17222143

17222143

17222143

17222143

1) Download traffic

Side2 V¥
192.168.0.126

192.168.0.24

192.168.0.13

192.168.0.13

172.22.10.76

10005

172.22.10.76

172.22.10.76

172.22.10.76

172.22.10.76

172.22.10.76

172221076

172.22.10.76

172.22.10.76

172.22.10.76

172.22.10.76

(3 Exportto CSV file

v

Completed
Completed
Completed
Completed

> Active

> Active

> Active

> Active

> Active

> Active

> Active

> Active

> Active

> Active

> Active

> Active

Transf.. V¥
ubpP

UDP

ubp

upp

upp

UbDP

uppP

UDP

ubp

upp

upp

UbDP

uppP

UDP

ubp

upp

Application proto...

BACnet

BACnet

BACnet

BACnet

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

KNXnet/IP

192.164.54.18 - 172.22.10.76

¢? Show related v () Download traffic

» Active

ubP

KNXnet/IP

0 bit/s

49 bit/s

34 KB

ens192

2023-08-22 12:57:36
2023-08-22 12:57:36
40

ED Device 091

192.164.54.18

55555

ED Device 089
172.22.10.76

3671

4R % S AR E AT

Session status (Active/Completed)
Communication direction
Transport and application protocols
Sessions statistics (speed, bytes)

R
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ABB DMS

ABB SPA-Bus

Bacnet

Beckhoff

CODESYS V3 Gateway

Digsi4

DNP3

Ekra243 system protocol
Emerson ControlWave Designer
Emerson ControlWave data
exchange protocol

Emerson DeltaV

EtherNet/P

Honeywell ControlEdge
Honeywell ControlEdge Discovery
Honeywell Experion EpicMo
Honeywell Experion CdaComm
Honeywell Experion NameServer
Honeywell Experion Discovery
FTP

Foxboro HPS

GE SRTP

GOOSE

IEC 60870-5-101

IEC 60870-5-104

Mitsubishi MELSEC System Q
MMS

Modbus TCP

Moxa NPort 1a5000a system
protocol

Micom C264

Omron FINS

OPC DA (DCE/RPC)

OPC UA Binary
ProsoftSystems
DeviceDiscoveryProtocol
Profinet IO

Profinet RPC

DirectLogic Ecom
Relematika BDUBus
57Comm over Industrial Ethernet
S57Comm over TCP
S7Comm Plus

Sampled Values

Schneider UMAS

TASE2 (ICCP/IEC 60870-6)
Yokogawa Vnet/IP

Feu

Yard

Cos

Valmet

sz ek Al Y L ERS

Mitsubishi System Q E71

Micom C264

Micom P545

Moxa NPort 1a5000a

Omron CJZM

ProsoftSystems Regul R500
Relematika TOR 300

Schneider Electric MiCOM P545
Schneider Electric Modicon M340
Schneider Electric Modicon M580
Schneider Electric Modicon Momentum
Schneider Electric SEPAM S81NPP
Siemens SIMATIC S7-1200
Siemens SIMATIC S7-1500
Siemens SIMATIC S7-200
Siemens SIMATIC 5§7-300
Siemens SIMATIC S7-400
Siemens SIPROTEC 4 7SA52
Siemens SIPROTEC 4 75J64
Siemens SIPROTEC 4 75552
Siemens SIPROTEC 4 7UM62
Siemens SIPROTEC 4 7UT63
Siemens SIPROTEC 5 75J86
Siemens SIPROTEC 6MD66
TASE2 Server

Yokogawa AFV10, AFV30, AFV40
Yokogawa Centum VP

Yokogawa PROSAFE-RS

Ipu?50

YCL/ECL

Valmet

ABB AC 700F

ABB AC 800M

ABB RED 670, REL 670, RET 670, REF 615
ABB RTU 560

Allen-Bradley CompactLogix Series
Allen-Bradley ControlLogix Series
BACNet device

Beckhoff Cx

Devices with CODESYS V3

Devices with DNP3

Devices with IEC 60870-5-101

Devices with [EC 60870-5-104

Devices with [EC 61850-8-1: GOOSE, MMS
Devices with [EC 61850-9-2: Sampled Values
EKRA 200 Series

EKRA BE2502

EKRA BE2704

Emerson ControlWave Micro 33
Emerson DeltaV MD, MD Plus, MQ
Honeywell ControlEdge 900

Honeywell Experion C300

Foxboro FCP 200 Series

General Electric MULTILIN B30

General Electric MULTILIN C60

General Electric RX3i
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OT network inventory
Network baseline

Risk summary

Adjustable time period

Scheduling and e-mail delivery

Full report

kkaspersky

Device vendors

Device operating systems

Data on the number of devices discovered by the application, distributed by operating system.

1on protocols

0% 4 0
20%)2 0
(10%)1
0% 10
(10%)1

(10%)1 “

d common protacols with the largest amount of traffic from all monitoring points.

. rtwas created

NETWORKAND DETECTED

uted by category.

KICS for Networks 41.0.380

2023-07-2218:23 - 2023-08-2118:23

KICSANET41

=

Y
Industrial CyberSecurity
for Networks

List of the most frequently encountered device manufacturers and the number of devices.

Danfoss Drives A/S
Siemens AG
VMware, Inc.

Emerson

ASUSTek COMPUTER ...

Cisco
Cisco Systems, Inc

|EEE Registration ...

TP-LINK TECHNOLOGI...

Other

A 21
I 19
(I 6

-

|l 2

| 2

|l 2

[}

|l 2

I

traffic from all monitoring points.

Example of report pages
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. Kaspersky

1 Industrial CyberSecurity

82 Windows q} Portable Scanner for Nodes

£ Linux © ruditagent o BB TIEBLI MR A
o IR BIPh &

4 ) o TIE JEPEIEMET (statistic mode)

; Gateway Engineering

workstation

workstation

?' Historian Server {:} System management
B
ERE

SCADA server Embedded systems

O Operation workstation
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* Learn more:


https://www.kaspersky.com/enterprise-security/industrial-cybersecurity/certification
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HB Windows Nodes [4A] Linux Nodes

= =

BREIE

Linux

BN AR E ( REFEERE ) windows

A L BB R R Linux
[ INE Linux
EREABRE Linux
IMERZ I Linux
Wi-Fi &2 ( windows )

KK EE

Windows Log £ &%
ERTREMEE Linux
PLC SREEI B

EDR Agent

% 24128 K 83 (BKICS for Network &&)  Linux
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Industrial Endpoint Protection

R
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=xx
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SCADA
Gateway server
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Embedded Engineering
systems {:} workstation
System
management
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FR1

FR2
FR3

38%

FR4

FR5

FR6

|[EC-62443 3-3 requirements covered by
KICS and organizational measures (all
requirements and all security levels)

FR7




TEZEEE Level 31062443 4-1

v

KICS is the world's first industry standard certified XDR platform.

[ 7 Certin
2] tificay:
= Schm;tfnon.ac% ~.
o, IOy
: " 1 g e ang )
X ~4'1‘.201 "‘Ent lif tr“l sy
. . . . § §) " Mooy, Stemg

Confidence in the security|  Best programming §

of the solution practices L&

Vulnerability risk Comprehensive testing

minimized and documentation

KICS for Networks was the first

in the world in its category to g
reach the ML-3 trust level

https://www.kaspersky.com/enterprise-security/industrial-cybersecurity/certification
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Learn more about KICS

(https://www.youtu be.com/playlist?list=PL6BzPT9XO104ERQ B_cwRe7fhbeJD
ac P9



https://youtu.be/rxeqOYX6fus

