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V8 Sandbox Escape &

Chrome [EJZ:E1THJ Javascript engine

V8 HE B ECRIEE RGN L

Sandbox =&

BT Sandbox AMEEEE
» V8 SBX a2t —1E r] X Trusted

E

Pointer Table BY primitive

B A\ —E& javascript, 7A1& M1 — IS
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o S%BIII—1R function, IFI—R, ELXTEHEMN | |
bytecode array Breaking V8 Sandbox with Trusted

» {£E4 Trusted Pointer Table, /R 55T P‘q\r‘ter Table

bytecode array B pointer 15@¥k{f{&iER
Recently, | have submitted my academic paper to NDSS 2025. Now it’s time to take a break. Following

bYteCOde a rray the deadline is the HITCON CTF 2024, so as the break, why not take a look? | really haven't played CTF

for quite a long time. :)
1% bytecode 2 A E Him stack LAY return T
address

During the two days, | spent my efforts on the V8 Sandbox challenge. Actually | haven’t worked on V8

for a while. It seems that the sandbox feature now has already been enabled and incorporated into the
bug bounty program. This is also a chance for me to catch up to the new progress on the V8 security. :)

o Y A o p £
1T function %l leak d8 address 0x00 Abstract

« Hi¥ bytecode E S BEANZSEINE stack | o |
The challenge provides two exploitation primitives: writing a 64-bit value to the entry of the trusted
t%%*ﬁ E_E fu nction ca I I El\] o I d rbp pointer table and leaking the base address of PIE. We can use the first primitive to fake a

alue in the trusted memory

SEE A . 2019 | 501 I ber arguments of the
° LF{E = ﬁ ROP Chaln E"Jm1¢ @ e immediate numbers in the
Ly o o > o Haven't played CTF and V8 for a while, but recently solved the V8 SBX
* H% E&%1¢1§A$}11T funCtlon, ﬁﬁﬁﬂ‘? ROP — challenge in the HITCON CTF. This is my write-up:
mem2019.github.io/jekyll/update/...
Get Shell

‘118
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o SEBIII—1E function, IFI—2R, EXTHERN | |
bytecode array Breaking V8 Sandbox with Trusted

{224 Trusted Pointer Table, IR ct&[0] Pomter Table

IhwvtAanndAa Aveayy BA nATintar TES1FS(BRA 2 A

t’

LJP 2024/07/13 01:10
First Blood - 2&4#71J1 solved v8 SBX by thinking outside the box, congratulations

1 $2 1 X1 W1

* FMNTJ TULIVLIVIIL [EXTY ISCARN UO aUJUl ©oo OXOO Abstract
« B1% bytecode EX A EIFEARNZSEIE stack | T
The challenge provides two exploitation primitives: writing a 64-bit value to the entry of the trusted
t%%;ﬁ %_E fu nction ca " El\] o I d rbp pointer table and leaking the base address of PIE. We can use the first prim;'ltliJv:i:]oth;kter:Sted oo
> =3 A, - 2019 | B ber arguments of the
o /
_I_{E = ﬁ ROP Chaln E"Jm1¢ e immediate numbers in the
Ly o o > o Haven't played CTF and V8 for a while, but recently solved the V8 SBX
* H% E&%1¢1§A$}11T fUthlOn, ﬁl_ﬁﬂﬂ' ROP — challenge in the HITCON CTF. This is my write-up:
mem2019.github.io/jekyll/update/...
Get Shell
115
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Length:
24
JS script:

import (" /home/ctf/flag")

/home/ctf/flag:1: SyntaxError: Unexpected token "{°’
hitcon{Modifying TPT A110w5 u t0@ easily escape the sandbOx}

A

SyntaxError: Unexpected token "{°

/home/ctf/flag:1: SyntaxError: Unexpected token '{'

hitcon{Modifying TPT_Al1l0w5 u t@ easily escape_ the_ sandb@x}

A

SyntaxError: Unexpected token "{’

1 pending unhandled Promise rejection(s) detected.

- ® BB/ BERERIE import U T e
Allcn 2024/07/13 19:58

S = -/ctf
nc heat.2024.ctfcompetition.com 1337
== proof-of-work: enabled ==
please solve a pow first
You can run the solver with:
python3 <(curl -sSL https://goo.gle/kctf-pow) sol

Solution? s.AAAcGY/+5PIauskYRyfy6y10L121XRe9b4rAMjaGV
cV9fVR1DRoOH3D2X4s3a0cu91WLsSO03FOPdFttShVnypYcv+q8qE/T
Correct

How many bytes is your base64-encoded exploit? 29
Exploit as base64 please

aWiwb3JOKCIvZmxhZyS0eHQiKQo=

y TURN UP THE HEAT!

/flag.txt:1: SyntaxError: Unexpected token '{'
CTF{mfw_the_sand_is_out_of_the_box}
A

®2 @

« %% 35 solves, 2R 7T welcome RELASS, =

RARZ AENEE

« [EEE XML 10 B4FA, iS58 11 24 40 2 EAF

SHEBE TRBEDTIL DS ER

- EEERLIR, FERMRRUMREESEIR A%

HE A BB IR AR
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« JavaScript BIZ248 » DAKY{a] Escape
Sandbox

- BYE Exploit BIAE

B LIP.TW {EBETEREE

R EthAY3ESS |

tEEADER
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BRI ZERE >

V8 SBX Revenge [315pts]

nc v8sbx.chal.hitconctf.com 1238

https://storage.googleapis.com/hitcon-ctf-2024-qual
attachment/v8sbx_revenge/v8sbx_revenge-
772b4668¢5867082df541cfcecaalf81caaf3be8.tar.gz

Author: ljp_tw
13 Teams solved.

# Team Submit Time

1 defunqt2 2024-07-12 23:00:16 UTC
2 Maple Mallard Magistrates 2024-07-12 23:51:08 UTC
3 Blue Water 2024-07-13 0D:49:20 UTC

Contest is aver.
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HITCON Cyber Range
MEMEBPRIVERERER AEXER HE

An elite Enterprise Cybersecurity Investigation
and Response Competition for Blue Team
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TRAPA Security
- 2020 FHYEERKIL iR 23
PN
- BA I HITCON CTF Bk B Bl ﬁ'-"j]
- BEEEEHERIRER
Pwnable.tw SOC Team
- Cybersecurity Firm, PSIRT, SOC Team, etc. Pwn20wn Vuln. Research
- ERENRRME. ERERCEK
T FEHREE. CTF &SRS, °
BRI BIRES R
- DEFCON CTF. PWN20OWN Ei& ,fgg gﬁ DEFCON CTF ggﬁ

- TR SOC Team. PSIRT IRISIEEE

HEEAREEZEHT ASSOCIATION OF HACKERS IN TAIWAN




HITCON Cyber Range #HE(EiE

[
R | BattleField 7 demouser & L [B
@ Enterprise VMs A
% Intranet ‘N VPN (2 OMZ 29  Internet (2
@ Web
@ Exchange
=E]
©
i

Host Information

Hostname Type
Exchange Server
- Zone IPs
' DmZ 25
024 25
0/24

Copyright @ 2024 TRAPA. All rights reserved.
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Action Timeline

. Weird Connection Detected (L'd Investigation)

2024-05-0318:19:22

Q Abnormal Logging Session [3 Investigation
Score: 100

B Something went wrong [ Investigation
Score: 100 Penalty Time: 78 seconds

@ a—
Credential Dump \[‘& lnvestogatoon)
2024-05-0318:20:35

Q o
Phishing Mail [ Investigation
Score: 60

Action Timeline

Alerts from built-in real-time rules

HEEAREEZEHT ASSOCIATION OF HACKERS IN TAIWAN

HITCON Cyber Range #HE|EiE

Investigate Action

Something went wrong
¢ TI046

Score: 100 pts

We detected an abnormal traffic fromm DMZ to intranet, please find it.
Related dashboard: Firewall Status

Notice: There may be more than one answer. You can submit any of it

Max Port Min Port

' v . Y v y ' A -} ' ) cor tr Yo y tlan ry r
. d NuUn ( v\ M alilacCe . ) PO

Source |IP

Investigation Form

Fill-in Questions for critical information



HITCON Cyber Range #HE|EiE

]
Something Went Wrong
TI046 Score: 100 pts
2
Something Went Wrong
TI046 ' ,
We detected an abnormal traffic from Intranet to VPN, please find it.
Related dashboard: Firewall Status
2
Notice nay be md t \one a ) Jomi
-y
BAn N PN S S fan S00PM - l\We detected an abnormal traffic from Intranet to Max Port Min Port
The maximum port which attacker tried The minimum port wi attacker e
Related dashboard: Firewall Status
tme
NOTICE nere may Dé More than one answer, You cansubmicanv o
PROTO = SRC =

Source IP

TCP 10.101.0.231 Max Port he source IP address

The maximum port which attacker tried

TCP 19.101.0.231 10.101.0.23]

TCP 18.101.0.231

Source IP M

I'he source |P address

101010231 |
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SAE$E Investigation FEHE il (2023)

R| socRoom 4 dermacer @ @ @
° = ncient 1 >
ERE RSB R I
2 | == M —
WEERER RMEERE FRREEA Linux server B —
QSRS B RIS HREA -
- TEA Rootkit = mareran (e
1. BEEGRESTABRIE, FROEH, ABENTE & e o
2. 1518 Disk Forensics RIZ#MIRRVIESE, FBEXNES secesc
3. &8 Memory Forensics #H Rootkit N —
4. =18 Reverse Engineering 2347 Rootkit iE{E A N & B e
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Audit Inconsistency

[E%:%8 Response EHEEH (2024) Score: 125 pts

ERAREHRERNERRERA Decils_Tckets @

Due to the previous event, we have to ensure the firewall configuration in the firewall
application accurately reflects and implements the organization's security policies and

i
N

o === \;E\ =+ 7|< . . === /, A SOk
= % l&ﬁ_ﬁ =] Eééiﬁ, M ISCO nf|gu re E_E'f“'fﬁ, %;&E% intended network access controls.
_ _ You are given a firewall application database and current active firewall configuration
3 = BEEEg : 5 oh =V e R s —/
EE%%/- ,\'ﬂ’ " /R }5':'5% SC”pt T'_' == E ‘X'f}ﬁ Ellj aX AL file. All firewall entries should be applied through firewall application. As the current
active firewall configuration might be tampered by attacker, your task is to list out all
—-= £} 0+t <~ —= = === _ = : i i : : .. i e
*E:EI 535;1’] HT_', *ﬁg]ﬁbi?ﬂ =/ EE == i&o inconsistent entries which are different from firewall application database in 2024-10
30.
Firewall configuration entry should follow this format (one entry per line): 'add
[ = L= | =25 chain=forward src-address=<src_address> dst-address=<dst_address> protocol=
- MR e ETEFFE . .
H — A= <protocol> src-port=<sorted_src_ports> dst-port=<sorted_dst_ports> action=<action>
) IZ]']'WHEZ = o ‘:IélJ = comment=<reason>
[=] AR == nE Attachment: her_2024_audit_inconsistency.tgz
%ﬁ, I_l J:I_/, %‘j Attachment SHA256
- /N b8el70fc30abd721c5309%9a0%a6efcl70e5c48810ebdbB6ecSdc4T6e72h988eeb
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HIT HITCON Cyber Range 2025

« EZTHERENH, EENREREARNIBIE

YVEIREMNEE TERELEETMNEERMO, AEHEBEEHXMAY
i EZEMAEEH, REZSHREETTERZIT.

i -/
. BAEBEZES  REEREEEERAFTHRRERFRE S8, / !\
SHEFMERCESH, KNERASBESREREENERENTE b; N
o BBUHERS | DRERATHLLNELE, BARTKNERAE &r

« SEMREFRME, RALXEZENEERREE
EECEASNENLZEEER, BEEEEREBHREINELZAT,
7 BE M BT FE 2 S Bk RV B T =1

hmli
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FINAL
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HIT HITCON 2025
2025 £ 08 H 15 H -2025 F 08 A 16 H @ R %k

Perimeter Security is Dead,

Long Live Resilience e
5 HITCON 2018 "Transforming: Cybersecurity and <1\
Resilience; L3R, Resilience B R AERL, TERK, # ~
EE8F. BEEBRESFSEHIERE, BRIRTE nﬂif/i\ | et

HIARZE TEHEE, Fhl28aREERE. BRFEEFERK
ME, SLEiEREZA Resilience B8 T HHIPKEL B S5 7'7'F"o

A, E—FEMEEEERHEEIRY (Cyber Resilience Act)
HEfE, RN RKELEEHESESFEMNESEMS, WATEM
FEMIEHDE A Secure-by-Default Wil=, SEZANER
ETZH, MFERMY, NERESRARTHIRERERE,

HEEAREEZEHT ASSOCIATION OF HACKERS IN TAIWAN




HIT  HITCON 2025 Call for Paper

Perimeter Security is Dead,
Long Live Resilience

BiRELL 1 2025 £ 6 A 8 H EEKIE =
= — — = 7= N O N S — e/ a
EiRoTAl 1 2025 F£ 6 H 22 H (Al ERENIERERESTET L o
Z=f=) , 2025 F 6 A 29 B
_ - ’// |
HITCON X
SR ==
COSCUP &%l

Al ZEi5BnE
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Community Enterprise ]
85 MEEFRHNE | ANBEFRORS S o
8/15-8/16 8/15-8/16 REEE
e HITCON | Cyber Range Cyber Range | CTF 3
iR CTE Quals R ERRRR =
10/17 10/17, 10/18

FF AR | Training

A

HITCON GIRLS ~ t+E£ #8151 - ;

FIMEBNETE

Ta
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