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whoami

o =i
e Synology Product Developer

e Security Incident Response Team

o
Pwn20wn #1% : MERAER5SH R E SynOIOgy
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Pwn20wn

o TIKIBRU [ NarE
o Pre-auth RCE

L

e Synology B 2020 FiBEHFES
o Tokyo 2020
o Austin 2021
o Toronto 2022
o Toronto 2023
o Ireland 2024
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Pwn20wn Ireland 2024

ARRESF
o FTEMBIMAZRE

e = scope BEEKX

For the Synology DiskStation target, the following packages will be installed and are in scope for contest:
MailPlus
Drive
Virtual Machine Manager
Snapshot Replication
Surveillance Station
Photos

(=]
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Pwn20wn 2024 Result

WIEERZH—F

SUCCESS COLLISION FAILURE WITHDRAWN
Network DiskStation 3 0 1 0
Attached
Storage (NAS) | BeeStation 3 1 1 0
Surveillance Systems 1 0 2 1
Small Office / Home Office (SOHO) 0 0 1 0

Smash-up
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Pwn20wn 2024 Result

WERZHN—F
PR E W 283R 2 FefIan el i ?

SUCCESS COLLISION FAILURE WITHDRAWN
Network DiskStation 3 0 1 0
Attached
Storage (NAS) | BeeStation 3 1 1 0
Surveillance Systems 1 0 2 1
Small Office / Home Office (SOHO) 0 0 1 0
Smash-up
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ReallF & &

e Off-by-one Error
e Improper Encoding of Output

Synology’
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Off-by-one Error

Replication Service

Synology



Replication Service

o RIHMAVIRIBRILARER Z BRI
o HFIAEBEN  WAKNEMREERBIIENEH

For the Synology DiskStation target, the following packages will be installed and are in scope for contest:
MailPlus
Drive
Virtual Machine Manager
Snapshot Replication
Surveillance Station
Photos

Synology’
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Off-by-one Error

1. AL
2. THEIBTE
3. BIRRE
4. Exploit

Synology’
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Off-by-one Error

1. A0 7 HBLE port

2. 7%@?@*% - X 0 FEise S5s LISTEN

LISTEN 14331/synobtrfsrepl

X N==INES
3- %&fﬁ,/ﬁ/ﬂ o 1o LISTEN -
: 388 LISTEN 13156/scsi_plugin_s
o 5 485 LISTEN =
4_ EXplOlt : ti: LISTEN 9553/nginx: master
s 387 LISTEN 9553 /nginx: master

LISTEN 12152 /smbd

Synology’
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Off-by-one Error

= AL
7%@?@%% struct ReplicaCmdHeader £

uint32_t ecmd;

1.
2.
3. B3R R uint32_t seq;
4.

uint32_t len;
.
3 F

Exploit

struct ReplicaCmd ;

struct ReplicaCmdHeader header;
char *data;

Synology
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Off-by-one Error

1 = ;l:jzA I:I if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(xxx))’
. ~J }
goto Exit;
735 = if ( ader.len = & ZE) -3
2 r%’-'l:ﬂ% —Trf .|'1e-1_c.iel.ll=-n RECV_BUF_SIZE)
. goto Exit;
AY N
3. %317 TRiE
= runCmdLoop(

4. EXplOIt : int retval = .I;SF'JAPFEEPLICA_ERR_GENERIC;

whil XX) %
SNAPREPLICA_ERR_NONE != (retval = rec

)2

nt-recvCmd(struct ~aCmd

int retval = SNAPREPLICA_ERR_GENERIC;

CMD_SEND !'= xxx.header.cmd
xxx.data[xxx.header.len] = "\8"';

Synology
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int rechmdQ: C apl d- &xxx) {

Off-by-one Error

= ;l:jzA I:I if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(xxx)
=7 -
goto Exit;
jj \ (o} = s _ = — FEY- S
2 r%’-'li %$I .|'1e-1_c.iel.ll='n RECV_BUF_SIZE) 3
. i,_ goto Exit;
AY N
3. %317 TRiE
t runCmdLoop(

4. EXplOIt int retval APF’EPL CA_ERR_GENERIC;

whil

SNAPREPLICA_ERR_NONE !=(retval = recvCmd(xxx).
g oto E,‘-{it;

CMD_SEND '= xxx.header.cmd
xxx.data[xxx.header.len] = "\0"';

Synology’
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Off-by-one Error

1 = ?jéAl:l if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(xxx))
. == :
goto Exit;
715 a
2. [ERBIE
X \ S—
JT N N
3. IR R
= runCmdLoop(

4. EXplOIt : int retval = .I;SF'JAPFEEPLICA_ERR_GENERIC;

whil XX) %
SNAPREPLICA_ERR_NONE != (retval = rec

)2

nt-recvCmd(struct ~aCmd

int retval = SNAPREPLICA_ERR_GENERIC;

CMD_SEND !'= xxx.header.cmd
xxx.data[xxx.header.len] = "\8"';

Synology
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Off-by-one Error

int recvCmd(s C apl d- &xxx) $

int retval = SNAPREPLICA_ERR_GENERIC;
—T > - - - . ’ 5
o ?jZA I:I if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(xxx)
=J goto Exit;

2 7 ﬁ@?@*ﬁ 7 ¢x .header.len > RECV_BUF_SIZE) 3
X N\ R o
3. IR M
t runCmdLoop(

4. EXplOIt int retval APF’EPL CA_ERR_GENERIC;

whil

SNAPREPLICA_ERR_NONE !=(retval = recvCmd(xxx).
g oto E,‘-{it;

Synology’
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Off-by-one Error

1 E;l:jzAD if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(
L] ~ l _ .

F JU; = i > RECV_BUF_STZE)
2 ﬁfF IEI‘*E L RECV_BUF_SIZE)

$3IR m

Fan AN N
3. %XEE/FE/D

= runCmdLoop( | &xxx) %

4. EXplOIt int retval SNAPREPLICA_ERR_GENERIC;

while ]
if (SNAPREPLICA_ERR_NONE != (retval = rec
g oto E,‘-{it;

plic d &xxx) §
int retval = SNAPREPLICA_ERR_GENERIC;

xxx.data
RECV_BUF_SIZE

Synology
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Off-by-one Error

1 E;l:jzAD if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(
L] ~ l _ .

F JU; = i > RECV_BUF_STZE)
2 ﬁfF IEI‘*E L RECV_BUF_SIZE)

$3IR m

Fan AN N
3. %XEE/FE/D

= runCmdLoop( | &xxx) %

4. EXplOIt int retval SNAPREPLICA_ERR_GENERIC;

plic d &xxx) §
int retval = SNAPREPLICA_ERR_GENERIC;

while ]
if (SNAPREPLICA_ERR_NONE != (retval = rec
g oto E,‘-{it;

xxx.data

RECV_BUF_SIZE +N

Synology
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Off-by-one Error

1. A0 e Create information leak
2 THIBRE o Defeat ASLR
— o Leak BSS address
3. 25318 %)
4.

. e Hijack control flow
Exploit

o Overwrite GOT entry

Synology
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Off-by-one Error

S AO e Create information leak

1.

2. [ BRIEIZE o Defeat ASLR
— o Leak BSS address

3. IR

4.

. e Hijack control flow
Exploit

o Overwrite GOT entry

Synology’
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Off-by-one Error

1. A0 e Create information leak
2 THIBRE o Defeat ASLR
— o Leak BSS address
3. 25318 %)
4.

. e Hijack control flow
Exploit

o Overwrite GOT entry
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Off-by-one Error

1. A0 e Create information leak
2 THIBRE o Defeat ASLR
— o Leak BSS address
3. 25318 %)
4.

. e Hijack control flow
Exploit

o Overwrite GOT entry

Synology
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Off-by-one Error

B8 SR i
o LAEUR[OIE AR

o SIEREELNEE
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Off-by-one Error

<) £
int retval = SNAPREPLICA_ERR_GENERIC;

N
%% EEEMEL;}% if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(xxx)).

int recvCmd(struct ~aCmd

o Exit;

° l%‘ %ﬁz;& IEI 1EK§77/@ ﬁﬁﬁ F :ﬁ_',; ‘ .:::.hziiil;’.len > RECV_BUF_SIZE) 3

o LIBRSEIE AL

NAPREPLICA_ERR_NONE != (retval = rec

MEI 9 =

xxx.data[xxx.header.len] =

Synology’
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Off-by-one Error

int recvCmd(s C apl d- &xxx) $

int retval = SNAPREPLICA_ERR_GENERIC;

N
%% EEEMEL;}% if (SNAPREPLICA_ERR_NONE != (retval = receiveMessage(xxx)

o Exit;

o HBIREIERIETRE e
o FEREBRIEE

t runCmdLoop( .
int retval APREPL CA ERR_GENERIC;

whil

SNAPREPLICA_ERR_NONE !=(retval = recvCmd(xxx).
g oto E,‘-{it;

Synology’
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Off-by-one Error

Bk gy EERI
o KEBUIR[EEAZUZEEME o HERMHEAEE
o ;LBESEIEASYEGE o #EEERK/N

o RKEUR[CIE

Synology
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Off-by-one Error

IZETT T

e Internal Training
e SAST

e Full RELRO

Implementation
Training > Plagrélsr:gnand > > Release > Response

Synology
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Off-by-one Error

DT T

e Internal Training
o Newbie training (e.g. CTF style lab)
o Regular sharing talk

e SAST
e Full RELRO

Synology’
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Off-by-one Error

DT T

e Internal Training

° SAST - 1f (CMD_SEND !; xxxheadercmd:l .{. |

4 CID 513253: (#undefined of undefined): Untrusted pointer write (TAINTED_SCALAR)
1 1 5. tainted data: Using tainted variable xxx.header.len as an index to pointer xxx.data.
o Medium issue sing : pointer xxx

O Ensure that tainted values are properly sanitized, by checking that their values are within a permissible range.

P FU” RELRO select issue

wxx.datalxxx.header.len] = "\0';

Synology’
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Off-by-one Error

EQ;EEEC 5 checksec file -1 ./Llibc.so.6 synobtrfsreplicad -o json | jq .
[
.. {
e Internal Training "checks": {

"canary":
"fortified": ’

o SAST "fortify_source":

"fortifyable'":
e Full RELRO it
o Bye, GOT hijacking paeT

"runpath":
"symbols™":
},

"name" 3

Synology

Pwn20wn 245 : AR ERESE ~RE



Off-by-one Error

AT a PRV S T T
e libc++ hardening mode

e Rust

Synology’
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Improper Encoding of Output

Plugin Framework

Synology



Improper Encoding of Output

1. AL
2. THEIBTE
3. BIRRE
4. Exploit

Synology’
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Improper Encoding of Output

1. E AL s EENAL
2. [HERIBAE

3. BRI A

4. Exploit

Synology
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Improper Encoding of Output

1. AL
2. [ERBR=E
3. BIRRE
4. Exploit

Pwn20wn #245 : IR ARISIR R B

bpftrace EHt 25 EREE

# bpftrace --unsafe /follow_syscall activity.bt
Attaching 1 probe.

PID: 22515 CMD: NULL #[@]

PID: 22515 ENV:

PATH=/sbin:/bin:/fusr/sbin:/usr/bin:/fusr/syno/sbin:/usr/syno/bin:/usr/local/sbin

tfusrflocal/bin
ENV:
ENV:
ENV:
ENV:
ENV :
EMV:
EMV:
ENV:
EMV:
ENV :
ENV:

CRENT s

PID:
PID:
PID:
PID:
PID:
PID:
PID:
PID:
PID:
PID:
PID:

nT

22515
22515
22515
22515
22515
22515
22515
22515
22515
22515
22515

LLY-EN-]

SOCKET=/run/synoscgi.sock

LD_PRELOAD=openhook . so

CONTENT_LENGTH=138%9
REWRITE_APP=SYNO.SDS.Bee.Instance
SCRIPT_FILENAME=/usr/syno/synoman/webapi/entry.cgi
SCRIPT_MAME=/webapi/entry.cgi

REQUEST_METHOD=POST
REQUEST_URI=/webapi/entry.cgi?api=SYNO.BEE.API.Auth
QUERY_STRING=api=SYNO.BEE.API.Auth
CONTENT_TYPE=application/x=-www=-form-urlencoded; charset=UTF-8
DOCUMENT _URI=/webapi/entry.cgi

PP IRAE AT PAAT — daim o s com M

Synology’



Improper Encoding of Output

=AML SARI BEHMEMEE

ﬁﬁ)ﬂ ‘|E% 5FE3 PID: 22691 CMD: /usr/syno/plugin/weblogin/synocgi-plugin-weblogin --post #[2]
] EARE PID: 22691 ENV:

PATH=/sbin:/bin:/usr/sbin:/usr/bin:/usr/syno/sbin:/usr/syno/bin:/usr/local/sbin
“« N = :fusr/local/bin
3. ﬁ&iﬁ;}?‘-ﬁ;ﬂ PID: 22691 ENV: USER=USERNAME
PID: 22691 ENV: TYPE=passwd
PID: 22691 ENV: SESSION=webui
- PID: 22691 ENV: API_VERSION=7
4_ EXpIOlt PID: 22691 ENV: IS_KNOWN_DEVICE=no
PID: 22691 ENV: IP=192.168.58.186
PID: 22691 ENV: AGENT=Mozilla/5.8 (Windows NT 18.8; Win64, x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.8.8 Safari/537.36
PID: 22691 ENV: STATUS=fail
PID: 22691 ENV: RESULT=-2
PID: 22691 ENV:
SYNO_PLUGIN_ARGS=/run/synoplugind//tmp/env.22249.dd158dfd-eeBB8-4578-bcb3-f52edd
f21e12 #[3]
PID: 22691 ENV: SYNO_PLUGIN_UUID=dd158dfd-eeB8-4578-bch3-f52edBf21e12
PID: 22691 CMDL: fusr/syno/plugin/weblogin/synocgi-plugin-weblogin
PID: 22691 CMDL: --post

Synology’
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Improper Encoding of Output

735 | PID: 22691 CMD:
? ﬁ'ﬂz;@%i PID: 22691 ENV:

PATH=/sbin:/bin:

1
2
3. =R o o
4

Lae - o

PID: 22691 ENV:

o PID: 22691 ENV:
Exploit PIo: 22691 ENV:
PID: 22691 ENV:

PID: 22691 ENV:

AppleWebKit/537.

PID: 22691 ENV:
PID: 22691 ENV:
PID: 22691 ENV:

IRIRSHAEERERHE

fusr/synoe/plugin/weblogin/synocgi-plugin-weblogin --post #[2]
fusr/sbin:/usr/bin:/usr/syno/sbin:/usr/syno/bin:/usr/local/sbin

USER=USERNAME

L Puuunu

SESSION=webui

API_VERSION=7

IS_KNOWN_DEVICE=no

IP=192.168.56.186

AGENT=Mozilla/5.8 (Windows NT 16.8; Win64, x64)

36 (KHTML, like Gecko) Chrome/128.8.8.8 Safari/537.36
STATUS=fail

RESULT=-2

SYNO_PLUGIN_ARGS=/run/synoplugind//tmp/env.22249.dd158dfd-eeBB8-4578-bcb3-f52edd

f21e12 #[3]
PID: 22691 ENV:

PID: 22691 CMDL:
PID: 22691 CMDL:

Pwn20wn #2%% : lEHR AN RER

SYNO_PLUGIN_UUID=dd158dfd-eeBB-4578-bch3-f52edaf21e12
fusr/syno/plugin/weblogin/synocgi-plugin-weblogin
--post

Synology



Improper Encoding of Output

1
2
3. IR RE
4. Exploit

Pwn20wn #2%% : lEHR AN RER

PID: 22691 CMD:
PID: 22691 ENV:
PATH=/sbin:/bin:
:fusrflocal/bin
ENV
ENV:
ENV:
ENV:
ENV:
ENV
ENV :

PID:
PID:
PID:
PID:
PID:
PID:
PID:
AppleWebKit/537.
PID: 22691 ENV:
PID: 2296971 ENV:
PID: 22691 ENV:

22691
22691
22691
22691
22691
22691
22691

BESNAT TR

fusr/synoe/plugin/weblogin/synocgi-plugin-weblogin --post #[2]
fusr/sbin:/usr/bin:/usr/syno/sbin:/usr/syno/bin:/usr/local/sbin

USER=USERNAME

TYPE=passwd

SESSION=webui

API_VERSION=7

IS_KNOWN_DEVICE=no

IP=192.168.56.186

AGENT=Mozilla/5.8 (Windows NT 18.8; Wint4, x64)

36 (KHTML, like Gecko) Chrome/128.8.8.8 Safari/537.36
STATUS=fail

RESULT=-2

SYNO_PLUGIN_ARGS=/run/synoplugind//tmp/env.22249.dd158dfd-eeBB8-4578-bcb3-f52edd

f21e12 #[3]
PIDT

L2409

ENV

STHNU_FLUGIN_UULIL=daloudTd-cedd-25/d-DChd-ToleduTLle L

PID: 22691 CMDL: fusr/syno/plugin/weblogin/synocgi-plugin-weblogin

PID: 22691 CMDL:

--post

Synology’



Improper Encoding of Output

1. SFAL 7
2. [ ERIEIZ USER=USERNAME

TYPE=passwd
. SESSION=webui
3. 2215 7o API_VERSION=7
IS_KNOWN_DEVICE=no
i IP=192.168.50.186
4. EXp'OIt AGENT=Mozilla/5.8 (Windows NT 18.8; Win64: x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/128.8.8.8 Safari/537.36
STATUS=fail
RESULT=-2

Synology’
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Improper Encoding of Output

SR AO Azl injection WEE

T ﬁ@;@*aﬂz USER=PLUGIN_VALUE_START

1.
2. USERNAME
— MEXTLINE
3. %éf%)}ﬁzﬁﬁ PLUGIN_VALUE_END
TYPE=passwd
. SESSION=webui
4' EXplOlt APT_VERSION=Y
IS_KNOWH_DEVICE=no
dsmForm; Object IP=192.168.50.186
0TPcode - AGENT=Mozilla/5.8 (Windows NT 18.8; Winé4, x64) AppleWebKit/537.36 (KHTML, like
S50Token: Gecko) Chrome/128.8.8.8 Safari/537.36
password: STATUS=fail
username : RESULT=-2

Synology’
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Improper Encoding of Output

1. S AL EEE
ﬁﬂ > = USER=PLUGIN_VALUE_START

2' ? 4:3@*5 USERNAME

« — PLUGIN_VALUE_END
3. ’%Qfﬁ)}ﬁ:'ﬁ;ﬁ NEWVAR=PLUGIN_VALUE_START

TEST
. PLUGIN_VALUE_END

4, EXplOlt TYPE=passwd

SESSI0ON=webui

API_VERSION=7

IS_KNOWN_DEVICE=no

IP=192.168.58.186

AGENT=Mozilla/5.8 (Windows NT 18.8; Win&4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/128.8.8.8 Safari/537.36

STATUS=fail

RESULT=-2

Synology’
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Improper Encoding of Output

S AO Bingo!

? ﬁ@ ;I% *EE'E Args=[USER=USERNAME , NENVAR=TEST, TYPE=passwd, SESSI0ON=webui, APTI_VERSION=7, IS_KNOW
N_DEVICE=no,IP=192.168.58.186, AGENT=Mozilla/5.8 (Windows NT 18.8; Winb4, x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.8.8.8

1.
2.
€} %é EE ?ﬁlﬁ 5@ Safari/537.36, STATUS=fail, RESULT=-2]
4. Exploit

Synology’
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Improper Encoding of Output

1. E AL e Write to arbitrary file
2. (HRIBE o 1d related environ variables
3. 2218 H e Understand cron daemon
_ o Ignore malformed lines
4. Exploit

Synology’
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Improper Encoding of Output

1. E AL e Write to arbitrary file
2. (HRIBE o 1d related environ variables
3 SR s LD _PRELOAD
s LD DEBUG
4. Exploit s LD_DEBUG_OUTPUT

e Understand cron daemon

o Ignore malformed lines

Synology’
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Improper Encoding of Output

1. E AL e Write to arbitrary file
2. [HEEZ o 1d related environ variables
3. 2218 H e Understand cron daemon
EYDIoN o Ignore malformed lines

. Exploi

Synology’
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Improper Encoding of Output

581 52 I e BER=
o BEFTWMARNER o L IRIRE A ST AR

Synology’
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Improper Encoding of Output

DT T

e Internal Training
o Newbie training

o Regular sharing talk

Implementation
Training > Plagglsr:gnand > > Release > Response

Synology
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mcs mEl

Synology



o SAST

m Coverity E21cREE A ] fine-tune
o Toolchain hardening flag

m Full RELRO

o Memory-safe language

m Rust

e 18 internal training 1322 A 857D
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Q&A

pohsingwu@synology.com

Synology
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