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Adversary Driven Security

Kubernetes £ Container Runtime
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Threat Modeling of
Kubernetes & Container Runtime

Bz5{E89 MITRE ATT&CK #Bp=
MITRE ATT&CK Matrix for Containers
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Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

BIZRENE L
Audit Driven Security

I2#ZCIS Kubernetes&iDockerfYaT BRI & 2

Outlines of the CIS Benchmarks
with Kubernetes & Docker

CISFEA: Tt tRKRBNEEERRE

CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

BFE Kubernetes

Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Concepts of Threat Modeling

Threat Modeling Manifesto:

v" What are we working on?

v" What can go wrong?
v What are we going to do about it?

v Did we do a good enough job?

This allows security to be "built-into" a system rather than "bolted-on".

- OWASP: Threat Modeling Cheat Sheet

CYBERSEC 2025 EEERA® | 5
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Threat Modeling of
Kubernetes & Container Runtime

&B2a{EAY MITRE ATT&CK #EP&

MITRE ATT&CK Matrix for Containers APl server

Cloud
provider Cloud controller

AP| manager
(optional)

WEBIREMHE  39HEER

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

Controller
manager

EREHNER

etcd
(persistence store)

Audit Driven Security

IBAZCIS KubernetesEiDockerfy TRl B X

Outlines of the CIS Benchmarks kubelet

with Kubernetes & Docker
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@ @ Scheduler
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations

Q0000

WEIBIREMHFE : HRERE

-
|
|
|
|
|
|
!
!
|
|
|
|
|
|
|
|
|
)

Control Plane

\

Cases Study: The Exploit to
the Misconfigurations

Node
BFE Kubernetes

Defending Kubetnetes
fEFMITRE D3FEND4EE
i e B B BRI e AN LA 53 4R

Mapping the Best Practices & Controls Ref: Kubernetes Components — Kubernetes.io CYBERSEC 2025 !ﬂﬁﬁx' | 6
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Kubernetes Interfaces

CYBERSEC 2025
SEERA "

Master

etcd (key-value DB, SSOT)

Controller Manager
(Controller Loops)

S

API| Server (REST API)

S

Scheduler
(Bind Pod to Node)

Nodes

Networking

Ku belet

Contalner
Runtime

Node 1

Networking

Kubelet

Contalner
Runtime

Node 2

Networking

Kubelet
I Container
Runtime

Node 3

Ref: 11 Ways (Not) to Get Hacked — Kubernetes.io Blog by Andrew Martin

CYBERSEC 2025 EEERAR | 7
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Threat Modeling of
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Node Master
B25{E89 MITRE ATT&CK %Bp#

Kubelet DaemonSet Pod StatefulSet / Deployment Pod Kube
4 N\ CSiDriver | | /CSIDriver \(~ N ||| | Controller

registrar

MITRE ATT&CK Matrix for Containers

W IR AT : S3EAEER Manager

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

external-provisioner 1

[dentity + Identity + 1
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Audit Driven Security A Driver gRPC (UDS \
IBEZCIS Kub EiDockerRYETHI B #E : EQETFEU " 'iDI‘"I
7 t SRR B= %
upernetes ocKer | ( HF}GJ B -

= I :
Outlines of the CIS Benchmarks | UDS) QRPC (UDSJ E Empt}.’[ﬂr "'l,,.l'rr:lll,__ln"lE' J I

EREHNER

with Kubernetes & Docker

CISETS: FE s ANgE IS ae T gRPC (UDS)

— ' | — [ — etcd j
[ Hostpath volumes J [ Host fvarflibfkubelet} E

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

WEIBIREMHFE : HRERE

Cases Stgdy: T_he Exploit to
the Misconfigurations Third Party Storage Vendor Container UDS - Unix Domain Socket

BFE Kubernetes

Sidecar containers by Kubernetes Team

Defending Kubetnetes

WL%E;MTI;E#ED3FEND?§F$ ‘
R ERIRRERIARAL S Ref: CSI Volume Plugins in Kubernetes Design Doc CYBERSEC 2025 E 2T AE I 8

Mapping the Best Practices & Control 2l ' Tolal® i '
geaoclney Baci et K8s Github, Design-Proposals-Archive
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

BFE Kubernetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

dockershim

cri-containerd

Kubelet

%

Ref. Containerd Brings More Container Runtime Options for Kubernetes
— Kubernetes.io Blog by Antao Liu, Mike Brown

Kubelet

dockershim

cri-containerd

-

cri-containerd

image
service

runtime
service

N

:untainerm ‘
Client

\J
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CYBERSEC 2025
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docker containerd

containerd

container

container

f’

sandbox
container

container
A

Pod A Namespaces
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix
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DDoS Easier Change Lower asset value
resistant Detection for attackers
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STRIDE with

Distributed, Immutable, and Ephemeral (DIE) \

Repudiation [& 52

Elevation of Privilege [ [E1271]

Information Disclosure [E 5]l )REE]

Denial of Service (DoS) [B & AR7]

\\\\\\ ]

Non Repidiation (with Audit Logging)
IR EE(%’WFZ - D/b\)]

Ephemeral [f55

Distributed [ BT\

Authorization [ (TR 5E1E[F)]

STRIDE DIE+ANA CIA+ANA
Spoofing [FX5] Authentication [5 705558
Tampering [Z24] Immutable [~ 5] &

Authentication [5058

EINEkvA

Integrity [T

%]

Non-Repidiation [ P] BEs

DIE]

Confidentiality [f&2%4]

Availability [F] )

/

\éE]

Authorization [F571#]
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Threat Modeling of
Kubernetes & Container Runtime

Z522{LBY MITRE ATT&CK 4Efi& Key

Data Flow

3. Poll for current,
[/ desired State

MITRE ATT&CK Matrix for Containers [l|_____ Trust Boundary

4. Manzge replicas,
EZErvice 3CCouUnts,
endpoints

—— Machine Segregation

WEBIREMNHE : HHEER

V2. validate
Cases Study: Exploitable Vulnerabilities Process or Component |/ Mutate -
& Abuse the Legitimate Objects \PRInEn

i E. Scheduls
Pod

5. Poll for
Mew
Pod

RN ER \

Data Store Data Store ™

16. Poll for
services / endpoints

Audit Driven Security |
1. Apply
USER ———Deployment

I EZCIS KubernetesEiDockerfY T B #E

Outlines of the CIS Benchmarks
with Kubernetes & Docker

&. Docker run

/ Pod *

14. Image Manifest

+ Blobs _‘_H‘""“'-ﬂ--...

CISFEA: TR R BIEEERER y

Image
Repository

CIS Benchmarks: 13 Image ~ ContainerD \ | 1
Audit Deficiencies as Misconfigurations / ,
J ; 10. No |
M Image 12. Load |mage 11. Get in‘lElgE_________._.—-—-' 1 i
2 IFFZE - s2@2ncs ! : \
R IEERGINE : #HiRRE ! Repository <"’ i

~ . 9. Image

! /A
Data Store ¢ . /
' ’ ~ Available? ! /

Cases Study: The Exploit to
the Misconfigurations

BFE Kubernetes

Defending Kubetnetes
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Ref: K8s Attack Tree - Summary CYBERSEC 2025 EEERXAE ‘ 12
— CNCF GitHub, financial-user-group: k8s-threat-model

Mapping the Best Practices & Controls
to MITRE D3FEND Matrix
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S OSWASP Kubernetes Top 10 - 2022 W\

Kubernetes & Container Runtime

Z28{LAY MITRE ATT&CK 460 "' o \

Risk (/2 [ Summary (5 £)

MITRE ATT&CK Matrix for Containers

Workloads with overly permissive configurations

B K01: Insecure Workload Configurations (like running as root, privileged containers) can
Rt (180 T (FEEELE) lead to compromise.
EEEEE e L
8 Vulnerabilities in container images and
Audit Driven Security K02: Supply Chain Vulnerabilities ({tf€#2)®m)F) dependencies can be exploited if not properly
I2EZCIS KubernetesEiDockerg9sF Bl B % managed ]

Outlines of the CIS Benchmarks MISCOan Ured RO|e-BaSGd ACCGSS COntFO| can
i fubemetes A Pode KO3: Overly Permissive RBAC Contigurations grant exgessive permissions, leading to privilege
CISFFHEI: B ERKBNIEERER (ﬂ% §%7M}\ E/j RBAC Efﬁ) escalation ,

CIS Benchmarks:
ACETE D s e TR Lack of consistent policy enforcement across
KO04: Lack of Centralized Policy Enforcement pOlicy ent .
WEEHRGITE : BiSRE clusters can lead to misconfigurations and
(TR = EEPEERBS T T) -
Cases Study: The Exploit to SeCU”ty gaps
the Misconfigurations
FagRk Kubernetes KOS: Inadequate Logging and Monitoring Insufficient logging and monitoring hinder
Defending Kubetnetes (BB B 5550 Bkl B i) detection and response to security incidents.

{EFAMITRE D3FEND#E &
i e 1 B B2 R IE IR N L 57 48
Mapping the Best Practices & Controls CYBERSEC 2025 !mﬁﬁx' | 13
to MITRE D3FEND Matrix
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Cases Study: Exploitable Vulnerabilities
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
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Cases Study: The Exploit to
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Most Common Risks:

OSWASP Kubernetes Top 10 - 2022 ANELN

Risk (/&

Summary (iF£)

KO6: Broken Authentication Mechanisms

(B 10 Rese 1l KRN

KO7: Missing Network Segmentation Controls

(TR DA RS 0 B Pl FE 1)

KO08: Secrets Management Failures

(S IR I3

K09: Misconfigured Cluster Components

(PEFREX E RV = S=AE A TTIT)

K10: Outdated and Vulnerable Kubernetes
Components
(B B A RF Kubernetes 4855 701F)

Weak or improperly configured authentication
mechanisms can allow unauthorized access to
the cluster API.

Lack of network segmentation allows
compromised workloads to easily move laterally
within the cluster.

Improper storage and handling of secrets can
lead to their exposure.

Misconfigurations in core Kubernetes
components (like kubelet, etcd, kube-apiserver)
can lead to compromise.

Unpatched vulnerabillities in Kubernetes and its
components can be exploited by attackers.

CYBERSEC 2025 ESERA® | 14
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ZRBEE

Threat Modeling of
Kubernetes & Container Runtime

&z:{EAY MITRE ATT&CK #Bf&

MITRE ATT&CK Matrix for Containers

Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Impact
Escalation Access Movement
WEFIREGNE : SHHEER 3 techni - - : - : - - :
ques 4 techniques 7 techniques 6 techniques 7 techniques 3 techniques 3 techniques 1 techniques 5 techniques
Cases Study: Exploitable Vulnerabilities Exploit Container Account Account Build Image on Brute Force (3 n Container Use Alternate Data
& Abuse the Legitimate Objects Public-Facing Administration Manipulation () Manipulation () Host and Authentication Destruction
Application Command Steal Resource Material (7
AL EEE B Create Create or Modify Deploy Container Application Discovery Endpoint
External Deploy Account q System Access Token Denial of
Remote Container Process (1) Impair Network Service
Audit Driven Security Services Create or Modify Defenses (1) Unsecured Service
Scheduled System Escape to Host Credentials () Discovery Inhibit
Valid Task/Job (1) Process (1) Indicator Removal System
I2HZCIS Kubernetes®iDockerf9zT R & 2 Accounts (7 Exploitation for Permission Recovery
User External Remote Privilege Masquerading (o) Groups
Outlines of the CIS Benchmarks Execution (q) Services Escalation P Discovery Egﬁgﬂ(f
with Kubernetes & Docker Implant Internal Scheduled Authentication Service
Image Task/Job (7 Material (1
CISEEHI: e TRk BNEERER Resource
Scheduled Valid Valid Accounts (5 Hijacking (2 I
CIS Benchmarks: Task/Job (1) Accounts (y)

Audit Deficiencies as Misconfigurations

Valid
Accounts (7

Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes

fEFMITRE D3FEND#*E[&
e £ B I EEHER ML 7 58
Mapping the Best Practices & Controls CYBERSEC 2025 !mﬁﬁx' ‘ 15
to MITRE D3FEND Matrix
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WESEER

] e BEBR R IERTEE - #AEL
e%&ﬂ:ﬂ’g MITRE ATT&CK ¥EF§ one * ERampnst ol A= A B RIEL C2 RlfiRss f % T
Team TNT R

/

WEBBIREMHE . BHEER v

LS i g
(Docker/Kubelet AP

MITRE ATT&CK Matrix for Containers

Cases Study: Exploitable Vulnerabilities

& Abuse the Legitimate Objects \ /

EizEgE% EREREIDE SR

Audit Driven Security

I2#2CIS KubernetesiiDockerf: R B % MEARES

Outlines of the CIS Benchmarks

with Kubernetes & Docker 1 FA TR TS B DAY FIM Kubelet API #F8 Docker API
\ *
CISFEAI: BiztrkBIEasRER WITIES | BEEE

— 7 N

1 R
ERERARE (BRI, BlREE) (3EE, Bisey, dEEH)

WEBRELIMR : HRKRTE \ / %

Cases Study: The Exploit to B E (FHiAEE Kubelet) BEFRUE
the Misconfigurations

FFZ Kubernetes \ / \ v

HREE (EREBEEE) fn S EEH] (C2 B & 8E)

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

Defending Kubetnetes

{EFAMITRE D3FEND%E & = e
o= (E B IR EZEFI a2 8 e C2 TRTRNESH
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Mapping the Best Practices & Controls
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Kubernetes £1 Container Runtime
ZEREERE

Threat Modeling of

[ Y
Outlines of the CIS Benchmarks A
o with Kubernetes & Docker

II

i llll

\

\

\
.\,_\.
Kubernetes (TN RIER viraizaton | \
CIS Alibaba Cloud Container Service For Kubernetes (ACK) Benchmark v1.0.0 C1S Docker Benchmark v1.7.0
MITRE ATT&CK Matrix for Containers
CIS Docker Benchmark v1.6.0
Iﬂ%ﬁiﬁﬁﬁ“ﬁ% c 55 !ll.i E—EE F CIS Amazon Elastic Kubermetes Service (EKS) Benchmark v1.6.0
Cases StUdy Exploitable Vulnerabilities CI5 Azure Kubernetes Service (AKS) Benchmark v1.5.0
& Abuse the Legitimate Objects

EREHNELR

CIS Docker Community Edition Benchmark v1.1.0
CIS Google Kubemetes Engine (GKE) Autopilot Benchmark v1.0.0

Audit Driven Security

CIS Google Kubemetes Engine (GKE) Benchmark v1.7.0

CIS Kubermetes Benchmark v1.9.0

IZ2EECIS KubernetesiiDockerfY TR E #

CIS Kubernetes Benchmark v1.9.0
CI5 Kubermetes Benchmark v1.86.0
Outlines of the CIS Benchmarks
with Kubernetes & Docker

CIS Kubernetes Benchmark v1.8.0
CIS Kubemetes Benchmark v1.7.1
CIS Kubemetes Benchmark v1.10.0
CISFEEl: FEt% TR K BIEERER
CIS Benchmarks:

CIS Kubemetes Benchmark v1.0.0
Audit Deficiencies as Misconfigurations

C15 Kubemetes Benchmark v1.11.0

CIS Kubernetes Benchmark v1.7.1

Cases Study: The Exploit to

CI5 Oracle Cloud Infrastructure Container Eng
the Misconfigurations

or Kubemetes(OKE) Benchmark v1.5.0

CIS Kubernetes Benchmark v1.10.0

E

FFE Kubernetes

CIS Red Hat OpenShift Container Platform Benchmark v1.6.0

CIS Red Hat OpenShift Container Platform Benchmark v1.7.0

CIS Kubernetes Benchmark v1.0.0
Defending Kubetnetes

{EFMITRE D3FEND#Ef&E
e B £ B B B IE I FE R I LA 73 48

CIS Kubernetes Benchmark v1.11.0

Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

https://downloads.cisecurity.org/

CYBERSEC 2025 E#ERAE | 22
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Key Concepts of Recommendation

Kubernetes £1 Container Runtime

ZEEEE

Threat Modeling of

Kubernetes & Container Runtime Recommendation Definitions Impact Statement

o~ Any security, functionality, or operational consequences that can result from following
& {CAY MITRE ATT&CK %2 The following defines the various components included in a CIS recommendation as the recommendation.
applicable. If any of the components are not applicable it will be noted, or the

MITRE ATT&CK Matrix for Containers component will not be included in the recommendation. Audit Procedure

Title Systematic instructions for determining if the target system complies with the
recommendation.

= g - SEBLEh ) .. . . .
REIRIRRBITR « SRR Concise description for the recommendation’'s intended configuration.

Remediation Procedure

Cases Study: Exploitable Vulnerabilities Assessment Status
& Abuse the Legitimate Objects Systematic instructions for applying recommendations to the target system to bring it

An assessment status is included for every recommendation. The assessment status into compliance according to the recommendation.
AZERE T indicates whether the given recommendation can be automated or requires manual
= steps to implement. Both statuses are equally important and are determined and Default Value

supported as defined below:

Audit Driven Security Default value for the given setting in this recommendation, if known. If not known, either

Automated not configured or not defined will be applied.
s S Represents recommendations for which assessment of a technical control can be fully References
SZRECIS KubernetesfDockerfyzHAIES automated and validated to a pass/fail state. Recommendations will include the
necessary information to implement automation. Additional documentation relative to the recommendation.
Outlines of the CIS Benchmarks
with Kubernetes & Docker Manual CIS Critical Security Controls® (CIS Controls®)
CISSTH 3R bR B s a8 sa e Represents recommende!tiuns for which assessment of a tec_hnical control cannot be The mapping between a recommendation and the CIS Controls is organized by CIS
rrms s HERRRAE fully automated and requires all or some manual steps to validate that the configured Controls version, Safeguard, and Implementation Group (IG). The Benchmark in its
state is set as expected. The expected state can vary depending on the environment. entirety addresses the CIS Controls safeguards of (v7) “5.1 - Establish Secure
CIS Benchmarks: Configurations” and (v8) '4.1 - Establish and Maintain a Secure Configuration Process”

Audit Deficiencies as Misconfigurations Profile so individual recommendations will not be mapped to these safeguards.

A collection of recommendations for securing a technology or a supporting platform. T -
Most benchmarks include at least a Level 1 and Level 2 Profile. Level 2 extends Level 1 Additional Information
recommendations and is not a standalone profile. The Profile Definitions section in the Supplementary information that does not correspond to any other field but may be
Cases Study: The Exploit to benchmark provides the definitions as they pertain to the recommendations included for useful to the user.

the Misconfigurations the technology.

WRIFRIRRGIFR : HERRE

FFE Kubernetes Description

Detailed information pertaining to the setting with which the recommendation is
Defending Kubetnetes concerned. In some cases, the description will include the recommended value.

#EEMITRE D3FEN DGR Rationale Statement

i £ B B BT HIFE ML 7 58 Detailed reasoning for the recommendation to provide the user a clear and concise
understanding on the importance of the recommendation.

Mapping the Best Practices & Controls
to MITRE D3FEND Matrix
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Profile Levels

Kubernetes £ Container Runtime

ZEBEE
e Feature CIS Level 1 CIS Level 2
&2 LY MITRE ATT&CK #EFe Security Goal Foundational security, lower attack Defense in depth, higher security for
ITRE ATTRCK Matrix for Containers surface, basic hygiene paramount environments

W SIBEFITE : 38K Implementation Easier, quicker, less expertise needed | More complex, time-consuming, requires

Cases Study: Exploitable Vulnerabilities SignifiCant expertise and teSting
& Abuse the Legitimate Objects

EREHNELR

Operational Impact Minimal expected impact on Potential adverse effects if not implemented
performance/functionality with due care; requires careful validation

Audit Driven Security

I2EZCIS KubernetesEiDockerfy TRl B2

Outlines of the CIS Benchmarks
with Kubernetes & Docker

Target Environment General purpose, baseline for most High-security environments, sensitive data,

CISFFEl: 1 ERKBIERFRRTE . . ”r . .
organizations critical systems, regulated industries

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

HBRERRGI : SR Typical Scope (K8s) Practical, prudent settings, clear More stringent configurations, potentially

security benefit, minimal utility impact impacting usability or performance, deeper
security controls

Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes
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Kubernetes £ Container Runtime
ZEBERE

with Kubernetes & Docker

Kubernetes & Container Runtime

F1L#I MITRE ATT&CK 456 Benchmark Category Scope of Checks

MITRE ATT&CK Matrix for Containers Kubernetes Control Plane Components Configuration files and runtime settings for kube-apiserver,
kube-controller-manager, kube-scheduler, and control plane
node configurations.

WEBBIREMNHFE : HREER

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

Kubernetes Security configuration of the etcd datastore, including

EZERENE L ' ' '
ERAEENE R authentication, encryption, and access control.

Audit Driven Security
Kubernetes Control Plane Configuration Cluster-wide configuration aspects like authentication,

authorization (RBAC), and audit logging.

I2EZCIS KubernetesEiDockerfy TRl B2

Outlines of the CIS Benchmarks
with Kubernetes & Docker

Kubernetes Worker Nodes Configuration files and runtime settings for kubelet and kube-
proxy on worker nodes.

CISFFEI: FE1ZTRKBNEERERTE

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

Kubernetes Policies Cluster-wide security policies related to RBAC, network
segmentation, pod security, secrets management, and
Cases Study: The Exploit to o
the Misconfigurations resource limits.

WEBIREMFR : BRERE

FFE Kubernetes i i ] ] _ _ _ _
Container Runtime Configuration |Container Runtime process parameters and configurations.

Defending Kubetnetes (Req. 5.1~5.32)

{EFMITRE D3FEND#Ef&E
e B £ B B B IE I FE R I LA 73 48
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Adversary Driven Security

Kubernetes £ Container Runtime
ZEEEE

Threat Modeling of
Kubernetes & Container Runtime

Bzs{EB9 MITRE ATT&CK %BP=
MITRE ATT&CK Matrix for Containers

WEBBIREMHE : BEER

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

BRI ER
Audit Driven Security

IBEZCIS Kubernetes#iDockerfy T Bl B2

Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations

WEBRELIMR : HRKRTE

Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Kubernetes Benchmarks

CYBERSEC 2025
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\

Kubernetes versions

CIS 1.7.1

1.25

CIS 1.8

1.26

CIS 1.9

1.27-1.29

CIS 1.10

1.28-1.31

CIS 1.11

1.29-1.32
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https://workbench.cisecurity.org/benchmarks/17568
https://workbench.cisecurity.org/benchmarks/19519
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Adversary Driven Security

Kubernetes £1 Container Runtime
ZEERE

Threat Modeling of
Kubernetes & Container Runtime

ABzs{ERY MITRE ATT&CK %BP=
MITRE ATT&CK Matrix for Containers
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Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

EBIZEENE L
Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Control Plane Components:
Control Plane Node Configuration Files

21 Level 1 Profile Checks, 0 Level 2 Profile Checks:

Audits verify the ownership and permissions of

, such as the admin config files (/etc/kubernetes/admin.conf),
PKI certificates and keys, CNI files, and the manifest files used by
the kubelet to run static pods for control plane components.

* Audit Deficiencies Implication:

Incorrect permissions (e.g., world-readable private keys) could lead

to credential theft, or unauthorized modification of control plane
configurations.
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Threat Modeling of
Kubernetes & Container Runtime

Bzs{EB9 MITRE ATT&CK %BP=
MITRE ATT&CK Matrix for Containers
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Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

BRI ER
Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Control Plane Components: API Ser .er

o 27 Level 1 Profile Checks, 3 Level 2 Proflle Checks

The recommendations by enforcing
strict authentication, authorization, and secure communication
protocols. They ensure proper TLS and certificate configurations
between cluster components while limiting potentially risky
behaviors through tailored admission controllers. Comprehensive
logging, auditing, and encryption practices further protect sensitive
data and help maintain a robust, resilient Kubernetes control plane.

* Audit Deficiencies Implication:

Failing on these checks indicates critical security gaps, such as
allowing unauthenticated access, lacking proper authorization,
permitting insecure pods, or failing to log security events, directly
enabling TTPs like "External Remote Services (T1133)" or
"Privilege Escalation” via RBAC bypass.

CYBERSEC 2025
SEERA "
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Threat Modeling of
Kubernetes & Container Runtime
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MITRE ATT&CK Matrix for Containers

WEBBIREMNHFE : HREER

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Control Plane Components:
Controller Manager

7 Level 1 Profile Checks, 0 Level 2 Profile Checks:

Audits focus on arguments like ensuring it uses its dedicated
service account credentials (--use-service-account-

credentials=true), disabling profiling (--profiling=false), and binding
to a secure address.

* Audit Deficiencies Implication:

Misconfigurations might allow unauthorized actions if the controller
manager's identity is compromised or expose performance data.
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
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FFE Kubernetes

Defending Kubetnetes

{EFMITRE D3FEND%Ef&
e Bx (£ B B B FE I Fa R I LA 73 48

Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Control Plane Components: Sch ehle - X

CYBERSEC 2025
SEERA "

2 Level 1 Profile Checks, 0 Level 2 Profile Checks:

Similar to the controller manager, checks focus on disabling

profiling and binding to a secure address.

* Audit Deficiencies Implication:

Exposes performance data or allows potential unauthorized

Interaction with the scheduler.
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Threat Modeling of
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Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:

Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

etcd

. 7 Level 1 Profile Checks, 1 Level 2 Profile Checks: \

The etcd audit contents primarily _

This involves ensuring that all client and peer communication is
encrypted using TLS, enforcing client authentication to prevent
unauthorized access, and disabling auto-TLS to avoid reliance on
self-signed certificates. Additionally, it mandates the use of a
unique Certificate Authority (CA) for etcd, separate from the
Kubernetes cluster's CA, to further restrict access.

* Audit Deficiencies Implication:

Exposed or unencrypted etcd allows attackers direct access to all
cluster secrets, configurations, and state, leading to complete
cluster compromise.
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Cases Study: Exploitable Vulnerabilities
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

etcd

f, SHODAN Explore Downloads

China

Hong Kong 384
United States 312
Germany 311
Singapore 132
Aliyun Computing Co., LTD 322

Tencent cloud computing {Beijing) Co., ... 231
Hetzner Online GmbH 251
Tencent Cloud Computing (Beijing) Co., ... 150

Huawei Public Cloud Service (Huawei 50...110

Fricing & "etcd” port:2379,2380, 2381
ot oy . D i J D i P i
il View Report &% Download Results ki Historical Trend
Product Spotlight: We've Launched a new AFPI for Fast Vul
8.138.153.7
China, Guangzhou Name: default
ersion: 3.5.4
cloud API: w3
Database Size: 16.62 MB i
PEErsS
hittp://localhost:2388
150.136.126.15
22 ynited States, Ashbum ame: default
fersion: 3.4.15
cloud APT: w2
JpT1me 211h8m59 . 53958583985
Peers
http localhost: 2388
154.208.212.30
* Hong Kong, Hong Kong Name: default
ersior G.11
Jptime: 2410h4a5m23.8456878455
Peers
http localhost: 2388
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Cases Study: Exploitable Vulnerabilities
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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Cases Study: The Exploit to
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FFE Kubernetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

CYBERSEC 2025
SEERA "

Control Plane Configuration: | \ A
Authentication anad Authorlzatlon

3 Level 1 Profile Checks, 0 Level 2 Profile Checks:

Audits re-verify that strong authentication is enforced (no
anonymous access) and that RBAC is the primary authorization
mode, configured following the

* Audit Deficiencies Implication:

Weak authentication or authorization allows unauthorized access
and actions within the cluster.
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Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations

WEBIREMFR : BRERE

Cases Study: The Exploit to
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Control Plane Configuration: Logging

1 Level 1 Profile Checks, 1 Level 2 Profile Checks:

Audits ensure Kubernetes , configured with
an appropriate policy to capture meaningful events (metadata,

request, response stages), and logs are sent to a persistent, secure
location, with appropriate retention policies.

* Audit Deficiencies Implication:

Lack of audit logs severely hinders detection, investigation, and
response to security incidents.
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Worker Node Configuration Files

Kubernetes & Container Runtime

A 221689 MITRE ATT&CK 4Bp& Y
MITRE ATT&CK Matrix for Containers

WEBBIREMNHFE : HREER

« 10 Level 1 Profile Checks, 0 Level 2 Profile Checks:

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

EREHNELR

Checks ensure proper ownership (root:root) and

Audit Driven Security (e g b 600) fOr kU belet and kU be'proxy
J2AZCIS KubernetesEiDockerf9 A1 E and any aSSOCiated

Outlines of the CIS Benchmarks
with Kubernetes & Docker

s mEREDEEE » Audit Deficiencies Implication:

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

. st Allows unauthorized users on the node to read sensitive
configurations or modify agent behavior.

the Misconfigurations

FFE Kubernetes

Defending Kubetnetes

{EFMITRE D3FEND#Ef&E
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Cases Study: Exploitable Vulnerabilities
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Audit Driven Security
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

CYBERSEC 2025
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Worker Nodes: Kubelet \ A

\
\

« 13 Level 1 Profile Checks, 2 Level 2 Profi“"'l-e thecks:
The audit of Kubelet in Worker Nodes

. Implementing these
recommendations helps reduce potential risks and improves the
overall security posture of Kubernetes nodes. By ensuring proper
configurations and utilizing security enhancements, organizations
can create a more secure and reliable Kubernetes environment.

* Audit Deficiencies Implication:

An insecure Kubelet allows attackers to bypass API server controls,
execute commands in pods on the node, retrieve logs, or potentially
gain node-level access.
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Worker Nodes: kube-proxy

* Only 1 Level 1 Profile Checks: _.

Audits check its configuration file settings and command-line
arguments for . Ensure that the --metrics-bind-
address parameter is not set to a value other than 127.0.0.1.
From the output of this command gather the location specified in
the --config parameter. Review any file stored at that location and

ensure that it does not specify a value other than 127.0.0.1 for
metricsBindAddress.

* Audit Deficiencies Implication:

Misconfigured kube-proxy could potentially lead to network policy
bypass or traffic manipulation.
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix
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Policies: RBAC and Service Acco unﬁ; WY

12 Level 1 Profile Checks, 0 Level 2 Profile Checks:

Audits verify that Roles and ClusterRoles adhere to

Checks ensure cluster-admin access is minimized, default service
accounts are not used or have minimal permissions, and service
account token automounting is disabled where not needed
(automountServiceAccountToken: false).

* Audit Deficiencies Implication:

Overly permissive RBAC is a primary vector for privilege escalation.
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Policies: Pod Security Standards

11 Level 1 Profile Checks, 2 Level 2 Profile Checks :

Pod Security Standards (PSS) are recommendations for securing
deployed workloads to

There are a number of ways if implementing PSS, including the
built-in Pod Security Admission controller, or external policy control
systems which integrate with Kubernetes via validating and
mutating webhooks.

* Audit Deficiencies Implication:

Allows deployment of insecure pods (privileged, host access),
enabling container escapes and node compromise.
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Policies: Network Policies and CNI \ NN\

1 Level 1 Profile Checks, 1 Level 2 Profile Checks:

Audits verify that a CNI plugin supporting IS

installed, and then explicitly allowing necessary ingress/egress
traffic. Crucially, it checks if policies are actually implemented,

ideally starting with a default-deny policy for all namespaces
In your cluster network.

* Audit Deficiencies Implication:

Lack of network segmentation allows unrestricted lateral movement
within the cluster.
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Policies: Secrets Management

e 2 Level 2 Profile Checks :

Kubernetes offers via volumes or environment variables,
but external secrets storage are preferred. For advanced needs,
external secret managers with encryption and auditing are
recommended.

* Audit Deficiencies Implication:

Sensitive data like API keys and passwords can be easily stolen by
attackers with cluster access.
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Policies: Extensible Admission Cont\l N\

« 1 Level 2 Profile Checks:

Audits may check for the presence and configuration of validating

or mutating that enforce custom security
policies beyond built-in controls. Examples include webhooks for

image provenance (ImagePolicyWebhook) or general policy
engines like OPA Gatekeeper.

* Audit Deficiencies Implication:

Missed opportunities to enforce organization-specific security
requirements at deployment time.
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Threat Modeling of
Kubernetes & Container Runtime

ABzs{ERY MITRE ATT&CK %BP=
MITRE ATT&CK Matrix for Containers

WEBBIREMNHFE : HREER

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

EBIZEENE L
Audit Driven Security

IZ2EZCIS KubernetesiiDockerfY TRl E #

Outlines of the CIS Benchmarks
with Kubernetes & Docker

CISFFEI: FE1ZTRKBNEERERTE

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

WRIFRIRRGIFR : HERRE

Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes

Defending Kubetnetes

{EFMITRE D3FEND#Ef&E
e B £ B B B IE I FE R I LA 73 48

Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

Policies: General Policies

* 1 Level 1 Profile Checks, 3 Level 2 Profile Checks: \

Audits aim to ensure better resource management and security
within the Kubernetes cluster. This involves verifying the
segregation of resources using hamespaces, the

via SecComp profiles and Security
Contexts, and the avoidance of the default namespace for
enhanced control. Ultimately, these audits help in establishing

administrative boundaries and applying security controls effectively
at the namespace and pod/container levels.

* Audit Deficiencies Implication:

Workloads can consume excessive resources, potentially leading to
DoS for other tenants or the node itself.
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BRI ER
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Outlines of the CIS Benchmarks
with Kubernetes & Docker
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CIS Benchmarks:
Audit Deficiencies as Misconfigurations
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Defending Kubetnetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

CYBERSEC 2025
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Container Runtime Conﬂguratlon (Req 5. 1~5 32)

« 28 Level 1 Profile Checks, 4 Level 2 Profile Checks:

The purpose of auditing the Container Runtime Configuration is to
verify that containers are launched and operate with

. This ensures that potential security
vulnerabilities arising from insecure container execution settings
are identified and mitigated, thereby protecting the host system and
other containers. By auditing these configurations, organizations
can confirm adherence to security best practices and internal
security policies during the container runtime phase.

* Audit Deficiencies Implication:

Increasing the risk of vulnerability exploits and security breaches for

the host system and other containers.
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Kubernetes i1 Container Runtime
TEHBEE SECURITY Forum

The Exploit to the Misconfigurations

Kubernetes & Container Runtime

Z32 (L6 MITRE ATT&CK 4B Step Attacker Action Description Primary MITRE Tactic(s) Primary MITRE Technique(s) (ID & Name)
MITRE ATT&CK Matrix for Containers 1 Exploit exposed Kubelet API with anonymous auth Initial Access T1190 Exploit Public-Facing Application

T1609 Container Administration Command
WEIBIREBITHI : 5525 ER

T1609 Container Administration Command

Cases Study: Exploitable Vulnerabilities 2 Execute command in pod via Kubelet APIl endpoint Execution T1059 Command and Scripting Interpreter

& Abuse the Legitimate Objects

BB ER Read pod's service account token from default mount path Credential Access T1602 Data from Configuration Repository
“cat /run/secrets/kubernetes.io/serviceaccount/token’ T1552 Unsecured Credentials

Audit Driven Security
Discover service account's high privileges via API| server query

JZRECIS KubernetesgiDockerf: Tl E % “curl -v -H “Authorization: Bearer <JWT_TOKEN>" DL | . |
4 _ _ - Privilege Escalation T1069 Permission Groups Discovery
https://<Kubernetes API_IP>:<port>/api/v1/namespaces/defau . .
Outlines of the CIS Benchmarks It/secrets/” for Permission Discovery
with Kubernetes & Docker
CISEFRI: 1B R AR BN SH R E 5 Create privileged pod (privileged: true) with hostPath mount Privilege Escalation T1611 Escape to Host
using stolen token Lateral Movement T1609 Container Administration Command
CIS Benchmarks:
Audit Deficiencies as Misconfigurations
KEBIRFROIMA : 8RERE 6 Execute commands in privileged pod, chroot to host filesystem | Privilege Escalation T1611 Escape to Host
Cases Study: The Exploit to
the Misconfigurations -
7 Access node-level credentials Credential Access E ggg gg f(accr:rgsnigleslenngﬁfs
FFE Kubernetes (/var/lib/kubelet/kubeconfig, cloud IMDS) Lateral Movement T1552 007 Cloud Instance Metadata AP
Defending Kubetnetes T1609 Container Administration Command
Deploy persistence (DaemonSet), move laterall HERECle: IPEETIRESelle e
SAMITRE DSFEND#2E 8 ploy pe ! Y Lateral Movement T1530 Data from Cloud Storage Object
1% B £ B B B F2E Wl ¥E e N LA 57 48 Impact (mine) :
Impact Use of stolen node/cloud credentials for lateral movement 45
Mapping the Best Practices & Controls (various Enterprise techniques)

to MITRE D3FEND Matrix
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Defending Kubernetes:
Best Practices & Controls

fhElKubernetes: ax{£ = i= B 12 &l ¥5 hit
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it MITRE D3FEND Matrix

Kubernetes £1 Container Runtime

ZEBEE

Threat Modeling of

Kubernetes & Container Runtime MITRE

Az3{EAY MITRE ATT&CK #B&

Esc

Parent: T1098 MITRE ATT&CK® Link

MITRE ATT&CK Matrix for Containers

Additional Container Cluster Roles - T1098.006
WEIEIREGITEE : EHEER
(ATT&CK® Technique)

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

R E L Definition

An adversary may add additional roles or permissions to an adversary-controlled user or service account to maintain persistent access to a container orchestration system. For
example, an adversary with sufficient permissions may create a RoleBinding or a ClusterRoleBinding to bind a Role or ClusterRole to a Kubernetes account. Where attribute-
based access control (ABAC) is in use, an adversary with sufficient permissions may modify a Kubernetes ABAC policy to give the target account additional permissions.

Audit Driven Security
I2#ZCIS KubernetesEiDockerfYaF I &3

Outl_ines of the CIS Benchmarks D3FEND Inferred Relationships
with Kubernetes & Docker

Browse the D3FEND knowledge graph by clicking on the nodes below.

CISFFRI: 1E1ZiRKBIEEFRER

+ m Harden Isolate Evict Restore
CIS Benchmarks:

Audit Deficiencies as Misconfigurations

disables

Account Locking

may-evict
-
-

restricts

User Account Permissions

may-isolate

Cases Study: The Exploit to e e tores —
the Mlsconflguratlons Restore User Account Access '."-ﬂg User Account

e ‘may-restore- = §  Additional Container Cluster Roles

-y
A

-* *
e — - “—strengthens
'- "‘

FFE Kubernetes

Agent Authentication

may-hard'en

Defending Kubetnetes e

.
may-restore
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Kubernetes £ Container Runtime

ZEBEE

Threat Modeling of
Kubernetes & Container Runtime

Bzs{EB9 MITRE ATT&CK %BP=
MITRE ATT&CK Matrix for Containers

WEBBIREMHE : BEER

Cases Study: Exploitable Vulnerabilities
& Abuse the Legitimate Objects

BRI ER
Audit Driven Security

I2EECIS KubernetesiiDockerfYT I E 2

Outlines of the CIS Benchmarks
with Kubernetes & Docker

CISFFAI: Tz tR KR BNEEERER

CIS Benchmarks:
Audit Deficiencies as Misconfigurations

WEBRELIMR : HRKTE

Cases Study: The Exploit to
the Misconfigurations

FFE Kubernetes
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Mapping the Best Practices & Controls
to MITRE D3FEND Matrix

to Kubernetes Controls (Proactive). '

D3FEND Tactic
Model (iZ1&)

Harden (5:16)

Isolate ([FEE)

D3FEND Technique

Asset Inventory,
Network Mapping,
Operational Activity Mapping,
System Mapping

Agent Authentication,
Platform Hardening,
Application Hardening,
Credential Hardening,
Message Hardening,
Platform Hardening,
Source Code Hardening

Access Mediation,

Access Policy Administration,

Execution Isolation,
Network Isolation

Relevant K8s Control/Practice

(kube-bench),

, Network Policy Review,
Resource Querying (kubectl get...),
Service Mesh Visualization

Encrypting Secrets/etcd,

(include isolation of etcd),
(logical isolation),
(restricting host access),
(taints/tolerations, separate node pools),
(basic isolation),
Service Mesh (mTLS, L7 policies)
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Adversary Driven Security

Kubernetes £1 Container Runtime

e
Mapping of D3FEND Concepts

Threat Modeling of
Kubernetes & Container Runtime

to Kubernetes Controls (Reactive) '

D3FEND Tactic D3FEND Technique Relevant K8s Control/Practice
Detect (1=1]) Identifier Analysis, ,
MITRE ATT&CK Matrix for Containers : :
Network Traffic Analysis,
DIRETM NP5 - S5RiR R File Analysis, (Falco, Sysdig, Tetragon, Business Cloud EDR Product),
Cases Study: Exploitable Vulnerabilities Message AnaIySiS, y
& Abuse the Legitimate Objects : _
Platform Monitoring, :
& 47, BIE &h 15 27 . .
L Process Analysis, SIEM Integration
Audit Driven Security User Behavior Analysis
OIS Kubermetes S Dockert ST Evict (f&%) Process Eviction, (kubectl delete),
| Credential Eviction, Revoking Service Account Tokens/Credentials),
Outlines of the CIS Benchmarks
with Kubernetes & Docker Object Eviction (kubectl cordon/drain),
CISFFHI: FEi%tRKBNEE R
CIS Benchmarks: Restore (I/t1€) Restore Access, Redeploying from ,
Audit Deficiencies as Misconfigurations R " : f
WEBIRFELMR : H:RERE Restore ObjeCt eS- Ormg il ,
Rolling back deployments
C Study: The Exploit t . : . . . . .
“the Misconfigurations Deceive (Eri&) Decoy Environment, Kubernetes Honeypots (mimicking exposed APls/services)
FFE Kubernetes Decoy Object
Defending Kubetnetes
fEAMITRE D3FEND#EP&
% e (£ B I EEHI L7 58

Mapping the Best Practices & Controls
to MITRE D3FEND Matrix
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Summary

U

Defending Kubernetes:
Best Practices & Controls

J

-

Audit Driven Security
(e EN & %)

~

-

Adversary Driven Security
(WEEERHEZD)

CYBERSEC 2025
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Proactive Hardening and

Isolation (F &)3& A7 &)

Reactive Detection and
Response (X ENERIFZEFE)
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